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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 7, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKCRT-2014

Enter your personal notes here
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• Introduction to Cisco 
Certifications

• Roadmap changes

• What to expect on the exam

• Exam vs Real life

• How to prepare for the exam
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Introduction to Cisco 
Certifications
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“DevNet professional, ENAUTO and Automation 
skills Required”
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Two Exams: Core + 1 Concentration

Enterprise Core

Security Core

Service Provider Core

Collaboration Core

Data Center Core

Two Exams: Core + 1 Concentration

One Exam

One Exam

Ent Adv 
Routing

Ent 
Design

SD-WAN Wireless 
Implement

Wireless 
Design

Ent 
Automation

Firepower ISE ESA WSA VPN
Security 

Automation

SP Adv 
Routing

SP VPN
SP 

Automation

Collab 
Apps

Call Control 
& Mobility

Cloud & 
Edge

Collab 
Automation

DC 
Design

DC 
TShoot

ACI
DC 

Automation

DevNet Core DevOps Tech Auto 
in CCNP

CCNA

DevNet Associate

Core + Lab

Ent Infrastructure 
Lab

Security Lab

Service Provider 
Lab

Collaboration Lab

Data Center Lab

Ent Wireless 
Lab

One Exam

CyberOps Core DFIRCyberOps Associate

Adv ACI

Two Exams: Core + 1 Concentration

Cisco Career Certifications

Threat 
Hunting

DevNet Expert

CyberOps Expert 

Cloud 
Connectivity

Core + Lab

Future
Offering

Cloud 
Security

Network 
Assurance

Cloud 
Infra

Multicloud 
Certs
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Cisco DevNet-Automation certification track

DevNet: Expert Level

DevNet Core 
Exam

350-901

L

DevNet: Professional 
Level

DevNet Lab Exam

Automating 
and 

Programming 
Cisco 

Enterprise 
Solutions 

Automating 
and 

Programming 
Cisco Service 

Provider 
Solutions

Automating 
and 

Programming 
Cisco Data 

Center 
Solutions 

Automating 
and 

Programming 
Cisco Security 

Solutions 

Automating 
and 

Programming 
Cisco 

Collaboration 
Solutions 

Implementing 
DevOps 

Solutions and 
Practices using 
Cisco Platforms

C C C CC C

Associate Level

DevNet Associate Exam
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Roadmap 
changes
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Certification roadmap publishing process

How it works:

1. Cisco reviews each technology on the same quarterly schedule each year to make sure our exams align with the 

latest Cisco technologies.

2. We announce blueprint changes 3–6 months in advance along with revised exam topics and release notes, if applicable.

3. We publish the updated exam 3–6 months after the exam blueprint publication, if applicable.

Data Center & Collaboration
Q1: Review/Job Task analysis
Q2: New blueprints published
Q3: Updated exam go live

Security & CyberOps
Q4: Review/Job Task analysis
Q1: New blueprints published
Q2: Updated exam go live

Enterprise & DevNet
Q2: Review/Job Task analysis
Q3: New blueprints published
Q4: Updated exam go live

CCNA & Service Provider
Q3: Review/Job Task analysis
Q4: New blueprints published
Q1: Updated exam go live

Stay in sync with the latest updates on a regular, 
rotating schedule

Dates shown reflect Cisco’s fiscal year calendar.
Q1: August-October, Q2: November-January, Q3: February-April, Q4: May-July
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Certification roadmap
How it works:

1. Cisco reviews each technology on the same quarterly schedule each year to make sure our exams align 
with the latest Cisco technologies.

2. We announce blueprint changes 3-6 months in advance along with revised exam topics and release notes.

3. We publish the updated exam 3-6 months after the exam blueprint publication.

Q2 (NOV – JAN 2023)

Security and Enterprise

Data Center and Collaboration

Q4 (MAY – JUL 2023)

DevNet and CyberOps

Service Provider and CCNA

Security and Enterprise

Q2 (NOV – JAN 2024)

Security and Enterprise

Data Center and Collaboration

DevNet and CyberOps

Q4 (MAY – JUL 2024)

DevNet and CyberOps

Service Provider and CCNA

Security and Enterprise

FY23QI FY23Q2 FY23Q3 FY23Q4 FY24Q1 FY24Q2 FY24Q3 FY24Q4 FY25Q1

Q1 (Aug – Oct 2022)

Data Center and Collaboration

Q3 (Feb – Apr 2023)

Service Provider and CCNA

Security and Enterprise

Data Center and Collaboration

Q3 (Feb – Apr 2024)

Service Provider and CCNA

Security and Enterprise

Data Center and Collaboration

Q1 (Aug – Oct 2023)

Data Center and Collaboration

DevNet and CyberOps

Service Provider and CCNA

Sept. 20
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Revision framework
Minor revision 

(Agile revision model)

Smaller modular revisions

Incremental changes

Easy bite-size learning model

Frequent alignment 
(Product & Technology)

Major revision 
(Traditional revision model)

Large revisions

Major changes

Steep learning curve

Wider alignment 
(Product & Technology)

v2.1 v2.2 v2.3
Blueprint version number 

v2.1        v3.0

Every 3-5 
years Every years Every years Every years
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ENAUTO v1.0 vs ENAUTO v1.1

1.6 Explain the benefits of using network configuration tools such as Ansible and Terraform
Puppet for automating IOS XE platforms

2.1 Identify the JSON instance based on a YANG model (including YANG Suite)

2.2 Identify the XML instance based on a YANG model (including YANG Suite)

4.2 Describe the features and capabilities of Cisco DNA Center

• 4.2.c  Multivendor support (3rd party SDKs)

• 4.2  eSDA

4.4 Implement API requests for Cisco DNA Center to accomplish network management tasks

• 4.4.d  SDA APIs

5.1 Describe features and capabilities of Cisco SD-WAN vManage Certificate Management APIs
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https://learningnetwork.cisco.com/s/cisco-certification-roadmaps?tabset-
94f5d=1
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What to expect 
on the exam
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Exam Blueprint 
https://learningnetwork.cisco.com/s/e
nauto-exam-topics
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Interpret the Blueprint: 
Automating and Programming Cisco Enterprise Solutions (300-435)

4.0 Cisco DNA Center
4.1 Compare traditional versus software-defined networks

4.2 Describe the features and capabilities of Cisco DNA Center

4.2.a Network assurance APIs

4.2.b Intent APIs

Domain
WeightDomain

Task

Subtask

BRKCRT-2014 16
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Blueprint Verbs

Describe/Explain

Compare

Configure/Implement/Construct/Utilize/Interpret

Troubleshoot/Identify

Depth of Knowledge

BRKCRT-2014 17
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Types of questions

Multiple choice

Drag and drop

Lablets are coming…

BRKCRT-2014 18
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Describe question

1.5 Describe the benefits of 
Python virtual environments

What is a benefit of Python virtual 
environments?

A. separates project dependencies

B. automates software upgrades

C. enhances DDos security

D. adds version control functionality

BRKCRT-2014 19
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Describe question

1.5 Describe the benefits of 
Python virtual environments

What is a benefit of Python virtual 
environments?

*A. separates project dependencies

B. automates software upgrades

C. enhances DDos security

D. adds version control functionality
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Compare question

4.1 Compare traditional 
versus software-defined 
networks

What is the difference between traditional and 
software-defined networks?

*A. Traditional networks have fixed capacity, 
whereas software-defined networks are 
flexible and agile.

B. Traditional networks are centralized 
controlled, whereas software-defined are 
hardware-centric..

C. Traditional networks …
D. Traditional networks ...

BRKCRT-2014 21
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Compare question

4.1 Compare traditional 
versus software-defined 
networks

OR like this

Centralized Control

Fixed Capacity

Hardware-Centric

Flexible and Agile

Software-Defined 
Networks

Traditional Networks

Hardware-Centric

Fixed Capacity

Centralized Control

Flexible and Agile

Drag and drop the characteristics from the left onto 
the network types on the right.
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How to prepare

Describe/Explain

Configure/Implement/Construct/Utilize/Interpret

Troubleshoot/Identify

Depth of Knowledge

Compare
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Configure 
question

3.3 Configure device 
using RESTCONF 
API utilizing Python 
requests library

Drag and drop the code from the bottom 
onto the box where the code is missing 
to remove loopback100 using 
RESTCONF. Not all options are used.

Bearer

Basic

DELETE

GET

payload data

Accept
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Configure 
question

3.3 Configure device 
using RESTCONF 
API utilizing Python 
requests library

Drag and drop the code from the bottom 
onto the box where the code is missing 
to remove loopback100 using 
RESTCONF. Not all options are used.

Bearer

Basic

DELETE

GET

payload data

Accept
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Depth of Knowledge

How to prepare

Describe/Explain

Compare

Configure/Implement/Construct/Utilize/Interpret

Troubleshoot/Identify
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Troubleshoot 
question

5.6 Troubleshoot a Cisco 
SD-WAN deployment 
using vManage APIs

Refer to the exhibit. A network engineer is 
tasked to retrieve device statuses on a SD-
WAN deployment. To accomplish the 
requirement, the network creates a script 
utilizing the vManage API. When the script is 
run a login error appears. What must the 
engineer change on the script to fix the issue?

A. move the cookie in the headers
B. move the x-xsrf-token in the payload
C. remove the cookie from the code
D. remove the x-xsrf-token from the code
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Troubleshoot 
question

5.6 Troubleshoot a Cisco 
SD-WAN deployment 
using vManage APIs

Refer to the exhibit. A network engineer is 
tasked to retrieve device statuses on a SD-
WAN deployment. To accomplish the 
requirement, the network creates a script 
utilizing the vManage API. When the script is 
run a login error appears. What must the 
engineer change on the script to fix the issue?

*A. move the cookie in the headers
B. move the x-xsrf-token in the payload
C. remove the cookie from the code
D. remove the x-xsrf-token from the code
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Depth of Knowledge

How to prepare

Describe/Explain

Compare

Configure/Implement/Construct/Utilize/Interpret

Troubleshoot/Identify
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What will be covered

2.3 Interpret a YANG module tree generated per RFC8340

3.4 Utilize Ansible to configure an IOS XE device

Implement API requests for Cisco DNA Center to accomplish network management 
tasks using these APIs

4.5.a Network discovery and device APIs

5.3 Construct API requests for Cisco SD-WAN vManage Administration APIs
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What will be covered

2.3 Interpret a YANG module tree generated per RFC8340

3.4 Utilize Ansible to configure an IOS XE device

Implement API requests for Cisco DNA Center to accomplish network management 
tasks using these APIs

4.5.a Network discovery and device APIs

5.3 Construct API requests for Cisco SD-WAN vManage Administration APIs
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Refer to the exhibit. Which partial YANG 
model is represented by the pyang
tree?

A.

B. 

C. 

D. 
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YANG models and `pyang`

• RFC8430 defines YANG tree 
diagrams

• YANG tree provides visualization of 
YANG module, nesting, types, and 
options

• Does not include specific 
restrictions/validators within the types

• Can use pyang utility to generate trees

• Installed via pip in Python

• Called using pyang <module> -f tree

From https://datatracker.ietf.org/doc/html/rfc8340

BRKCRT-2014 34
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What will be covered

2.3 Interpret a YANG module tree generated per RFC8340

3.4 Utilize Ansible to configure an IOS XE device

Implement API requests for Cisco DNA Center to accomplish network management 
tasks using these APIs

4.5.a Network discovery and device APIs

5.3 Construct API requests for Cisco SD-WAN vManage Administration APIs
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Refer to the exhibit. An engineer 
needs to configure SNMP on a CSR 
router with hostname csr1. Which 
code snippet will complete the 
Ansible playbook?

A.

B. 

C. 

D. 

BRKCRT-2014 36
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Demo Overview: Using Ansible to Configure IOS-XE

• The Ansible inventory file defines 
the device credentials, IP address 
and device type within the project

• The Ansible playbook lists a series 
of tasks to be executed upon the 
device csr1, defined in inventory

• The playbook has two tasks:

• First, it sends three SNMP 
configuration lines

• Second, it sends a verification show 
command to see if the change was 
successful 

BRKCRT-2014 37



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Let’s Test It: Using Ansible to Configure IOS-XE

• -v flag 
indicates 
additional 
output; 
command 
output

• Orange text: 
change

• Green text:
no change; 
output
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What will be covered

2.3 Interpret a YANG module tree generated per RFC8340

3.4 Utilize Ansible to configure an IOS XE device

Implement API requests for Cisco DNA Center to accomplish network management 
tasks using these APIs

4.5.a Network discovery and device APIs

5.3 Construct API requests for Cisco SD-WAN vManage Administration APIs
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Refer to the exhibit. An engineer must 
use Cisco DNA Center to discover the 
connected devices based on a list of 
IP addresses. Which line of code 
needs to be added to the box where 
the code is missing to accomplish the 
requirement?

A.

B. 

C. 

D. 
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Specific APIs and payloads

• Specific APIs on ”exam topics” 
should be reviewed in depth

• Should understand:

• API paths

• Payload required

• HTTP verbs required for action

• Resources:

• Sample code (DevNet)

• Off-box API documentation

• On-box API docs/explorer

BRKCRT-2014 41
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What will be covered

2.3 Interpret a YANG module tree generated per RFC8340

3.4 Utilize Ansible to configure an IOS XE device

Implement API requests for Cisco DNA Center to accomplish network management 
tasks using these APIs

4.5.a Network discovery and device APIs

5.3 Construct API requests for Cisco SD-WAN vManage Administration APIs
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Drag and drop the code from the bottom onto the box where the code is 
missing to complete the script for a user to authenticate to a vManage
controller. Not all options are used.

j_username j_password /j_security_check

j_passwordjsessioncookie /v_security_check
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Using APIs requires authentication

Cisco DNA Center: Basic auth, returns Token -> add’l calls

Cisco Meraki Dashboard: API key 
(with or without session)

Cisco SDWAN: User auth -> ID -> token

BRKCRT-2014 44
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for the exam
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• Hands-on experience • Lab-Sandboxes-Code !!!• Study the Blueprint and 
training. Join CLN-
DevNet (study groups)
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DevNet Video Courses
https://developer.cisco.com
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Community - Study groups
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Cisco courses from CLN
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Cisco Live 
On-Demand 
Library
(www.ciscolive.com)
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

Pay for Learning with 
Cisco Learning Credits 

(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and 
Specialist Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn

Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to be 
entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.  

Earn 100 points per survey completed and compete on the Cisco Live 
Challenge leaderboard. 

Level up and earn exclusive prizes!

Complete your surveys in the Cisco Live mobile app.
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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