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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 7, 2024.

1

2

3

4

https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKCRT-2016

Enter your personal notes here
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• Value of the Cisco Certification

• CCNP Enterprise Certifications

• Understand the Adv-Routing 
Blueprint

• Technology depth

• What to expect (Sample questions)

• Learning Resources and Roadmap

• Q&A
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Value of the
Cisco Certification



The benefits of certification are real:

Benefits of 
Cisco Certification

More attractive to hiring 
companies and existing 
managers

Ability to gain a higher salary

Keeps you in sync with 
changing technology

Cisco Certifications are time-honored proof you 
know what you’re doing. Plus, they’re ANSI and NIST 
certified, which means they’re industry certs with 
greater value in the marketplace.

1 Pearson VUE 2023 Value of IT Certification

of respondents received a salary increase 
after earning their credentials1.37%

of those who earned a pay increase were 
rewarded within three months of getting 
certified, and 83% were rewarded within 

six months. 
58%

of employers’ associate IT certification 
holders with increased quality and value 
of work contribution1.81%

5© 2024 Cisco and/or its affiliates. All rights reserved. Cisco PublicBRKCRT-2016

Motivation

https://home.pearsonvue.com/voc
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Certified employees are valued assets

• Certification shortlists candidates for a job

• Gives confidence to the employer to bring a candidate in, meaning, 
in most cases, it gets you an interview ☺

• Positions a job seeker for skills to a job match

• Represents a job seeker virtually through a resume/LinkedIn 
prescreening

BRKCRT-2016 6
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Two Exams: Core + 1 Concentration

Enterprise Core

Security Core

Service Provider Core

Collaboration Core

Data Center Core

One Exam

One Exam

Ent Adv 
Routing

Ent 
Design

SD-WAN Wireless 
Implement

Wireless 
Design

Ent 
Automation

Firepower ISE ESA WSA VPN
Security 

Automation

SP Adv 
Routing

SP VPN
SP 

Automation

Collab 
Apps

Call Control 
& Mobility

Cloud & 
Edge

Collab 
Automation

DC 
Design

DC 
TShoot

ACI
DC 

Automation

DevNet Core DevOps Tech Auto 
in CCNP

CCNA

DevNet Associate

Core + Lab

Ent Infrastructure 
Lab

Security Lab

Service Provider 
Lab

Collaboration Lab

Data Center Lab

Ent Wireless 
Lab

One Exam

CyberOps Core DFIRCyberOps Associate

Adv ACI

Cisco Career Certifications

Threat 
Hunting

DevNet Expert

CyberOps Expert 

Network 
Assurance

Core + Lab

Future
Offering

Cloud 
Security
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Cisco Enterprise certification track

CCIE: Expert Level

Enterprise 
Core Exam
350-401

Implementing  
Wireless 
Networks 

Designing Cisco 
Wireless 
Networks 

Designing
Cisco Enterprise 

Networks

Implementing Cisco 
Enterprise Advanced 
Routing and Services

300-410

Implementing 
Cisco SD-WAN 

Solutions

Automating and 
Programming Cisco 
Enterprise Solutions 

L L

CCIE Enterprise 
Wireless Lab Exam 

CCIE Enterprise 
Infrastructure Lab Exam 

CCNP: Professional Level Concentration exam options

Lab options

Ent Adv 
Routing

Ent 
Design

SD-WAN
Wireless 

Implement

Wireless 
Design

Ent 
Automation

Cloud 
Connectivity

Designing and 
Implementing Cloud 

Connectivity 
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Cisco Certifications Roadmap • Annual, iterative, agile model

• Cadence-based systemic 
approach

• Align with rapid technology 
evolution

• Ensure relevancy for today

• Prepare for the future

• Add new technologies

• Remove obsolete 
technologies

• Predictable cadence for 
planning

www.cisco.com/go/CertRoadmap
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300-410 ENARSI Exam Blueprint 
300-410 ENARSI Blueprint Ver 1.1 Release Notes

https://learningcontent.cisco.com/documents/marketing/exam-
topics/CCNP_Enterprise_v1.1_Release_Notes.pdf

Cisco Certification Roadmaps

https://learningnetwork.cisco.com/s/cisco-certification-roadmaps?tabset-
07517=1&tabset-72da6=1

300-410 ENARSI Blueprint

https://learningnetwork.cisco.com/s/enarsi-exam-topics
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Adv-Routing 
Blueprint
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Implementing Cisco Enterprise Advanced Routing 
and Services
Exam Blueprint

Domain / Weight300-410

Four major areas of 
knowledge

1. Layer 3 Technologies 35%

2. VPN Technologies 20%

3. Infrastructure Security 20%

4. Infrastructure Services  25%

BRKCRT-2016 13
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300-410 ENARSI Ver 1.1 Exam Blueprint Release 
Notes

BRKCRT-2016 14
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300-410 ENARSI Ver1.1   Exam Blueprint

BRKCRT-2016 15
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Don’t be scared… Be prepared

BRKCRT-2016 16
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Deciphering the Blueprint: 
Implementing Cisco Enterprise Advanced Routing and Services (300-410)

Domain 
Weight

Domain

Task

Subtask

Task

Task

Subtask

35% 1.0   Layer 3 Technologies

1.10 Troubleshoot OSPF (v2/v3)

1.10.a   Address families (IPv4, IPv6)

1.10.b   Neighbor relationship and authentication

1.10.c   Network types, area types, and router types

1.10.c (i)   Point-to-point, multipoint, broadcast, nonbroadcast

1.10.c (ii)  Area type: backbone, normal, transit, stub, NSSA, totally stub

1.10.c (iii)  Internal router, backbone router, ABR, ASBR

1.10.c (iv)  Virtual link

1.7 Configure and verify VRF-Lite

1.8 Describe Bidirectional Forwarding Detection

BRKCRT-2016 17
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Blueprint Verbs

Describe

Configure

Troubleshoot

Depth of Knowledge

BRKCRT-2016 18
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Multiple choice

Drag and drop

Performance-based Lab question

Types of questions

BRKCRT-2016 19
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Tasks

Sample 
Tasks on 
Multiple 
Domains

2.1 Describe MPLS operations (LSR, LDP, label switching, LSP)

1.6 Configure and verify VRF-Lite

1.7 Configure and verify Policy-based Routing

1.4 Troubleshoot redistribution between any routing protocols or   
routing sources

1.10 Troubleshoot OSPF (v2/v3)

1.10.d Path preference

BRKCRT-2016 21
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2.1 Describe MPLS operations (LSR, LDP, label 
switching, LSP)

• Labeling inside MPLS cloud between P 
(LSR) and PE (Edge-LSR)

• PE-P-PE, P-P communication

• Customer to PE (CE-PE)

• PE carrying multiple customer routes 
communicate among them keeping 
segregation between customers

• Customers with overlapping IP addresses 
communicate and carry routes between 
PE-CE

• Advanced- TE (RSVP)

BRKCRT-2016 22
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2.1 Describe MPLS operations (LSR, LDP, label 
switching, LSP)

• IGP is used to build an end-to-end layer 3 
network and LDP is used to establish  hop-by-
hop forwarding between LSRs using labels

• LDP distributes labels for prefixes advertised by 
unicast routing protocols

• BGP to support VPNs and establish 
communication between a set of sites using the 
same criteria (customer) — Label mapping info 
carried as part of NLRI (Network Layer 
Reachability Information)

• Forwarding plane consists of label imposition, 
swapping, and disposition — Regardless of the 
control plane (BGP, LDP, RSVP)

BRKCRT-2016 23
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2.1 Describe MPLS operations (LSR, LDP, label 
switching, LSP)
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• IP CEF (default)

• Enable MPLS globally or at the interface level

• LDP 32 bit (4 byte)

• Labels (Max 3 --> VPN, IGP, TE) (Max 12 bytes)

• MPLS MTU 1512

• Push, SWAP, Pull

• Avoid double lookup by Penultimate hop popping or PHP by LSR before LER

• https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/mpls/b-
mpls/m_mp-mpls-cisco-rtrs.html

BRKCRT-2016 25
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1.6 Configure and verify VRF-Lite

• Allows overlapping IP addresses on the same router using VRF

• Address-family aware VRF-Lite must use address-family ipv4/ipv6 under the 
VRF definition

• Show ip route must use vrf aware show command to display routing i.e. show 
ip route vrf cust_A

• Dynamic routing is supported over VRF-Lite e.g. EIGRP, OSPF, BGP

• When using OSPF, capability vrf-lite must be configured under router ospf
command.

• https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/
release/17-
1/configuration_guide/rtng/b_171_rtng_9500_cg/configuring_vrf_lite.html

BRKCRT-2016 26
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1.7 Configure and verify Policy-based Routing
• Identify traffic to be routed through specific requirements rather than default CEF exit

• Create a route-map for the required traffic

• Set next-hop using set ip next-hop ip-address [ip-address] OR set ip default next-
hop ip-address [ip-address]

• Apply the policy map on the interface using ip policy route-map map-tag command

• The set ip next-hop and set ip default next-hop commands are similar but have a 
different order of operation. Configuring the set ip next-hop command causes the 
system to first use policy routing and then use the routing table. Configuring the set ip 
default next-hop command causes the system to first use the routing table and then the 
policy-route-specified next hop.

• https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/ip-routing/b-ip-
routing/m_iri-pbr.html

BRKCRT-2016 27
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1.4 Troubleshoot redistribution between any 
routing protocols or routing sources
(Redistributing OSPF into BGP)

• OSPF intra-area and inter-area routes (internal) are redistributed by default if 
no keyword is mentioned with the redistribute OSPF command

• OSPF external routes must be defined in the match statement on the 
redistribute command

• Both External type-1 and type-2 must be matched to redistribute both types

• redistribute OSPF 1 match internal external

• redistribute OSPF 1 match internal external 1 external 2

• To redistribute all OSPF routes, internal external type-1, and type-2 routes 
must be matched on the redistribute OSPF command under BGP

• https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-
bgp/5242-bgp-ospf-redis.html

BRKCRT-2016 28
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1.4 Troubleshoot redistribution between any 
routing protocols or routing sources
(Redistributing EIGRP)

• EIGRP uses five different variables to calculate the metric

• Redistribute routes do not have these parameters, and this causes 
irregularities in the route setting. 

• To improve performance – set a default metric when redistributing routes. 
Example Router(config-router)#default-metric 10000 100 255 100 

1500

• A redistributed static route takes precedence over the summary route

• a static route has an admin distance of 1

• The EIGRP summary route has an admin distance of 5

• https://www.cisco.com/c/en/us/support/docs/ip/enhanced-interior-
gateway-routing-protocol-eigrp/8606-redist.html
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1.10.d Troubleshoot OSPF (v2/v3) 
(Path preference)

• Routes in the same area are called intra-area routes O.

• Routes crossing an ABR (between areas) are called inter-area routes (IA).

• Routes from an ASBR or from other protocols to OSPF are external routes. There 
are two types of external routes; E1 and E2.

• The cost of an E2 route is always the external cost, irrespective of the interior 
cost to reach that route. An E1 route cost is the addition of the external cost and 
the internal cost used to reach that route.

• Multiple routes to the same destination are preferred in the following order: 
intra-area (O), inter-area (O IA), external E1, external E2. 

• https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-
ospf/7039-1.html

BRKCRT-2016 30
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Tasks

Sample 
Tasks on 
Multiple 
Domains

2.1 Describe MPLS operations (LSR, LDP, label switching, LSP)

1.6 Configure and verify VRF-Lite

1.7 Configure and verify Policy-based Routing

1.4 Troubleshoot redistribution between any routing protocols or   
routing sources

1.10 Troubleshoot OSPF (v2/v3)

1.10.d Path preference

BRKCRT-2016 32
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2.1 Describe MPLS operations 
(LSR, LDP, label switching, 
LSP)

https://app.sli.do/event/g7n2kkM95
8A9zXxLZSywbh

Multiple Choice

Which protocols does a P router use to 
transfer VPN traffic between PE routers in 
an MPLS network?

A. OSPF and MP-BGP

B. OSPF and LDP

C. LDP and MP-BGP

D. LDP and RSVP

QuestionTask

BRKCRT-2016 33



Which protocols does a P router use to 
transfer VPN traffic between PE routers in 
an MPLS network?

ⓘ Start presenting to display the poll results on this slide.
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1.7 Configure and verify
VRF-Lite

Multiple Choice
Question

Refer to the exhibit. An engineer is required to configure overlapping IP 
addresses (10.10.1.1/30) for multiple customers on a Customer Edge (CE) 
router for IPv4 and IPv6. Which configuration is required to connect customer 
A (Cust_A) on the PE1 router for IPv4, assuming PE2 and remote Cust_A
devices are configured properly?

Task

BRKCRT-2016 35
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1.7 Configure and verify 
VRF-Lite

https://app.sli.do/event/g7n2kk
M958A9zXxLZSywbh

Multiple Choice
vrf definition Cust_A
rd 10:1
!

interface Ethernet0/0
description Cust_A
vrf forwarding Cust_A
ip address 10.10.1.1

255.255.255.252

Task
vrf definition Cust_A
!
address-family ipv4

!
interface Ethernet0/0
description Cust_A
ip vrf forwarding Cust_A
ip address 10.10.1.1

255.255.255.252

vrf definition Cust_A
!
interface Ethernet0/0
description Cust_A
ip vrf forwarding Cust_A
ip address 10.10.1.1 

255.255.255.252

vrf definition Cust_A
!
address-family ipv4

!
interface Ethernet0/0
description Cust_A
vrf forwarding Cust_A
ip address 10.10.1.1

255.255.255.252

A

D

C

B
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Which configuration is required to 
connect customer A (Cust_A) on the PE1 
router for IPv4, assuming PE2 and remote 
Cust_A routers are configured properly?

ⓘ Start presenting to display the poll results on this slide.
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1.6 Configure and verify
policy-based routing

https://app.sli.do/event/g7n2kkM
958A9zXxLZSywbh

Multiple Choice
Question

Refer to the exhibit. An engineer is required to direct all 
premier customers to ISP1 regardless of the routes in the 
routing table. Which configuration meets the requirement?

Task

BRKCRT-2016 38
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1.6 Configure and verify policy-based routing 
Contd.

access-list 1 permit ip 10.10.10.0 255.255.255.0
!
interface e0/0 
ip policy route-map premium_cust 
!
route-map premium_cust permit 10 
match ip address 1 
set ip default next-hop 10.10.34.1
!
ip route 172.16.1.0 255.255.255.0 10.10.35.1
ip route 0.0.0.0 255.255.255.0 10.10.34.1

A

D

C

B

access-list 1 permit ip 10.10.10.0 255.255.255.0
!
interface e0/0 
ip policy route-map premium_cust 
!
route-map premium_cust permit 10 
match ip address 1 
set ip default next-hop 10.10.34.1
!
ip route 172.16.1.0 255.255.255.0 10.10.35.1
ip route 172.16.2.0 255.255.255.0 10.10.34.1

access-list 1 permit ip 10.10.10.0 255.255.255.0
!
interface e0/0 
ip policy route-map premium_cust 
!
route-map premium_cust permit 10 
match ip address 1 
set ip next-hop 10.10.34.1
!
ip route 172.16.1.0 255.255.255.0 10.10.35.1
ip route 172.16.2.0 255.255.255.0 10.10.34.1

access-list 1 permit ip 10.10.10.0 255.255.255.0
!
interface e0/1
ip policy route-map premium_cust 
!
route-map premium_cust permit 10 
match ip address 1 
set ip next-hop 10.10.34.1
!
ip route 172.16.1.0 255.255.255.0 10.10.35.1
ip route 172.16.2.0 255.255.255.0 10.10.34.1
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Which configuration meets 
the requirement?

ⓘ Start presenting to display the poll results on this slide.
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1.4 Troubleshoot redistribution between 
any routing protocols or routing sources.

https://app.sli.do/event/g7n2kkM958A9zXxLZ
Sywbh

Multiple Choice
Question

Refer to the exhibit. An engineer redistributes OSPF into 
BGP, but not all the routes are redistributed. Which action 
resolves the issue on R1 with minimum configuration?

A. Configure /32 network statement under BGP for R3 
Loopback1.

B. Configure metric with the redistribute command to 
advertise external routes.

C. Configure route map to redistribute OSPF internal and 
external routes into BGP.

D. Configure to match OSPF internal external routes with 
the redistribute command.

Task

BRKCRT-2016 41
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Which action resolves the issue on R1 
with minimum configuration?

ⓘ Start presenting to display the poll results on this slide.
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1.10 Troubleshoot OSPF (v2/v3)
1.10.d  Path preference

https://app.sli.do/event/g7n2kkM958A9zXxLZSywbh

Multiple Choice
Question

Refer to the exhibit. The network 10.10.1.1 on R1 
reaches network 10.10.2.2 on R2 through the link to R3 
instead of the directly connected link between R1 and R2. 
Which action resolves the issue?

A. Reduce OSPF link cost to 10 between R1 and R2 in 
area 0.

B. Increase OSPF link cost to 20 between R1 and R3 in 
area 1.

C. Move link between R1 and R2 to area 1 with OSPF 
link cost to 10.

D. Change OSPF link type to point-to-point with a link 
cost of 10 between R1 and R2.

Task
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Which action resolves the issue?

ⓘ Start presenting to display the poll results on this slide.
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New Performance-Based Lab Exam Items
https://blogs.cisco.com/learning/new-performance-based-lab-exam-items-build-
opportunities

BRKCRT-2016 47



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive BRKCRT-2016 48

New Performance-Based Lab Exam Items Demo 
(Contd.)
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New Performance-Based Lab Exam Items Demo
Configure the routers for each customer to meet these 
requirements:

1. Configure CE router interfaces facing Cust_A and Cust_B 

routers with IP address 10.10.1.1/30 and should be able to 

support IPv6 if required. Use "Cust_A" and "Cust_B" as 

variables for any related configuration. 

2. Configure CE router interfaces for Cust_A and Cust_B to ping 
the corresponding interface IP address on the GWY router. 
Configure static routes to reach Cust_A loopback 0 and 
Cust_B loopback 0. Configure default routes for Cust_A to 
reach FTP Server and Cust_B to reach Web Server without 
introducing dynamic routing. Do not change IP addresses or 
dot1q configurations on interfaces connecting GWY and CE 
routers.
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New Performance-Based Lab Exam Items Demo 
(Contd.)

Configure the routers for each customer to meet these 
requirements (Contd.):

3. Configure the GWY router so that Cust_A always 
uses next-hop 10.10.10.2 to reach FTP Server 
(192.168.10.1). Do not add, remove, or modify 
preconfigured static routes to achieve results. Verify 
the results using extended ping from loopback0 to 
FTP Server on Cust_A router.

4. Configure GWY router so that Cust_B always uses 
next-hop 10.10.20.2 for Web Server 
(192.168.20.1). Do not add, remove, or modify 
preconfigured static routes to achieve results. Verify 
the results using extended ping from loopback0 to 
Web Server on Cust_B router.
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Learning Resources

• Cisco Learning Network Study Resources

• Cisco U

• Configure/Design/Study Guides

• Cisco Live On-Demand Sessions

• Webinars/Podcasts

• Sandboxes

• Cisco Press

• Training Videos

52BRKCRT-2016
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Cisco Learning 
Network
Study Resources
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Cisco Certification Exam Tutorial Videos
https://learningnetwork.cisco.com/s/certification-exam-tutorials
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Cisco U
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Cisco U
ENARSI
https://u.cisco.co
m/path/9 
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Cisco U
ENARSI 
Lab
https://u.cisco.c
om/path/9 
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Cisco U
ENARSI – VRF-Lite
Lab
https://ondemandelearning.cisco.co
m/apollo-
alpha/mc_enarsi10_17/pages/9 
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ENARSI – VRF-
Lite Lab
https://ondemandelearning.cisc
o.com/apollo-
alpha/mc_enarsi10_17/pages/9 
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ENARSI – VRF-Lite 
Lab
https://ondemandelearning.cisco.com/
apollo-alpha/mc_enarsi10_17/pages/9 
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Community - Study groups
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Cisco Live 
On-Demand Library

www.ciscolive.com
https://www.ciscolive.c
om/on-demand/on-
demand-library.html
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Webinars 

& Videos

https://learningnetwork.cisco.com

BRKCRT-2016 63



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Cisco DevNet 
Sandbox

https://developer.cisco.com
/site/sandbox/
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DevNet Sandbox
Cisco Modeling Labs Demo

https://developer.cisco.com

or
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Cisco DevNet Sandbox (https://developer.cisco.com/site/sandbox/)
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Cisco DevNet 
Sandbox
Cisco Modeling Labs

https://www.cisco.com/c/en
/us/products/cloud-
systems-
management/modeling-
labs/index.html
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Questions?
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Complete Your Session Evaluations

69BRKCRT-2016

Complete a minimum of 4 session surveys and the Overall Event Survey to be 
entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.  

Earn 100 points per survey completed and compete on the Cisco Live 
Challenge leaderboard. 

Level up and earn exclusive prizes!

Complete your surveys in the Cisco Live mobile app.
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

70Session ID
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

Pay for Learning with 
Cisco Learning Credits 

(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and 
Specialist Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn

Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify
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