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Exactly what is a 
SNOC?
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Get SNOC’d!

Security 
Operations Centre 

Network 
Operations Centre 

Security and 
Network 

Operations Centre 
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Agenda

• Introduction

• Secure Network Analytics and XDR

• Telemetry from the Meraki Network

• Threat Detection and Response 

• Conclusion
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Watch out for this guy!
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About Us

Alex Burger
Principal Engineer

Matt Robertson
Distinguished Engineer
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Secure Network 
Analytics and 
Cisco XDR
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NDR & XDR

8

• Analyze north/south and east/west traffic flows 
in near-real time

• Model network traffic and highlight suspicious 
traffic and offer behavioral techniques (non-
signature) to detect anomalies 

• Aggregate individual alerts in structured 
incidents to facilitate investigation 

• Provide automatic or manual response 
capabilities 

Network Detection and Response 

• Collection of telemetry from multiple security tools

• Application of analytics to the collected and 
homogenized data to arrive at a detection of 
maliciousness

• Response and remediation of that maliciousness

Extended Detection and Response 

BRKENT-2033
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NDR & XDR
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Network Detection and Response Extended Detection and Response 

BRKENT-2033

Cisco Secure Network Analytics Cisco XDR
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Flow
Collectors

Data
Nodes

Manager

(Stealthwatch Enterprise)
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Secure Network Analytics is a collector and aggregator of network telemetry for 
the purposes of security analysis and monitoring

Cisco Secure Network Analytics

BRKSEC-2248 – Design, Deploy Cisco Network 
Detection and Response with Cisco Breach Suite

- Hanna Jabbour, Wednesday Jun 5 @ 2:30 pm

BRKENT-2033

Comprehensive East-West network visibility and analytics

BRKSEC-3019 – Visibility, Detection and Response 
with Cisco Secure Network Analytics

- Matt Robertson, Monday Jun 3 @ 3:00 pm
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Cisco XDR 

BRKENT-2033

Collection of telemetry from multiple sources

Response

Analytics 
and 

correlation

Cisco XDR collects and analyses 
telemetry from multiple sources to 

accelerate security operations. 
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Integrations Make XDR Possible 

12

Data Analytics and 
Correlation

Logs and security events are ingested into 
the data warehouse and are correlated and 

analyzed using AI and ML to create 
actionable XDR incidents

Threat Hunting and 
Investigation

Security information is collected from 
multiple sources in real time and available 

for investigation, threat hunting, and 
enrichment of security incidents

Asset Insights and Context

Consolidated inventory of devices and users 
across an organization. Understanding the 
asset value contributes to the prioritization 
and context available for security incidents

Automation and Response

Provides automated, guided and/or manual 
actions using a customer's security control 
points to more rapidly contain and eradicate 

a security incident.

BRKENT-2033
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Meraki and XDR Integrations

13BRKENT-2033

Data Analytics and 
Correlation

Flow logs ingested for network detections

Threat Hunting and 
Investigation

API enrichment for incidents

Asset Insights and Context

Systems Manager assets ingested to Asset 
Insights

Automation and Response

Response workflows available
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Meraki Systems Manager & XDR Asset Insights

14BRKENT-2033

System Manager devices and details via API

Details consolidated into Asset Inventory
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XDR Data Analytics Pipeline

Observation(s)

We saw something(s) 

Alert(s)

We believe this is 
important

P(A|B)

Source

Acquisition 
and 

Normalisation
Data 

Warehouse

Correlated 
Incident 

Generation

Data Acquisition Analytics Stack

Entities

objects under 
observation

BRKENT-2033 15
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Correlated Incident Generation

Correlation 
Analysis

Generative AI 
Summarization

Risk Scoring 
& 

Prioritization

Information 
Enrichment

Incident 
Promotion

Generate description(s) 
of the incident

Correlate multiple alerts 
into an attack chain

Create Incident 
artifact in XDR UI

Compute Incident 
score

Decorate incident 
with data from 

other integrated 
sources

BRKENT-2033 16
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Correlation Analysis: Attack Chains

Alert(s)
Correlation 

Analysis
Generative AI 
Summarization

Incident 
Promotion

At least two alerts are 
required to correlate 
into an attack chain

• Correlation logic attempts to reconstruct 
the attack timeline
• Related alerts
• Common entities 
• MITRE ATT&CK 

• Priority of potential incident calculated
• Gen AI: meaningful title and description

High priority events 
promoted as Incidents

Reconnaissance Impact
Attack Timeline

BRKENT-2033 17
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Native Detection vs Extended Detection

XDR can create alerts from 
downstream sources that have no 

native verdicts:
NetFlow, NVM, Cloud logs, ISE, FTD

XDR collects and extends 
downstream data sources that have 

verdicts:
EDRs, ETD, NDRs*, etc

High Fidelity, Low Noise

Alerts have passed a threshold for active notification. 
Not all potentially malicious events pass this threshold

Native Extended

BRKENT-2033 18
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XDR Network Flow Data Analytics Pipeline

Observation(s) Alert(s)
P(A|B)

NetFlow
(ETA)

Passive DNS

raw packets

Devices

objects under 
observation

• NetFlow (incl. ETA), Passive DNS, Raw 
packets sent to:
• Observable Network Appliance (ONA)
• Cisco Telemetry Broker (CTB)

• Metadata extracted and sent to XDR 
• Flow logs visible in Event Viewer
• Identify devices by IP Address, Hostname

48 observations currently
Monitoring for flow conditions of interest

• 73+ Alerts
• Some alerts are composed of single 

observation(s)
• Some alerts are composed of multiple 

observation(s) 
• Contain source observations 
• Assigned to device
• Correlated into Attack Chains

ONA/
CTB

XDR

BRKENT-2033 19
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NDR: Extracting security value from Network Data

N
o
is

e

Fidelity

High Noise, High Fidelity

Low Noise, High FidelityLow Noise, Low Fidelity

High Noise, Low Fidelity

SNA

SCA
(XDR)

NetFlow

Firewall logs

Packets

IDS logs

NDR’s apply 
analytics to network 
to telemetry to 
ascertain security 
outcomes (i.e. 
create fidelity)

Network telemetry is 
by nature high 
volume of data sets 
with minimal direct 
security outcomes 
associated

Detect as much as possible, 
broad alarm set, tuning, 

customisation required to 
extract maximum value

Alarm only for high 
fidelity events.  minimal 

to no tuning options 

Whitespace: possible 
things to detect.  (i.e. 
SNA detects more but 

tuning is required)

BRKENT-2033 20



Integrating 
Meraki with XDR 
and SNA
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Dashboard Managed NetFlow Exporters 

Meraki MX

NetFlow v9

Meraki MS390 & C9300-M

IPFIX enriched with Application and ETA

22BRKENT-2033
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The Value of Network Visibility

Gain insights into the devices, users and applications on your 
network and what they are up to. 

BRKENT-2033 23

Ask questions of the data to 
make operational decisions.

Ex. How many users are 
bypassing my proxy.

Operational Outcomes Analytical Outcomes

Security Policy:

Analyse network 
behaviour to design, 

implement and validate 
security policy

Threat Detection:

Analyse network 
behaviour to infer 
the presence of a 

threat actor



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive 24

Where should you capture flows in a network?

BRKENT-2033

Darrin

Alex

Matt

N

S

EW
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Where should you capture flows in a network?

BRKENT-2033

Darrin

Alex

Matt

EAST              WEST
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Where should you capture flows in a network?

BRKENT-2033

Darrin

Alex

Matt

Flow Cache Entry
Application: SSH
SRC IP: 10.10.1.10
SRC Port: 32145
DST IP: 10.10.1.11
DST Port: 22
….
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Visibility into
Vulnerability scanning
Lateral movement
Malicious package distribution
Valid communications for policy building

27

Why capture east-west traffic? 

BRKENT-2033

Darrin

Alex

Matt
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Where should you capture flows in a network?

BRKENT-2033

Darrin

Alex

Matt

North

South
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Where should you capture flows in a network?

BRKENT-2033

Darrin

Alex

Matt

North

South

Flow Cache Entry
Application: Secure-Web
SRC IP: 10.10.1.10
SRC Port: 31124
DST IP: 198.18.0.10
DST Port: 443
….
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Where should you capture flows in a network?

BRKENT-2033

Darrin

Alex

Matt

North

South

ETA Cache Entry
Encrypted traffic details: 
TLS Version
Server Certificate Details
Sequence of packet lengths and times 
More Flow record details 
….
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Where should you capture flows in a network?

BRKENT-2033

Darrin

Alex

Matt

North

South

Flow Cache Entry
SRC IP: 10.10.1.10
SRC Port: 31124
DST IP: 198.18.0.10
DST Port: 443
….
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Why capture north-south traffic?

BRKENT-2033

Darrin

Alex

Matt

North

South

Visibility into 
Indicators of compromise
malicious outbound/inbound behavior 
command and control / heartbeat tracking
More and more traffic is northbound due to cloud services



NetFlow and ETA 
details on the 
MS390/9300-M
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CS NetFlow & Encrypted Traffic Analytics

Requires Advanced Licensing

AVC NetFlow

IPv4 and v6 records built for 
Cisco Secure Analytics

All East-West Traffic

capturing flows on every client 
facing port on all supported 

switches in the network

Encrypted Traffic 
Analytics

for in-depth analysis of traffic 
without MiTM decryption

Adaptive Policy

Export of Source Security Group 
Tags (SGTs)

BRKENT-2033 34

https://documentation.meraki.com/MS/Monitoring_and_Reporting/MS_NetFlow_and_Encrypted_Traffic_Analytics

Supported on all MS390/9300/X/L-M

https://documentation.meraki.com/MS/Monitoring_and_Reporting/MS_NetFlow_and_Encrypted_Traffic_Analytics
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C9300-M/MS390 NetFlow v10 (IPFIX) & ETA

BRKENT-2033

NetFlow / IPFIX

Match Collect

Application Security Group Tag

SRC/DST IP Connection Client Location (IP, Port, Direction, VLAN, Observation Point)

SRC Interface Connection Client Counters (Bytes, Packets, Timestamps, TCP flags) 

SRC / DST Port Connection State (Server, Source Port, Dest Port, Initiator)

Protocol Encrypted Traffic Analytics

Initial Data Packet

Sequence of Packets Lengths and Times

Byte Distribution

35
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Flow Capture on CS (390/9300)

BRKENT-2033

Darrin

Alex

Matt

Flow Cache Entry
Application: SSH
SRC IP: 10.10.1.10
SRC Port: 32145
DST IP: 10.10.1.11
DST Port: 22
….

AVC NetFlow
• Monitoring input 
• Capturing I/O for 

app recognition
• Across all downlink 

interfaces 
• ASIC captures flow 

details for hardware 
offload

Flow Collector
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Flow Export on CS (390/9300)

BRKENT-2033

Darrin

Alex

Matt

Flow Exporting
• The switch caches flows 

over period (60s) and 
ships to the flow 
collector for analysis 

Src Port App Src IP Src Port Dst IP Dst Port

Port 4 SSH 10.10.1.10 16342 10.10.1.11 22

Port 36 SSH 10.10.1.11 22 10.10.1.10 16342

Port 48 Secure
Web

10.10.2.10 60132 198.18.0.10 443

Flow Collector

Abbreviated cache example



How do we get 
this telemetry 
into XDR?



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive 39

Getting Flows into XDR from MS390/9300

BRKENT-2033

XDR Analytics ONA Sensor VM

Cisco Telemetry Broker (CTB)

IPFIX & ETA
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XDR Secure Cloud Analytics ONA Sensor Install

BRKENT-2033

1
Log into XDR Analytics (SCA) and navigate to 

sensors

2 Download the ONA Sensor Appliance ISO

3
Install in virtual environment and set a static IP 

address

4 Validate connectivity in XDR dashboard

5
Program the IPFIX/NetFlow/ETA port 

configurations in XDR Analytics for the sensor
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Login to XDR Analytics Download the ISO

BRKENT-2033

Secure Cloud Analytics Web Interface
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Install in a virtual environment

BRKENT-2033

https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/cloud/deployment/Sensor_Installation_Guide_DV_1_3.pdf

ONA server appliance = Ubuntu 22.04 + Fancy Packages 

CPUs : 2+

Memory : 2GB+

Storage : 32GB+

Network : 
1x interface if only 
collecting flows 
2x if using SPAN for 
raw traffic analysis

https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/cloud/deployment/Sensor_Installation_Guide_DV_1_3.pdf
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Validate Sensor Connectivity to XDR

BRKENT-2033

Secure Cloud Analytics Web Interface
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Port/s to use for flow export configuration in dashboard

44

Configure IPFIX/ETA/NetFlow 

BRKENT-2033

Sensor IP address
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Configuring NetFlow / ETA Exporting in Dashboard

BRKENT-2033

Network-wide > General > Reporting 

CS Enablement
Network Wide Enablement on all 
supported switches with an SVI 

configured

MX Enablement
MX in the network will ship flows 

from LAN to WAN



Demo



Introducing 
something new!
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Coming Soon: Meraki MX!

Meraki MX

Meraki 
Cloud

XDR Network Flow 
Data Analytics 

Pipeline

Correlated 
Incident 

Generation

• Meraki MX exports flow logs direct to 
Meraki Cloud

• XDR reads flow logs for configured 
Orgs/networks

• XDR Analytics does its thing

• Incidents appear in XDR Incident 
Manager

• XDR Incident Manager can be operated 
on from the Meraki Dashboard 

BRKENT-2033 48
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Close Up: MX Telemetry Packet Flow

49BRKENT-2033

RX
Traffic 

Analysis

Flow 
Exporter

Other 
Features in 
Traffic Flow

TX

Flow 
Receiver

TLS Client

Kernel 
space

User space

Packet In

Meraki 
Cloud

Packet Out Internet

Meraki MX

T
L
S

TLS

XDR Data 
Lake

60s
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MX & XDR Integration

50
BRKENT-
2033

Meraki Organization XDR

Incidents

Incident 
Promoted

High-level Overview

Network 
1

Network 
3

Meraki 
Cloud

Network 
N

Network 
2

XDR Data 
Lake

Correlated 
Incident 

Generation

BRKENT-2033
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Meraki Organization XDR

API
GET/POST/PUT

MX & XDR Integration
High-level Overview: API

XDR Data 
Lake

Network 
1

Network 
2

Network 
3

Incidents

Incident 
Promoted

Network 
N

Correlated 
Incident 

Generation

BRKENT-2033

Meraki 
Cloud



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Bringing the SOC to the Meraki Dashboard

52BRKENT-2033
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What does this 
mean for a full 
stack Meraki and 
XDR customer?



Threat Detection
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Prioritize & 
Accelerate orientation 
and decision making 
in the context of the 

business 

Corpus

Ensure all the 
relevant data is 

available to an analyst 
for observation and 

orientation

Input

Observe Orient

Respond: 
Execute a decision

Output

ActDecide

Security Operations: Data to Response

BRKENT-2033 56
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Threat Detection and Response with OODA

Observation: 
Missing Beer

Orient: 
Gather data

ActDarrin Miller: 
Beer Thief

Orient: 
Convict

Decide

BRKENT-2033 57



Demo



Response 
Actions with 
Adaptive 
Network Control
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MS390/C9300-M with Secure Network Analytics & ISE
Automated threat response and alerting

R
A

D
IU

S
 C

o
A

NetFlow & ETA

ISE PxGrid ANC

Trigger CoA via ISE

Telemetry provided by MS390 to SNA / XDR

Flexible outcomes: Policy Violation

60BRKENT-2033
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SNA: alarm response rules & actions

61

• Create rules to automate response/export on 
occurrence of an alarm

• Leverage built-in Tiered Alarm Severity rules

• Define automated actions when alarm rule 
is hit: ISE ANC, syslog, etc.

• Create SecureX Threat Response incident 

BRKENT-2033
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SNA: Remediating Action with ISE

62

2. Define a response Rule that 
invokes the defined Action 

1. Create a “ISE ANC Policy” Action rule and 
associate a configured ISE cluster.  

BRKENT-2033
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XDR: Remediating Action with ISE

63BRKENT-2033

1. Setup XDR Remote
2. Import Workflows 
3. Set variables 1. Execute Actions!



Summary
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Complete Your Session Evaluations

65BRKENT-2033

Complete a minimum of 4 session surveys and the Overall Event Survey to be 
entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.  

Earn 100 points per survey completed and compete on the Cisco Live 
Challenge leaderboard. 

Level up and earn exclusive prizes!

Complete your surveys in the Cisco Live mobile app.
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

66BRKENT-2033

http://www.ciscolive.com/on-demand
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Related Sessions

Session ID Title When

BRKSEC-2178
Extended Detection with Cisco XDR: Security 
Analytics across the enterprise

Thursday 11:00 AM

BRKSEC-3019
Visibility, Detection and Response with Cisco Secure 
Network Analytics

Monday 3:00 PM

BRKSEC-2248
Design and Deploy Cisco Network Detection and 
Response with Cisco Breach Suite

Wednesday 2:30 PM

BRKSEC-2227
Evaluating and Improving Defenses with MITRE 
ATT&CK

Thursday 1:00 PM

BRKENT-2033 67
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Parting Thoughts 

68

Keep your eyes open

and 

don’t have your beer stolen. 

Security Operations can be simplified with 
Meraki and XDR 

The SNOC is real!

BRKENT-2033



Thank you

#CiscoLive


