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Introduction

Al/ML, Generative Al,
Neural Networks, Transformers ...

What is Cisco doing with Al/ML?

- Using AlI/ML in Solutions
- Building Networks for Al/ML

On-Prem Al Solutions

- Open Source LLMs w/ UCS and more
- Demo Time!

Leveraging LLMs for Networking

- LLMs Deeper Dive
- Working with LLMs
- Demo Time!

Wrap-up

BRKENT-2209 3



by way of Introduction ...

| am a Distinguished Engineer in the Network Transformation team,
| and have been with Cisco for 24 years.

| work primarily with large, high-performance Enterprise network
architectures, designs, and systems. | have over 39 years of experience
with designing, implementing, and supporting solutions with many

diverse network technologies. :
| have a strong background in, and focus on, customer requirements, (,

and integrating these into the products and solutions Cisco builds. g,,g ,
| have a special interest in Flexible Hardware, Fabrics, Assurance and ML/AI. & o™

Dave Zacks
Distinguished Engineer

dzacks@cisco.com



by way of Introduction ...

| am a Compute Solutions Engineer in Cisco’s Cloud Infrastructure
and Software Group. | have been with Cisco for 20+ years focused
on the areas of Al, high performance computing, cloud,
mass-scale infrastructure and mobility.

| am the author of the Al Toolkit for UCS X-Series and C-Series
which can be found on GitHub at:

Prior to Cisco, | was co-founder and Vice President of Network
Operations for Escape Communications, and hold a patent
pertaining to Data Center Ethernet.

Patrick LeMaistre
Solutions Engineer

plemaist@cisco.com



http://www.github.com/pl247/ai-toolkit

I / ' = 3 | Automat
by way of Introduction ... SW

... and for you Tolkien geeks out there ...

W e
John Capobianco and Tom Bombadil -
brothers separated at birth? ©
r—
- | am a Technical Leader in the Cisco Machine Learning / Al team.
& |

| have 20+ years experience in the IT industry, and most recently
before Cisco worked as a network architect for the
Canadian Parliament.

| have previously presented on both network automation
(at Cisco Live 2015), Ansible (2015 - 2019), and last year
on Al and LLMs at Cisco Live and other events worldwide.

| have a self-published book “Automate Your Network”,
available on Amazon (2019).

John Capobianco
Technical Leader

johcapob@cisco.com



Rapid Change doesn’t come in normal times

The Technology Inflection Point

Cisco L‘V&~ #HCiscolLive  BRKENT -2209 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Generations of Technology Inflection Points

Widening Al

Generative Al

2022-2025

2012-2017
2007-2010/15

1970s-2000s 1990s-2007

INNOVATION AT SCALE



Al encompasses the whole world

of ML and Deep Learning An Al technology where the
rules are not set in the
program, but are learned

Artificial Intelligence while the program is used

Machine Learning

A form of ML that uses
Neural Learning
Networks

Deep Learning

Generative Al A powerful mechanism

that allow neural

Language networks to
Models learn language and

generate content

cisco M- #HCiscolLive BRKENT-2209 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 1



A Snapshot of GenAl Capabilities ...

Prompt: A stylish woman walks down a Tokyo street filled with warm glowing neon and
animated city signage. She wears a black leather jacket, a long red dress, and black boots,
and carries a black purse. She wears sunglasses and red lipstick. She walks confidently and
casually. The street is damp and reflective, creating a mirror effect of the colorful lights.
Many pedestrians walk about.

tell me a joke about the summer olympics in the style of Albert Einstein

a

"Why did the photon refuse to compete in the Summer Olympics?

Casual / Fun

Because it didn't want to be weighed down by mass and preferred to move at the speed of

light, where time dilation makes every event feel like a lifetime!”

il Siseo Enterprise Chat Al - powered by Azure Ope
cisco ’

Help me write an RFP response why a customer would choose DNA Center

Dear [Customer], E

Thank you for the opportunity to respond to your Request for Proposal (RFP) regarding the
selection of a network management solution. After carefully evaluating your requirements

hak hat Cigen DMA Cantar o tho itoal o 5

and

various pas

your organization. Aliow

cisco

Ente

1y

Unified Network Manaj
entire network infrasts
This unified approach
overall efficiency.

can you write a python script to add a VLAN and SVI to a catalyst switch using the python
library paramiko?

~

Intent-Basad Network|
Networking, enabling
than manually configu

)

Certainly! Here's an example Python script that uses the Paramiko kbrary to add a VLAN and =]
SV (Switched Virtual Interface) to a Cisco Catalyst switch:

MULTIMEDIA -
Text, Pictures, Video, ...

BUSINESS -

Answering RFPs,
Writing code ...

cisco L{{/&/
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Why is this happening now?

cisco Lg/ / o
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S I Advances in Silicon -
caile A B High-density, High-performance GPUs
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Geoffrey Hinton - the “Godfather” of Deep Learning

cisco M - HCiscolLive  BRKENT-2209 © 2024 Cisco and/or its affiliates. Al rig




Qutput
Probabilities

Add & Norm
Feed
Forward
s I N\ | Add & Norm z
i ) Mult-Head
Feed Attention
Forward T 7 Nx
— ]
Nix Add & Norm
f—" Add & Norm | Masked
Multi-Head Multi-Head
Attention Attention
A g A y)
—— J . —_—)
Positional o) @ Positional
Encoding Encoding
Input QOutput
Embedding Embedding
Inputs Outputs

(shifted right)

Figure 1: The Transformer - model architecture.
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Attention Is All You Need

Ashish Vaswani*
Google Brain
avaswani@google.com

Llion Jones*
Google Research
llion@google.com

Noam Shazeer*
Google Brain
noam@google.com

Niki Parmar*
Google Research
nikip@google.com

Jakob Uszkoreit™
Google Research
usz@google.com

Aidan N. Gomez* 1
University of Toronto
aidan@cs.toronto.edu

Lukasz Kaiser*
Google Brain
lukaszkaiser@google.com

Illia Polosukhin* *
illia.polosukhin@gmail.com

arXiv:1706.03762 [es.CL]
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https://arxiv.org/abs/1706.03762

Attention Mechanism - Overview

You have no problem interpreting “bank” in the following sentence:

“I swam across the river to get to the other bank.”

A machine needs some help...

I swam river (o get bank.

The goal of the attention mechanism is to add
contextual information to words in a sentence.

cisco L‘V& ./ HCiscolLive  BRKENT-2209 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



“Cambrian Explosion” of Models

Open Source

Closed Source Llama ol

CIaude

Gemma
Gemini
Zephyr
) Vicuna - j

»
y 4
\}

Chat
GPT

- el

(<

> 4

Models - Various types, sizes, focus, ...

cisco L‘V& . HCiscolLive  BRKENT-2209 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17
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1,000,000,000,000

To Trillions ...

500,000,000,000

Transformer -XL | &
@

GPT-3'..,‘
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®
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L{V / 2018 2020 2023
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1,000,000,000,000

To Trillions ...

cisco L{V@/

500,000,000,000

Transformer -XL,;/";'}E

FUN FACT!

The human brain contains
86 billion neurons and over
100 trillion synaptic connections

#Ciscolive

2023
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Overview -

Where is Cisco
Using Al/ML In
Products Today?

cisco Li/&/



Artificial Intelligence and Cisco

Al Cisco -

Al in Cisco - Products to improve Al
Al to improve products

cisco M-/ HCiscolLive  BRKENT-2209 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Al-Powered Wireless Analytics

® Throughput @ Predicted Value Similar Event ® |ssua

3Mbps

293Kbps

Throughput

< 10Kbps | /\ 05
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Probable network causes

® Queue Packet Failure Rate (%) @ Similar Event @ Issue

Queue Packet
Failure Rate (%)

. ' ' ' . ' . ! - ' _ ' . @
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® % Clients R3S < -80 Similar Evert @ |ssua
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Al-Enhanced RRM

Catalyst Al-Driven RRM solution

Deep RF visibility & advanced control Proactive optimizations for all deployment sizes

Al Cloud
Al-Enhanced RRM algorithms

u Actionable @ —
insights -base!
9 Anonymized @ data and
- : RF data e ) events
- — | XI|| cisco Catalyst Center RRM control
~ C) Center
o Assurance and Automation ] populated
o “ . J
@ @ Decisions
RF data e N cpnflgured
. . . via Cisco
i i Network infrastructure <4 DNA Center
Performance Automation
e s Catalyst® 9800 controller

— o

\ Wave 2, Wi-Fi 6/6E APs
L - J

N Exceptional Al-Enhanced
~— wireless experience!

[
=
I

cisco L‘V& - HCiscolLive  BRKENT-2209 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Al-Enhanced RRM in Action
Cisco Impact 2022

RRM Changes
| 8 ety | s s Minimal Changes (.8%) User initiated venue wide

Initial Convergence during Busy hours power 3 dB Increase
~3 Hours //\

Initial Convergence

*— After Hours Adjustments 4

Changes made at Night

Health stayed above 85%  [mrwmaee
(very good with load) i 82% Good

= 89% Good 87% Good 13% Fair
N 7 % Fair 10% Fair

Manual Changes made last
day, easy to spot the
decrease in efficiency

cisco L‘V& . HCiscolLive  BRKENT-2209 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25
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Cisco Live Melbourne (Dec 2023
Al Policy Assistant

& Q search

€ Return to Access Control Policy

ACP - Production 2

Packets » @ Prefiter Rules > @ Decryption + @ Security Inteligence  » @ Identity + @ AccessControl 3 @ More Targeted: 3 device

=
n n Search ] Totalorues 4 Add Category | [EEELETS
I I a | I t Source
( ) (: SS S t & O Name Action . "
Zones  Networks Ports  Dynamic Attributes Zones  Networks  Ports appid O Al Assistant 24 X
Mandatory
2, . I'm trying to determine what rules are poorly written by analyzing
. . There are no rules in this section Add Rule or Add Category o (DT T T e S o DT o A 9 (TR
- Reduces security policy
a Default (1-9)
CO m IeXIt O 1External ©sBlock OKE Any any-ipv4 ~1more Any Any Any Any TCP_47001 Any
. ° AlAssistant 8:12 AM
p y O 2internal ©nlow ORE Any any @ ~1more Any Any Any Any TCP_8302 Ciscol O
- There are five access control rules with low hit counts in the
O 3 Block Malwares ©Block OHE Any any-ipv4 @ ~imore  Any Any Any Any Any Tinycl last 30 days.
. . . . O 4 Block Torrent ©Bock @ERE Any Germany © ~smore  Any Any Any Any Bit-torrent Torre - View details
«  Optimizes policy for efficac
Default Action: (intrusion Provention: Salanced Security and Con.—. v | (@)
O Regenerate
>
©2022 Cisco Systems, Inc. Privacy policy  Terms of service

ciIsco '&/
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Unified Security & Observability Platform
Powered by Splunk Al

Detect | Investigate | Respond

Powered by Splunk Al

APls | Integrations | Models | Visualizationg

Third-Party Tools Custom & Third-Party

Manage | Search | Federate | Automate Apps/ Services
- —r — >
Events | Logs | Metrics | Traces
Public Clouds A L] Devices
On-Prem Private Clouds
Data Centers
/ \\\
K )

cisco L‘V& . HCiscolLive  BRKENT-2209 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Splunk Machine Learning Tool Kit (MLTK)

Industrial Assets

Consumer and
Mobile Devices

oT

@

IT

cisco M./ HCiscolLive  BRKENT-2209

Every Search Can
Use Machine Learning

S splunk- Py

Third-Party
Application

=[]

Smartphones
and Devices

Flash lights

Send an
email

File a
ticket

Trigger
process flow

Send a text

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Splunk App for
Data Science and Deep Learning (DSDL)

Extension for MLTK to operationalize advanced custom Al / ML use cases

- Built for Data Scientists

» Code Examples: Guided model building, testing, and
deployment of deep learning frameworks

« Container Management: Containers & Models can be
productionized for scalability & optimization of resources,
e.g. CPU & GPU

* Frameworks: PyTorch, Tensorflow, SpaCy, DASK, Rapids, .
Spark, Jupyter Notebooks & Tensorboard, ... B

- Extensible to operationalize any use case @ '
* Open Source:
New frameworks & Python Libraries freely available for MACHINE LEARNING SPLUNK APP FOR

. . . L DATA SCIENCE AND
integration into DSDL via github 1| “u) } ’\f"” | DEEPLEARNING _
\[\

Notebook for Deep Learning App for Splunk

* Acceleration: Support for GPU accelerated machine Iearnlng W \W‘ I

and inference pipelines splunk

cisco M- #HCiscolLive BRKENT-2209 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Splunk - Investing in Foundational + Generative Al

Combining predictive analytics, accelerated investigation, and workflow enhancements

Detect and
Predict

Real-time, streaming
analysis to detect

anomalies and
forecast trends

cisco L{{/&/

Generative Al Capabilities

o4

Foundational Al Capabilities

#Ciscolive

BRKNWT-2401

Make Everyone
an Expert

Reduce need for environment
and tool expertise by simplifying

content creation and investigation

workflows

Correlate
and Diagnose

Aggregate and analyze all
data to investigate and
identify root causes

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Building Networks
for Al/ML
Workloads

cisco L{V&/



Cisco Silicon

Foundational Elements

Applications and Zero
Trust

Highly Programable
APIs

® Cloud Management
On-Prem Management

&—® \Modern OS stacks

Physical and
virtual infrastructure

Cisco Application-Specific
—e o
Integrated Circuit (ASIC)

cisco M./ HCiscolLive  BRKENT-2209
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Fixed vs. Programmable Packet Processing

— — Example:
—> Ethernet
—_—> Aeliees Address

> Table Table Eiscl
o
— CloudScale
N Logic Logic Logic Logic Cisco
— > o J CloudScale

ASIC

Fixed Parser

Fixed Pipeline: features and functionality are baked-in at design time T S—————

Cisco Silicon for Al?

BRKARC-2095
You declare which You declare what tables are needed and how packets are processed Tomorrow, 10:30am

headers are recognized 1 )

—> C Example:
— 3
— © i
_ % cisco
— £
> =
_> S
— D Cisco
> 09_ Silicon
One

Programmable Pipeline: all stages identical, customer-defined match-action logic

Cisco (A4 ./ HCiscolLive  BRKENT-2209 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Al - Stages

ﬂl’raining Data N

[ow | T
- Model architecture
\ DZ2ANG
KVaIidation Data N Gesting
Validation > Trained

Model

\ DZ2ANG

/Real Data N /Inferencing
Model

\ DZ2ANG /

cisco L‘V& . HCiscolLive  BRKENT-2209 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



RDMA - Remote Direct Memory Access

- Allows application software to
communicate directly with the
hardware (RDMA NIC)

- Bypasses OS stack

- RDMA delivers, low latency, high
throughput, zero copy capabilities
- RDMA Hardware Technologies

- RoCEv2: RDMA over
Converged Ethernet

- iIWARP: RDMA over TCP/IP
« Infiniband

cisco L{V&/

#Ciscolive

Client

SMB
Client

!

SMB Direct

NDKPI

RDMA

File
Server

SMB
Server

/

SMB Direct

NDKPI

BRKENT-2209

Ethernet
or

InfiniBand

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36




Why does the network matter for Al/ML?

aR

Execute instructions on GPU(s)

*  Compute the calculations
to inference / train a model

Process

R
e

Barrier operation

Wait for everyone to complete |51 ee i Notify Send results of the computation

Creates synchronization between GPUs
GPUs are engaged to a ‘ready state’
for the next stage of the job

* GPU-to-GPU Memory transfer
All-to-all Collective
(Everyone sends to everyone,

eg: All-Reduce)
Computation stalls waiting for the slowest path

Job Completion Time (JCT) is based
on the worst-case tail latency

* High bandwidth compute can
saturate network links

cisco L‘V& . HCiscolLive  BRKENT-2209 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Data Center Quantized Congestion Notification

- IP ECN (Explicit Congestion Notification) or PFC
(Priority Flow Control) alone cannot provide
a valid Congestion Management framework

- The two of them together provide the desired result
of having lossless RDMA communications across
Ethernet networks (this is called DCQCN)

- The requirements are:
- Ethernet devices compatible with both techniques
- Proper configurations applied

- Elephant v. Mice flows
- AFD and Smart Buffers

cisco L‘V& -/ HCiscolLive  BRKENT-2209 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



| MORE INFO AT ...

N O n - b | OC kl n g N etWO rk ng\g?g;\!nw < Network Best Practices for Artificial

- Intelligence (AI/ML) Data Centre BRKDCN-2921

—

Front e — . —

Network connecting host

to the world

Used to manage host

Optionally can be used for Storage

Quicker JCT ‘ - — [~
\ S : Network interconnecting GPUs
' Only contains GPU to GPU communication

— B Transports RoOCEv2 - lossless
, o - QW : Non-blocking

cisco L‘V& . HCiscolLive  BRKENT-2209 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Al Data Center Blueprint for Networking

https://lwww.cisco.com/c/en/us/

C|SCO Va“dated DeSIgﬂ ZOﬂe solutions/design-zone/ai-ready-

Design, deploy, and extend with CVDs and documented best practices from Cisco mfrastru ctu re'html

Al-ready infrastructure

Deliver Al-ready infrastructure everywhere—edge, cloud, data center

Design guides for Al-ready infrastructure

" %

L

Gen Al with Flexpod MLOps with Gen Al with Intel Al/ML Networking

and Nvidia Flashstack and Red Operationalize Generative Al Build a modern, high-performance,
Blueprint for deployment of Hat models with Intel Al accelerators. lossless Ethernet fabric to address
Generative Al models for ) ) ) the stringent requirements of Al/

. . ; Architecture to operationalize end- ML workloads.

Inferencing iong \_N'th to-end Al workflow using Red Hat

performance metrics. OpenShift Al

cisco M./ HCiscolLive  BRKENT-2209
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Al Compute

Al is a new programming

paradigm - not just an
optimality-vs-efficiency
trade-off

Key characteristics:

* High parallelism

 Algorithm described by
data-set, not procedure

» Coarse-grained selection
of standard “layers”
to compose network

cisco L{{@/

labeled
data

set MJF‘
o, r

nn.Conv2d(16, 33, 3, stride=2)
nn.BatchNorm2d(100, affine=False)

selected
model
nn.LeakyReLU(0.1) layers

nn.GRU(10, 20, 2)

nn.Softmax(dim=1)

nn.Transformer(nhead=16, num_encoder_layers=12)

Inference
Back propagation

Error estimation

nn.Conv2d(W,H,Kw,Kh):

\ 4

for (int i = 0; i < outH; i++) {
for (int j = 0; j < outW; j++) {
int sum = 0;
for (int m = 0; m < Kh; m++) {
for (int n = 0; n < Kw; n++) {

sum += input[i + m][j + n] * kernel[m] [n];

}

}
output[i] [j] = sum;
}
per ChatGPT 4/9/24

: : . . - . . . 41
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On-Prem Al
Solutions - Open
Source LLMs with
Cisco UCS

cisco Li/&/




On-Prem Al Solutions:
Business Challenges of Proprietary GenAl Systems

1. Cost: Cloud-based GenAl solutions are becoming a lucrative
source of recurring revenue for OpenAl, Google, Anthropic, etc.

2. Privacy and Security: Commercially available LLMs are
something of a “black box” for users. The users have no control
over how they were trained, bias, etc.

3. Training Gap: Models are usually months or years out of date.
Requires Retrieval Augmented Generation (RAG)

4. Fine Tuning: Cloud-based LLMs are “foundational models” and
lack fine tuning for certain use cases

cisco M./ #CiscoLive BRKENT-2209 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Meta has a different Approach - open source Al
LLaMA (Large Language Model Meta Al)

LLaMA (Large Language Model
Meta Al) is an LLM released by
Meta Al in February 2023

Mar 3, 2023 (a week after

it's release) LLaMA’s model
was leaked to the open source
community

Unlike other LLMs, Meta The Al community
LLaMA is now available to the building the future.
Open Source community =

cisco Lz{@/



https://en.wikipedia.org/wiki/Meta_AI

Open Source Al and Responsible Al Use

With the emergence of Generative Al, we

Cisco has always have been are evolving our RAI framework and
a champion of human rights controls to surface new variants of
and data privacy issues, such as (but not limited to):

Cisco has a Responsible Al

(RAI) framework and controls .
} around transparency, fairness,

accountability, privacy, security

and reliability

Please keep in mind that open source Al tools and capabilities may

False content
Hallucinations

Bias

Unanticipated output
Harmful output

Deep fakes Differing
Open Source

licenses and
use

or may not have been checked against issues such as these (or others).

As such, please use any such tools at your own risk, and
in accordance with any applicable Al policies from your organizations.

cisco L‘V& ./ HCiscolLive  BRKENT-2209
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Foundational vs. Fine Tuned Models

Confidential | |
Documents |

Private V

|
)
. Images
)
i
)
i

Pll data

Financial
data

el Bl e

> Training

e

cisco L;'V&/

Foundational

Model
CLelo)
- ' Qo .
— = = Fine
@/0% s luning
Pl

Foundational models can be
fine-tuned for specific tasks

Industry
Specializations

Healthcare

Legal Analysis

Writing Code

Power Utilities

Fintech
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“YVorking Closely wit
It easier than ever
obtain the infrastry
benefit from Al ”

Jensen Huang
Founder and CEO, NVIDIA

Intersight provides single-click

h ClSCO, We're

for enterpriges
Cture they Need

Makin
to
{0

deployment of full-stack on-prem LLM

cisco L{%g‘/

Only chassis-based server
system with expandable
GPU modules

HCiscolLive  BRKENT-2209

X-Fabric
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Demo Time!
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Recovery

Your PC/Device needs to be repaired

The application or operating system couldn't be loaded because a required file is missing or
contains errors.

File: \WINDOWS\system32| Xxxxxx.xx
Error code: 0xc0000185

You'll need to use recovery tools. If you don't have any installation media (like a disc or USB device),
contact your PC administrator or PC/Device manufacturer.

Press Enter to try again
Press F8 for Start-up Settings
Press Esc for UEFI Firmware settings



And Keep in Mind ...

You can experiment with all of the Al
capabilities we are showing, and get

your hands dirty, almost no matter what
hardware you can get your hands on ..

Model quantization is the process of reducing the precision of a model's
parameters from floating-point to lower bit-width representations (such
as 8-bit integers) to decrease its memory footprint and computational
requirements while aiming to maintain accuracy.

r&" Blog Discord  GitHub

fg}

Get up and running with large
language models.

Generic PC / Mac,
no GPU or small GPU
up to 7-15B parameter
models, 4-bit quantized

Raspberry Pi 5
up to 7B parameter

models, 4-bit quantized

#HCiscolLive  BRKENT-2209

https://ollama.com/library

Cisco UCS with
Nvidia H100 GPU
up to 70B parameter
models, 8-bit quantized

Gaming PC / Mac,

larger / discrete GPU
up to 30-40B parameter
models, 4-bit quantized




Large Language
Models (LLMs),
GPTs, and more ...
and their use In
Networking

cisco Li/&/



T

[ I’'m TRYING TO
CREATE AN Al THAT

AND USE SARCASM,

gt
j‘ |
()

%l CAN UNDERSTAND [

I AT

N

THIS GUY IS R
REAL GENIUS.

“' IT'S GOING GREAT. |\
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h-r3d 22 13kt

W
I ‘lf 'kl

WAS THAT |
SARCASM? |
| DON'T
KNOW. }
s R
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Langchain
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An open-source framework for Al development

- Python or Integrated openAl

JavaScript Options for private LLMs

- Highly _ _ _
abstracted Evolving quickly and daily
“Like developing on wet cement”
- Easy
. Accessible LCEL (Langchain Expression Language)
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The LangChain

cisco L{{/&/

ecosystem

LangSmith

LangServe

Templates

LangChain

Chains as Rest APIs * Python

#Ciscolive

Reference Applications

BRKENT-2209

Debugging
Playground
Evaluation

Annatation

Monitoring

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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A high-level langchain abstraction

Data connection

Source

cisco L{{/&/

Load

XXXXXXXXXX
XXXXXXXXXX
XXXXXXXXXX
XXXXXXXXXX
XXXXXXXXXX
XXXXXXXXXX

Transform

XXXXXXXXXX
XXXXXXXXXX

XXXXXXXXXX
KXXXXXXXXX

XXXXXXXXXX
XXXXXXXXXX

#Ciscolive

Embed

0.5,0.2...01,0.9
-01,0.4..1.4,5.9

0.2,0.7...2,-1.2
41,3.4..-15,25

5.5,-0.3..08,23
21,01...-17,09

BRKENT-2209

Store

05,0.2..01,09

21,01..-1.7,0.9

Retrieve

XXXXXXXXXX
XXXXXXXXXX

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Vector Store

Vector Stores

1. Load Source Data

+ 0 &

Babao
E]@_g“
Yge

oepn

cisco Lz{@/

Vector
Store

Embed

5-03
23,00

2. Query Vector Store

XOOOOOOCXX AKX X
JOOOOOOEERXXNX

XXXXAXXLXXNXX XX
AOXNOCXARAHXAKNK

3. Retrieve ‘most similar’

HCiscolLive  BRKENT-2209
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#Load OpenAI API Key

os.environ["OPENAI_API_KEY"] = openai.api_key

#Setup Loader - in this case a PDF Loader

loader = PyMuPDFLoader("cisco-annual-report-2022.pdf")

# Load and split the pdf into pages
pages = loader.load_and_split()

# setup a text splitter

text_splitter = RecursiveCharacterTextsplitter(
chunk_size=258,
chunk_overlap=20,
length_function=1len,

# perform the Conversational Retreival Chain

# split the pages into smaller chunks called docs
docs = text_splitter.split_documents(pages)

# transform toc embeddings

embeddings = OpenAIEmbeddings()

# setup and store docs and embeddings into ChromaDB
vectordb = Chroma.from_documents(docs, embedding=embeddings,
persist_directory=".")

#Make the database persisten
vectordb.persist()

# setup memory so it remembers previous questions and answers
memory = ConversationBufferMemory(memory_key="chat_history"”, return_messages=True)

pdf_ga = ConversationalRetrievalChain.from_llm(OpenAI(temperature=8.5) , vectordb.as_retriever(), memory=memory)

#Run the question

YV

question = "Who is the senior leadership team at Cisco?"

result = ga.run(question)

#Print the results to the screen
print(result)
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Advanced RAG - RAG-Fusion

Part 6: RAG-Fusion

Flow:
-
Q) ==y {} |=r==> = |‘
'//7 Vectorstore D “A
o 5 ~—
Question ':::----> Qe -----1 CF Faia > = ., W o . @ - Answer
T Documents 4
ho 3 Vectorstore o!
\‘\ ~a——- "
Q3 ----- Ot---=> |=l
~— Documerts
Vectorsteore

rag-from-scratch/rag_from_scratch 5 to 9.ipynb at main - langchain-ai/rag-from-scratch - GitHub
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https://github.com/langchain-ai/rag-from-scratch/blob/main/rag_from_scratch_5_to_9.ipynb

The drawbacks and flaws of RAG approaches

RAPTOR: Recursive Abstractive Processing for Tree-Organized Retrieval (arxiv.orq)

Nevertheless, existing retrieval-augmented approaches also have flaws. The one we tackle is that most existing methods retrieve

only a few short, contiguous text chunks, which limits their ability to represent and leverage large-scale discourse structure. This is

particularly relevant for thematic questions that require integrating knowledge from multiple parts of a text, such as understanding

an entire book, as in the NarrativeQA dataset (Koc€isky et al., ). Consider the fairy tale of Cinderella, and the question “How did
Cinderella reach her happy ending?”. The top-k retrieved short contiguous texts will not contain enough context to answer the

question.
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https://arxiv.org/html/2401.18059v1

Look familiar? Like a well designed data center!

RAPTOR Tree Formation of one tree layer Contents of a node
. 7 8 Q\ Index #8
Root layer il | o 2. Summarization \ Child Nodes: 2,3
aulan
by LLM \

nodes 2 and 3

Text: summary of
Y :

SN . Text Embedding
Leaflayer v 2 3 4 5 1. Clustering ) []

B |

[V,

Text chunks
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RAPTOR
(Document tree at VQrfnglewds of abstraction)

Leafs
(RW plocumen‘ts)
Ii 1
=\ Cluster
| H C|us‘ters Summaﬂf
: : I P
1 L} 1
=1 = —: =
¥ 1 — 1 — '
. ! ] C|us.‘ters ' Rooct ‘:
= r__ E ] ! Summah{ )
: ' Embed + Cluster Swwiary | Embed + Cluster ) Summihry '
E E———————ea =|| —i| = || —————— _ |
= : : ! ;
: | — ; : i
: : I . ‘ ,
=l = —= : i
l—1: i H : |
H : i
i ] . . !
! ' Summaries that integrate :
— ! 3
=1 rinformation across docs '
0 | Y i
’ i
]
|
1

| ,
Raw documents More abstract, high

level summary

langchain/cookbook/RAPTOR.ipynb at master - langchain-ai/langchain - GitHub
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https://github.com/langchain-ai/langchain/blob/master/cookbook/RAPTOR.ipynb

Personal Monthly Spend on openAl Services

Monthly Spend $102.06

GPT-4Turbo $ GPT-3.5 Turbo $0.05

Embedding models $19.02 Audio models $2.17
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Open Source: Free; Private; Local

L) @I

Get up and running with large
language models.

Run Llama 2, Code Llama, and other models.

Customize and create your own.
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Open WebUI

Open WebUI

Open WebUI is an extensible, feature-rich, and user-friendly self-hosted WebUI
designed to operate entirely offline. It supports various LLM runners, including Ollama
and OpenAl-compatible APIs.

(o TR I w N CREE R O w 1T OO (M repo size 47.5 MB || languages 11 | svelte 63.0%
last commit last wednesday 7482 / 1 @ Discord Open WebUI m :

@ rovens @ Image Coment: Tree, Sunset. Reflection Explanation: The imag

% Modstes lava:latest (4.4G8)

. You

Describe what's in the image

@ usvetatest

@ ronne
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Pick your model(s

fg] Models

Filter by name...

llama2

Llama 2 is a collection of foundation language models ranging
from 78 to 70B parameters.

L 1M Pulls - S 102 Tags (9 Updated 2 months ago

gemma

Gemma is a family of lightweight, state-of-the-art open models
built by Google DeepMind. Updated to version 1.1

A 6428KPulls O 102 Tags (9 Updated 3 days ago

mistral
The 78 model released by Mistral Al, updated to version 0.2.

4, 5248KPulls O 68Tags (O Updated 2 weeks ago

codellama

cisco L{{@/

Meost popular

gemma

Gemma is a family of lightweight, state-of-the-art open models
built by Google DeepMind. Updated to version 1.1

&, 642.8K Pulls (O Updated 3 days ago

latest D 102 Tags ollama run gemma ©

Updated € days age ar2cif4d0als - 5.0GB

model gemma 9B 4-bit
license
template

params
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Local Al development with Ollama

1lm load print meta: model ftype Q4 6
1lm load print meta: model params 7.24 B
1lm load print meta: model size 3.83 GiB (4.54 BPFW)
1lm load print meta: general.name mistralai
1lm load print meta: BOS token =1 "¢s»’
1lm load print meta: EOQS token 2 "¢fs>!
1lm load print meta: UNK token 8 "<unk>’
1lm load print meta: LF token 13 "<@edh>
geml cuda init: GGML CUDA FORCE MMQ:  vyes
ppml cuda init: CUDA USE TENSOR CORES: no
geml cuda init: found 1 CUDA devices:
Device @: NVIDIA GeForce RTX 28608 SUPER, compute capability 7.5, WM: yes
1lm load tensors: ggml cix size = 8.22 MiB
1lm load tensors: offloading 32 repeating layers to GPU
1lm load tensors: offloading non-repeating layers to GPU
1lm load tensors: offloaded 33/33 layers to GPU
1lm load tensors: CPU buffer size = 78.31 MiB
1lm load tensors: CUDA8 buffer size = 3847.55 MiB
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Fine Tuning

Fine-tuning is the process of taking a pretrained machine
learning model and further training it on a smaller, targeted,
domain-specific, data set. The aim of fine-tuning is to
maintain the original capabilities of a pretrained model

1. Setup: Loading our dataset and filtering down to one domain to fine-tune on.

2. Data preparation: Preparing your data for fine-tuning by creating training and validation examples, and uploading them to the Files
endpoint.

3. Fine-tuning: Creating your fine-tuned model.

4. Inference: Using your fine-tuned model for inference on new inputs.

https://github.com/openai/openai-cookbook/blob/main/examples/How_to_finetune_chat_models.ipynb
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RAFT (Retrieval Augmented Fine Tuning)

0 Teach Model to

Bake in Knowledge Q ) s Lo Model can use '/\ : i iseEascial Dottt o
at Train Time @ External Docs at Test . PAUICN /
N 00
ey [ ANSWE —

Ca:r%—~ .@.—» answe query™ — @
- -

v/

“Closed book” “Open book” RAFT (Proposed)

RAFT: Adapting Language Model to Domain Specific RAG (arxiv.org)

RAFT (Retrieval Augmented Fine-tuning): A new way to teach LLMs (Large Language Models) to be
better at RAG (Retrieval Augmented Generation) (microsoft.com)
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Demo Time! f I &
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| Password:

da End of keyboard-interactive prompts from server

/NC2-BORDER1-X#
/NC2-BORDER1-X#
/NC2-BORDER1-X#
/NC2-BORDER1-X#
/NC2-BORDER1-X#
/NC2-BORDER1-X#
/NC2-BORDER1-X#
/NC2-BORDER1-X#
/NC2-BORDER1-X#
/NC2-BORDER1-X#
/NC2-BORDER1-X#
/NC2-BORDER1-X#
/NC2-BORDER1-X#
/NC2-BORDER1-X#
/NC2-BORDER1-X#
/NC2-BORDER1-X#
/NC2-BORDER1-X#
/NC2-BORDER1-X#

&P 10.85. - PUTTY

j| Password:

VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#

VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#

KEaNTalo SR -YaN oS atnde)

f”' End of keyboard-interactive prompts from server

| Password:

da End of keyboard-interactive prompts from server

VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#
VNC2-BORDER1-X#




Cisco U For You Explore Certifications Community View Plans . ai, assurance

(] Beginner (85)

(] Intermediate (1

TUTORIAL | NEW
(] Advanced (9) @
] Expert (1)

John
e Capobianco Using Al

Publisher . _

Chat with Your Cisco I0S XE Routing Table Using Al A1GFT 10 1 1o our
(] Cisco (93)
[ Skillsoft (105) In this tutorial, using LangChain, Streamlit, and Cisco pyATS, we will be
(] Microsoft (8) creating a Docker-based solution that enables ChatGPT to “talk” to our R

Cisco I0S XE routers.
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Complete Your Session Evaluations

,é/ Complete a minimum of 4 session surveys and the Overall Event Survey to be
- entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.

P, Earn 100 points per survey completed and compete on the Cisco Live
——  Challenge leaderboard.

% Level up and earn exclusive prizes!

:@/\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

Continue

- Attend the interactive education

yOU I educatiOﬂ with DevNet, Capture the Flag,
: and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.Ciscolive.com/on-demand
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Thank you
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