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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 7, 2024.
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Why MDT? Monitoring and Telemetry Progression

Good Better Best

Telemetry

Model Driven TelemetrySNMP
Traps

NETFLOW

NETCONF Dial-In

gRPC Dial-Out

gNMI Dial-In

syslog

Everything defined in YANG

Consistent Encoding

Reliable Transport

CLI

Show
commands

SNMP
MIBS

Polling

Model Driven 
Telemetry

Not (really) model based
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Scaling your Telemetry deployment for hundreds sites/devices

C9800-CL

C9800-CL

C9800-L

C9800-L

C9800-80

C9800-40

C9800-40

Site 1

Site 2

Site 3

Site 4

Site 5

Site 6

*Site N+1

Collector1

Collector2

Collector3

CollectorN+1

FQDN: 
collectors.cisco.com

Mutual Transport Layer Security (mTLS)

Transport Network

DNS Servers

Certificate
Manager

Why Model Driven Telemetry

*Hundreds/Thousands of Sites/Devices to Manage

BRKEWN-1108
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C9800-L/CL/40/80

Why Model Driven Telemetry

Homegrown/
Vendors 

Automation 
Tools

Multiple/Many 
Monitoring Tools
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P
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H
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NorthStar for Alarming, Monitoring, Automation:

Homegrown 
Automation ToolsCollectors

g
R

P
C

T
L
S

/m
T
L
S

C9800-40/80

Why Model Driven Telemetry

Customer’s Journey toward Streaming Telemetry
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Homegrown 
Automation Tools

Monitor Your 
Infrastructure, 

Setup Alarms and 
Notifications
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Cloud Reporting Tools

Webhook Webex Teams emails/pagersKafka

Why Model Driven Telemetry
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IOS XE API Operations

GET

POST

POST, PATCH

DELETE

NETCONF RESTCONF 
gNMI (Dial-Out 

17.11)

GET

SET

SUBSCRIBE

SET = update

SET = <null>

<get-config>, <get>

<edit-config>     
(operation=“create”)

<edit-config>     
(operation=“replace”)

<edit-config>     
(operation=“delete”)

<establish-subscription>

gRPC

YANG push

11BRKEWN-1108
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IOS XE API Operations

GET

POST

POST, PATCH

DELETE

NETCONF RESTCONF gNMI

GET

SET

SUBSCRIBE

SET = update

SET = <null>

<get-config>, <get>

<edit-config>     
(operation=“create”)

<edit-config>     
(operation=“replace”)

<edit-config>     
(operation=“delete”)

<establish-subscription>

gRPC

YANG push
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Model Driven Telemetry Overview

13

Network Management Interface Remote Procedure Call

• low-latency, scalable
• HTTP/2 transport
• IOS XE dial-out telemetry

• Network management protocol
• Manage configuration and view 

operational data of network devices
• Developed by Google
• Modeled using YANG
• IOS XE telemetry + programmability

gNMI

Dial-in/Dial-out

gRPC

Dial-out

BRKEWN-1108
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gRPC Concept

Applications

Storage

Collectors Connections, Aggregations, Normalizations, Injections

Databases, DataSets, Searches, Queries 

Monitoring, Visualization Alerts, Automations, Integrations 

Border, Backbone, 
Aggregation, peering 

Routers

Data Center 
Switches

Wireless LAN Controllers Standalone Edge / 
SDWAN Routers Campus Network 

Switches

Streaming Telemetry

*Meraki Portfolio

BRKEWN-1108
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Yang and XPath Concept

15

Applications

Storage

Collectors

Wireless LAN Controllers

Streaming Telemetry 
Tunnel TCP/TLS/mTLS

Example of Wireless Definition with XPath Subscriptions for:
➢Roaming/s Success/Failures

➢Client stats
➢WLC Health State
➢AP Health State

BRKEWN-1108
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Model Driven Telemetry Publication Types

Config example periodic or on-change:wlc1.9840(config)#telemetry ietf subscription 145
wlc1.9840(config-mdt-subs)#update-policy ?

on-change Enable on-change updates
periodic Enable periodic updates

16BRKEWN-1108
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IOS XE Model Driven Telemetry

Collector/Receiver
Decodes to text

Storage
Time Series Database

Monitoring
and Visualizations

gRPC Dial-Out/Configured

CLI
…or with…

NETCONF/RESTCONF Dial-In

YANG Models

Load Balancers

Webhook Webex Teams emails/pagers

Visualize data

17BRKEWN-1108
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Connecting Flow state 

Disconnected Resolving Transport requested Connecting Connected

gRPC Dial-Out: High Availability Design Considerations

Connected Disconnecting Subchannel released Disconnected

• There is a 15 second delay between Disconnecting and Connecting flow states.
• Flow states are per subscription: each individual subscription follows these workflows
• A single IP is resolved for each FQDN based DNS subscription.

• If FQDN resolves to multiple IP only 1 will be used for the connection.
• When multiple subscriptions/XPaths goes to the same FQDN with multiple IP, there will be connections built to each 

IP provided by DNS.

Subchannel requested

Disconnecting Flow state 

Cisco gRPC Collectors
FQDN: collectors.cisco.com

70 XPath Subs will 
establish connection with 
the IP resolved via DNS

Repeat the
Cycle

Cisco gRPC Collectors
FQDN: collectors.cisco.com

134.10.10.1 , .2, .3 , .4 134.10.10.1 , .2, .3 , .4

gRPC mTLS
FQDN IP DNS 

Selection

gRPC mTLS
FQDN IP DNS 

Selection

19BRKEWN-1108
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Connecting Flow state 

Disconnected Resolving Transport requested Connecting Connected

gRPC Dial-Out: High Availability Design Considerations

Connected Disconnecting Subchannel released Disconnected

• There is a 15 second delay between Disconnecting and Connecting flow states.
• Flow states are per subscription: each individual subscription follows these workflows
• A single IP is resolved for each FQDN based DNS subscription.

• If FQDN resolves to multiple IP only 1 will be used for the connection.
• When multiple subscriptions/xpaths goes to the same FQDN with multiple IP, there will be connections built to each 

IP provided by DNS.

Subchannel requested

Disconnecting Flow state 

Cisco gRPC Collectors
FQDN: collectors.cisco.com

70 XPath Subs will 
establish connection with 
the IP resolved via DNS

Repeat the
Cycle

Cisco gRPC Collectors
FQDN: collectors.cisco.com

134.10.10.1 , .2, .3 , .4 134.10.10.1 , .2, .3 , .4

Collector .4 goes down
or went out of Service

10 XPath Subs have connection 
established with collector .4

gRPC mTLS
FQDN IP DNS 

Selection

gRPC mTLS
FQDN IP DNS 

Selection

20BRKEWN-1108
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Connecting Flow state 

Disconnected Resolving Transport requested Connecting Connected

gRPC Dial-Out: High Availability Design Considerations

Connected Disconnecting Subchannel released Disconnected

• There is a 15 second delay between Disconnecting and Connecting flow states.
• Flow states are per subscription: each individual subscription follows these workflows
• A single IP is resolved for each FQDN based DNS subscription.

• If FQDN resolves to multiple IP only 1 will be used for the connection.
• When multiple subscriptions/xpaths goes to the same FQDN with multiple IP, there will be connections built to each 

IP provided by DNS.

Subchannel requested

Disconnecting Flow state 

Cisco gRPC Collectors
FQDN: collectors.cisco.com

70 XPath Subs will 
establish connection with 
the IP resolved via DNS

Repeat the
Cycle

Cisco gRPC Collectors
FQDN: collectors.cisco.com

134.10.10.1 , .2, .3 , .4 134.10.10.1 , .2, .3 , .410 XPath Subs on Collector .4 
will go down and disconnect 

flow state will trigger and then 
Connecting Flow State will start

Collector .4 goes down
or went out of Service

gRPC mTLS
FQDN IP DNS 

Selection

gRPC mTLS
FQDN IP DNS 

Selection
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Connecting Flow state 

Disconnected Resolving Transport requested Connecting Connected

gRPC Dial-Out: High Availability Design Considerations

Connected Disconnecting Subchannel released Disconnected

• There is a 15 second delay between Disconnecting and Connecting flow states.
• Flow states are per subscription: each individual subscription follows these workflows
• A single IP is resolved for each FQDN based DNS subscription.

• If FQDN resolves to multiple IP only 1 will be used for the connection.
• When multiple subscriptions/xpaths goes to the same FQDN with multiple IP, there will be connections built to each 

IP provided by DNS.

Subchannel requested

Disconnecting Flow state 

Cisco gRPC Collectors
FQDN: collectors.cisco.com

70 XPath Subs will 
establish connection with 
the IP resolved via DNS

Repeat the
Cycle

Cisco gRPC Collectors
FQDN: collectors.cisco.com

134.10.10.1 , .2, .3 , .4 134.10.10.1 , .2, .3 , .410 XPath Subs will follow the 
disconnecting/connecting flow procedure 
to resolve the FQDN and connect again 

with the collectors available

Collector .4 might remain down, 
but xpath subs will try to register 
with rest of collectors by 
resolving again the FQDN

gRPC mTLS
FQDN IP DNS 

Selection

gRPC mTLS
FQDN IP DNS 

Selection
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Connecting Flow state 

Disconnected Resolving Transport requested Connecting Connected

gRPC Dial-Out: High Availability Design Considerations

Connected Disconnecting Subchannel released Disconnected

• There is a 15 second delay between Disconnecting and Connecting flow states.
• Flow states are per subscription: each individual subscription follows these workflows
• A single IP is resolved for each FQDN based DNS subscription.

• If FQDN resolves to multiple IP only 1 will be used for the connection.
• When multiple subscriptions/xpaths goes to the same FQDN with multiple IP, there will be connections built to each 

IP provided by DNS.

Subchannel requested

Disconnecting Flow state 

Cisco gRPC Collectors
FQDN: collectors.cisco.com

70 XPath Subs will 
establish connection with 
the IP resolved via DNS

Repeat the
Cycle

Cisco gRPC Collectors
FQDN: collectors.cisco.com

134.10.10.1 , .2, .3 , .4 134.10.10.1 , .2, .3 , .4

gRPC mTLS
FQDN IP DNS 

Selection

gRPC mTLS
FQDN IP DNS 

Selection

Collector .4 might remain 
down, but subs will register 
with collectors .1, .2, or .3 
based on DNS resolution

10 XPath Subs will follow the 
disconnecting/connecting flow procedure 
to resolve the FQDN and connect again 

with the collectors available
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Scale Design Considerations

• Max Subscriptions on 9800 WLCs- 128
• Catalyst Center will consume ~85, DNA Spaces ~10-12.

• Subscribe to the closest leaf possible to avoid 

abundance of streaming data.

• Monitor Pubd process for CPU to balance subscriptions.

• High Roaming rates or Client joins/dis-joins will 

impact performance.

• Catalyst Center when used with gRPC mTLS, cert 

expiry/renewals Keep an eye. 

BRKEWN-1108
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Important Design Considerations

➢ Secure your Transport
Access to information is critical and you want to make sure you are securing your 
streaming telemetry deployment. Cisco recommendation is to use TLS/mTLS (mutual 
Transport-Layer Security).

➢ Define your FQDN Strategy
Use an FQDN to host your collectors. It will be better for scalability and fast grow of 
new VMs/Containers. Setup your DNS per regions, geolocation, weight, etc.

➢ Thing about Redundancy
Make sure each element of your telemetry design is fully redundant for better 
reliability and availability of the service (Routers, Load-Balancers, Controllers, etc).

26BRKEWN-1108
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Cisco APs

gRPC mTLS

FQDN IP DNS 
Selection

Customer Network Design

Cat9800s

• Move away from Multiple SNMP instances/data sources to centralized your streaming monitoring infrastructure.
• Move towards an active telemetry dial-out solution to collect all data in the cloud of preference (AWS, GCP, Azure).
• Secure the transport (mTLS) of the monitored infrastructure.
• Support of FQDN to stream the data to multiple collectors across different regions.
• Configure xPath subscriptions as needed (Support 128 subs on XE release 17.9.1+).
• Build automation based on the KPIs and metrics received in real time.

Cisco Catalyst
Switches

Cisco Catalyst 
Switches

Cisco Catalyst 
Switches

Customer Reference Architecture
Cloud Deployment

Cisco Catalyst
Switches

Cisco Catalyst 
Switches

Cisco Catalyst 
Switches

Load Balancers
collectors.cisco.com

Route53

TLS Termination/ 
Authentication
HTTP2/Server

AWS Fargate

Dial-Out Containers 
Handler Cisco

ECS 
Task

Others ECS Task
and services

EC2/Fargate Deployment – grpc telemetry receiver us-east-1

Dial-Out Containers 
Handler Cisco

ECS 
Task

Others ECS Task
and services

EC2/Fargate Deployment – grpc telemetry receiver us-west-1

grpc collectors

Failover to stream 
on different Region

Per-Device 
TLS Certs

Trust-Chain

Kinesis Stream 
us-east-1

Kinesis Stream 
us-west-1

Trust Chain

Homegrown
Automation 

Tool

Cisco APs

TLS Termination/ 
Authentication
HTTP2/Server

grpc collectors

EC2 Instances

AWS Fargate

EC2 Instances

Amazon
TimeSeries
DynamoDB

Auto Scale 
services

Auto Scale 
services

27BRKEWN-1108
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gRPC mTLS

FQDN IP DNS 
Selection

Customer Reference Architecture
Private Cloud Deployment

Load 
Balancers

DNS 
Servers

Container Cluster – grpc telemetry receiver DC-1
Per-

Device 
TLS Certs

Trust-
Chain

DB-Cluster 
DC1

DB-Cluster 
DC2

Trust 
Chain

Container Cluster – grpc telemetry receiver DC-2

Homegrown
Automation 

Tool

Certificate
Manager

• Move away from Multiple SNMP instances/data sources to centralized your streaming monitoring infrastructure.
• Move towards an active telemetry dial-out solution to collect all data in the private cloud (Data Centers).
• Secure the transport (mTLS) of the monitored infrastructure.
• Support of FQDN to stream the data to multiple collectors across different locations.
• Configure xPath subscriptions as needed (We support 128 subs on XE release 17.9.1).
• Build automation based on the KPIs and metrics received in real time.

Compute Orchestration

Compute Orchestration

DB Cluster 
Failover

Cisco 
APs Customer Network Design

Cat9800s

Cisco Catalyst
Switches

Cisco Catalyst 
Switches

Cisco Catalyst 
Switches

Cisco Catalyst
Switches

Cisco Catalyst 
Switches

Cisco Catalyst 
Switches

Cisco 
APs

collectors.cisco.com

Per-
Device 

TLS Certs
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Scaling your Telemetry deployment
Minimum scaling deployment: FQDN with Multiple Collectors 

C9800-CL

C9800-CL

C9800-L

C9800-L

C9800-80

C9800-40

C9800-40

Site 1

Site 2

Site 3

Site 4

Site 5

Site 6

Site N+1

Collector1

Collector2

Collector3

CollectorN+1

FQDN: 
collectors.cisco.com

Mutual Transport Layer Security (mTLS)

Transport Network

DB Cluster1

DB Cluster1

➢ Client take the decision to which collector select based on DNS resolution.
➢ Leaving the decision to the client for the selection the XPaths subscriptions 

to connect with the collectors might create a scalability issue in the future.

DNS Servers

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Certificate
Manager
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Scaling your Telemetry deployment
Good scaling deployment: Active/Standby mTLS passthrough Multiple Collectors

C9800-CL

C9800-CL

C9800-L

C9800-L

C9800-80

C9800-40

C9800-40

Site 1

Site 2

Site 3

Site 4

Site 5

Site 6

Site N+1

Collector1

Collector2

Collector3

CollectorN+1

FQDN: 
collectors.cisco.com

Mutual Transport Layer Security (mTLS)

Transport Network

DB Cluster1

DB Cluster1

DNS Servers

Active
Load Balancer1

Standby
Load Balancer2

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Certificate
Manager

➢ Client send all the request to the Active Load Balancer.
➢ The Load Balancer will distribute the sessions across all Collectors based 

on the number of sessions per source IPs.
➢ More Devices to manage with Certs. Might be more difficult for 

Troubleshoot.

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs
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Scaling your Telemetry deployment
Optimal scaling deployment: Active/Standby Load Balances with Multiple Collectors

C9800-CL

C9800-CL

C9800-L

C9800-L

C9800-80

C9800-40

C9800-40

Site 1

Site 2

Site 3

Site 4

Site 5

Site 6

Site N+1

Collector1

Collector2

Collector3

CollectorN+1

FQDN: 
collectors.cisco.com

Mutual Transport Layer Security (mTLS)

Transport Network

DB Cluster1

DB Cluster1

DNS Servers

Active
Load Balancer1

Standby
Load Balancer2

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

gRPC TCP

gRPC TCP

gRPC TCP

Certificate
Manager

➢ Client send all the request to the Active Load Balancer.
➢ The Load Balancer will distribute the sessions across all Collectors based on the 

number of sessions per source IPs.
➢ On Active/Standby scenario can scale but performance can be impacted as well.
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Scaling your Telemetry deployment
Optimal scaling deployment: Active/Active Load Balances with Multiple Collectors

C9800-CL

C9800-CL

C9800-L

C9800-L

C9800-80

C9800-40

C9800-40

Site 1

Site 2

Site 3

Site 4

Site 5

Site 6

Site N+1

Collector1

Collector2

Collector3

CollectorN+1

FQDN: 
collectors.cisco.com

Mutual Transport Layer Security (mTLS)

Transport Network

DB Cluster1

DB Cluster1

DNS Servers

Active
Load Balancer1

Active
Load Balancer2

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

gRPC TCP

gRPC TCP

gRPC TCP

Certificate
Manager

➢ Client send all the request to the Active Load Balancer.
➢ The Load Balancer will distribute the sessions across all Collectors based 

on the number of sessions per source IPs.
➢ On Active/Active scenario can provide better performance and scalability in 

the long term. 34BRKEWN-1108
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Scaling your Telemetry deployment
Best scaling Deployment: Dual Layer Load Balancers to the Collectors

C9800-CL

C9800-CL

C9800-L

C9800-L

C9800-80

C9800-40

C9800-40

Site 1

Site 2

Site 3

Site 4

Site 5

Site 6

Site N+1

Collector1

Collector2

Collector3

CollectorN+1

FQDN: 
collectors.cisco.com

Transport Network

DB Cluster1

DB Cluster1

DNS Servers

Active
Frontend

Load Balancer1

Active
Frontend

Load Balancer2

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

Per-Device 
TLS Certs

gRPC TCP

Certificate
Manager

➢ Client send all the request to the Active Load Balancer.
➢ The Load Balancer will distribute the sessions across all Collectors based 

on the number of sessions per source IPs.
➢ On Active/Active scenario can provide better performance and scalability in 

the long term.

Mutual Transport Layer Security (mTLS)

Active
Backend

Load Balancer1

Active
Backend

Load Balancer2

Public Facing Private Facing
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Performance and Validation:
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Testing and Validation at Scale with Wireless BU Team

Cat9800-80

Cisco Catalyst 
9300

Cisco Catalyst 
9300

Cisco Catalyst 
9500

Cisco Catalyst 
9500

Total of 64k Clients

sending traffic

TrafficSim Cluster Setup

Private 
Network

Cisco gRPC 
Collectors

CAPWAP 
Tunnels to sim up to 6k APs + 64k Clients and 

Setup Roaming/secs + High Throughput 
Conditions

T
S

T
S

T
S

T
S

T
S

Cisco
CAPWAP

Sim

Databases

Execute Automation 
Pipeline Scripts

Different Tools to Analyze 
and Visualize the Data

Real AP Farm 
1K+ of APs and Clients
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Testing and Validation at Scale with Wireless BU Team
4k x APs + 15k Clients with ~25+ xPath Subscriptions

39BRKEWN-1108
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Testing and Validation at Scale with Wireless BU Team
4k x APs + 15k Clients with ~25+ XPath Subscriptions and 300 roaming/sec

Client roaming rate

Increase of roaming rate

40BRKEWN-1108
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Results of Performance and Validation at Scale
4k x APs + 15k Clients with ~25+ XPath Subscriptions and 300 
roaming/sec
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For your reference:

Most stable IOS-XE version 
for gRPC: 17.12.3 and higher

List of recommended Wireless 
XPath at scale with Time 
Period: 

/wireless-access-point-oper:access-point-oper-data/ethernet-mac-wtp-mac-map 15 mins

/wireless-access-point-oper:access-point-oper-data/capwap-data 15 mins

/wireless-access-point-oper:access-point-oper-data/cdp-cache-data/ 15 mins

/wireless-access-point-oper:access-point-oper-data/radio-oper-stats 60 secs

/wireless-access-point-oper:access-point-oper-data/radio-oper-data 180 secs

/wireless-access-point-oper:access-point-oper-data/oper-data 180 secs

/wireless-rrm-oper:rrm-oper-data/rrm-measurement 180 secs

/wireless-client-oper:client-oper-data/dot11-oper-data 180 secs

/wireless-client-oper:client-oper-data/common-oper-data 15 mins

/wireless-client-oper:client-oper-data/policy-data 60 secs

/wireless-client-oper:client-oper-data/sisf-db-mac/ipv4-binding/ip-key/ip-addr 15 mins

/wireless-client-oper:client-oper-data/traffic-stats 180 secs

/lldp-ios-xe-oper:lldp-entries/lldp-state-details 60 secs

/device-hardware-xe-oper:device-hardware-data/device-hardware 15 mins

/wireless-mobility-oper:mobility-oper-data/mobility-node-data/ulink-status 60 secs

/process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/one-minute 60 secs

/platform-sw-ios-xe-oper:cisco-platform-software/control-processes 60 secs

/environment-ios-xe-oper:environment-sensors/environment-sensor 60 secs

/lldp-ios-xe-oper:lldp-entries/lldp-intf-details 60 secs

/interfaces-ios-xe-oper:interfaces/interface 60 secs

/platform-ios-xe-oper:components/component 60 secs

/mdt-oper-v2:mdt-oper-v2-data 60 secs

/wireless-access-point-oper:access-point-oper-data/radio-oper-data/radio-band-info 180 secs

/Cisco-IOS-XE-platform-software-oper 120 secs

/mdns-oper:mdns-oper-data/mdns-global-stats 300 secs

Cisco-IOS-XE-wireless-client-global-oper 300 secs

/aaa-ios-xe-oper:aaa-data/aaa-radius-global-stats 300 secs
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Real World Scenario 1 : Monitor & Track 
CPU/Memory

Monitor Top 32 Processes for CPU/Memory ( WNCD, pubd, SNMP, odm,repm, 
smand etc ) 

CLI: show processes cpu platform sorted
show process memory platform sorted

17.14.1 XPath: Cisco-IOS-XE-platform-software-oper
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Monitor & Track CPU/Memory (Our Famous 
WNCD)
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Real World Scenario 2 :  Track mDNS Scale 
(EDU)

Apple Continuity service (mDNS) enabled leading to high WNCD CPU.
9105w APs seeing flood of mDNS from wired network causing sluggishness to 
Clients

XPath: /mdns-oper:mdns-oper-data/mdns-global-stats

46

CLI: show mdns-sd statistics

BRKEWN-1108



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Real World Scenario 3 : Control Plane Monitoring 
- WLC

Monitor Client Delete Reasons. 

CLI: show wireless stats client detail
XPath: Cisco-IOS-XE-wireless-client-global-oper

47

Delete Reason Codes 
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Real World Scenario 4 : Prevent Radius Server 
Meltdowns

48

Monitor high Radius Failures, latency, Accounting updates to Radius 
Servers
CLI: show aaa servers brief , show aaa servers, show radius stats
XPath: Cisco-IOS-XE-aaa-oper

/aaa-ios-xe-oper:aaa-data/aaa-radius-stats
/aaa-ios-xe-oper:aaa-data/aaa-radius-global-stats
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Real World Scenario 4 - High Interferers in 2.4/5 
Ghz

WLC Clean air: High Interferers in 2.4Ghz leading to high WNCD CPU:

XPath: /wireless-rrm-oper:rrm-oper-data/rrm-measurement
/wireless-rrm-oper:rrm-oper-data/spectrum-device-table
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Real World Scenario 5: Data Plane Monitoring

50

CLI:show platform hardware chassis active qfp feature wireless punt statistics
xPath: In-progress
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Real World Scenario – Big Picture/Demo

51

Credits: 
Jason Davis – Cisco 

Systems
Dave Benham – Cisco 

Systems
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A Story – Real World
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A Story: Demo Architecture Diagram
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Lab Documentation
Try out gRPC in your own lab setup with: 
• Setup Telegraf, InfluxDB and Grafana:
https://github.com/rceara/Influx-Telegraf-Grafana

• Setup HAProxy and Keepalived:
https://github.com/rceara/HAProxy-Keepalived-Setup

• Generate the certificates for your gRPC Collectors and WLCs:
https://github.com/rceara/OpenSSL_Certificate_Generation

• Setup your DNS Server for your FQDN collectors:
https://github.com/rceara/BIND-Server-Setup

• Troubleshoot gRPC and MDT:
https://github.com/rceara/gRPCTelemetryTroubleshooting

• Demo Recording: 
https://www.youtube.com/watch?v=FPu-Wakh2Oo
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Takeaways
• MDT is becoming the new norm for monitoring and adoption is 

happening quickly.

• MDT is a solid and scalable solution that has full support from Cisco 
and there is good online documentation.

• Talk to your Cisco CX and Account team about MDT.

• Get familiar with MDT on DevNet Sandbox:

• https://developer.cisco.com/learning/labs/enabling_telemetry_on_io
sxe/enabling-telemetry-on-ios-xe/

• If you want to learn more or need help please reach out to us:

• Rafael Ceara - rcearaba@cisco.com

• Salil Prabhu - saprabhu@cisco.com
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Appendix
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Defining your Telemetry configuration
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Load balance your grpc traffic to the collectors
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Visualizing and Monitoring your Infrastructure
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Setting up the Alarms
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Alarms notifications to Webex Teams
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Logistics/Industrial/Manufacturing Services 
Metrics/KPIs:

Cisco APs

Cisco APs

Cisco APs

Cisco APs

Cisco APs

Cisco APs

Cisco APs

Tables/Scanners

Industrial
Augmented    

Reality

Autonomous
Drones

Thin 
Clients

Robot 
packers

IoT Sensors

Unmanaged 
Robots

Collab 
Robots

Smart 
Packaging

Cisco APs

Cisco APs

Cisco APs

Cisco APs

Autonomous 
Robots

Cisco APs

✓ Inventory picking accuracy
✓ Orders Efficiency and Fill Rate
✓ Machinery Performance
✓ Network operational uptime
✓ Backorder rate
✓ Order lead times
✓ Cost Optimization
✓ Stock cycle time

Wireless 
Analytics

Cisco APs
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Cisco APs

Cisco APs

Cisco APs

Cisco APs

Cisco APs

Cisco APs

Cisco APs

Cisco APs

Cisco APs

Cisco APs Cisco APs

Cisco APs

Cisco APs

Cisco APs

Cisco APs

Cisco APs

Cisco APs

Cisco APs

Cisco APs

Cisco APs

Healthcare Services Metrics/KPIs:
✓ Critical Health Systems
✓ Emergency Services
✓ Nursing Care
✓ Hospital Environment
✓ Climate Management
✓ Location Tracking
✓ IoT Health Sensors
✓ Services Access
✓ Patient care
✓ Collab
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Colleges/Universities Services 
Metrics/KPIs:

Cisco APs

Cisco APs

✓ Student Services Access
✓ Location Tracking
✓ Occupancy Sensing
✓ EV Charging
✓ Buildings Surveillance
✓ Assets Management
✓ Smart Buildings
✓ IoT Sensors

Universities/Colleges

Campus Networks
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