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Explore Wi- Fi 6E

Deployment & Migration Considerations

Get to know Wi -Fi 7

The Wi- Fi 6E vs Wi- Fi 7 Dilemmal
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WiI- FiI Evolution

A 25 years of constant evolution with faster speeds and density

A Prior to 6E: Spectrum shared in two bands 2.4 and 5 GHz

A 6E and Above: Spectrum shared in three bands 2.4, 5 and 6 GHz

Date Rate: 600 Mbps (max)
40 MHz Channel Bonding

4x4 MIMO
Date Rate: 54 Mbps (max) 64 QAM
20 MHz Channels
D R 54 Mbps ( ) oo
ate Rate: ps (max 5 GHz Bi i i
20 MHz Channels zBand WI- FI 4
Date Rate: 11 Mbps (max) 64 QAM
20 MHz 2.4 GHz Band - H
QPSK Wi-Fi 3
2.4 GHz Band . .
o Wi-Fi 2
Wi-Fi 1
2003
1999
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Date Rate: 7 Gbps (max)

80, 160 MHz Channel Bonding

4 DL MU-MIMO
256 QAM

Wi-Fi 5
2013

BRKEWN 2024

Wi-Fi 7
2024

Date Rate: 23 Gbps (max)
320 MHz Channel Bonding
4096 QAM

MLO, MRU, R- TWT

Wi- Fi 6E
2021

Date Rate: 9.6 Gbps (max)
80, 160 MHz Channel

Bonding
OFDMA, UL, DL MU- MIMO
iz @Al Extremely High
TWT

L. throughput up to
Wi-Fi 6

3x speed of
1lax

2019 /

New 6 GHz Band
.1 A Multi- lane
= expressway for
o Wi- Fi

High Efficiency A More bandwidth
4x Capacity

loT Scale % @

A Cellular like Determinism }
for high quality services 28 8
"N QAT Ser élﬁ
A Higher power efficiencyto = =
accelerate 10T adoption
A Extended outdoor range .A

A Better app. performance
in high density
deployments
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Why Wi- Fi 6E ?
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Immersive Experiences
of Todayée
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Webex Hologram https:// www.youtube.com /watch?v=YExX7hONKnXE

Tomorr owe

#CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



What is the Problem?

A Existing 2.4 GHz and 5 GHz spectrum is congested
A Interference
A Limited re - usable channels

A No way to use 80 or 160 MHz channels
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Wi- Fi 6E

Wi- FI 6 and 6GHz are friends! _
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Setting t

Setting the st
A New 6 GHz Band
A Regulatory

Considerations
A Protocol enhancements
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Wi- Fi 6E
6GHz Around the W
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Global availability of 6 GHz

band for Wi- Fi

W Adopted 5925-7125 MHz

Il Adopted 5925/45-6425 MHz,
and evaluating 6425-7125 MHz

I Adopted 5925-6425 MHz
Recommended 5925-6425 MHz

Under consultation

Source: https://6ghz.info
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5925
MHz

<
<

The new 6 GHz barz() :
g

= MHz

. 59 x 20 MHz channels
United States B—

Canada = 29 x40 MHz channels :“
o

S Korea
1200 MHz I*I 14 x 80 MHz channels

///.\\\
S 7 x 160 MHz channels

((( ))) 642:: 6525 ((g)) ((E)) 6875 7125

MHz MHz MHz

EUrope/CEPT s .
Most APAC )
500 MHz

5955 & Central Frequency of the first 20 MHz channel
A Starting at 5925 MHz +
20 MHz of guard band +
10 MHz to get to the center of the first 20 MHz
channel
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6 GHz 0 New Device Classes

Wi- Fi 6E introduces new device classes for optimized capability

Low Power Indoor AP

Indoor Only
Integrated
Antenna
Required

Can use the full
1200 MHz

Wired Power

Standard Power AP

Indoor or
Outdoor
Integrated or

External Antenna
UNII- 5 and UNII-
7 Only (US)
Requires AFC

Very Lower Power AP

Mobile Indoor or

Outdoor

Limited Range
Can use the full

1200 MHz
Does not
require AFC

Client Devices

Indoor or
Outdoor
Only Indoor

under control of
LPI AP

6 dBm lower
power than AP

Regulations vary by country

#CiscolLive
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The new power levels

(g))

((é))

6425 6525 6875

5925 7125
MHz MHz MHz MHz MHz
Standard Power 36 dBm EIRP with AFC (500 MHZ) 36 dBm EIRP with AFC (350 MHz).

a

(indoor- outdoor)

Automatic Frequencv Contr ol

Low Power

5 dBm / MHz (Max EIRP 8 30 dBM)

a

(indoor)

Very Low- Power

(20 MHz 6 18 dBM, 40 MHz 6 21 dBM, 80 MHz & 24 dBM, 160 MHz & 27 dBM)

(under evaluation) -8 dBm / MHz

v

A

Devices
(indoor - outdoor)

6 dB lower than the AP (LPI: 24 dBM, SP : 30 dBM)

v

Clients <

cisco Lz{@/

U-NII-5 U- NII-6 U-NII-7 U-NII-8
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Low- Power Access Points (indoor)

5925 6425 6525 6875 7125
MHz MHz MHz MHz MHz
5 dBm / MHz
Low Power Indoor D : : : >,
(LP1) : U-NII-5 " U-NII-6 U-NII-7 : U-NII-8 :
6 GHz power is measured as Power Spectral Density (PSD) a
Maximum of 5 dBm/MHz is permitted for LPI
(Power Spectral Density 8 Amount of power over a given bandwidth)
5 dBm = 3.162278 mW 20 MHz 18 dBm | 12 dBm

40 MHz 21 dBm | 15dBm
3.162278 mW x 20 MHz = 63.24556 mW = 18 dBm
3.162278 mW x 40 MHz = 126.4911 mW =21 dBm 80 MHz 24 dBm 18 dBm

160 MHz | 27 dBm | 21 dBm

Client power alsohasaPSDruleof 6 dB | ess than the
max EIRP

Not e: |l ndoor APO®&Gs with an external ant enna, mu st operate
under the Standard Power rules, LPI only applies to | models

c ! s co M» #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Protocol
Enhancements
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Multiple BSSID
A Capabillity originally specified in 802.11v
A Combines multiple SSID information in a single beacon frame

Wi-Fi SSID Overhead Calculator

——m [ATwianetype subtype == & B -
No. Time Source Destination Protocol Lengt Signal st Authentication s Info
5l ok e e MERETA S Beacon frame, SN=3953, Flags=. ..C, BI=100, SSID=Wap3-owe, S..

12 16:57:45.543  68:7d:b4 802.11 609 -43dBm Beacon frame, SN=3958, Flags
17 46:57:45.646  68:7d:b4:5e:5¢: 41 fastast ff FEIFFIFT 80211 680 -43dBn Beacon frame, SN=3963, Flags=.

C, BI=100, SSID=Wap3-owe, S..
..C, BI=108, SSID=wap3-owe, S..

» Radiotap Header va, Length 56
» 802.11 radio_information

12.90% e
0 1= Tag: SSID parameter set: Wap3-owe

= Tag Mumber: SSID parameter set (@) mitted BSSID
- Tag length: 8 |

S5ID: wap3-owe

Tag: Traffic Indication Map (TIM): DTIM O of

w7 18, 24(B), 36, 48, 54, [Mbit/sec]

o SSID: Wpa3 - Owe E ¥:g gm:rguigtgﬂ:&ug: Country Code US, Environment Unknown (@x@4)
v . . b Tag: TPC Report Transmit Power: 16, Link Margin: 8
SSID: wpas- SuiteB- GCMP256 |y ne="Tag: Fultinle 55510

sta Rate . . : < Tag Number: Multiple BSSID (71

Demion]| _ soam b SSID: wpa3 - SuiteB- GCMP128 M T Yengen: 121 ()

Frame Size 3800 Bytes === ] MaxBSSID Indicator: 4

e foAre = - w Sub-Element: Nontransmitted BSSID Profile

Subelement ID: B ;
- o T Subelement Length: 58 Non Transmitted BSSID 1
. » Tag: Non Transmitted BSSID Capability: @x1511
S308 43508 — » Tag: SSID parameter set: wpa3-SuiteB-GCMP256 —
- ) Tag: Multiple BSSID Index: 11
@ *x » Tag: RSN Information
w Sub-Element: Montransmitted BSSID Profile
.. Subelement ID: B ;
Subelement Length: 58 Non Transmitted BSSID 2
Onserves |r ” I le ) Tag: Non Transmitted BSSID Capability: @x1511

) Tag: SSID parameter set: wpa3-SuiteB-GCMP128 —
) Tag: Multiple BSSID Index: 12
» Tag: RSN Information

AMandated in Wi - Fi 6E

cIsco '&./
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Wi- Fi 6E - New AP Discovery Mechanisms

Out of Band In Band

Passive Scan:

Reduced Neighbor Report Fast Link Setup (FILS) Discovery Frames
. Unsolicited Broadcast Probe Response
Co- located Discovery Frames

Active Scan:
Preferred Scanning Channels (PSC)

o o

cisco L‘V& ~/ #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Reduced Neighbor Report

Co-l ocated ONeighbord6é 6 GHz radio
Response of 2.4 and 5 GHz radios.

Wi- Fi 6E AP

(11 [ wlan.fc.type_subtype == B3 -] Expression..
No. Time Source Destination Protocol Lengt Signal st Authentication , Info
103.851 68:7d:b4:5e:5f:4F b:cb:42:d6 802. 525 -35dBm Probe Response, S5N=9, Flags=. BI=108, SSID=cvoice

BI=1080, SSID=cvoice
BI=1008, SS5ID=cal-psk
BI=1008, SS5ID=cal-psk
BI=1008, SS5ID=cal-psk
RT=10A. SSTN=cal-nsk

tec:5f:b6  BO2.
iec:57:b6  BO2.
1ec:5f: 802.

:083.913 6B:7d:b4:5e:57:4F
:03.914 6B:7d:bd:5e:57:4e
:03.

525 -35dBm Probe Response, SN=11,
514 -34dBm Probe Response, SN=5,
514 -35dBm Probe Response, SN=5,
514 -34dBm Probe Response, SN=5,

514 Drwnqﬂ SN=5_ Flans=

hbor Report (2081)

SSID. I 1:03.871 68:7d:b4:5e:5F:4F :cb:42:d6 802. 525 -35dBm Probe Response, SN=10, Flag C, BI=180, SSID=cveice

. empiloyee 103,010  68:7d:bd:5e:57 47 leci5fib6  802.11 525 -34dEm Probe Response, SN=11, C, BI-100, SSID-=cvoice

183.912 68:7d:b4:5e:5F:4F :ec:5f:b6 802. 525 -34dBm Probe Response, SN=11, C, BI=180, SSID=cveice

5GHz Channel: 36 193.913  68:7d:b4:5¢:5F 147 lec:5fibG  802.11 525 -34dEm Probe Response, Sh=1i, C, BI=160, SSID=cvoice
C,

2.4GHz Channel: 1

SRBRRRRRRE

TBTT Information Field: @
TBTT Filtered Neighbor AP: 1

TB'I'I' Infurmatmn Count: @

! oo+ Neighbor AP TBTT Offset subfield, the BSSID subfield, the Short S5ID subfield, the BSS Parameters subfield ani

ChElT‘II'IE]_ Mumher 59
w TETY InTormatIon ~ -
Neighbor AP TBTT Offset: 255 TBTT Information

e

g?sllg:sg%dbgﬁgggamg Neighbor AP TBTT Offset: 255
. or xarzre BSSID: 687dbd5e540
SSID:employeet ~ B e Rk Short SSID: @x4F27e7hd

v 6GHz Channel: 69

= ﬁaT?ssm True w BSS Parameters: Oxde
T?an;ﬂﬁtgiségélgzu:rue @ OCT Recommended: False
Member of ESS with 2.4/5 G Same SSID: True
Unsolicited Probe Responsed Multiple BSSID: True
ed E Transmitted BSSID: True
Member of ESS with 2.4/5 GHz Co-located AP: False
Unsolicited Probe Responses: False
Co-Located AP: True
Reserved: 0x@
PSD Subfield: 254dBm/NHz

Clients start with 2.4 and 5 GHz bands discovery mechanism to learn 6 GHz SSIDs

: 254dBm/MHzZ

Cisco &. #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Wireless Clients always Probe!

24
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In- Band (passive)

FILS Discovery Frames helps AP Discovery Faster
Reduces AirTime Utilization by Management Frames

|
|
o !

SMALLER BEACONS THAT IS CONTAINS INFORMATION FOR REDUCES PROBE REQUEST
TRANSMITTED MORE FREQUENTLY THE CLIENT TO DECIDE ON THE OVERHEAD
(APPROX. 20 MSEC), AP TO CONNECT (SHORT SSID,
CONSUMES LESS AIR TIME. CHANNEL, TBTT ETC)

cisco L‘V& . #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



In- Band (passive)

Fast Initial Link Setup (FILS) Discovery Frames

100 msec

\ 4

20 msec

A
N

>
U
N@
I
I
]
B

‘,QI {.} Sleep, return to home channel or Probe Start

Discover AP1 Discover AP2
: l Dwell Start | Short SSID of Interest  Short SSID not of TBTT Listen End
Cl e nt Schedule listen at TBTT  Interest

-

Dwell finished in ~20 msec

I FILS Discovery Frame I Beacon Frame

cisco L‘V& ~/ #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



In- Band (passive)

FILS Discovery Frame 0 Packet Capture

Wireshark Filter Expression: |wlan.fixed.publicact == 0x22

Broadcast Action
1 frffifffTiff:fr 15! dBn Action, & lags C
g freffiff:ff:ff:ff . i [ Frames

:57:45.309 68:7d:bd:5e;5fF:41 . ff.fF:fF:FF: TP 154 -43dBm  Action, SN=3951, Flag

:57:45.420 68:7d:bd:5e 541 . ff:ff:fF:fF:TF 154 -43dBm  Action, 5SN=3952, Flags= .
Contains Short
SSID, Channel,
TBTT etc

Category code: Public Action (4) Transmitted every
Public Action: FILS Discovery Request (Ox22 20 msec »

Short S5ID: Gxd4fabdede

cisco M N #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



In- Band (passive)

Unsolicited Broadcast Probe Response

v/ 2 A

Reduces Probe Request Broadcast probe Contains detailed
Overhead response every 20 msec information as a Beacon

Helps Avoid Probe Storm

cisco L‘V& . #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



In- Band (passive)

Unsolicited Broadcast Probe Response
Packet Capture

(W] Apply a display filter ... <

No. Time
l 16:36:

~| Expression...

stre Info
Beacon frame, SN=2635, Flags=.
Probe Response,
550 Probe Response,

Destination
27.

..C, BI=108, S5ID=wpa3-sae, SSID=GCMP256, SSID=wpa.
- , SSID-wpa3-sae, SSID=GCMP256, 5 L.
. , BI=180, S5ID=wpa3-sae, SSID=GCMP258, SSID=mw..
862.11 550 -36dBm  Probe Response, , BI=180, S5ID=wpa3-sae, SSID=GCMP258, S5ID=w.
862.11 550 -36dBm  Probe Response, SN , BI=180, S5ID=wpa3-sae, SSID=GCMP258, S5ID=w.
802.11 599 -36dBm  Beacon frame, SN=. 264@ Flags=. .C, BI=10@, S5ID-wpa3-sae, SSID=GCMP256, SSID-wpa.
802.11 550 -36dBm  Probe Response, , BI=100, S5ID-wpa3-sae, SSID=GCMP256, SSID=w.
802.11 550 -36dBm  Probe Response, , BI=100, 55ID-wpa3-sae, SSID=GCMP25G,
802.11 550 -36dBm  Probe Response, , BI=100, S5ID=wpa3-sae, SSID=GCMP256,
802.11 550 -36dBm  Probe Response, .C, BI=100, S55ID=wpa3-sae, SSID=GCMP256, SSID=w..
802.11 599 -36dBm  Beacon frame, SN=: .C, BI=100, S5ID=wpa3-saes, SSID=GCMP256, SSID=wpa.
862.11 550 -36dBm  Probe Response, SN=. , BI=180, S5ID=wpa3-sae, SSID=GCMP258, S5ID=w.
862.11 550 -36dBm  Probe Response, SN=2647, Flags= , BI=180, S5ID=wpa3-sae, SSID=GCMP258, S5ID=w.

882.11 550 -36dBm Probe Response, SN:2548, Flags= , BI=180, SSID-wpa3-sae, SSID=GCMP256, SSID-w.
15 16:36:27.843 (bed2:f8 friff 802.11 550 -36dBm  Probe Response, SN=2649, Flags: , BI=100, SS5ID-wpa3-sae, SSID=GCMP256, SSID=w.
16 16:36:27.863 68:7d:h4:5e:d2:f8 fr:ff:f 802.11 599 -36dBm  Beacon frame, SN=2650, Flags=.. ..C BI=10@, S55ID-wpa3-sae, SSID=GCMP25G, S5ID-wpa.

Frame 2: 550 bytes on wire (4400 bits), 550 bytes captured (4400 bits) on interface @
Radiotap Header v@, Length 56

862.11 radio information

IEEE 802.11 Probe Response, Flags

IEEE 802.11 wireless LAN

» Fixed parameters (12 bytes)

~ Tagged parameters (454 bytes)

Tag: SSID parameter set: wpa3-sae
Tag: Supported Rates and BSS Membership Selectors 6.@(B), 9, 12.@(B), 18, 24(B), 36, 48, 54, [Mbit/sec]

Tag: Country Information: Country Code US, Environment Unknown (8x84)

Tag: Power Constraint: 6

Tag: TPC Report Transmit Power: 23, Link Margin: @

Tag: Extended Supported Rates and BSS Membership Selectors BSS requires support for direct hashing to elements in SAE, [Mbit/sec]
Tag: QBSS Load Element 80Z.1le CCA Version

Tag: Multiple BSSID

Tag: RM Enabled Capabilities (5 octets)

Tag: Extended Capabilities (11 octets)

Ext Tag: HE Capabilities (IEEE Std 802.11ax/D2.0)

Ext Tag: HE Operation (IEEE Std 862.11ax/D2.8)

Ext Tag: 6GHz Band Capabilities

Ext Tag: Spatial Reuse Parameter Set

Ext Tag: MU EDCA Parameter Set

Tag: Vendor Specific: (null): WMM/WME: Parameter Element

Tag: Vendor Specific: (null): Unknown

Tag: Vendor Specific: (null)

;5e;d!

1Serd2: H
:5e:d2:T8 fr:ff
:5e:d2:T8 fr:ff
:5e:d2:f8 fr:ff
(bed2:f8 friff
(5ed2:T8 friff
:Serd2:f8 fr:ff
:Serd2:f8 fr:ff
:Se:d2:fa8 fr:ff
:5e:d2:T8 fr:ff
:5e:d2:T8 fr:ff
14 16:36:27.822 :5e:d2:f8 ff:ff

Broadcast frames

Sentevery20ms NPT

B30 27,

9 16:36:27.720
10 16:36:27.741
11 16:36:27.761
12 16:36:27.782
13 16:36:27.862

Transmitted every

20ms I
L

Carry Multiple BSSID

{vwww

Contains all
information needed
for association

T YT Y TTTTTTTYITYIYYYYYY

cIsco '&/
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Preferred Scanning Channels (PSC)

A Every fourth 20MHz channel designated for active probing by Wi - Fi 6E Clients;
restricts scanning to 15 channels, instead of 59.

A PSC channels serve as the primary channel for channel bonding in 80 MHz

Chb Ch 21 Ch 229
(Pri)

Pri Pri
Non Non Non Non Non Non \ _________ Non Non Non \
PSC PSC PSC PSC PSC PSC PSC PSC PSC

Probe Requesil\ \l/ Probe Response 80 M HZ

PSC Channel List:
5,21, 37,53, 69, 85, 101, 117, 133, 149, 165, 181, 197, 213 and 229

c ! S co M- #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Key Takeaways

RNR

(Out- of- Band)

ot bot

FILS vs UBPR

(In- Band 8 Passive Scan)

PSC Wireless clients probe only PSC channels;
scans Non- PSC if it detects from RNR

(In- Band : Active Scan)

cisco L‘V& - #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Section Summary

1
Y sz
3 B

-

AP Discovery: RnR (Out- of- Band), FILS,
UBPR & PSC (In- Band)

-

cisco L‘V& - #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AP Deployment

AP Deployment
A AP Specs
A Power Requirements

Setting the sA gwtehing gnfrastructure
A

New 6 GHz Band

A Regulatory
Considerations

A Protocol enhancements




One Product 0 Two Management Modes

(D L

Cisco On- Prem Management Mode Meraki Management Mode
C9800 & Catalyst Center Stack MR Dashboard Stack

T o J

cisco L‘V& N #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34




|l ndustryos bes-Fi6Rpofalioo ad e s

g@( N\

leanAir® Pro A CleanAir®

. 9166D1 9136
L ir® Pro ir®Pro

9162 9164
CleanAi ro CleanAi

C~

Indoor Access Points Outdoor Access Point

CleanAir® (s}

e e

cIsco L‘//&/ .Management mode can be changed
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Network Infrastructu
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Catalyst AP to Switch connection

AP negotiates power, speed and duplex
at boot time via CDP/LLDP

MGig switchport is recommended as

Wi- Fi 6/6E speed may exceed 1 Gbps

Cabling: Cat 6/6 A recommended.
Cat 5e can support up to 5Gbps

I CDP = Cisco Discovery Protocol
E LLDP = Link Layer Discovery Protocol
; Cat = Category (of ethernet cable)

cisco L‘V& . #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Wi- Fi 6E Performance Comparison
5 Gig (mGig) AP Uplink vs. 1 Gig AP Uplink

Wi- Fi 6E Performance with mGig (5 Gig) Switch Wi- Fi 6E Performance with Gigabit Switch
—[ UDP Throughput ) - UDP Throughput ] _
- . [ Datagrams received (3x more) ] — — o [ Datagrams received ]
— ey : — S

c ! S c o M» #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Catalyst AP C9136 to Switch connection

| C9136 has two mGig uplink ports

Dual port is for POE power and uplink
redundancy with hitless failover

Switchport and AP can be configured for
LAG or standalone ports (default)

AP C9136

i mGig = multi gigabit ethernet
' PoE = Power over Ethernet

/ ; LAG= Link Aggregation Group i
cisco L‘V& - #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Non- LAG

Catalyst AP C9136 to Switch connection

A When configured as standalone ports, one becomes

"TTT1T1T1] active and the other one standby
------|

A If power is equal on both ports, Port 0 becomes  active.
Otherwise, the one with more power

A Traffic is exchanged on active port using active MAC
A (CAPWAP, ARP, etc.)

A Standby port only exchanges CDP/LLDP messages
with its own MAC S, no other traffic

AP C9136

..............................................................

MAC = Media Access Control !
ARP = Address Resolution Protocol ;
1

W / CAPWAP = Control and Provisioning of Wireless Access Points i
cisco 4 0
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Non- LAG

Catalyst AP C9136 to Switch connection

A When configured as standalone ports, one becomes
active and the other one standby

T
- - - - - . A If power is equal on both ports, Port 0 becomes  active.

Otherwise, the one with more power

BN
------T if

A Traffic is exchanged on active port using active MAC

A (CAPWAP, ARP, etc.)

MAC A A Standby port only exchanges CDP/LLDP messages
‘ with its own MAC S, no other traffic

MAC S
A In case of active port failure, standby becomes active
and exchanges traffic using MAC A. Minimal to zero
traffic interruption
AP C9136
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Non- LAG

Catalyst AP C9136 to Switch connection

A When configured with standalone ports, you have

L3 switch . ,
t wo Optl onse

m ...........‘ A Dual- home to two different switches
CEERETEEEEEEEEE] A Recommend to connect to switches in different
SameVLAN/ IDF, whenever possible

ACE | I A Single- home to one logical switch (Stack Wise, VPC,

Multi- layer switch, etc.)
Dual- home

A Recommend to connect to two different members
of the stack or line - cards

S50 Lateswicn A Inboth scenario, the switchports must be configured
in the same VLAN

| ' VLAN = Virtual Local Area Network !
! IDF = Intermediate Distribution Frame |
; 1 VPC = virtual Port Channel i
cisco M/
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LAG
Catalyst AP C9136 to Switch connection

A When configured with LAG, both ports are Active

A LAG must be configured on both AP and switchport
side.

A AP supports static LAG config (mode on) or dynamic
with LACP

A Traffic is load balanced across the two links using
src- dst- port algorithm. CAPWAP uses random
source UDP ports

A LAG must be connected to one single (physical or
logical) switch

AP C9136

1
i LACP = Link Aggregation Control Protocol
i src- dst- port = source - destination - port
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Power consideration
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AP Power Consumption

PoE Power Negotiation happens at boot
time through CDP/LLDP

Power allocation is what you need to
consider for power budget

Actual Power consumption is dependent

on the AP operation
Power Allocated

48.3 W 16.5W
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Catalyst 9136 Power Consumption (dual port)

o

TITTT _
BHEEEEN Both ports negotiate power and need to
J be considered for budget

If no-LAG, Standby port consumes
very little power

If LAG, both ports are active, and they
both draw power

. Power Allocated Power Consumed
Port

48.3 W 16.5W

Port 1
48.3 W 0.5W
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Section Summary

1
2
] E————

-
4 Power Considerations

-

5
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RF Design

Setting th

A New 6 GHz Band

A Regulatory Considerations
A Protocol enhancements

cisco L{V&/

AP Deployment

A AP Specs

A Power Requirements
A Switching Infrastructure

RF Design

A AP Coverage

A AFC

A Site Survey Mode



What you need to consider?

. . FSPL (5Gh
A Path Loss (FSPL)* - Path loss in the first meter * -47 dB (5Ghz) : (5Ghz)
is on average 2dB higher at 6GHz vs. 5GHz. -49 dB (6GHz) FSPL (6Ghz)
After that, the 6 dB rule applies: doubling the = !
. ) £ ! -53 dB
distance results in a 6 dB loss, regardless of the £ !
frequency 9 ! i
= ! E -65 dB
A Cell Size 6 At 6 GHz @ same power level cell is =3 i ! ! -67 dB
; < ! i !
smaller vs. cell size at 5 GHz _6dB | -6dB | _ _6dB k
0 im 2m 4am 8m
A Absorption/Reflectance & 6 GHz will be I
attenuated more through wall or other surface .—>/ —_—
A Noise floor at 6 GHz is much lower than 5 GHz, B
at least for some time J
Significant signal attenuation
A Coverage type : Today 6GHz is indoor only % .
(*) FSPL = Free Space Path Loss: https://en.wikipedia.org/wiki/Free - space_path_loss Reflected signal R
https://help.keenetic.com/hc/en - us/articles/213968869 - Wi- Fi- signal- attenuation - coefficients - when- passing- through - different - materials Concrete wall with

reinforcement grid

cisco L{{@/
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RF Design considerations

A AP antenna patterns at 6GHz are similar to 5GHz

A AP coverage between 5GHz and 6GHz will be similar, especially in open
spaces BUT it does require to compensate with power > 3dB higher in 6GHz

5GHz @40 MHz 11dbm
© 6GHz @80 MHz 14 dbm

RF tool prediction

A With brick walls, elevator and other environments, you would probably need
to measure and add few APs
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assumptions?

Q1: Can a co-resident 6 GHz radio provide the same coverage as the 5 GHz cell
while dramatically increasing performance?
Al: Yes!

6E APs be achieved?
A2: Yes!

*Assuming 1.2 0 2k f2 (140- 190 m?) of average AP
density, carpeted office normal ceiling (3 m /10 ft)

Where are we then on 5 and 6 GHz |
:
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Wi- FI 6E SP Indoors
Higher Power In 20 MHz

A Allowing higher power in the first 20
MHz

A SP: Max - 36 dBm EIRP, LPi: 18 dBm EIRP

A Creates a larger cell size
A Allows more power to reach the floor with a higher ceiling!

A High Ceiling Warehouse 0 larger Cells,
less Clients 6 SP

A Atriums, high ceilingis, loading docks, a
lecture hall, Stairwells etc.

A Many installations have some or all of
the above

A'Wi- Fi 6E indoors 0 allows these use
cases to be covered with 6 GHz too!

CISCO M./ #CiscoLive

S 6 GHz
: s . Ch1@20-160 MHz
18 dBm EIRP LPI

CW9166i @ 2.4m Height

a3 6 GHz
) . , Ch 1@20- 160 MHz
27 dBm EIRP SP

BRKEWN 2024

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



Automated Freguency
Co- ordination System
(AFC)
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External(SP)/Outdoor Antenna Wi - Fi 6E Status

SP AFC
Regulatory approved Not Regulatory
(UNII' 5,UNIl 6 & UNII7 Only) approved

v

AFC
Not Regulatory
approved

SP
Regulatory approved \ o
(UNII 5 and UNII7 T
s -
Only) e k

AFC ‘hﬂ ' ﬁ - -
No;pR:r?)l\J/I:éory - Not Regulatory £
s\’ approved P &

AFC approved and in production in USA
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Automated Frequency Co - ordination

() E—— ()

Incumbent Fixed Service

Transmitter

Access Points

~—
C U

UNII 5 and 7 Bands

AFC
Operator

<>

WLC

cisco L{V&/

3000 4000
1

2000

1000

0
L

W Common Carrier

B Operational Fixed Service
B Local Television Transmission Service
B Broadcast Auxiliary Service

[l Cable Television Relay Service

7.425

6.475
Page1234567|
Call Sign/Lease ID Name RN Radio Service Status Expiration Date
1 DXL Pacific Gas and Electric Company 029560457 MG Active 08/31/2030
2 KHOSS SANTA CLARA, COUNTY OF 0001539824 MW v 01/17/2031
R ece iVel’ 3 K036 'SANTA CLARA, COUNTY OF 0001533624 N Active /52028
M4 Pacific Gas and Electric Company 0029560457 MG Active 11262021
5 KM} ATBT COMMUNICATIONS OF CALIFORNLA INC 0003301702 F Canceled 020142010
? KMWSE PACIFIC BELL 0001551530 o Canceled 08/01/2000
L] KMY7? 'SOUTHERN CALIFORNLA EDISON COMPANY 0001535608 F Active 11/19/2021
9 (] ATAT COMMUNICATIONS OF CALLFORNIA INC 3 Canceied 02/01/2000
nH KND2T ‘SOUTHERN CALIFORNIA EDISON COMPANY 0001515608 o Active 017182022
Call Sign/Lease ID Name FRN Radio Service Status. Expiration Date.
Pacel 2I4SETASI = T
N’ FCCO6s Universal Licensing Systen

https://wireless2.fcc.gov/UIsApp/UlsSearch/searchGeographic.jsp

Spectrum License
Updates
<.

Fixed Mobile
Operators
satellites)
#CiscoLive  BRKEWN 2024

able in the

Automated Frequency Coordination (AFC):
Central database of frequencies, which are
avail

APOs

location, and where the AP does not risk to
interfere with other systems (e.g. fixed

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://wireless2.fcc.gov/UlsApp/UlsSearch/searchGeographic.jsp

Fixed Service Recelver Protection Contour

PSD in dBM/MHz

® <o

Fixed Service t
Transmitter ‘ 0-5
Fixed
Service : ,
Receiver : 5-10
.C u " o . 10 - 15
: 15 -20

‘ 20 -23

Wi-Fi AP 5 Unresfr[cted

fw Power constraint Wi-Fi AP operation

Courtesy: Federated Wireless
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Access Point - GPS Module

Dimension : WxLxD p
1.09 x4 x 0.63 inch w D
— {
[ ar T
— — o |
I
!
P .
T
. o |
- _/// |/ 7 ‘
Access Point with GPS module

installed

served. Cisco Public 58
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Location (Lat & Long) Calculation
59

@ GPS Module

VL\\\ ; @‘

~
~

N
~ . NDP Message

NDP Message  ~ *@ ~_(RSS))
(RSSI) ! X\
B«-L5 || coP = BN
‘‘‘‘‘ > @J

GPS Module

@ '@
GPS Moc‘;le GPS Modlle

%

Access Pointdés Latitude & Longitude needs

Manual entry of height allowed in the configuration.
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New Gear!!l! Wi-FiI 6E Measurement !

Ekahau Sidekick 2 —
A 2.4,5,6 GHz

A Ekahau Al Pro

A Ekahau Analyzer

Hamina Nomad
A 24,586 GHz
A Hamina Onsite App

NetAlly Aircheck G3 Pro
A 2.4,5 6 GHz
A NetAlly Link- Live
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WLAN Network Design
A Wi- Fi 6E Security
A WLAN/SSID Design

A Client Ecosystem
esign e
A AP Coverage

A AFC
A Site Survey Mode

AP Deployment

A AP Specs

A Power Requirements
A Switching Infrastructure

Setting th
A New 6 GHz Band

A Regulatory Considerations

A Protocol enhancements

cisco Li/&/
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Wi- Fi 6E Security

v \ Wi- Fi 6E upIeveIS Security. k}\ WPA3 and Enhanced Open
| = ity . Security made mandator
\ = WPA3 L2 Security;: OWE, | y y

S &8 for Wi- Fi 6E certification.

SAE*, 802.1x - SHA256 E

WPA3

\ No backward compatibility ‘ ~ Requires Protected
Q ) with Open and WPA2 \ E Management Frame (PMF)
~ Security. in both AP and Clients.

! AKM = Authentication and Key Management !
*Only SAE- H2E (Hash to Element) Method Supported. ! OWE = Opportunistic Wireless Encryption !

SAE (Hunting N Pecking) 8 Not Supported ! SAE = Simultaneous Authentication of Equals !
! SHA-256 = Secure Hash Algorithm (SHA) 256 bit !
|
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WLAN/SSID Design
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6GHz WLAN Design Considerations

What options would you have?

@D
2f
€] ===

Most likely your current SSID configuration would prevent it from being broadcasted on 6GHz

Note: as 17.12.3, there is a limit of 8 SSIDs broadcasted on 6GHz radio

cisco L‘V& ~/ #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 65



Option 1

Pros Cons

A Cleanest and simplest option

A Breaks support for existing

A No new WLAN and SSID to clients that don't support WPA3
and PMF in 2.4 and 5GHz

be managed
A Most secure with WPA3 A Requires full control on client
everywhere devices and drivers
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Option 2
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Option 2 - WLAN design considerations

A Option 2: Redesign the SSIDs. This entails adding a WPA3 separate SSID
for 6GHz and then decide which bands to enable to address different
customer use cases.

A Example 1: customer wants to adopt 6GHz without touching the existing SSIDs >
add a separate SSID with WPA3 and broadcast it in all bands.

A : Customer wants to redesign the SSIDs dedicating each band for a
specific device/use case

c ! S ¢ o M- #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 68



Option 2 > Example 1

Add a separate WLAN with different SSID name for WPA3 and broadcast it
in all bands. Leave the existing WLAN/SSID untouched.

Security

Existing WPA/WPA2 SSID in
2.4 and 5 GHz for legacy clients

Legacy SSID

Dedicated SSID for WPA3 (new
name) capable clients in all
bands. This is the SSID for 6 GHz

New SSID

cisco L{V&/

#CiscolLive BRKEWN 2024
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Option 2 > Example 2

Redesign the WLANS, reserving each band for a specific device/use case

o 2.4GHz dedicated to specifc devices. These
could be legacy devices or IoT devices. If IoT

will be mostly PSK

®* 5GHz dedicated to majority of existing clients

— \WPA3 on 6 GHz band only, for the
newest clients

#CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Option 2

Pros cons

A Cleanest option from a client
compatibility point of view A Additional SSIDs to configure &
manage on WLC

A Most secure options as clients
can adopt WPAS security A Need to manage additional SSID
profiles on clients
A WPAZ3 clients can roam across
different bands

A Automated via Catalyst Center

cisco L‘V& . #CiscoLive BRKEWN 2024 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 71



Option 3
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Option 3 - WLAN design considerations

Starting: I0S- XE 17.12.1
Single WLAN Profile for 2.4/5 and 6 GHz

General Security Advanced Add To Policy Tags
Profile Name* entarprise Radio Policy ()
ssib* enterprise :
6GHz
WLAN ID* i Status (v @)
r ] ‘WPA3 Enabled
Status [enanee WD) Dot11ax Enabled
Broadcast SSID enasen ([ 5 GHz
Status [enasiec @)
2.4 GHz
Status (v @)
802.11b/g B02.11big ¥
Policy

A L2 Security would be WPA2+ WPA3.

A AKM should be setto 802.1x - SHA256 and 802.1x (SHA1) for

Enterprise; SAE and PSK for Personal.
A PMF as Optional

A How to configure the client side?

A For clients that don't support 6 GHz, configure a WPAZ2 profile or WPA3

Enterprise with PMF as Optional depending on the client support.
A For clients that support 6 GHz, configure WPAS3 Enterprise. They will use

these settings to connect to both 2.4/5 GHz and 6GHz

Cisco

Lae!

#CiscoLive

General Security Advanced

Layer2 Layer3 AAA

O WPA + WPA2

MAG Filtering m]

Lobby Admin Access ]

WPA Parameters

Protected Management Frame

Association Comeback Timer* 1

® WPA2 + WPA3

weaPdlicy O WPA2 Policy
GTK ] WPA3 Policy
Randomize
Transition
Disable
WPA2/WPA3 Encryption
AES(CCMP128) CCMP256
GCMP128 u] GCMP256

PMF Optional

Add To Policy Tags

0Oo

O WPA3 O Static WEP

Fast Transition

Status
Over the DS

Reassociation Timeout *

Auth Key Mgmt

802.1X (=]
CCKM O
FT + SAE [m]
Fresozix O

802 1X- £
SHA256

MDSK Copf

O None
Adaptive Ena...
m]

20
PSK (]
SAE =]
OWE @]
FT + PSK =]
psk-srazss O

v

BRKEWN 2024
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Option 3

Pros cons

A Provide an adoption path to more
secure Wi- Fi via WPA3 Transition

A Older clients may have issues

mode _ connecting to an SSID with
A Maintain support for older clients WPA3 Transition mode
using WPAZ2.

A No new SSID profile to be
managed on the client side
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Option 3- WLAN design considerations

Till: 10S-XE 17.11.1
Single SSID, Dual WLAN Profile for 2.4/5 and 6 GHz

A Single SSID but different AKM per band. For Cisco today, this means creating an
additional WLAN for 6 GHz, with same SSID name but different WLAN profile name
and security settings (AKM):

Existing WLAN serving 2.4 and 5GHz New WLAN, same SSID name serving 6GHz

General Security Advanced Add To Policy Tags General Security Advanced Add To Pclicy Tags

Profile Name* employee Radio Policy @ Profile Name* employee-6GHz Radio Policy @&

SSID* employee Show slot configuration
6 GHz

SSID* employee Show slot configuration

WLAN ID* 9 Status i ossLen |
S = WPA2 Disabled
Status WPA3 Enabled
Status ENABLED . 5GHz Dot11ax Enabled
Broadcast SSID
Status ENABLED . —
Broadcast SSID enasie ) o oo |
2.4 GHz —
2.4 GHz

Status enasteD ()

802.11b/g | 802.11b/g
Policy

Status I piseBLED ‘

B02.11b/g | 802.11blg  +
Policy

/ T T T T T T T T T T :
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A Maintain support for older clients A Clients may complain going from
using WPA/WPA2. a WPAS3 SSID to a lower security
A Roaming across different WLANs
A No new SSID profile to be (same SSID) is not supported
managed on the client side A Not supported by Cisco Catalyst

Center Automation
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Wi- Fi 6E 0
Client Eco System
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Wi- FI 6E Device Support

Q2'2023: Public (Wi-Fi 6E + Wi-Fi 7) Tracker History (All Devices) W
+64%
HoH
2000 22?4 . 2 C
205 +51% ‘ ()
+59% 113 +26%
1500
1262
50
136
1000 90
792 1677 +72%
1Y
500 986
633
0
1H'22 2H'22 1H'23
(Q222) (Q4'22) (Q2'23)
PCD =Phone AP TV TOTAL

Source: https://wifinowglobal.com/news

cisco L{{@/

- blog/intel - ecosystem - tracking - 2064 - wi- fi- 6e- devices - now- available- wi- fi- 7- reaches- 67 - devices/
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