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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

' Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space

‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until June 7, 2024.

cisco Lz{/&/

https://ciscolive.ciscoevents.com/
ciscolivebot/
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technologies, and features in the Catalyst
9000 Switches.
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Categories
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Networking (220)

Session Type
Breakout (453)
SHOW 2 MORE ¥
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Ramkumar Chellappa
Technical Lead-TME for Catalyst Center NetOps

Fields of Expertise

14+ years of Experience. TME for Wireless Automation in Catalyst Center

Personal Life
Indian, Chennai. Married with 2 Kids

Hobbies

Playing Cricket, Long Drives

Scan to add me on LinkedIn! —>

www.linkedin.com/in/ramkumarchellappa
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My Road Trip...

@;)

Traffic Conditions Weather Conditions
[ Bad Roads Other Drivers ] 4
. Driving Experience
Point A Point B
Goals: [ It’s about having a fun, safe road trip with Less driving Effort. ]
« Safety
 Fun

 Enjoyment

isco Lo/ ool
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Your Road Trip...

Drag policy
to apply

Client Density AP Coverage @
RF Noise/Inter Rogue 4
' User Experience
Point A Point B

Goals: It's about Simplifying Networking Operations, with Less driving Effort. ]
e Security
* Visibility
 Accuracy

cisco M./ #Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



Simplitying Network Operations

Facilitating the jobs your teams need to do

©
@ L &

Observability &

= Zero trust
insights
Cisco Catalyst Center L]
_ —]
Visibility Programmability
3 3

b

Physical and virtual infrastructure

= (8] b =
uscoL{{/&/

() o
&) wow

HCiscolLive  BRKEWN-2306

Automation and workflows simplify building
and maintaining large scale networks. Al/MR
streamlines and simplifies complex tasks

Al/ML and predictive insights for proactive optimization
to ensure consistent performance and reliability and the
optimal user experience

Al/ML and DPI Identify and classify endpoints, enforce
security policies and mitigate threats
for a complete workplace zero trust solution

Mature APIs, SDKs, and closed-loop integrations,
untangle the complexities of interconnecting third party
systems

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



- Onboard Devices to Catalyst
Center

- Manage Brownfield wireless
network

. Gain visibility from your
network

- Completely Automate
Wireless Network

cisco M-/ o BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



C9800*
af 17.9/17.14

00000000

C91xx
AIR-AP-4800

Cisco Catalyst Center
2.3.7.5

*Local Mode / FlexConnect Mode (Central/Local Switching)
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Managed Only vs Managed & Provisioned WLC

"+ Wireless LAN Controller (WLC) only managed by\

% Managed only Catalyst Center, not configured.

)+ Wireless configuration is done directly on the

\_ WLC. )

provisioned configured by Catalyst Center

A Managed & { Wireless LAN Controller (WLC) managed and }

J

Cisco M./ HCiscolLive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Onboard Network
Devices to Catalyst
Center




Typical Customer Network
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Prerequisites for Onboarding

il Catalyst Center Discover Devices
CLI Credentials & NETCONF Provide Credentials
e na bled o Global credentials are provided only for ease of use when entering credentials. At the device level, only the device-specific

—/ credentials are saved. The device-to-global-credentials association isn't saved.

Next, confirm the credentials that Catalyst Center uses for the devices it discovers. At least one CLI credential and one
SNMP credential are required. You can have a maximum of five global credentials and one task-specific credential for each

Catalyst Ce nter Ente rprlse ”:) / type. Optionally, you can update SNMP properties and protocols used for CLI
VIP allowed in SNMP ACL list

SNMPv2c Write (0) used for discovery and the enabling of wirel

If your network contains |IOS XE-based wireless controllers, please enter the port that should be

ss services on these controllers.Select from existing

ports or add new ones. You can add either a job specific port or a global port
SNMPv3 (0)
I NETCONF (1) We recommend using port number 830. Do not use standard ports like 22, 80, 8080.

Advanced Settings = EXISTING GLOBAL NETCONF PORT

HTTP(S) Read (0) 830

HTTP(S) Write (0)

BrotseslOnier @ Add NETCONF Port

UDP: 161
TCP: 22/830

CciIsco &_ HCiscolLive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Device Onboarding Process- Wireless Discovery

<..config snip..>
SVI

Credentials
NETCONF

SNMP

Catalyst Center Provision / Inventory

A To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settin

el Catalyst Center

All Discoveries

@ PODL]__ DiSCOVery Date « Mar 13, 2024 12:05 PM (B) v

0 Global

All Routers i C

Access Points Sens

Devices (20) Focus: Inventory

@ Completed Type: Range Retry Count: 3 Protocol Order: Telnet Total Time: 0 minutes 11 seconds View all deta

Q Click here to apply basic or advanced filters or view recently applied filters

DEVICE SUMMARY

6 6

Discovered Successful Failed Discarded

0 0 0 Selected Tag (£ Add Device Actions v~ (©

O Tags Device Name ~ IP Address Vendor Reachability (1) EoX Status (1) Manageability (1)

Q. Search Table

O O POD4-Core-ISR 192.168.4.1 Cisco @ Reachable 4 alerts ©@ Managed
1P Address ~ Device Name Status IcMP

O € POD4-C9800-CL1.tmelab.com (@ 192.168.4.7 Cisco @ Reachable 1 alert ® Managed
192.168.4.1 POD4-Core-ISR L] L]
192.168.4.2 POD4-3850-Distributicn o . o ¢ POD4-C9800-40.tmelab.com 192.168.4.5 Cisco © Reachable 2 alerts © Managed

T 1
192.168.4.3 POD4-C9300-Access2 L] L]
192.168.4.4 POD4-C9300-Access1.tmelab.com (] ] O o) POD4-C9300-Access2 192.168.4.3 Cisco © Reachable 2 alerts © Managed
192.168.4.5 POD4-C9800-40 (] ]
192.168.4.7 POD4-C9800-CL1 o o O O POD4-C9300-Access1.tmelab.com 192.168.4.4 Cisco @ Reachable 1 alert ©® Managed
6 Record(s)
0O O POD4-AP3 192.168.4.74 NA © Reachable A Not Scanned © Managed
. / 0O &) POD4-AP2 192.168.4.13 NA @ Reachable & Not Scanned © Managed
e - #Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Tips & Tricks

el Catalyst Center Provision / Inventory ¥ Q & @ O | R admin v
Q Global Routers Switches Wireless Controllers Access Points Sensors g8 E k=3 O
Devices (1)  Focus: Inventory v Take a tour T Export 6%
Q  Click here to apply basic or advanced filters or view recently applied filters Y4
0 Selected Tag (¥ Add Device Actions v ® As of: Apr 29, 2024 3:33 PM £
NETCONF not bled on th
0 n O e n a e O n e @) Tags Device Name IP Address Vendor Reachability (1) EoX Status ~ (D) Manageability () Compliance (1)
d .
evices O O POD4-C9800-40 192.168.4.5  Gisco ® Reachable A Not Scanned | & Managed ® Compliant

Netconf Authentication Failure

AAA method list (default) not *Apr 29 10:03:39.020: %DMI-5-AUTHORIZATION_FAILED:
configured Chassis 1 RO/0: dmiauthd: User 'ciscodna’ from
172.100.1.53:56656 was not authorized for netconf over

ssh.

1 Record(s) Show Records: 25 v 1 -1 < ﬂ >

Cisco M— #Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Tips & Tricks

C9800-Virtual#sh run aaa

Netconf authentication and :
authorization uses the default group aaa authentication login default group
dnac-network-tacacs—-group local

aaa authorization exec default group
dnac-network-tacacs—-group local if-
authenticated

Cisco L‘V&- #CiscolLive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Tips & Tricks

C9800-Virtual#fsh version
Cisco IOS XE Software, Version 17.09.03

Netconf authentication and
authorization uses the default group
C9800-Virtual#sh run aaa
yvang-interfaces aaa authentication

i : hod-11 < hodlist>
@ AAA method list for programmatic method-list <mymethodlist

interfaces starting 17/.9 vang-interfaces aaa authorization method-

list <mymethodlist>

Cisco L‘V&- #Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Prime to Catalyst Center Readiness Assessment
PDART Tool

Cisco PDART - A Cisco DNA Center Readiness tool for the Cisco Prime Infrastructure

@ Translations g Download * Print

Updated: August 8, 2021 Document ID: 217059 @ - .

Contents
. Cisco DNA Center Ready

Current Cisco Prime Infrastructure Version : 3.9.0

Introduction

Prerequisites

Requirements Recommended Cisco DNA Center Version : 2.1.2.6
Components Used
Tool Requirements Devices
How to Execute the Tool 518 517 D 1
Option 1: Execute the PDART executable from CLI Total Supported Requires SW Upgrade Unsupported
Option 2: Execute the PDART via Updated Bundle File (UBF patch)
Sample Report Use Cases
Issues with the tool 48 26 8 13
Used [ In Use Supported Unsupported Roadmap
Introduction Reports
The Cisco PDART (Cisco Prime Infrastructure Cisco DNA Center Assessment & Readiness Tool) analyzes a Cisco Prime Infrastructure deployment and assesses whether Cisco DNA Center P
supports the current deployment. 0 0 0 0
Used [ In Use Supported Unsupported Roadmap
Scale
Professional DN2-HW-APL
Appliance in Use Recommended Appliance
Platform
csg-bgl18-00a-pi01 7
Hostname Total Checks Run

The PDART assesses the Cisco Prime Infrastructure from the following perspectives:

https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-infrastructure/217059-cisco-

. / pdart-a-cisco-dna-center-readine.html
CIsCO &‘

HCiscolLive  BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-infrastructure/217059-cisco-pdart-a-cisco-dna-center-readine.html

Prime Data Migration Tool

Gy Al L Device Groups
Device Groups / Location / All Locatior C
Devico Groups Milpitas All Devices
Edit Location Group
b RN Import Groups Export Groups Show
Edit | Preview

J Device Name A IP Address/DNS Device Type

All Dovices *Group Name | Mpitas * Pasent Group | Al Locations v
> » Type Group Description F = s

ocation Group for S
v Locatior AD1-2960XR-1.cisco local 104,158 Cisco Catalyst 20xx Stack-able Ethemet Switch
IL AD1-3650.cisco.local 10.4.15.7 Cisco Catalyst 3650 Switch Stack
8 Groupbpe | Campus | zes AD1-3850-1 cisco.Jocal 104155 Cisco Catalyst38xx stack-able ethernet switch
AD1-3850-2.cisco local 10.4.156 Cisco Catalyst38xx stack-abie ethemet switch
[ Geographical Location
& = AD1-C9300-10.cisco.local 10.4.15.10 Cisco Catalyst 9300 Switch
o us
@ Civic Location 560 McCarthy Bivd, Mil Caifornia 95035, United St ¥ | View Map
Unassigned Sy Y i o D1-6840.cisco Jocal 10.4.15.254 Cisco Catalyst 6840-X Switch
User Defined O GPS (Lat./ Long.) HQ-9800-L.cisco local 10.4.174.40 Cisco Catalyst 9800-L-C Wireless Controlier
v Add Devices Dynamically G

Device Name v | | contains v =l &

il

o

» Add Devices Manually @

A Maps / Wireless Maps / Site Maps ( New! )

Templates / My Templates
- Recompute Refresh arch on mag

CLI Templates (User Defined)
© Import
(-] » of L L, &
(1] Name - Feature Category Folder
InF_descrip CLI My Templates/CL| Templates (User Defined)
test1 CLI i My Templates/CL| Templates (User Defined)

© ‘lub Prime Infrastructure o Prime Infrastructure S &

A Admini ion /S JISES A | Senvices [ Mobility Services / Connected Mobile Experiences
ministration ervers ervers

Selecre

ed1/Total2 (5 v

/ Edit || X Delet= |4 Add | ImportMaptoCMX | Export Map from Pl snow | Quick Fier v n

B Device Name 4 IPAddress Software Version Oumer Reachability 5...
) Server Address Port Retries Version Status
0 10.126.244.19 443 1 70356 Reachable ] e B e _ it
] cwxan 10.197.71.67 106370 1 Reachable

HCiscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Tips & Tricks- Templates Migration

Wl Prima Infractr ictiire - ~ WNA Center Coexistence
csco Il ITastructiu CO DNA ‘

User Defined CLI templates PEPERPEET ’9
with variables and composite | .

templates

System Defined Templates-
Not Migrated

. Save Templ 5%
Migrated Templates moved ave Template
to Design > CLI Templates > e [T

Prime Migrated Templates s NN

3 Select Groups - r = | 5 Select CLI Templates

2 Sync Settings -2

cisco M. HCiscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Device Onboarding Process- WLC PnP

DHCP/DNS/NTP ]

Clients

—

——————————————————————————— ~\\\\
! \
I [ C9800-40 ] \
: 00000000 :
1 1
1 1
1 1
1 1
1 Access I
! [ Switch } !
1 1
1 1
: 1
: Wireless :
i i
1 1
1 1
1 1
1 1
1 1
\ ]

Access l 4-"
Switch I 4‘-’ ?f
Dg. [ Core Switch
S
Wireless
Clients

\

\
Seo
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Device Onboarding Process- PnP

Device validates server’s location and

establishes a communication with the server

Catalyst Center
(PnP Server)

N s R Es 8 EeESE
-----

etwork Devices / Plug and Play

<..snip..>
CISCO_PNP.pnpserver
"5A;B2;K4;110.104.49.27,;J380"
<..snip..>

WLC (192.168.1.251)
Serial Number: FCL24140056 Site: Global/Chennai/POD1-Building As of: a minute ago @ X I P Ad d reSS

5 SUDI  Authenticated 10.104.49.27

Status Device added to Site Global/Chennai/POD1-Building

Details History Configuratjon
TW 0/0/0

History (29) As of: May 7, 2024 2:04 PM 3

Status Date Updated ~ Details Work Item Details

[ ] May 07, 2024 1:46:36 PM Deleted Device from PnP NA

(] May 07, 2024 1:27:00 PM Task: System Task Completed Info \
(] May 07, 2024 1:26:39 PM Executing System Workflow to Initialize Device NA

[] May 07, 2024 1:26:39 PM Executing Task: System Task NA

(] May 07, 2024 1:26:24 PM Device Authenticated Successfully NA

[] May 07, 2024 1:26:17 PM Secured Device NA

(] May 07, 2024 1:26:00 PM Securing Device NA I

HCiscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



>

il Catalyst Center Provision

CIisCco

Network Plug and Play Overview

k
Device Status Al (2) & Unclaimed (2) & Error (0) @ Pro

Devices (2) Focus: Default

Q Search PnP devices

0 Selected Actions ~ T Add Devices

O £ Device Name (D) Serial Number Product ID

O 1 B APSCE1.7628.EE30 FGL2420LGCG C9120AXI-D
O 2 - WLC FCL24140056 C9800-L-C-K9
2 Record(s

Network Devices [ Plug and Play wx O &
Auto-refresh: - 30 s
As of: May 26, 2024 7:45 AM
Last Contact State () Onboarding Progress (i) IP Address MAC Address (3)
May 26, 2024 7:45:33 AM Unclaimed &% Device is ready to be claimed. 192.168.10.7 5C:E1:76:28:EE:30
May 26, 2024 7:45:21 AM Unclaimed & Device is ready to be claimed. 192.168.1.252 -

#CiscolLive

BRKEWN-2306

Show Records: 25 ~ 1-2

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Network Devices / Plug and Play

Provision /

sl Catalyst Center

> Network Plug and Play Overview

Device Status m < Unclaimed (1) @ Error (0) @ Provisioned (1)
Devices (2) Focus: Default v Auto-refresh: - 30 s v 3
Y

(Q  Search PnP devices
17 AM 3 Refresh

A
0 Selected Actions v = Add Devices
0O) 8 Device Name (&) Serial Number Product ID Last Contact State (O Onboarding Progress (i) IP Address MAC Address () Source (&)
O 1 8 APSCE1.7628.EE30 FGL2420LGCG C9120AXI-D May 27, 2024 4:16:09 AM Unciaimed 2% Device is ready to be claimed. 192.168.10.7 SC:E1:76:28:EE:30 Network
O 2 “~ wLC FCL241400586 C9800-L-C-K9 May 26, 2024 8:07:01 AM Provisioned @ Provisioned 192.168.1.12 - Network
LS
2 Record(s) Show Records: 25 v 1-2 o

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Device Onboarding Process- WLC PnP

Catalyst Center
(PnP Server)

— "c','s',l_L;' Catalyst Center Network Devices / Plug and Play %

Add a Single Device

> Network Plug and Play Overview

Serial Number*

FCL24140056

Info
Product ID*

@ Pre-Staged Workflow using

hv4

Info
Device Name

DeV|Ce SI’Numbel’ POD1-C9800-LC| @

Info

I the PnP server compares
L( : Add devices t the serial number on the SUDI certificate with the user-provided serial number
' When the serial numbers match, the device is verified and connects to the PnP server.

S Ite ASS I g n m e nt n eed ed fo r‘ Enables secure unique device identifier (SUDI) authorization on devices that support it.
When SUDI Authorization enabled, when a device attempts to connect to a PnP server,
(0 Enable SUDI Authorization

Back Add + Claim | Add Device

/ |- 4
Cisco M. HCiscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24




Device Onboarding Process- WLC PnP

Catalyst Center
(PnP Server)

DHCP Server

-  CIsco

ssign o n a e
o Assignsite 2 <O 3 Templates Assign Site to WLC :

Assign Site Select a site

Site is required for Enterprise NFVIS and eWLC devices. 1 device(s) are rf

@ Pre-Staged Workflow using pevices (1)
Device Sr.Number -

B Hardy
Device Name (0 Serial Number Pro > @ Neville
R I ~ @ POD1-Building
" " -~ WLC FCL24140056 Cc9
Site Assignment needed for
> ™ RITP

Cancel Assign

cisco M- #Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Device Onboarding Process- WLC PnP

Catalyst Center
(PnP Server)

DHCP Server

il Catalyst Center >ro / Network Devices / Plug and Play e

Assign Site Assign ‘ 3 Provision . ) .
@ 9n Sit e Configuration Templates Conﬂguratlon for deV|Ce name: POD‘] _CQSOO_LC X

Assign Configuration \

v Catalyst Wireless LAN Controller Settings

There are total of 1 devices missing required configuration. Shy
Wireless Management IP*

@ Pre-Staged Workflow using oocesr

IPv4
Subnet Mask*

Device Sr.Number Q. Search Tabe 255.255.255.0

Device Name Serial Number Product ID

IPv4

Gateway*

@ Site ASSignment needed for * WLC FCL24140056 C9800-L-C-K9 P
W

IP Interface Name*

L C TwoGigabitEthernet0/0/0 v

VLAN ID
1

Info

Cancel Save

. / Y =
cisco M‘ HCiscolLive  BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26




Device Onboarding Process- PnP

Device validates server’s location and
establishes a communication with the server

Catalyst Center
(PnP Server)

etwork Devices / Plug and Play

HREE B BEEEE
e reaw = mEEw

WLC (192.168.1.251)
< snip > Serial Number: FCL24140056 Site: Global/Chennai/POD1-Building As of: a minute ago @ X I P Ad d reSS

10.104.49.27

CISCO_PNP . pnpserver 5) SUDI  Authenticated
" 5A ; B2 ; K4 ; I 1 O . 1 0 4 X 4 9 . 2 7 ; J8 0 " Status Device added to Site Global/Chennai/POD1-Building

3 Details History Configuratjon
<..snip..> TW 0/0/0
\ History (29) As of: May 7, 2024 2:04 PM 3
Status Date Updated ~ Details Work Item Details

[ ] May 07, 2024 1:46:36 PM Deleted Device from PnP NA

(] May 07, 2024 1:27:00 PM Task: System Task Completed Info \
(] May 07, 2024 1:26:39 PM Executing System Workflow to Initialize Device NA

[] May 07, 2024 1:26:39 PM Executing Task: System Task NA

(] May 07, 2024 1:26:24 PM Device Authenticated Successfully NA

[] May 07, 2024 1:26:17 PM Secured Device NA

(] May 07, 2024 1:26:00 PM Securing Device NA I

HCiscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



S For your 1
y a& Managed only
reference

Device Onboarding Process- AP PnP

Catalyst Center
(PnP Server)

DHCP Server

il Catalyst Center Network Devices / PlugandPlay % Q ¢ @ O
Assign Site ? Assign 3 Provision 4  Summar
9 Configuration Templates 4
Assign Site
Pre_Staged VVOI"|(ﬂOW USI ng A One (1) Warning Alert and One (1) Information Alert on this page. Expand to see details.
Device Sr.Number _
Devices (1)
Site Assignment S
ma ndato ry Device Name (O Serial Number Product ID Device Type (0 Site (Recommended) O
CL-AP-Demo| & FGL2323LGC6 C9120AXI-D AP e Assign
Showing 1 of 1

Cisco M. HCiscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



For your ,vgv\ Managed only

Device Onboarding Process- AP PnP 3

Catalyst Center
(PnP Server)

= "(Il's'élc;' Catalyst Center Provision / Network Devices / Plug and Play w ) ( Q admin v

Assign Provision
Assign Site 9 3 4 Summary
Configuration Templates

Assign Configuration

° There are total of 1 devices missing required configuration. Show devices.

A AP Location will not be configured as the assigned site during the claim process. To change this setting, go to System -> Settings -> PnP AP Location. [ After the setting is updated,
click Refresh &

Template Assignment is

Devices (1 ) Clear Configuration v
M a n d a to ry Q. Search Table Y
Device Name Serial Number Product ID Assigned Site Configuration Actions
NA FGL2323LGC6 C9120AXI-D = Template: Assign*

CISCO M./ HCiscolLive  BRKEWN-2306
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Managed only

How to build Templates for AP PnP

el Catalyst Center

= ‘duthe Catalyst Center Design / CLI Templates
AP-PnP (10
Templates Variables Simulation Provision Conflicts
(x) System Variables Assistant [ Template History ¢ Attach to Network Profile Show Design Conflicts G @

Auto saved: 4:26 PM (every 5 mins) =Q Search 0 Clone (T Export i Delete ¢H CLI Template Best Practices

{
"primaryWlLcIP" : "{{primaryWlcIP

"primaryWlcName" : "{{prima LcName}}",
"secondaryWlcIP" : "{{secon
"secondaryWlcName" : "{{secondaryWlc
"policyTagName" : "{{policyTagName}}"

"

i . . . "RFTagName" ) : "{{RFTagName ","
@ Project Name: Onboarding Configuration "siteTaglane i e e TugName

@ Language: Jinja / Velocity

@ Device Family: Wireless Lan Controller

Discard Changes Save

@ Software Type: [OS-XE ) ’

Ccisco M. #CiscolLive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Managed only

How to build Templates for AP PnP

el Catalyst Center

abali - Catalyst Center Design / CLI Templates

cisco

vice Provider Profiles CLI Templates / AP-PnP (11) ‘roperties

[:] Templates Variables Simulation Provision Conflicts

Feature Template

primaryWlcIP

Authentication Templates (:1 Search

c] Variable
\BL Reorder

eld Name
rimaryWilcIP Q
I P Y Field Name Required Variable

primaryWicName o
secondaryWilcIP (-]
secondaryWlcName o Variable Data Value
policyTagName @ Variable Data Source

© User Defined () Bound to source
RFTagName (]

Variable Type Data Entry Type
siteTagName Q ‘

String v Text Field v

Required Variable: primaryWLCIP

Review Form

Rest other variables is Optional

Cisco W. #Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



For your Jg& Managed only

Device Onboarding Process- AP PnP —"""

Device validates server’s location and
establishes a communication with the server

Catalyst Center
(PnP Server)

LR R = msaa

ALY etwork Devices / Plug and Play el @&y @ A
= Device Name: APSCE1.7628.FE14 (SN: FGL2420LGCF) .

<..snip..>
CISCO_PNP.pnpserver A i Delete (3 Refresh
"5A;B2;K4;I10.104.49.27;J8( 0 torswmeres

IP Address
10.104.49.27

. Status Provisioned Device
<..snip..>
\ Details History Configuration

History As of: May 7, 2024 4:17 PM 3

Status Time ~ Details Info \
Apr 16, 2024 5:58:55

@ Pr Provisioned Device Info
PM
Apr 16, 2024 5:58:55

© anr Access point joined the controller. Info
Apr 16, 2024 5:55:01

@ PIE)/Ir Claimed Device Info
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Manage Brownfield
wireless network




Configuring High Availability for APs
Chororwic ) =

DHCP/DNS/NTP ]

\
C9800-40 \
(N+1)

Switch

- —— -,

Access }

l -
Access =->
Switch } -

[ Core Switch

Wireless
Clients

—-----------—~
)

B

e ——— -
n T N i ———

@ D Wireless
ﬁ

AP-1 AP-2

-
\\

\

\
Soo
Cisco M- #Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Configuring High Availability for APs

alvaln Workflow
cisco. Catalyst Center

)1& Managed only

ahal Catalyst Center

[4514-]

Configure Ac s Points

Q admin v

Configure Access
Points

Wireless

Select All Steps
Select the steps you want to configure

Modify AP Name

Configure AP Parameters

Configure 5 GHz Radio Parameters

Configure 2.4 GHz Radio Parameters
Configure 6 GHz Radio Parameters

Configure Dual-Band (XOR) Radio Parameters

Configure Tri-Radio Parameters

CIscoO

.&/

Select Access Points

Select reachable APs to configure. APs can be selected from both Assigned

APs and Unassigned APs Tab

Assigned APs Unassigned APs

QS[.‘{H(‘J‘ Hierarch

Search Help

] @ Global (2) 2 Selected

@ Unassigned Devices ] AP Name ~
(0  APSCE1.7628.FE14
O BGL11_Floor3_AP1
0 Brownfield_floor1
@ POD4-API
(] POD4-AP2
@] POD4-AP3
() POD4-AP4

€] Exit
#CiscoLive  BRKEWN-2306

Access Points (8)

Ethernet MAC Address

5c:e1:76:28:fe:14

70:69:5a:76:5c:98

5c:e1:76:28:ee:30

5c:e1:76:28:ee:28

5c:e1:76:28:¢5:94

70:b3:17:38:1e:08

00:a6:ca:36:14:12

Q Click here to apply basic or advanced filters or view recently applied filters

IP Address

192.168.10.192

192.168.4.24

192.168.10.7

192.168.4.29

192.168.4.22

192.168.4.74

192.168.4.20

AP Mode

Local

Local

Local

Local

Local

Local

Local

Reachability

@ Reachable

@ Reachable

@ Reachable

@ Reachable

© Reachable

@ Reachable

@ Reachable

Review

Ty Export {é}

As of: May 8, 2024 12:46 PM
Associated WLC IP Base Radio
192.168.4.40 ac:4a:56:¢
192.168.4.7 6c:ab:05:7
192.168.4.7 ac:4a:56:¢
192.168.4.7 ac:4a:56:¢
192.168.4.7 ac:4a:56:
192.168.4.7 70:b3:17:
192.168.4.40 00:6b:f1:

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Configuring High Availability for APs

AP Parameters for WLC High
Availability

Configure Managed or
Unmanaged WLC as
Primary/Secondary/Tertiary WLC
for AP

0 Other AP Parameters include:
 Admin Status
« LED
* Location
 Radio Parameters
 Admin Status
 Antenna

 Channel Power

cisco Lz{/&/

Catalyst Center Configure Access Points

() AP Location () (O AP Failover Priority

High Availability ()

POD4-C9800-CL1

C9800-vWLC

(] 5 GHz Radio Band
C9800-40

() 6 GHz Radio Band Primary Controller IP Addres
192.168.4.7

Secondary Controlle
192.168.4.40

192.168.4.5

HCiscolLive  BRKEWN-2306

Next

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Managed only
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t Managed &
provisioned

Tips & Tricks

Edit £ = ‘s Catalyst Center Configure Access Points

Genel

AP Provisioning does not — Configure AP Parameters
UDdate the |Ocation field Ger j:‘l:?ti:‘l;rjk?“ to configure. These parameters will be applied to all the

AP |

Location needs to be updated Loci
using Config AP Workflow

Bast
Ethe AP Location (7 AP Failover Priorit

G Only Applicable for AP I
Provisioning and not for AP

AP | Max length: 2 (7] High Availability

PrOV|S|0ned Vla PnP CleanAir Pro / CleanAir / Spectrum Intelligence G

(
—
[
-

Cisco M- #Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Managed only

Reusable Templates- Configure AP Workflow

il Catalyst Center Configure Access Points

cisco

Catalyst Center Configure Access Points

How do you want to configure APs?

Save the workflow as Reusable

@% Template for quicker

Configure AP And O Schedule O Configure AP (]
deployments

Radio Parameters Recurring Events... Parameters Usin...

Choose how you want to configure the AP and Radio parameters

can configure the Admin You can use existing

Template can be launched from Template List (1)
Configure AP Workflow

™ -
() Search Table

1 Selected Delete

Template Name = Description

Template-AP Workflow for N-1

€] Exit

cisco Lz{/&/ |
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Configuring Mobility for Endpoint

DHCP/DNS/NTP ]

C9800-40
(N+1)

Access
Switch

[ Core Switch

D Wireless
Clients
AP-2

\
Seo
Cisco M- #CiscolLive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39
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Mobility Provisioning- How it works??

 Manual Mobilty Configuration Steps o)
]

Step 1: Configure C as Peerin A
Step 2: Configure Mobility Group in C and A as Peer in C
Step 3: Configure B as Peerin C
Step 4: Configure C as Peerin B

Step 1: Configure Mobility Group in C

ER.
|
| |

[ C9800-A

Step 2: Configure C as Peerin A

cisco M- #Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



stfranfs.
Cisco

Catalyst Center

Q Global

Devices (4) Focus: Inventory v

Q Cilick here to apply basic or advanced filters or view recently applied filters

0 Selected Tag & Add Device

O Tags Device Name

O O WLC

0O O POD4-C9800-CL1 @&
O O POD4-3504-1

& C9800-vWLC

IP Address -

192.168.1.12

192.168.4.7

192.168.4.9

192.168.4.40

All Routers

Actions v @

Vendor

Cisco

Cisco

Cisco

Cisco

Reachability (O

@ Reachable

@ Reachable

@ Reachable

& Reachable

Provision /[

Switches ~ Wireless Controllers Access Points

EoX Status ()

(O

& Not Scanned

1 alert

& Not Scanned

@ 0 alerts

#CiscolLive

Inventory

Manageability

@ Managed

@ Managed

@ Managed

@ Managed

BRKEWN-2306

Sensors i E o Q
Take a tour 1 Export ey
As of: May 27, 2024 6:11 AM E]
Compliance (3; Site Image Version Last Updated

& Non-Compliant .../Chennai/POD1-Building 17.9.1
& Non-Compliant .../Chennai/RITP 17.9.3
© Compliant .../Chennai/Hardy 8.10.171.0
@ Compliant .../Chennai/Neville 17.14.1

Show Records: 25 v 1 -4

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

21 hours 52 m

Latest Sync Detail

1 hour 45 mint

Latest Sync Detail

4 hours 29 mir

Latest Sync Detail

13 minutes ag

Latest Sync Detail




Mobility

Managed only

) Gl

Learns any existing Mobility

1 Selec

Ability to add additional Peer =
which are part of Catalyst Center
or Unmanaged

Configure Peers from Actions >
Provisioning > Configure WLC
Mobility

For Intra controller mobility
(Different Subnet) ports 16666
and 16667 is Open

cisco Lz{/&/

o Q Q Q

Peers configured Device

Q

{

1

alaln
cisco

Catalyst Center

stfuaafns
cisco

Provision / Inventory

Catalyst Center

Provision / Inventory T (8)]

Save

J Global Configure Mobility G Add Mobility Peer
Add Mobility Peer
Devices (4) Focus: Pro
Q Click here to apply basic or advanced filters or vig Select type of Mability Peer
cted Tag (¥ Add Device Actions v © Managed WLC () External WLC
[—] Tag Device Name P . .
Device Details
— WLC 19 Select a Wireless LAN Controller that is already added in your inventory.Adding Managed WLC will add its corresponding
Mobility Peers if any.
O POD4-C9800-CL1 (@ 19
POD4-3504-1 v
O POD4-3504-1 19
C9800-vWLC 1
Has
Ca
#Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Configuring High Availability-SSO

[ Anchor WLC ]

DHCP/DNS/NTP ]

// \\
,' C9800-40 \‘
I (N+1) :
i i
1 1
1 1
i i
: Access 1
] [ Switch -

1
i i
: [ Core Switch 1 1
I H : Wireless :
: : : Clients :
1
1 1 1 1
1 1 — 1
: Wireless | 1 f’: 1
1 . 1 1 = []
\ Clients I \\ S /
\\ AP-1 AP-2 ,'

\
Seo
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Managed only

Configure HA-SSO

= el Catalyst Center Provision / Inventory

LaunCh Workﬂow from ACtIOnS > . = dvih Catalyst Center Provision / Inventory
Provision > Configure WLC HA 9 Global High Availability

Devices (4) Focus: Select

= Q. Click here to apply basic or advanced filters or vie A One (1) Warning Alert and One (1) Information Alert on this page. Expand to see details X

Select secondary WLC from

drop down | ‘ L rsresan
= Tags Device Name IP Add
wWLC 192.1 S ary y jancy
POD4-C9800-CL2 v GigabitEthernet3 v 192.168.4.12

3 O )
Select Primary & Secondary RMI l
O

|nte rface U ; C9800-vWLC 192.1 /24 (255.255.255.0) v

POD4-C9800-CL2 192.1

Provide IP address for RMI
interfaces

QQ QA

.
Cancel Configure HA

Cisco M— #Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



221\ Managed only

Tips & Tricks

o+ Catalyst Center

Configuring HA will reboot
both the WLCs
A

Both the WLCs should be B
ru n n i n g Sa m e Softwa re reboot once HA foenr:;zl::. Do you want to

Associated Access points may need to be

Ve rS i O n provisioned and repositioned on

corresponding floor maps

If WLC was provisioned from e
CC, AP may need Re-

provisioning

cisco M. HCiscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Managed only

Break HA

aluthe - Catalyst Center Provision / Inventory Q ¢ @ O O adminl v

If you "write erase; reload"” in HA 7o High Availability
mode, you will lose G3. Pevces (9 feev s

Q Click here to apply basic or advanced filters or view

Redundancy Summary

Primary C9800 POD4-C9800-CL1
1 Selected Tag (+) Add Device Actions ~ —

Unit MAC: (D
[ ] Tags Device Name Inventory Redundancy State:

Mobility MAC: (D ):1e:bd:1

"show romvar" will show -
"CHASSIS_HA_IFNAME = R v e

O [ C9800-vWLC Telemetry
GigabitEthernet3” e
evice Replac

N &) POD4-Cogo0d D Cvice Replacs Standby RMI IP 192.168.4.12

Compliance Gateway Monitoring: Enabled
Recovery mode: Not Applicable

More
© The Hig abili irel t r i
the C er

"clear chassis redundancy" is
your friend

Cancel Disable HA

Cisco M— #Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Managed only

Tips & Tricks

POD4-C9800-CL1l#sh ip int br

Interface IP-Address OK? Method Status Protocol
GlgabitEthernetl unassigned YES unset administratively down down
GlgabitEthernet?2 unassigned YES unset administratively down down
GigabitEthernet3 unassigned YES unset up up

Vlanl 192.168.4.7 YES NVRAM administratively down down

Disable HA will reload standby

@ chassis after clearing HA and 17.7 & above, standby controller
Startup config WLC version 17.6 boots with active config
& below

cisco M-/ #CiscolLive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Managed only

onitor HA Status of WLC

vl Catalyst Center Assurance / Dashboards / Issues and Events Q o Q admin v

Issues Events Event Analytics - Preview

Events (44) ()

HA State change events logged

as Syslog events e
Q) Filter Table Y
0 Selected
O Event Name Status Severity Timestamp ~ Device Name Event Type Device IP

Events can be viewed from

Assura nce > |Ssue8 and Eve ntS O RF:RF_TERMINAL_STATE [ ] Notice May 8, 2024 12:27:45.174 PM -~ POD4-C9800-CL1 Syslog 192.168.4.7
O HA_CONFIG_SYNC:BULK_CFGSYNC_SUCCEED . Info May 8, 2024 12:27:43.125 PM -+ POD4-C9800-CL1 Syslog 192.168.4.7
O STACKMGR:DUAL_ACTIVE_CFG_MSG [ ] Alert May 8, 2024 12:27:29.995 PM -~ POD4-C9800-CL1 Syslog 192.168.4.7
‘ O CAPWAPAC_SMGR_TRACE_MESSAGE:AP_JOIN_DISJOIN . Notice May 8, 2024 12:27:15.362 PM -~ POD4-C9800-CL1 Syslog 192.168.4.7
UDP: 162/ 514
) t ) O CAPWAPAC_SMGR_TRACE_MESSAGE:AP_JOIN_DISJOIN [ ] Notice May 8, 2024 12:27:04.102 PM -~ POD4-C9800-CL1 Syslog 192.168.4.7
— = OC )1K > O CAPWAPAC_SMGR_TRACE_MESSAGE:AP_JOIN_DISJOIN [ ] Notice May 8, 2024 12:26:46.154 PM -~ POD4-C9800-CL1 Syslog 192.168.4.7
~ _— o
O REDUNDANCY:PEER_MONITOR_EVENT . Notice May 8, 2024 12:26:32.413 PM -~ POD4-C9800-CL1 Syslog 192.168.4.7
O REDUNDANCY:PEER_MONITOR_EVENT . Notice May 8, 2024 12:26:32.411 PM -+ POD4-C9800-CL1 Syslog 192.168.4.7
43 Record(s) Show Records: 100 v 1-43 (1]

cisco / ¢ 9_/
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Alerting HA State events

View Details of HA events and
connected AP/Endpoint events

Convert these Events into User
Defined Issues

cisco Lz{/&/

il
cisco

Catalyst Center

Issues W Events Event Analy]

Q Global 24 Hours

1:00p

Events (44) ()

Q) Filter Table

0 Selected
3 Event Name
) UAFVAFAL_DMUGR_ | RALE_ V334

j CAPWAPAC_SMGR_TRACE_MESS,

3 REDUNDANCY:PEER_MONITOR_EV
:] REDUNDANCY:PEER_MONITOR_EV
j OSXE_REDUNDANCY:PEER
g
#Ciscolive

Managed only

Assurance |/ Dashboards / Issues and Events

~ @ REDUNDANCY:PEER_MONITOR_EVENT NoTice

May 8, 2024 12:26:32.413 PM

Event Type Syslog Create an Issue 2]

435: May 8 06:50:00.374: %REDUNDANCY-5-PEER_MONITOR_EVENT: Active detected a standby insertion
(raw-event=PEER_REDUNDANCY_STATE_CHANGE(5))

Message Text

Device Name #~ POD4-C9800-CL1

Device IP 192.168.4.7
Mnemonic PEER_MONITOR_EVENT
Facility REDUNDANCY

Connected Device Events () May 8, 2024 12:11 PM - 12:33 PM

= AP = Wireless Endpoints

Show Events (+15 mins)

BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Alerting HA State events

Severity, Facility & Mnemonic
auto populated

Message Pattern to match
Regex string

Custom Threshold definition

Notification alerts sent to Email,
Webhook, Syslog servers

QK

cisco Lz{/&/

vl Catalyst Center Assurance /[ Settings /

Global Profile Custom Profile ©
System User Defined

User Defined Issue®

To start creating an user defined issue, please click on " Create an Issue”

Issue Settings

14

Managed only

Create an Issue

Message pattern is expected to contain
just message text with dynamic values
replaced with *.

Message Pattern

Active detected a standby insertion (rav{x

event=PEER_REDUNDANCY_STATE_CHANGE(5))

Number of Occurrences & Duration

1

0 min

Enabled Priority P1 Notification D

BaCk

HCiscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 50




Learn how to get
visibility from your
network




211\ Managed only

Prerequisites for Visibility

= dubv Catalyst Center Design / Network Hierarchy % Q ¢ ® 4O | L godmode v

cisco

3D 2.4 & 5 GHz v Add/Edit Data/Filters  View Options More v
Q Search Hierarchy ( J

l |DP . 1 62 5 1 4 el < San Jose / Building 14 / Floor] \/  Updated justnow 23 A& o) Q Search
" v U Global

0 & 20 m 40 o £0.m 80 m 100 o

TCP: 80/ 443/ 25103 g

> &b Italy
> N ‘ 7 14 149 141
) K > 8@ Kosovo N be JOBEPH HENRY ge F
t 118
4 & Las Vegas g AP-0001
- 2 Andro-SJC22 &La
3/ 9
- 2 B 2, QLQ SJC14-F1-9164-5 (L
> = Big Warehouse Q‘& 75N h’
T C 2 2 3 . SJC14-F1-9136-1
P : /8 O xS adidng s K 1578 SJC1:-F1-9164-1 AP-0002
" v = Building 14 Q“a Q ai’ |
e RN AT
I < Floor1 SJC14-F1-9164-2 ) eprs g 11 o
157C SJC14-F1-91g6-3 95,9
S Floor2 \’1‘k|
' e, SJC14-F1-9136-2
€ Port Redundancy | {
> @ Building 18 ) ‘ |
L4
> & Building J ‘ S ﬁ 5
L L LOW open
b, SIC14-F1-9164-3 e | 1
= Rady i % &a x P
C i 4 4 3 3 6 6 Planned-9166-B14-F1 SJC14-F1-9166-2 SJC14-F1-9166-1
| | . 2 2 & SCJ06 L | Q
, @ TheOffice =ff Sy @
- -
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Managed only

- . - - - = il Catalyst Center System / Settings
* SNMP Trap Server Definitions
. ” « Syslog Server Definitions
Q) Device Controllability] X « Application Visibility
« Application QoS Policy
Device Settings v * Wireless Service Assurance (WSA)

Wireless Telemetry
DTLS Ciphersuite
AP Impersonation

Device Controllability

If Device Controllability is disabled, Catalyst Center does
preceding credentials or settings on devices during disco
assignment. However, the telemetry settings and related ¢
the device is provisioned or when the Update Telemetry S

UDP: 162/ 514 mre—
TCP 80/ 443/ 251 03 ahali - Catalyst Center Design / Network Settings )

>

cisco

Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust

Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these settings when devices are
assigned to a site or provisioned.

Catalyst Center is your default SNMP collector. It polls network devices to gather telemetry data. View details on the

L
metrics gathered and the frequency with which they are collected.
| |
| < : P . 2 2 /8: ; O Enable by detault on supported wired access devices

Choose the destination collector for Netflow records sent from network devices.

© Use Catalyst Center as the Netflow Collector
(O Use Cisco Telemetry Broker (CTB) or UDP director

> Wired Endpoint Data Collection

TCP: 443/ 32626 >

v Wireless Controller, Access Point and Wireless Clients Health

Enables Streaming Telemetry on your wireless controllers in order to determine the health of your wireless controller,
access points and wireless clients.

Enable Wireless Telemetry

CciIsco &_ HCiscolLive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



)1& Managed only

Wireless Assurance- Site Assignment

luthe Catalyst Center ro AN / / admin bl Catalyst Center
O Global . . . 5 @ Globsz
X v obal . a .
Assign Device to Site Assign Device to Site
Devices (11)  Focus: Select v Devices (11) Focus: Select
o o
Q Click here to apply basic or advanced filters or vie Serial Number Jevices Q, Click here to apply basic or advanced filters or vie Assign All (D Unassign Al ©
9PVDTNHIBIE, 9¢ POD4-C9800-( q%l Global/Chennai/RITP %
o~ al N D
1 Selected Tag () Add Device Actions v @ 4 Selected Tag Add Device Actions 0 6?8 _.bal/Chennai/RITP/Floor 2
e Tags Device Name [ ] Tags Device Name
y . : -
O < wLe - WwLC 1 1-AF @D ...bal/Chennai/RITP/Floor 2 |x
e O POD4-C9800-CL1 @ O y POD4-C9800-CL1 @
@ ..bal/Chennai/RITP/Floor 2 ¢
O O POD4-AP4 ( ’ POD4-AP4
> > .
o < POD4-AP6 0 POD4-AP6
O O POD4-AP2 o o PODA4-AP2 4 4 @ ...bal/Chennai/RITP/Floor 2
O o BGL11_Floor3_AP1 8 O BGL11_Floor3_AP1
0O O PODA4-AP1 [} () PODA4-AP1
O O C9800-vWLC O 7 C9800-vWLC
o < POD4-AP3 e o POD4-AP3
0 (i Brownfield_floor1 O %) Brownfield_floor1
L‘] &) APSCE1.7628.FE14 () / APS5CE1.7628.FE14
Device Controllability is Enabled. Learn Mare | Disable Gancel Device Controllability is Enabled. Learn More | Disable Cancel
11 Record(s) 11 Re d(s

cisco / ¢ &_/
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Managed only

Configuration Preview (Visibility & Control

I
cisco

@ Global

Devices (11)

Q. Click here to apply basic or advanced filters or vig

For better control, -
‘Configuration Preview’ is :
enabled by default under -
System > Settings > Visibility and
Control 0 o
[: \;
o <
o

Tag

Catalyst Center

Focus: Select
(® Add Device Actions v
Device Name

WLC

POD4-C9800-CL1 (&

POD4-AP4
POD4-AP6
POD4-AP2
BGL11_Floor3_AP1

POD4-AP1

C9800-vWLC

POD4-AP3
Brownfield_floor1

AP5CE1.7628.FE14

Fo

w

Provision / Inventory

Assign Device to Site

This workflow supports enforcing network administrators and other users to preview configurations before X
r’? deploying them on the network devices. To configure this setting, go to
System =3 Settings 2 Visibility and Control of Configurations

o Generate configuration preview @

Creates preview which can be later used to fleploy on selected devices. View status in Tasks
Task Name*
Assign/Unassign 1 Device(s) to/from Site
Device Controllability is Enabled. Learn More | Disable Cancel Back m

cisco Lz{/&/

#Ciscolive

BRKEWN-2306

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



)1& Managed only

Configuration Preview (Visibility & Control

Starting I0OS-XE 17.13 and
above, Configurations can be
viewed in CLI format

Running config compared with
CLI generated

cisco / ¢ &_/

Q Search configuration

Configurations - Side by side view

Q Search configuration

Configuration to be Deployed

Device Name: C9800-vWLC
Configuration Source: All

Generated CLI

955 Line(s)
Below is the “CLI preview" of configuration change in the device after applying the YANG configuration payload.
crypto pki import sdn-network-infra-iwan pkcsl2 http://172.100.1.53/api/vl/trust-point/pkcsl12/PREVIEW password $pe
crypto pki trustpoint sdn-network-infra-iwan
auto-enroll 80 regenerate
enrollment url http://172.100.1.53:80/ejbca/publicweb/apply/scep/sdnscep-PREVIEW
fgdn PREVIEW_FQDN.com
hash sha256
revocation-check crl
source interface Vlanl
rsakeypair sdn-network-infra-iwan
subject-name CN=PREVIEW_sdn-network-infra-iwan
!
device classifier

network-assurance enable
network-assurance icap server port 32626
network-assurance url https://172.100.1.53
wireless feature-usage enable

telemetry ietf subscription 7
encoding encode-tdl

Filvar +dlonri /eavwi

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 56
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Certificates- Recommendations

Streaming Telemetry data (TDL) using TLS

If custom required, replace before adding devices

T4 <
1. DNAC-CA

Catalyst Center issuer of Device Certificate

2. sdn-network-infra-iwan
Catalyst Center can be a Sub CA of External CA

Can query external CA with SCEP URL

cisco M/
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Certificates- Tips & Tricks

dlulie - Catalyst Center Design / Network Settings Q O admin

[4E1-]

. . Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust
Streaming Telemetry data (TDL) using TLS B
Q) Find Hierarchy Certificate Revocation Check
Search Help If Device Controllability is enabled, the Controller Certificates device settings will be configured on the device when it is

assigned to a site. This certificate revocation check requires access to the Certificate Authority that publishes the

v Q Global
I Certificate Revocation List (CRL). The default revocation-check is “crl none” which will check CRL first and then permit

> &b Andaman connection if not available. Select “none” to skip CRL check altogether
> @b Chenna Revocation Check CLI to configure on the device
Revocation - Check: None ~

Revocation - Check: CRL None

Revocation - Check: None

1. DNAC-CA

2. sdn-network-infra-iwan

Disable Certificate Revocation Checks
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Managed only

Application Visibility

= duib Catalyst Center Provision / Inventory Q ¢ @ O Q admin

V Global Enable Application Telemetry
Devices (4) Focus: Provision

Q, Click here to apply basic or advanced filters or vie

Enable Application Telemetry from =~ o .
Provision > Actions > Telemetry > S | once spec

. . (] Tags Device Name
Enable Application Telemetry i
p POD4-C9800-

Telemetry

VVLC need not be prOViSioned for ) OD4-3804-1 Device Repla A E::)vlj:;vi; or disabling application telemetry on the selected SSID types will cause a disruption in network
enabling Application telemetry

- C9800-vWLC
s Note: In order to update application telemetry configuration on the WLC, disable application telemetry first and

A then re-enable it. To do so, please use the Disable/Enable Application Telemetry buttons in the Actions menu

I

Supported for local, Flex/Fabric B )
SSIDs R

e: NetFlow

CJHLUI m
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Managed only

Application Visibility- Tips & Tricks

C9800-Virtual#fwireless profile policy
XXX

Enable Application Telemetry shutdown
<;23§ temporarily Disables policy ipv4d flow monitor avc ipv4 assurance
profiles

input

ipv4d flow monitor

avc 1pv4 assurance dns input
ipv4d flow monitor

avc 1pv4 assurance rtp input

no shutdown

cwco[&%@/'

HCiscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 60



Managed only

Application Visibility- Tips & Tricks

C9800-Virtual#fwireless profile policy

XXX
Enable Application Telemetry shutdown
<;23§ temporarily Disables policy ipv4 flow monitor avc ipv4 assurance
profiles input
ipv4 flow monitor avc_ ipv4 assurance dns
Application Telemetry enables input
@ DNS Service monitoring (local ipv4 flow monitor avc ipv4 assurance rtp
mode) 17.10 and above for both input

IPv4 and IPv6

no shutdown
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Managed only

Intelligent Capture & Anomaly Detection

Assurance > Settings > Intelligent Capture Settings

abale Catalyst Center Settings / Intelligent Capture Setting &% Q ¢ ® 0O

cisco

Full Packet Capture OTA Sniffer Capture Access Point

Enable AP Stats and Anomaly Onboarding Packet Oapture
@ Capture for Specific APs or Access Point
SeleCted WLC AP Stats Capture (i) Anomaly Capture ()

(O Specific - select specific APs and enable @) Global - select specific WLCs and enable

AP stats limited to 1000 APs S v

1 Selected Enable

a Device Name Configuration Status IP Address Model OS Version Overall Health Location

For neWIy added AP JOIn PrOflleS’ C9800-vWLC Not Configured 192.168.4.40 C9800-CL-K9 17.14.1
ICAP needs to be DUShed by CJ POD4-C9800-40 Not Configured 192.168.4.5 C9800-40-K9 17.9.3
Disabling & Enabling
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Visibility into Telemetry Status

= ‘dube Catalyst Center Dashboards / Health % Q & ® O | Q godmode v
Overall Network ¢ Telemetry Status 24 hours: Apr 25, 8:59 PM - Apr 26, 8:59 PM | M2 Glob: X
@ Global 24 Hours

2:30p 2:45p
9:(_)_Op Telemetry -

Galn VISIbIlIty Into Telemetry 3 LheV AL RS AR W\WWWWMVV\WW\I\_L __________________________
received for Network Devices, ,‘ S L
C”ents and Applications TeI:;etryStat:lszs z ) NWWWWMWWW\WW

10p 4/26 2a 4a 6a 8a 10a 12p 2p 4p 6p 8p

1y | S

Healthy Per

Client Coun

Insights into summary of X
Telemetry Status for eaSier - Current data selected: = Apr 26, 2024 2:30 PM - 2:45 PM

Wireless Clients

trOUbleShOOting 1 OO%® TELEMETRY STATUS

TOTM
Healthy Activy
® Assurance telemetry status is
poor for wired clients.
Active
Clients

Telemetry Status Summary P
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Troubleshoot Telemetry

/POD4—C9800—CL1#sh telemetry connection all \
Telemetry connections
Index Peer Address Port VRF Source Address State State Description

\ 109 172.100.1.53 25103 0 192.168.4.7 Active  Connection up /

POD4-C9800-CL1#sh telemetry ietf subscription summary

Subscription Summary

Maximum supported: 128

Subscription  Total Valid Invalid

All 112 112 0
Dynamic 0 0 0
Configured 112 112 o)
Permanent 0 0 0

cisco Lz{/&/

#Ciscolive

BRKEWN-2306

Km

/Active - All good
Connecting - Cert/FW issue
N/A - Telemetry config

issing

~
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MRE- Troubleshoot Telemetry

= vl Catalyst Center
From Tools > Network Reasoner,
Launch Assurance Telemetry
Analysis
Q Search

Validated Tools

Assurance Telemetry Analysis

Perform detailed Assurance telemetry analysis
of the device.

Network Performance Impact: Low

Tools / Network Reasoner % Q ¢ @ O | 9 godmode v

CPU Utilization

Troubleshoot causes for high CPU Utilization on
a device

Affected Devices: 0/last 24 hrs

Network Performance Impact: Low

CVE-2023-20198 Vulnerability
Check

Checks whether devices are vulnerable to
Multiple Vulnerabilities in Cisco |0S XE Software
Web Ul Feature. Scan is matched by software

Network Performance Impact: Low

cisco Lz{/&/

HCiscolLive  BRKEWN-2306
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MRE- Troubleshoot Telemetry

aluill - Catalyst Center Network Reasoner / Assurance TelemetryA ¢ Q¢ ® £ | Q godmode v

Network Reasoner /

Assurance Telemetry Analysis X

Root Cause Analysis Last Run: Apr 26, 2024 9:14 PM

Select the device and click | - 9 oo .
troubleshoot for MRE to analyze > # Bangalore X

> ¢ Ekahau Wi-H \/ \/ Relevant Activity Details

Telemetry data collection > & aly

QQ_Search Hierarch

Check Device Check Assurance config
> db Kosovo Controllability status on auto-correct setting on
Catalyst Center Catalyst Center

> db Las Vegas

v #b San Jose

Conclus_ions provide details on > 8 Anaro-s % % %
what might cause telemetry > U=l
issues

> @ Building 1 manageability issues

v @ Building 1

£ Floor1
£ Floor2 \/ \/
& Port R Checki taleat
_ Check Context-cache e I, guice >
> @ Building 1 present in database
A S mE Riildinag i
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Telemetry- Force Push

CIscoO

Force push telemetry config from
Inventory > Actions > Telemetry >
Update Telemetry Settings

.&./

i
cisco

Catalyst Center

This release enables new telemetry subsc
A subscription is provided in this release for|
NETCONF and will be applied to the appli

S

Q Global

Devices (1) Focus: Default v/

Q  Click here to apply basic or advanced filte I
Actions

1 Selected Tag (¥ Add Device

Tags Device Name =~

LIVE-C9800-40-SSO.wi
Watchlist

Provision /

() Force Configuration Push ®

GLOBAL/SAN JOSE/BUILDING
14

LIVE-C9800-40-SSO.wirele...

Inventory

¥ Q & ® O |

Update Telemetry Settings

LIVE-C9800-40-SS0O.wireless-tme.com

Q godmode v

X

The following settings will be deployed during assignment to

site.

Syslog Server Catalyst Center

Cisco TrustSec (CTS)

Yes
Credentials
Streaming Telemetry Yes

SNMP Trap Receiver Catalyst Center

DNS Server 10.10.105.7

DTLS Ciphersuite Skipped
AP Impersonation Enabled (Infra MFP)
Syslog Level

Controller Certificates

Cancel

(Domain name: wireless-tme.com),

6 - Information Messages

Yes( Expires on: Mar 29, 2025 )

HCiscolLive  BRKEWN-2306
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Scenario- User Onboarding Issue

v

Not able to connect to my application

Helpdesk

IT Routing Loop
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N
Managed only

Al-Enhanced RRM

Instantaneous visibility Proactive optimizations

Al Cloud
Al-Enhanced RRM algorithms

Actionable
. . @ Al-based
insights _ d d
Anonymized ata an
RF data ™\ events
d 4 RRM |
|/| | | Catalyst Center contro
—@ Center
4 Assurance and Automation populated
. Y,
'-__. @ Decisions
) configured
RF data via Cisco DNA
Network infrastructure Center
Performance — : —— Automation
e - Catalyst 9800 & Fabric-Enabled Switches
Wave1, Wave 2, Wi-Fi 6/6E APs
> Exceptional Al-Enhanced
~— wireless experience!
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Enabling Al-Enhanced RRM-

Assurance Only

Give Al-Enhanced RRM
Cloud Access in Settings.

Create an Al RF Profile.

Gsco DNA Center

arch Settings

Connect

o.com Credentials
rt Account

rt Licensing

I Connection Mode

e Distribution Servers
ice Controllability
work Resync Interval
P

P Ping

ice EULA Acceptance
Device Authorization
ice Prompts

figuration Archive

rella
entication and Policy Servers

grity Verification

Accounts v

e Settings v

al Services v

System / Settings

Setings [ External Services

Cisco Al Analytics

Al Network Analytics

Al Network Analytics harnesses machine learning to drive intelligence in the network, empowering administrators
effectively improve network performance and accelerate issue resolution. Al Network Analytics eliminates noise
false positives significantly by learning the network behavior and adapting to your network environment

Enable Al Network Analytics

Al-ENHANCED RRM

Provides sophisticated closed-loop optimization of your radio network based on historical data, while delivering
visual insights inte why and how. Al-Enhanced RRM delivers macro level suggestions far config optimization and
ability to apply these within minutes. Al-Enhanced RRM is applicable to sites running Catalyst 9800.

Enables Al-Enhanced RRM

EVENTS ANALYTICS PREVIEW

Enable export of event data, including Syslog and SNMP traps. Syslog messages will exported using the secure
cloud connection, without data anonymization; please refer to the Cisco DNA Center Data Privacy and Security D:
Sheet for more details

Al Endpoint Analytics

Provides fine-grained endpaint identification and assigns labels to a variety of Endpoints. /

CIscoO

.&/

Wireless / Edit Al RF Profile
Edit Al Radio Frequency Profile

Profile Name
Al-RRM-TME-Profile

~ Basic Settings

Radio Frequency Settings

®24GHz @5GHz @ 6GHz O

Busy Hours (O

Start Time End Time
9:00 17:00

Enable RF Settings

Flexible Radio Assignment @
Dynamic Channel Assignment @
Dynamic Bandwidth Selection @

Transmit Power Control ()

For your Jg& Managed only

reference

Assign Al RF Profile C9800 WLC.

/&] Configure Al-Enhanced
RRM

Deploy Al-Enhanced RRM with or
without provisioning your wireless
controllers and access points

Wireless

. J

Busy Hour Sensitivity (O

ufls

w

Enable Without Device Provisioning

This flow enables Al-Enhanced RRM without provisioning your
wireless controllers or access points from Catalyst Center. You may
provision using your choice of tool or WLC WebUI or CLI.

If you do not want Catalyst Center to manage the configuration of
your devices, choose this option.

HCiscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Observe PoE Analytics

L1y

— i
p— cisco

connected needs to be added to
inventory

Switches should be enabled with LaTEST
NETCONF and telemetry

Q Q QQ

cisco Lz{/&/

Catalyst Center

Estimated AP Power Savings

Assurance > PoE Dashboard —
Requires I0OS-XE 17.10 and above
Switches where APs are .

PoE Powered Device Distribution

TREND Allocated Power

#Ciscolive

BRKEWN-2306

Dashboards / PoE

Q godmode v

AP Power Save Mode Distribution PoE AP Power Mode Distribution

LATEST TREND

LATEST TREND

Capability

I 4

Total APs
Total APs
Operating
Mode
® Fully Powered (4)
@
o\
®
Power Usage PoE Port Availability
LATEST TREND Allocation v/ LATEST TREND

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Observe Wi-Fi6 Dashboard

= vl Catalyst Center Dashboards / s Q  godmode
8% of clients in the network are Wi-Fi 6E capable. 42% of your AP Infrastructure
is Wi-Fi 6E ready.
Insights . . s o,
92% of clients in the network are Wi-Fi 6 capable. 46% of your AP Infrastructure
. . . : is Wi-Fi 6 ready.
Insights into Wi-Fi 6/6E
. Consider the following changes:
read|neSS * Upgrade your AP hardware to the Catalyst 9100 Wi-Fi 6 AP Series for a better client experience.
. . . . . Client Distribution by Capability Network Readiness © AP Distribution by Protocol ©
Detalls Of Cllent Dlstrlbutlon by @ Status : Wi-Fi 6E LATEST TREND
. LATEST TREND Status : Wi-Fi 6E v -
CapaCIty 100% of your Wi-Fi 6E -
100% of Wi-Fi 6E clients capable APs have enabled 42% of APs are Wi-Fi 68
are associated to a Wi-Fi 6E capable
Wi-Fi 6E network Network
Network Readiness, Wireless ] ® Wi-F 6E APs o wi-rioe
) . ) . \ ® Wi-Fi 6E ® Wi-Fi 6 APs ® Wi-Fi 6
Air Time Efficiency o werio o Non -6 e
® 1lac APs 24 APs 11n
11abg
Wi-Fi 6E Clients Wi-Fi 6E Status Unclassified
Status @ Enabled
® Wi-Fi 6E Assc
View Details View Details
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Managed only

Refresh AP

Workflows  aQa & @ A Q admin v

il Catalyst Center

Assurance o]
Usecase

pintain your network
tly with Workflows. AP will not be provisioned in

gh end-to-end workflows tailored to make L:‘ ] thIS scenario aﬂd Only Old
configuration will be copied
E Replace Device E Access Point Refresh E Smart License A UtO m atIO ﬂ O
Replace your de few Replace Your A Points wit Compliance
Xy -- : Usecase
Wired Wireless Wireless
AP will be provisioned in this
scenario
Configure REP Ring E Configure Access E Provision Template

(Fabric) Points
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Managed only

Refresh APs- Tips & Tricks

Old AP needs to be Assigned to
Site

New AP should not be Assigned
to Sites

For Pre-staging, Old AP need not
be in unreachable state for
completing the workflow

If new AP is connected to same
switch port, workflow will auto
detect new AP

QQ QQ

cisco Lz{/&/

Catalyst Center Access Point Refresh

Assign New APs to Old APs

You have selected 1 Old APs for refresh. Assign New AP for each Old one. If New AP(s) is already connected, it
will be detected in Catalyst Center either through WLC inventory or PnP based on the existing configuration. If New
AP is not yet connected, provide the Serial Number of those New APs against each Old AP.

You can also download the Old APs list in CSV format, provide the details of the New AP against each Old AP and
Upload it.

Would you like to auto detect your APs based on Switch Port NEW ( D

ACCESS POINTS (1)

Q. Search Table

T Upload CSVY X Download CSV 1 Selected Delete

Old Devices New Devices

Device Name Platform Site Edit Device Name* Platform Serial Number* T
POD4-AP3 AIR-AP4800-D-K9 ..India/Bengaluru POD4-AP3 C9115AXI-D abc

192.168.4.74 FGL2245A8EK Cisco 4800 Series ...
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Learn how to
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Automate Wireless
Network




Cisco C9800 Config Model

- —

gl SSa Access Points e el
’,’ _____ \\\ ,,: _______ . RF Tag S
,// - \\\ \\ /f"/ \\ /"—\\\‘
A Y . AY
s Y Policy Tag ™ Vi RE N N
! WLAN \ \ ’i ) v/ N
[ . : \ i Profile |/ \
;o\ Profle ;o \ i\ 24 GHz ,,'{ RF \
T i - AN A\ profile Iy
1 \\ R AN 1 1 oo /,/ \ 1
I / _ \ ',' ] ---.;/,--\\\\\ 5 GHz // ',|
\ =' Policy b \ /7 \;~~—-’/ !
\\ \‘ Profile ," / \\ / RE \ Y
N AN S \ { Profile | /
/ 4
. A .\ 6cGHz [
N, / ,/

\\\~\~~~ ”’,",, \\\\\*\~:~ ,//_—”’,
Defines the broadcast domain (list of Defines the RF properties
of the network

WLANSs to be broadcasted) with the
properties of the respective SSIDs P )

AP Join !
Profle |

‘‘‘‘‘‘‘
\\

________

Y} \
ll ‘\
) 1
1 1
1 \ 1
i \ 4 \\ 1
1 ]
1 'I \\ 1
\ :' Flex \ H
! Profile [
1 U4
R4 4 . .

R St -, Defines the properties of the

he -~ central and the remote site APs

=
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Catalyst Center Wireless Intent Design

s T FTEEEEEEEEEEEEEEEEEEEEEEEEmEmEEEEEmEEEEEEEEEEEEEEEmE_—_—_S

____________________________________ e e e | \
I 1 Hl i 1! 1
. t ! f A
] SSIDs i Interfaces & VLAN Groups (1) i Anchor Groups 11 FlexConnect Settings :
1 1 1 1
| | ! " a )
1 1 I 1
: Configure SSIDs for enterprise and guest wireless netwarks. :: Configure Interfaces and VLAN Groups. VLAN Groups can :: Set up Anchor Groups of controllers with different priorities :: Configure FlexConnect VLAN and AAA Override VLAN : | P I T
I 1 ‘You can assign them to sites via Wireless Network Profiles i have upto 64 Interfaces and support large number of | to manage the traffic of anchored SSIDs. |: settings. 1 o ICy ag
! 1! wireless clients 1! ! ! I
1! il i 1! 1
1 Hl i " 1
1 ! !
1 1 1 1
1 1 1 1 ’
1 1 1 1
1 i I 1! 1

P - mm mm Em Em o Em Em Em Em Em Em Em Em Em EEm Em Em Em O EEm Em Em Em Em Em Em Em Em EEm Em Em Em R Em Em Em Em Em Em Em Em Em O Em Em Em o
e I | \
1
1 1
1 . | .
| AP Profiles (2) ' Power Profile ! |
! ! N k
! f : I etwor
I |
1 1 .
! Access Point Profile is used to manage and provision access I: Create a Power Profile here and attach it to AP Profiles. 1 I . Profl Ie
I points. You can assign them to sites by associating them to :| : Slte Tag
Wireless Network Profiles. You can manage mesh settings I: 1 I
I here. :I :
I I| \ I R
! 1! 1
Lo 1! 1
1 1
1 " ! |

RF Profiles (3)

Configure Wireless Radio Frequency Profiles. You can assign
them to access paints during AP provisioning.

RF Tag

[ —

7/

N e e e o o e o e e o e e e Ee S e Ee R e S EEm S S B S Em M S e G Bmm S G Bmm G Emm S G Smm G Emm S G e M e Emm e e
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t Managed &
provisioned

Catalyst Center Wireless Intent Design

Wireless Design

AAA/DNS/DHCP/NTP WLC and AP mapped to
T physical location

N
&7%%
SNa 9
CLI Templates » 1 =|F======-~- PR —
Y =8
Network Profile Physical Sites @
O

Model Config

cisco Lg{/g/
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T i
provisioned

Managed AP Location & Network Profile

WLC

Managed AP — —

()

SSID 3

\\ Managed AP
\\ Location-2 Network Profile-2

(]

SSID 2

Physical Sites -—=—=—a|®

Network Profile-3

2 SSID 1 Policy Tag- C Site Tag- C
-- - - ®
Managed AP
Location-3
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Wireless Design- Definition Areas

SSID

SSID Scheduler

RF

Wireless Interface
Antenna Radio Profile
AP Authorization List
Anchor Group

VLAN Group

Pre-Auth ACL

AP Authentication (PnP)
DNA Spaces/CMX Integration
Flex Connect VLAN
AAA Override VLAN

AP Impersonation

aWIPS and Forensic Capture

Configure DTLS Cipher suites
Remote Teleworker

Mesh Settings

Global/Area/Building/Floor
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global/Area/Building/Floor
Global/Area/Building/Floor
Global/Area/Building/Floor
Global/Area/Building/Floor
Global/Area/Building/Floor

Global/Area/Building/Floor
Area

Floor

t Managed &
provisioned

= ‘dul Catalyst Center Design / Network Settings / Wireless Q o ® 4o Q admin v

SSIDs

SSIDs

Configure SSIDs for enterprise and guest wireless networks. You can assign them to sites via Wireless Network
Profiles.

A Please make sure to have unique WLAN Profile Name, across network profiles for same SSID. WLAN Profile Name used under network profile will be configured during X
provisioning for the sites which do not have site level override. For overridden SSID(s), WLAN profile name updated under SSID settings, will be configured

SSID (0) @ Add

C Search Table v
B8 SSID Scheduler @) 0 Selected

f J Network Name (SSID) ~ SSID Type L2 Security L3 Security Wireless Profiles Portal Name AAA Servers

\:] alpha Enterprise wpa2_personal open BrownfieldProfile_3 N/A N/A

O Blizzard_assurance Enterprise wpa2_enterprise open BrownfieldProfile_3 N/A

[7\ Brown Enterprise wpa2_enterprise open N/A

\:] Cl-group Guest open web_auth BrownfieldProfile_3 N/A

O DNA-Guest Enterprise wpa2_enterprise open N/A

Lj ENt-Wireless-1 Enterprise wpa2_personal open N/A N/A

O Ent_Wireless Enterprise wpa3_enterprise open 9800-Non-Fabric,RLAN_Profile, WPA3_Ent N/A

O Guest-3 Guest open web_auth N/A

O Repsol Enterprise wpa2_personal open Repsol_fabric N/A N/A
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t Managed &
provisioned

Network Profile Mappings

Design / Network Profiles / Wireless

Design > Network Profile > S
Wireless — : ‘

@ Options to enable on_
* SSID Scheduler .

« Create additional L2 Interfaces W)

Demo

« Map Anchor Groups S —

View More Details

o, . ®
@ Assign Network Profiles to Sites
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Managed &
provisioned

ﬂtv\

Custom Site Tags & Policy Tags

Site & Policy Tags can be re-used
across multiple floors in a building

AP Join Profiles mapped to
Custom Site Tags

AP Zones mapped to Policy Tags

QQ Q

cisco Lz{/&/

= ‘tsco Catalyst Center

:::::

AP Groups and AP Profiles

Site Tags and AP Profiles

Policy Tag ~

#Ciscolive

BRKEWN-2306

Design

/ Network Profiles [ Wireless o @ @& @ @Ay

Network Profiles / Wireless

Design /

Create Policy Tag

& POD1-Building

& RITP
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AP Join Profile

Configure AP Credentials

aWIPS/Rogue Detection Settings

Mesh Bridge Group & Backhaul
settings

Power Profiles and Calendar
Profiles for APs

QO OQK

cisco Lz{/&/

Management Security Mesh Power Additiona

AP Power Profile

Deny 24 Ghz x V' View Details

Calendar Power Profile

HCiscolLive  BRKEWN-2306

t Managed &
provisioned
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Provisioning WLC

i
cisco

= Catalyst Center Provision / Invent

Routers Switches

) Global All

Devices (4)
Q k here to apply basic or advanced filters or view recently applied filter

Tag (+) Add Device Actions

e Tags Device Name nventor

Device Family Site

ftware Imag

L) wLC Wireless Controller /Cher

Provision >

<] PODA4-C9800 ) .
a U POD4-3504-1 evice Replacement _ ‘
onfigure WLC HA
mpliance
C9800-vWLC onfigure WLC Mobilit

Define WLC Role Active or Anchor

Select Buildings or Floors which

are going to be managed by the
WLC

cisco Lg{/g/

il
cisco

Catalyst Center

Primary WLC

[/ Provision Devices

@ Assign Site o Configuration

Provision / Network Devices /[ Provision Devices

Managed AP Location (D

t Managed &
provisioned

R admin v

Model Configuration Adv
Q Search Hierarchy
| C9800-vWLC Serial Numbe Devi
1 arch H
O 9 clobal (3)
Managed AP location(s) @ () d& Andaman
9 Managing 3 Primary location(s) () b Chennai
Hard
40 Select Secondary Managed AP Locations U ardy
@ Neville
O POD1-Building
& Floor-1
Rolling AP Upgrade
() & RITP
& Floor 2
(7) Enable 0}
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Managed &
provisioned

Provisioning WLC (N+1 WLC

, il Catalyst Center Provision / Network Devices / Provision Devices Q @ O Q admin v
= ';','s'é',;' Catalyst Center Provision / Invent <
Network Devices / Provi D .
) Global Al Routers  Switches e | Frovision bevices Managed AP Location @
Devices (4) Focus: Provision / oo
Assign Site Configuration > /) Model Configuration + Adve
Q k here to apply basic or advanced filters or view recently applied filter i
(Q Search Hierarchy
Tag (¥ Add Device Actions I POD4-C9800-CL1 Serial Number
. i
(] Tags Device Name wentory Device Family Site @) Global (3)
oftware Image N ) — O Andaman
J wLC Wireless Controller /Cher Managed AP location(s) (U *
Frovision > &b Select Primary Managed AP Locations v (] #& Chennai
® POD4-C9800 — ) O Hardy
) ! Prov Device 2 Managing 3 Secondary location(s)
@ Neville
) POD4-3504-1 *ica:nepiacement .
O POD1-Building
C9800-vWLC & Floor-1
Rolling AP Upgrade O RITP
& Floor 2

~
=

Define WLC Role Active or Anchor

Select Buildings or Floors which

are going to be managed by the
WLC J

cisco Lg{/@/
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t Managed &
provisioned

AP Provisioning

= bl " . : = )
= cisco | Catalyst Gonter Erovision s/ lnvents ‘il Catalyst Center Provision / Network Devices / Provision Devices %
Global All Routers Switches Wireless Con/ .
e evice: Provision Devices
Devices (8) P on -
Q Click here to apply basic or advanced filters or view recently applied filters @ A Site o Configu Sumrm
ted Tag (¥ Add Device Actions
(-] Tags Device Name Device Family Site e J e evice e
2 ) POD4-AP4  >oftware Image Unified AP Assign FGL2039AES2 PODA-APA TYPICAL A Blizzard
( AP70B3.17  Provision >
= Assign Devi ~
e
( POD4-AP2  Telemetry
= BGL11_Flot Device Replacement HIGH
N -
( POD4-AP1  Gompliance LOW
( ) POD4-AP3 .\ TYPICAL
i tatu
\ Brownfield_
& APSCE1.7628.FE14 192.168.10.192 Unified AP Assign

Select RF/AI RF Profile to be
pushed to APs

cisco Lg{/g/

Zones and SSIDs are listed from Provisioned Wireless profile(s) for each Access
point. For newly added Zones and SSIDs, Please provision Controller prior to Access
point provision.
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N

Cisco Live US Catalyst Center Learning Map

J

C Sunday—2nd )(

Monday—3"

)( Tuesday—4™ )(Wednesday—Sth> ( Thursday—6th )

TECOPS-2001 2PM

The Ultimate Guide to Install,
Onboard, Operate your
Campus Network with
Catalyst Center

LTRSEC-2005 2pm

Building Cisco SD-Access
with Cisco Catalyst Center
and ISE

LTRENS-2890 9AM

Deploying and Operating
Cisco SD-Access with
Pub-Sub using Cisco
Catalyst Center

O BU-led sessions

cisco Lz{/&/

OBRKOPS-2548 8AM

Network Troubleshooting
Using Cisco Catalyst
Center APIs

BRKEWN-2029 9:30AM

7 Ways to Optimize User
Experience using Catalyst
Center Wireless AlOps
and Assurance

BRKOPS-2416 10:30AM

7 Habits for Success with
Cisco Catalyst Center

DEVWKS-1004 11aMm

Deploy Cisco Catalyst Center
with Rest-APls in Seconds

OIBOOPS-2882 1PM

)

Let's Talk about Catalyst
Center Integrations

) BRKOPS-2596 1PM

Revolutionize Your Network
Management with Cisco
Catalyst Center: Physical
or Virtual on AWS or
VMware ESXi

BRKOPS-1461 1PM

Discovering and Managing
Brownfield Deployment with
Cisco Catalyst Center

BRKIOT-2016 2:30PM

Automating OT Services
with Cisco Catalyst Center

Best Practices

#CiscolLive

C

BRKOPS-2208 10:30AM

Discovering the Secrets
of Al/ML in Cisco
Catalyst Center

DEVNET-1087 12PM

Cisco Catalyst Center
Platform: APIs, Event
Notifications, Integrations,
and DevOps Resources

BRKCOC-2041 1PM

Catalyst Center Automation
and Use Cases in Cisco IT

BRKOPS-2402 3pmMm

Automate the Deployment
of a Wireless Network with
the Help of Cisco

Catalyst Center

BRKEWN-2306

BRKOPS-2032 10:30AM

3 Catalyst Center and ITSM
Workflows: CMDB, Incident
Management, and SWIM

HBRKENS-1601 10:30AM

Catalyst Center and Meraki
Cloud: The Right Choice for
your Catalyst 9000 Switch
Management!

BRKGRN-1012 10:30AM

Fostering Sustainable

Campus Communities:
Cisco Catalyst Center
and Smart Buildings

)IBOENS-2600 10:30AM

Revolutionizing Campus
Networks: The Power
of Automation with
Catalyst Center

DEVWKS-2041 2PM

Cisco Catalyst Center and
Targeting Event Notifications
via Webex Messaging

TACENT-2011 2:45PM

Unlocking the
troubleshooting power
of Cisco Catalyst Center

ODEVNET-3000 3PM

Chatbot for Catalyst
Center—on Open Source
Al-based Bot

)

)

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

C

C

BRKOPS-2343 8:30AM

Decoding Site Reliability
Engineering Through
Catalyst Center

) SKILLS-1660 9AM

Introduction to
Catalyst Center

)SKILLS-1661 10AM

Introduction to Catalyst
Center Platform

) BRKEWN-2306 1PM

Wireless Network Automation
and Assurance with Cisco
Catalyst Center

87



N

Cisco Live US Campus AlOps Learning Map J

C Sunday—2nd )(

Monday—3"

)( Tuesday—4™ )(Wednesday—Sth> ( Thursday—6th )

TECEWN-2004 9AM

Wireless Design, AlOps, and
Assurance: Optimize Your
Wi-Fi Networks with Cisco
Catalyst Wireless

TECAPP-2903 2PM

Supercharge End-to-End
visibility with ThousandEyes
using APIs and Integrations

cisco Lz{/&/

BRKENT-2209 11AM

Al/ML for Network Engineers

BRKXAR-1008 1PM

Modern Network Design Is
More Complex Than Ever,

Leverage Al as Your Cheat
Code to Survival

CENETI-1001 1PM

Is Your Organization Al-
Ready? How To Manage,
Secure, and Scale Al-
Powered Technologies

[TLBRK-1113 3:15PM

Strategies for Safer, Faster
Deployment of GenAl Apps
and Services at Scale

BRKENT-1105 11AM

An Introduction to GenAl
Technologies & Solutions

DEVNET-1084 11AM

Explore Generative Al
Capabilities

AIHUB-1004 12PM

Redefine your Al/ML
networks with Cisco Silicon
One

PSOIND-1013 12PM

The Al Revolution is Helping
to Enable and Secure Critical
Infrastructure!

Cisco AlOps

#CiscolLive

BRKOPS-2208 10:30AM

Discovering the Secrets
of Al/ML in Cisco
Catalyst Center

BRKEWN-3007 1PM

Demystifying the Role of
Applied Al in Your Cisco
Wireless Deployments

CENCX-1004 2PM

Accelerating Al-Ready
Infrastructures and Execution
Strategies

PSOAPP-1020 2:30PM

Harnessing Al and AlOps in
Cisco Full-Stack
Observability for Unparalleled
Insight

AIHUB-2005  4:30PM

Leverage your enterprise
data assets to build Al
assistants with Motific

BRKEWN-2306

BRKEWN-2926 10:30AM

Tune Your Cisco Wi-Fi
Designs for the Most
Demanding Clients and
Applications, Boosted with
Applied Al

AIHUB-1009

Cross Architecture
Approach to Al

12:00PM

PSOENT-1013 12:30PM

Power proactive business
outcomes with Al Assistant

IBOIOT-2101 1PM

Revolutionizing Industrial
Operations: Unveiling the
Power of Al in lloT with Cisco
Solutions and Emerging
Industry Trends

DEVNET-3000 3PM

Chatbot for Catalyst
Center—on Open Source
Al-based Bot

CSSOPS-1050 4PM

Powering Automation and
Security: Software Defined
Access and Catalyst Center's
Impact on a Global Energy
Giant

BRKETI-2010 9:30AM

Beyond the Noise:
Harnessing Generative Al for
Telemetry Data

BRKXAR-3001 10:30AM

End-to-End Visibility and
Actionable Insights Using
ThousandEyes, DNAC, ISE,
and SD-WAN

BRKNWT-2403 11AM

GenAl-Driven Network Test
Automation: A
Groundbreaking Strategy for
Comprehensive Network
Transformation Using
Advanced Technologies

AIHUB-2008 11:15AM

How Cisco uses Generative
Al to make TAC Engineers
Super-Human
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Complete Your Session Evaluations

é/ Complete a minimum of 4 session surveys and the Overall Event Survey to be
- entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.

>, Earn 100 points per survey completed and compete on the Cisco Live
—— (Challenge leaderboard.

Qgé Level up and earn exclusive prizes!

E@ Complete your surveys in the Cisco Live mobile app.

cisco W- #CiscolLive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 89



. Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

CO ntl n Ue - Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

your education

- Visit the On-Demand Library
for more sessions at
www.Ciscolive.com/on-demand

Contact me at: ramkchel@cisco.com

BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 90


http://www.ciscolive.com/on-demand

T _ _
cisco The bridge to possible

Thank you

cisco M/




References

Prime to Catalyst Center Gradual https://www.youtube.com/watch?v=0CMp-LcdfTl
Migration

Co-Existence Prime & Catalyst Center  https://www.voutube.com/watch?v=uCdLUBnBv6M

Prime 3.10 to Catalyst Center Migration  https://www.voutube.com/watch?v=Yla0YJYknGs

Prime to Catalyst Center Migration https://www.yvoutube.com/watch?v=L -JaloEyW78
Leve!
Tips and Tricks for Prime Infrastructure to Cisco Catalyst Best Practice for Prime to Cisco Catalvst Center migration

Center Migration

Cisco M./ HCiscolLive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 92
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https://www.youtube.com/watch?v=Yla0YJYknGs
https://www.youtube.com/watch?v=L-JaloEyW78
https://www.ciscolive.com/on-demand/on-demand-library.html?search=Prime#/session/1707505543023001pUZ9
https://www.ciscolive.com/on-demand/on-demand-library.html?search=Prime#/session/1707505545940001pooO

Intel Connectivity, Apple, Samsung Analytics

For your
reference

Intel 22.50.1 or newer on

Galaxy S10 or newer

Intel Connectivity AX1650/1675 233 17 6.1
Analytics AC8561/9560 o o
AX200/201/210/211/411
. I0OS 11 on
Apple Analytics Phone 7 or later 2.2.1 16.12.1s
Samsung Analytics Android 9 or later on 2.2.1 17.1.1

cisco Lg/&/

#CiscoLive  BRKEWN-2306

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Wireless Global

Conf.\gure € C A NotSecure

B luthe Cisco Catalyst 9800-CL Wireless Controller
" % A &

cisco

Device Classifier

Troubleshooting

Configuration ~ >

Da ard

Monitoring

#Ciscolive

Welcome admin

Default Mobility
Domain *

RF Group Name*

Maximum Login
Sessions Per User*

Management Via
Wireless

Device Classification

AP LAG Mode

Dot15 Radio

Wireless Password
Policy

low to configure Client Analytics?

https://localhost:6445/webuif#/wirelessglobal

Wireless ~ > Wireless Global

default

cleu-cn-group

o

O

®

0O O

None

BRKEWN-2306

cl ™ Feedback | (%

Assisted Roaming

Denial 5
Maximum*

Floor 15
Bias(dBm)*

Prediction 3
Minimum*

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Policy Profile | Access Policies

Configure
Device Classifier

,

&« Cc /\ Not Secure

Dashboard

Monitoring
2N

\
Administration
{103 S

Licensing

2shooting

For your

low to configure Client Analytics?

reference
https://localhost:6445/webui/#/policyProfile bg Im} o a
Configuration - =elselGAZ{e) ([ x
A
Disabling a Policy or configuring it in ‘Enabled’ state, will result in loss of connectivity for clients associated with this
Policy profile
Admin Y
Status |
0O o General Access Policies QOS and AVC Mobility Advanced
O o
0O o RADIUS Profiling O WLAN ACL
0O o N | HTTP TLV Caching
IPv4 v
0O o ACL
DHCP TLV Caching (2
O o
0O o i IPv6 i
WLAN Local Profiling ACL
a
O o
Global State of Device Enabled @)
1 Classification URL Filters ®
Local Subscriber Policy -
Name
Pre Auth v
VLAN 1~
. . Post Auth v
VLAN/VLAN Group mobile-device-2
a
®
Multicast VLAN
[ NiAeaaas [
#Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 95



For your

reference
I f. C | . | .
low to configure Client Analytics”
MF ptl\ona\ Or < C A NotSecure https:/flocalhost:6445/webuif#/wlan W O & O a
P . d n "cll's'éL',' Cisco Catalyst 9800-CL Wireless Controller
Re C\U\re = Welcome admin A € A O A @ o Q & Feedback (@
Configuration ~ Edit WLAN b
— —_— ° :
WPA2 Over the DS O
olicy
Sz-arr’w(dom'ze O Reassociation Timeout *
)
Selected WLANS :
Stine > osen O 20
Policy
D Statll Nam!
O © cle WPA2 Encryption Auth Key Mgmt
802.1
\_3 Administration O AED AES(CCMPWZ{@ psic * 0
0O © e compzse O
) Licensing GCMP128 O Easy-PSK O
S O © cey aempzss O ccema O
\Li' Troubleshooting O o cleu gg;_u o
O © cleu- Protected Management Frame Frepsk O
1 goz.1x- O
- PMF SHA256
Optional v PSK- ]
Disabled SHA256
=~ p— vack
-~ R;I:::d MPSK Configuration
[ ]
Enable MPSK O
o SA Query Time*
-t |
Cisco M- #CiscolLive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 96



WLANSs | Advanced

< c

Welcome admin

Advertise Support

Configuration ~

N
Dashboard

Selected WLANSs :

D Statl Nam

O © clec

Administration 0o fdm

0O © cleu

Licensing 0O o clau-

2{%‘" Troubleshooting 0o cleu]

- 0O © cleu

1
Py
L d
.
o
CIsCo / i '
&- #CiscolLive

BRKEWN-2306

low to configure Client Analytics?

A\ Not Secure  https://localhost:6445/webui/#/wlan

B el Cisco Catalyst 9800-CL Wireless Controller

CISCO
a 3] ~

BSS Max Idle Protected ]

Directed Multicast Service

Configuration of '11v BSS Disassoclation
Imminent' is supported from Command Line
Interface (CLI) enly

11ax

Enable 11ax @
Downlink OFDMA
Uplink OFDMA
Downlink MU-MIMO
Uplink MU-MIMO
BSS Target Wake Up Time W]

O Cancel ]

For your
reference

5 GHZ Bana ( 1-255) 1

2.4 GHz Band (1- 1
255)

Device Analytics

Advertise Support

Advertise PC
Analytics Support @

Share Data with Client ()]

11k Beacon Radio Measurement
Client Scan Report

On Association (]

On Roam (]

-] Update & Apply to Device

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 97



For your
reference

low to support the Clients? - optional

WLANSs | Advanced

802 1 1 \(/ L C A\ Not Secure  https://localhost:6445/webui/#/wlan x4 ) O &
Share Data n sl Cisco Catalyst 9800-CL Wireless Controller

cisco

and

Welcome admin a8 o % %1 &% Feedback o

Configuration ~

| Per WLAN 0 g 2
‘ Assisted Roaming (11k)
Per AP Per WLAN 0
Dashboard
| Prediction 0
Selected WLANS : ( Per AP Radio Per WLAN 200 Optimization
%
O stas Namy 11v BSS Transition Support Neighbor List
0O © clet. Dual Band Neighbor O
= 0 s List
€03 Administration m m‘ BSS Transition
"\
0O o cleu«} Device Analytics
Licens | Dual Neighbor List (@]
Licensing |
0O © cleu
. ] BSS Max Idle Service .
x Troubleshooting O @ cleu Advertise Support
O © clu | Bss Max die Protected 0
Advertise PC
1 Analytics Support €
Directed Multicast Service
—
Share Data with Client
Configuration of '11v BSS Disassociation
Imminent' is supported from Command Line -
P Interface (CLI) only 11k Beacon Radio Measurement
L) Client Scan Report
-
[ ]
11ax —
o { O Cancel ] +| Update & Apply to Device

HCiscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 98



low to get the
WLANSs | Advanced

Receive Radio
Measurement

e »

ol S

cisco '9/

For your

reference
[ [ n
]
€ C A NotSecure https:/flocalhost:6445/webui/#/wlan ) O 0@
‘tees  Cisco Catalyst 9800-CL Wireless Controller
o Welcome admin A € A B S @O Q & Feedback = (w
[ sorcnvosums i Covtourin” MEURAHR .
| Per WLAN
| = 0 Assisted Roaming (11k)
53 Dashboard ‘ Per AP Per WLAN 0
Selected WLANS : ( Prediction O
| Per AP Radio Per WLAN 200 Optimization
)
D Status  Nam|
! 11v BSS Transition Support Neighbor List @
0O © clt|
| Dual Band Neighbor 0
s O mdm List
Administration I
| BSS Transition
0O © cleu o )
o \ DTIM Period (in beacon intervals)
Licensing O © ceu  DualNeighbor List @
\
0O o cleu- |
Troubleshooting 1 BSS Max Idle Service 5 GHz Band (1-255) 1
O © cleud
BSS Max Idle Protected O
1 2.4 GHz Band (1- 1
255
Directed Multicast Service )
11k Beacon Radio Measurement
Configuration of '11v BSS Disassociation Client Scan Report
Imminent' is supported from Command Line
Interface (CLI) only
On Association
11ax
On Roam
'O Cancel ]
#Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 99



ow to get the Client view? - optional

C9800#

! Required Config
network—-assurance enable
wlan ciscolive 24 ciscolive
shutdown

mbo

no shutdown

! How to request Client report
wireless client mac-address H.H.H scan-
report once mode ..

! Display Result

show wireless client mac-address H.H.H
detalil | sec Scan

Cisco L‘V&-/ H#CiscolLive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 100



For your
reference

How to enable Spectrum Analysis?

[ N ] ® Home - Cisco Catalyst Cente X +

- Go to Accesspoint S
Device 360 View

* O O 2

Network Devices —
ap-cleu-ams1

= ap-cleu-ams1
Up time: 21 hours, 2 minutes

no more results IP Address 10.0.110.212
MAC Address 34:5D:A8:0C:DE:20
Collection Status Managed
Serial Number FGL2644MB4Y
Family Unified AP
Type Cisco Catalyst Wireless 9166/ Unified Access Point
Mode! CW9166I-E
Version 17.9.4.206

Topology
Device Dashboard

Device Details

[ Device 360

CIsCO &, HCiscolLive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 101



ow to enable Spectrum Analysis?

@ C B Cisco Catalyst Center x +

L ]
- Go to Accesspon 1
€« c © Not Secure  hitps://vielab-dnacb.cisco.com/dna/assurance/device/details?id=e59a07¢c5-ea06-44fe-93bc-529edBeb48c1 h*g Im) a ¥

Q  admin

Device 360 View o

Network / Device 360

AP ap-cleu-ams1 o view bevice petails P—
- Intelligent Capture . —— |-
3:29p

e <

1710
Telemetry Status

Jan 9, 2024 3:29 PM - Jan 10, 2024 3:29 PM

P

10
csco-wlc-10.cisco.com CW9166I-E 17.9.4.206 0.0.110.212 Global / CLEU24 [ EMEA [ AMS / RAI [ 1st Floor Local 21 hours, 7 minutes

Wi-Fi 6E up (D Supported  View All Details
Issues Tools Physical Neighbor Topology Event Viewer Device RF Ethernet

Issues (0) san 10, 2022 3:20 pu

CIsCO &_ HCiscolLive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 102



ow to enable Spectrum Analysis?

- Go to Accesspoint - -G

€« c © Not Secure  hittps://vielab-dnacb.cisco.com/dna/assurance/device/details?id=e59a07¢c5-ea06-44fe-93bc-529edBeba8c1&view=airsense h*g Im) a ¥
L] L]
Device 360 View FT—— RSNG| o

Intelligent Capture: ap-cleu-ams1 ciobal / cLEU24 1 EMEA / AMS [ RAI [ 15t Floor

Device Model: CW9166I-E IP Address: 10.0.110.212

are Version: 17.9.4.206 Mode: Local Uptime: 21 hr & min Connected to WL

C: csco-wle-10.cisco.com
RF Statistics Spectrum Analysis
. — . .
3:24p 3:29p
. || ltelll el lt Ca tu reS -J1hour\/ estm I I b —
Jan 10 2:35p 2:40p 2:45p 2:50p 2:55p 3:00p 3:05p 3:10p 3:15p 3:20p 3:25p 3:30p

- Start Spectrum Analysis

No Data

No Spectrum Analysis data in the selected time range.

Start Spectrum Analysis

cisco Lz{/&/
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ow to enable Spectrum Analysis?

- Go to Accesspoint - -G

€« c © Not Secure  hittps://vielab-dnacb.cisco.com/dna/assurance/device/details?id=e59a07¢c5-ea06-44fe-93bc-529edBeba8c1&view=airsense h*g Im) a ¥

Device 360 View 25 oyt onter -

Intelligent Capture: ap-cleu-ams1 eiosal s cLeuza / emea / Aus / RAIf 15t Floor

Device Model: CW9166I-E IP Address: 10.0.110.212 Software Version: 17.9.4.206 Mode: Local Uptime: 21 hr 13 min Connected to WLC: csco-wlc-10.cisco.com
RF Statistics Spectrum Analysis
- 3:33p 3:38p
i I lte I e I lt a tu re (O 1 hour Health ] I L ][4, ¢
Jan 10 2:40p 2:45p 2:50p 2:55p 3:00p 3:05p 3:10p 3:15p 3:20p 3:25p 3:30p 3:35p
r 3
Radio Mode: Local Channel: -- 2.4 GHz 5 GHz m m UNIl 6 UNII 7 UNII 8 { Stop Spectrum Analysis
Spectrum Analysis C I Realtime FFT

- Start Spectrum Analysis

Amplitude (dBm)

Channel

Time

cisco / ¢ 9_/
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- Go to Accesspoint
Device 360 View

- Run OTA Capture

- Select band, radio,
channel width and
channel

cisco Lz{/&/

ow to run over the air (OTA) capture?

= vl Catalyst Center

Network [ Device 360

1 Download Run OTA Capture
e Intelligent Capture (0]

2:57p

v V V v v vw

AP ap_cleu—ams1 7 View Device Details

2:57p

10
1/22
Telemetry Status
Jan 21, 2024 2:57 PM - Jan 22, 2024 2:57 PM &
@
"OW JEVICE DETAILS
csco-wle-10.cisco.com CWI1661-E 17.9.4.206 10.0.110.212 Global / CLEU24 | EMEA { AMS / RAI / 1st Floor Local 12 days, 20 hours, 35 minutes
Wi-Fi 6E up © Supported  View All Details
Issues Tools Physical Neighbor Topology Event Viewer Device RF Ethernet
Issues (O) Jan 22, 2024 2:57 PM
#Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 105



ow to run client Live Packet Capture?

- Go to Client 360 View iy g

<« c A\ Not Secure  hitps://vielab-dnac2.cisco.com/dna/assurance/user/details?userld=heidi

> Intelligent Capture BPIRET: o |

cisco

Client / User 360

heidi

©010.2.17.11

24 Hours

Intelligent Capture ‘ [ Webex 360 | | MSTeams 3

T i I

—

2F 1123
Traffic Usage @

Nov 22, 2023 11:48 AM - Nov 23, 2023 11:48 AM
™
’I O " CLIENT DETAILS

Device: RaspberryPi-Device OS: unknown MAC: B8:27:EB:C4:6C:9F IPvd: 10.2.17.11 IPv6: 2001:420:44fc:2001:f874:f7d7:12d7:bbf8 (1 more) Trust Score

L3 Virtual Netwark: CORPORATE L2 Virtual Network: CORPORATE VNID: 8194 Status: Connected Capability: 11n Last seen: Nov 23, 2023 11:47:00 AM

Connected Network Device: APS48A.BA7C.6270 SSID: [LABJCORPORATE View All Details

cisco / ¢ &_/
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ow to run client Live Packet Capture?

- Go to Client 360 View iy g

<« c A\ Not Secure  hitps:/lvielab-dnac2.cisco.com/dna/assurancef/user/details?userld=heidi&view=airsense r D i |

> Intelligent Capture B oo
Intelligent Capture: heidi L Download

10:49a

11:49a
(O 1 hour v PCaR I I ‘
Nov 23 10:55a 11:00a 11:05a 11:10a 11:15a 11:20a 11:25a 11:30a 11:35a 11:40a 11:45a 11:50a
- Run Packet Capture
Onboarding Events ®LIVE v Client Location e LIVE
Global/Vienna/Belvedere/Tower Client trail by RSSI
Anomaly rea» iltxuc)rt PCAP
Event Time Duration L.
Nov 23, 2023 )
aém
. '
> @ Onboarding (8) 11:33:00 AM 3,142 ms
o) ESl
> @ Onboarding (1) 11:31:58 AM b4

AP00A2.8902.4910

N M Nakhansedines 1\ M44.91.40 AR Live track not available
7 records Show Records: 25 v o 1-8
° o
: L7
I AP548A.BA7C.6270 e

casco Laye/
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- Go to Client 360 View :
> Intelligent Capture

- Run Packet Capture

- Select Packet Capture
Type

cisco Lz{/&/

ow to run client Live Packet Capture?

@® X Cisco DNA Center X  +

c A\ Not Secure  https://vielab-dnac2.cisco.com/dna/assurance/user/details?userld=heidi&view=airsense b * ¢ 3 (i |

auil DNA Center

Intelligent Capture: heidi Client Packet Capture
10:49a
(O 1 hour v PCAP I Packet Capture Type
Nov 23 10:55a 11:00a 11:05a
Onboarding Packet Capture Full Packet Capture OTA Sniffer
Onboarding Events e LIVE
Onboarding packet capture gives insight into the client's live onboarding and RF details. This information is populated onto the client
Intelligent Capture page.
Angraaly Pear (T Export PCAP
A = ; k Start Time
Packet Capture Type
Onboarding Packet Capture Full Packet Capture OTA Sniffer

Onboarding packet capture gives insight into the client's live onboarding and RF details. This information is populated onto the client
Intelligent Capture page.

0 vielab-wlc2
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- Go to Client 360 View
> Intelligent Capture

- Run Packet Capture

- Select Packet Capture

Type

cisco Lz{/&/

@® X Cisco DNA Center X  +

ow to run client Live Packet Capture?

c A\ Not Secure  https://vielab-dnac2.cisco.com/dna/assurance/user/details?userld=heidi&view=airsense b * ¢ 3 (i |

auil DNA Center

Intelligent Capture: heidi Client Packet Capture
10:49a
(O 1 hour v PCAP I Packet Capture Type
Nov 23 10:55a 11:00a 11:05a
Onboarding Packet Capture Full Packet Capture OTA Sniffer
Onboarding Events e LIVE
Onboarding packet capture gives insight into the client's live onboarding and RF details. This information is populated onto the client
Intelligent Capture page.
Anomaly rear M Export PCAP
A = ; k Start Time
Packet Capture Type
Onboarding Packet Capture Full Packet Capture OTA Sniffer

Full packet capture records all packets sent to and from the client. The details can be downloaded as a pcap file. Full packet captures

cannot be scheduled for the future.

HCiscolLive  BRKEWN-2306
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- Go to Client 360 View :
> Intelligent Capture

- Run Packet Capture

- Select Packet Capture
Type

cisco Lz{/&/

(VD 1 hour v

® X Cisco DNA Center X

ow to run client Live Packet Capture?

C A\ Not Secure  https://vielab-dnac2.cisco.com/dna/assurance/user/details?userld=heidi&view=airsense w o3 a

auil DNA Center

Intelligent Capture: heidi

10:49a
PCAP I

Nov 23 10:55a

Onboarding Events

Anoadaly Pear

Packet Capture Type

Onboarding Packet Capture

Client Packet Capture

Packet Capture Type

11:00a 11:05a
Onboarding Packet Capture Full Packet Capture OTA Sniffer
e LIVE
Onboarding packet capture gives insight into the client's live onboarding and RF details. This information is populated onto the client
Intelligent Capture page.
N Export PCAP
U Exp DA
S Start Time
_ -
Full Packet Capture OTA Sniffer

Over The Air Capture records all radio signals heard on a specified channel. The details can be downloaded from a pcap file.

Select Access Points

HCiscolLive  BRKEWN-2306

vielab-wlic2
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Packet Capture Types

- Onboarding Packet Capture
- At AP radio level
- No client impact

- Onboarding Packets for a client
(EAP, ICMP, DNS,...)

cisco Lz{/&/

91
92
93
94
95
96
97
98
99
100

10.0.120.40 10.0.120.254
Cisco_@5:74:4f ca:e2:16:ad:5f:13
ca:e2:16:ad:5f:13 Cisco_05:74:4f
10.0.120.40 144.254.71.184
10.0.120.40 144.254.71.184
10.0.120.254 10.0.120.40
10.0.120.36 10.0.120.40
10.0.120.40 10.0.120.36
10.0.120.36 10.0.120.40
10.0.120.40 10.0.120.36

ICMP
802.11
802.11
DNS
DNS
ICMP
ICMP
ICMP
ICMP
ICMP

2023-12-20 1
2023-12-20 1
2023-12-20 1
2023-12-20 1
2023-12-20 1
2023-12-20
2023-12-20 1
2023-12-20 1
2023-12-20 1
2023-12-20 1

#Ciscolive

Frame 96: 1440 bytes on wire (11520 bits), 1440 bytes captured (11520
Radiotap Header v@, Length 38

802.11 radio information

IEEE 802.11 QoS Data, Flags: ...... Fe
Logical-Link Control

Internet Protocol Version 4, Src: 10.0.120.254, Dst: 10.0.120.40
Internet Control Message Protocol

BRKEWN-2306
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Packet Capture Types

- Onboarding Packet Capture
- At AP radio level
- No client impact
- Onboarding Packets for a client
(EAP, ICMP, DNS,...)
- Full Packet Capture
- At AP radio level
- No client impact

- All data packets for a client
- APs: C9130/C9136/CW9166

cisco Lz{/&/

7597 74.125.100.234 10.0.120.40 TCP QoS Data
7598 74.125.100.234 10.0.120.40 TCP QoS Data
7599 74.125.100.234 10.0.120.40 TCP QoS Data
7600 74.125.100.234 10.0.120.40 TCP QoS Data
7601 74.125.100.234 10.0.120.40 TCP QoS Data
7602 74.125.100.234 10.0.120.40 TCP QoS Data
7603 ca:e2:16:ad:5f:1.. Cisco_@5:74:4f (.. 802.11 802.11 Block Ack
7604 74.125.100.234 10.0.120.40 TLSv1.2 QoS Data

7605 ca:e2:16:ad:5f:1.. Cisco_@5:74:4f (.. 802.11
7606 ca:e2:16:ad:5f:1.. Cisco_@5:74:4f (.. 802.11
7607 ca:e2:16:ad:5f:1.. 802.11
7608 ca:e2:16:ad:5f:13 Cisco_f3:d7:9f 802.11

802.11 Block Ack
Request-to-send
Clear-to-send
QoS Data

802.11 Block Ack

7609 Cisco_05:74:4f (.. ca:e2:16:ad:5f:1.. 802.11

#Ciscolive

Frame 7604: 1362 bytes on wire (10896 bits), 1362 bytes captured (10896 bits)
Radiotap Header v@, Length 38

802.11 radio information

IEEE 802.11 QoS Data, Flags: ......F.

Logical-Link Control

Internet Protocol Version 4, Src: 74.125.100.234, Dst: 10.0.120.40

Transmission Control Protocol, Src Port: 443, Dst Port: 65159, Seq: 3481122, Acl
[14 Reassembled TCP Segments (16406 bytes): #7589(1233), #7590(1238), #7591(123
Transport Layer Security
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Packet Capture Types

- OTA Sniffer

o At AP rad|o |eve| 29637 Cisco_2f:dd:e2 Broadcast 802.11 Beacon frame
29638 Cisco_Db3:e6:99 PVST+ 802.11 Data
. . . 29639 Apple_3d:39:07 ca:e2:16:ad:5f:13 802.11 QoS Data
* Turns radlo Into Snlﬂ:er mOde! 29640 ca:e2:16:ad:5f:1.. Cisco_@5:74:40 (.. 802.11 802.11 Block Ack
: : H 29641 ca:e2:16:ad:5f:1.. Cisco_05:74:40 (.. 802.11 Request-to-send
r]() (:llear]t 5563r\/|r]€} (:EaF)Eak)llrtS/ 29642 ca:e2:16:ad:5f:1.. 8062.11 Clear-to-send

- Captures all packets on specific

29644

ca:e2:16:

Cisco_05:

74:

40

(.. ca:e2:16:

ad:

5f:1..

802.

11

QoS Data
802.11 Block Ack

29645 Cisco_30:0c:e2 Cisco_e3:58:66 802.11 Probe Response
C:f]gif]f]f}l 29646 Cisco_30:0c:e2 (.. 802.11 Acknowledgement
29647 Cisco_2f:dd:e2 Cisco_e3:58:66 802.11 Probe Response
29648 Cisco_2f:dd:e2 Cisco_e3:58:66 802.11 Probe Response

- Requires 17.11 and 2.3.7

Frame 29643: 159 bytes on wire (1272 bits), 159 bytes captured (1272 bits)
Radiotap Header v@, Length 25
802.11 radio information

IEEE 802.11 QoS Data, Flags: .p.....T
Data (100 bytes)
cisco M-/ #Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 113



ow to collect AP/Client Wireless data?

° GO to DeVICe/Cllent 360 ® © ® DX CiscoDNA Genter x P Cisco DNA Center x |+

<« c A\ Not Secure  hitps://vielab-dnac2.cisco.com/dna/assurance/user/details?userld=heidi * D a

Tools section e ot

Client / User 360

Tools

& Client Data Collection &)

Application Experience

Detail Information wov 23 2023 12:13 pu

Device Info Connectivity RF

Information Connection Information
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How to collect AP/Client Wireless data?

GO to DeVice/C | ie n‘t 3 60 ® ©® DX CiscoDNA Center % DX Cisco DNA Center % DX Cisco DNA Center % | +

[ ]
« > C /A Not Secure  hitps:[lvielab-dnac2.cisco.com/dnaftools/network-reasoner/generic?id=wirelesstroubleshootclientdatacollectionmultiwlc
[0ols section
Reasoner Inputs
- Launch the MRE R
Step 1: Enter client information

Client MAC address™

workflow and collect the

Troubleshoot Duration (1-30 minutes)*

data w

Cancel

cisco M. #Ciscolive BRKEWN-2306 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ow to collect AP/Client Wireless data?

- Go to Device/Client 360 ¢ ¢ xomme = S

<« c A\ Not Secure  hitps://vielab-dnac2.cisco.com/dna/assurance/device/details?id=23e84e8a-9438-46aa-bb30-e0fa51ef59e3

Tools section _E—

Network / Device 360

Resolved Issues Ignored Issues

« Launch the MRE

kfl d | | t th Ping % Trace Route Start & AP Data Collection ©
d ata 3 AP Reboot % Radio Reset Reset @ Flash LED ©

oo Path Trace (D Run New Path Trace

Physical Neighbor Topology
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