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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 7, 2024.
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ciscolivebot/#BRKEWN-2926

Enter your personal notes here
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• Introduction

• What is this Client?

• How this information helps you

• How do your clients see 
the World?

• Use it to better design your 
cells, their power and their 
overlap

• Why did the client leave?

• Use it to better troubleshoot 
issues

• Conclusion
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Why Are We 
Here Together?
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• Digital Modulation

• Channel Aggregation

• Spatial Multiplexing

Three Dimensions to Wi-Fi Performance

• Limited by SNR

• Limited by Spectrum Availability

• Limited by Client Capability

BRKEWN-2926 5
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Different Perspectives

AP
AP understands its own RF environment 
and the success of downstream traffic

AP sees client upstream data rate and 
the 'retry' bit, but can only infer why 

there is a difference

AP has visibility of neighboring cells their 
client load

Client
Client has limited awareness of other 

clients in the cell

Client has limited awareness of 
neighboring cells

Client has no awareness of cell edge 
location or next cell conditions

6BRKEWN-2926
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The “View from my Hand” is Different from 
the “View from the Ceiling” 

• Six months report from network “designed from the 
ceiling”:

AP power set with “AP to AP” in mind (max ‘level 1’)

• RSSI seen by the AP is lower than that seen by 
Client (likely due to lower transmit power of Client) 

• 50% of time difference is up to 6 dB.

• 90% of time difference is up to 15 dB

I see you at 
-56 dBm

I see you at 
-62 dBm If half the clients’ power was the same as half 

the APs’ power, this point would be at the center 
of the green cross… but it is 6 dB below
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• Bring the ‘view from the ceiling’ to the client
• Clients roam faster, find the best cell, optimize its traffic

• 802.11 has ‘standard’ reasons
• what if you click another SSID in your client OS?
• User reasons, upper layer reasons, deeper 802.11 reasons

• AP RSSI, neighbor APs signal, Retries, problems

• Form factor (phone/tablet/laptop) - Helps learn behavior
• HW (what chipset), SW (what drivers, what OS) 
• Spot bugs / specific behavior overrides

Cisco brings to your customer the client view

What is this client?

How does the client see the RF?

Why did it leave?

Next: let’s exchange further

Cisco is the only
company with the size 

and power to partner with 
the largest client vendors

Your clients send 
exclusive messages to 

Cisco APs that help make 
your network better

BRKEWN-2926 8
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Your Clients
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Visible in C9800, Catalyst Center,
Meraki Dashboard***,

No configuration requiredWhat is this client?
• Apple: Immediately after association, the iOS / MacOS** 

client sends an unsolicited (encrypted) action frame with 
platform (“iPhone 14”) and OS (“iOS 13.5.1”)

• Intel: Immediately after association, the Intel (AX200 and 
later) client sends an unsolicited (encrypted) action frame 
with HW-Model (“AX210”), driver versions (“4.5.12”), OS 
Version (Win 11.0.12”), AC/DC voltage (“AC” - useful for 
plugged/on battery)

• Samsung: Immediately after association, the Samsung 
(Galaxy S10 and later, Android 9 and later) client sends 
an unsolicited (encrypted) action frame with  platform 
“(Galaxy 22 Ultra)”, OS (“Android 14.1”), Manufacturer 
build (Samsung v5.917”), SP build (“AT&T v4.1.17”)

• Technical points: Frame is of type “action”, “vendor-
specific” subtype. Client only sends it when detecting a 
Cisco AP (from probe responses/beacons).

** MacOS: supported on Intel platforms since 2918, added to Mx (M1/M2) platforms in June 2023
*** Samsung details are not supported in Meraki Dashboard yet

I am iOS 13.5.1, 
iPad Pro (11inch)
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Visible in Catalyst Center,
Meraki Dashboard*,

How does the client see the Network?
• Apple: Right after successful key-exchange during association (and 

after sending the model number), the iOS /MacOS device sends to 
its AP an 802.11k Beacon Report (Unsolicited mode) with list of 
BSSIDs/channels /RSSI for the current SSID

• Intel: After association (after sending client details), the Intel client 
sends to its AP an 802.11k Beacon Report (table). At any time, your 
can also ask for another 11k Beacon Report (table, passive, active)

• Samsung: After association (upon receiving STA specs), AP auto-
queries the phone (802.11k beacon report request) to send an 
802.11k Beacon Report (table). At any time, you can also ask for 
another 11k Beacon Report (table, passive, active)

• Technical points: There are 3 types of beacon reports: table (in the 
phone memory as a result of previous scan – valid for a few secs 
as the phone may be moving), passive/active (AP instructs phone 
to go scan passively (silent but longer) or actively (faster) one or 
many channels). On demand scan is from WLC CLI, with command 
‘wireless client mac-address <a.b.c> scan-report’

Here is the list of 
APs I see

* Samsung details are not supported in Meraki Dashboard yet
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Intel Analytics on Catalyst Center Client 360

12BRKEWN-2926

Intel Endpoint
Specific Info

Jun 2, 2024 3:19 PM
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Intel Connectivity Analytics on Client 360

13BRKEWN-2926

Client Reports
and Events

Neighboring APs 
and BSSID

Dedicated Intel Analytics Tab

Roam Event 
Details
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Intel Connectivity Analytics on Client 360 (cont.)

Detailed Report

Low RSSI

Better AP

Other

11v force

Low RSSI

Low RSSI

Low RSSI

Better AP

Other

Other

Other

Roam Reasons
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Even More Feedback - Intel

15BRKEWN-2926

Station Information

Helps troubleshoot and identify Intel devices 
based on their specific attributes.

Reports: Hardware model, OS version, driver 
version, manufacturer, voltage, system model.

Temporary 
Disconnects

Reports: When a client disconnection is 
due to a missed beacon.

Helps understand why a client has 
disconnected from the network.

Low RSSI

Raise a sticky client issue and understand 
why a roam hasn’t been triggered.

Reports: When RSSI is below -75 dBM
for 5 mins, Last Reported Time.

Neighboring AP

Provides a client-side view of the 
network and the reason for a roam.

Reports: BSSIDs of Top 5 APs based on RSSI, 
Roaming Reasons based on Missed Beacons 

and 11v recommendations.

Failed APs

Used to identify and flag rogue BSSIDs

Reports: Reports invalid IEs in beacons/probe 
responses/association responses, BSSID.

Unknown AP

Reports: Reports a list of APs not part 
of Neighboring AP report.

Helps troubleshoot issues with non-valid 
IEs and see why AP isn’t responding.



Use Client 11k 
Reports to Map 
your RF Floor
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Map your RF Floor
From your client viewpoint

18BRKEWN-2926

*https://github.com/jhenry-github/floor-heatmap

With a Cisco network and any recent 

Samsung galaxy or Intel client, you 

can send 802.11k (MBO) requests* to 

get the client view, anywhere, anytime

• Table report (last scan, 0 scanning 

cost)

• Channel report (how do you see 

me?)

• Channel class report 

(go scan channels A, B and C)

Fast fading coverage gap behind a pillar

Signal drop as client turns the corner
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Mapping your RF Floor

• Intel clients also send us “Bad Coverage” 
and Temporary disconnection” reports

• “I hear you, but been below -75 dBm for x 
minutes”

• “Moved to you, but lost contact with
AP1 at –X dBm Y minutes ago”

• Samsung clients also send us their 
cellular signal (along with Wi-Fi) 

• For the first time, you can map your
indoor cellular coverage!... and 
automatically push your Samsung 
clients to cellular at the edge of 
the Wi-Fi domain!

Bonus

19BRKEWN-2926
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Note: Wi-Fi Aware 
(aka MBO)

Optimized Multiband Operations 
(Wi-Fi Alliance)

• At association: channel 
preferences (STA), association 
disallowed (AP)

• During the session: 802.11v 
(BTM), including ‘go to LTE’ 
variant, 802.11k reports

• Supported by all recent 
Samsung / Intel 
(and more) clients 

20BRKEWN-2926

ch.6

Please don’t send me to ch.6

Channel Preferences

Don’t join my cell (too many people, 

CU too high, better AP for you, other…)

Try again in X, or go to channel Y

Association Disallowed

802.11k Beacon Report

Hey, go scan channels XYZ 

and tell me what you see

Ah, on ch 36, AP5 was there, I detected that 

many frames while listening for duration X,

then on ch 44, …

…

(after scan completes)
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Daphne complains that wi-fi is choppy on live call. You start link MBO and monitor real time UL/DL RSSI as Daphne walks about

Active AP link is green/orange/red

Other detected AP link is blue

Arrow thickness shows signal strength

- 72 dBm - 68 dBm

- 78 dBm

- 50 dBm

- 80 dBm

- 65 dBm

- 72 dBm
- 66 dBm

- 78 dBm

- 52 dBm

- 82 dBm

- 63 dBm

at t=0
at t=1 (refresh)

Getting the Client View Helps With 
Troubleshooting

BRKEWN-2926 21
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Used internally in WLC, 
Catalyst Center and Meraki 

Dashboard
No configuration required

Why did the client go away?

• When a client roams or disconnects, it sends a 
disassociation message. The Apple, Samsung and 
Intel client sends a proprietary reason code telling us 
when the reason is not 802.11 in nature (in addition 
to the 802.11 reason code)

• Apple: Adds #9 upper Layer reasons to the 802.11 
reasons (DHCP failed, EAP timed out, 802.1X failed, 
device is idle, captive portal security failed, 
decryption failed, Wi-Fi interface disabled, user 
triggered deassoc, AP-triggered deassoc)

• Samsung: Adds #34 Layer 2 or higher reasons 
(same family as Apple, but detailed, for example 
DHCP failed, Samsung says at what step)

• Intel: Intel sends other reports (next slide)

I am leaving as 
user turned on 
airplane mode

* Samsung details are not supported in Meraki Dashboard yet

BRKEWN-2926 22
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Supported Software and Hardware Matrix
Cisco and Intel Chipset Devices

23BRKEWN-2926

Cisco IOS XE WLC 
Software

Cisco AireOS WLC 
Software

17.6.1 N/A

Cisco Access Point Hardware

All Wave 2, Catalyst Wi-Fi 6/6E APs

Intel Chipset

AX200, AX201, AX210, AX211, AX411

Cisco Catalyst Center Intel Driver Software

2.3.3 22.50.1

Cisco IOS XE WLC Hardware

Embedded Wireless Controller on the AP and Switch

C9800-CL

C9800-L

C9800-40

C9800-80
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Meraki WLC Type
Catalyst 
Center

WLC SW 
Version

Intel Connectivity 
Analytics

MR29

IOS XE 2.3.3 17.6.1

AireOS N/A N/A

Apple Analytics MR27

IOS XE 2.2.1 16.12.1s

AireOS 2.2.1 8.5

Samsung Analytics
MR29 

Not launched yet

IOS-XE 2.2.1 17.1.1

AireOS N/A N/A

Intel Connectivity, Apple, Samsung Analytics 
Minimum Software Support Matrix

BRKEWN-2926 24
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What do you need to configure?

Intel Apple Samsung

What is the client type?

Catalyst (9800)
Device analytics > 

Advertise PC analytics 
support

Automatically on
(CCXv5 IE has a bit set on by default)

Need Device Analytics > 
Advertise support

Meraki
Automatically on, cannot be 

turned off
Automatically on, cannot be 

turned off
n.a.

How does the client see 
the network?

Catalyst (9800)

Automatically at association / 
reassociation if PC

analytics is ON. Also sent 
dynamically

Automatically on
(but only at association/

reassociation time)

Automatically at association / 
reassociation 

if device analytics is ON. Also 
sent dynamically

Meraki
Automatically on, cannot be 

turned off
Automatically on, cannot be 

turned off
n.a.

Why did the client leave?
Catalyst (9800)

Automatically if Advertise PC 
analytics support 

Automatically on
Automatically if device 

Analytics is ON

Meraki
Automatically on, cannot be 

turned off
Automatically on, cannot be 

turned off
n.a.

For better client 
experience

Catalyst (9800)
It’s a good to enable 802.11k/v and Device Analytics > share data with client.

Cisco sends the STA info about AP to tune its algorithms to understand what is a good AP

Meraki n.a.
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• Roaming Issues

• iPhone 15 roams here

• Short connection drops reported

• Galaxy S23 roams here

• No issues reported

BRKEWN-2926

• Better Troubleshooting

• 96% of STAs disconnecting in this zone 
are Galaxy S23 running Android 14

• Proactive maintenance

• Day 0 issue affects Android 14

• Identify which devices run this version

Why it Matters

26
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Catalyst Center – Better Client Troubleshooting  
+ Now with Client View to Complete the Picture

36               

10.10.1.25               

0

Real-time Client location Map 
with trail of movement

Start and Stop Full Packet 
Capture for AP4800

Real-Time
Client Event 

Viewer

Session 
Duration

Network 
Time Travel

Real-Time
Live Mode

27

Onboard Packet 
stage identifier Anomaly Packet 

Sequence

Download 
Onboard Packet
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Feeding Device Ecosystem Data Into your AIML 
Projects

• We already include them in our AI RRM computations (Catalyst Center)

• AI Wireless AIOps – BRKEWN-2039

• Advanced RF Tuning for Wi-Fi 6E…– BRKEWN-3413

• You can also use the AP to export data and run your own AIML engines

• Possibilities are almost limitless!

28BRKEWN-2926

AI-based predictions and suggestions

What if you had 
applied the suggestions
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• How do you build a Large Language Model?
• Language modeling (LM) is a technique that uses statistical and probabilistic models 

to determine the probability of a word (token) or a sequence of words (tokens) in a 
sentence (i.e., given previous words)

• To build an LLM, take a (large) set of text, cut it into logical units (tokens), then 
compute how many times tokens follow each other

Example Customized AIML: Air Capture LLM

29BRKEWN-2926

Attention Head

Apollo 16 was the first NASA mission to land people on the moon

0.32  0.12.  0.03  0.21  0.18  0.33  0.28  . . . . . . . . . . . . . . . . . . . . . . .0.34    

Input sequence

https://en.wikipedia.org/wiki/Language_model
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• LLM Inference
• Then you start a word sequence, and the tool can either:

• Predicts what comes next (and tell you)

• Tell you if there is something strange about the sequence

Example Customized AIML: Air Capture LLM

30BRKEWN-2926

The language model assigns a prediction 

to all of these words, with highest 

probability ranked first
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• Networking Exchanges are sentences

Example Customized AIML: Air Capture LLM

31BRKEWN-2926

I want to associate

What is your password?

Give me file ABC

Here file ABC part 1

Okay thank you.

What is your password?

Give me file ABC

Thank you, goodbye.
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Language of Network Exchanges

• Network frames are sequences of bits

• The order of the bits results in meaning

• Fields have different lengths

• The byte-based approach ignores this fundamental 
property

• The meaning is ritualized – bits 64 to 98 means XYZ 
not because of the meaning of 64 and 98, but 
because the position of XYZ is described in a ritual 
manual (IEEE 802.11/802.3 etc.)

• Time between frames has meaning

• Individual frames need to be tied (in time) to one 
another

BRKEWN-2926 32
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Language of Network Exchanges

• Wireshark has documented the ritual manual

• A promising direction is to use the ritual 
words in the sentence, because this is what 
the field ‘means’

• When 16th field, “SSID” says “Corporate”, the 
meaning is different from the 16th field in another 
frame (which may also be a string)

BRKEWN-2926 33



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Language of Network Exchanges

• Let’s convert the Wireshark captures to csv files, now each frame is a sentence, 
where each word is a field. 

BRKEWN-2926 34
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Language of Network Exchanges

• The structure of the language we build has word roots, and conjugation 

BRKEWN-2926 35
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Language of Network Exchanges

• “ChatNetPT” tokenizes roots and terminations, and finds relationships

• For example:

• We insert a frame (a series of fields)

• This is a “sentence” that one side (e.g. a client) says

• We ask ChatNetPT what is the most likely next frame

• This is “the answer that the other side should say”

• We can also train ChatNetPT to classify (recognize) frame types (trivial)

BRKEWN-2926 36
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Predicting the Next Frame

BRKEWN-2926 38
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Using Client 
Knowledge for 
better Design  



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

If AP Signal is Strong, Client Uses High Data Rate

• Client power can be low, noise at the AP high, HW specs may be different…

This is the AP ‘signal’ (at phone level) This is the phone ‘signal’ (at AP level)

BRKEWN-2926 41



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Modulation, SNR and Data Rates

SNR=6SNR=104-QAM

BRKEWN-2926 42
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Can Power Really Damage Cell Conditions?

▪ Bad design example: Client @ 12 dBm, AP @20 dBm

Based on Rx AP signal, client thinks 54 Mbps rate is okay… 
But client message is too weak, and AP does not ACK until rate falls to 12 mbps

Each message takes 8 times more to be transmitted
(including EIFS and retries)

BRKEWN-2926 43
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So... You need your cell 
edge where signal is still 
strong, and MCS high 

There can be a 20 dB difference 
between these photos

BRKEWN-2926 44
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It is not Because You Decide that The Cell Should 
Stop There, That It Will

Clients will stay connected until they decide to roam…

45BRKEWN-2926
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Client Cell Edge Logic

AP1

BRKEWN-2926 46

mmm… AP1 signal is falling 
below x dBm, I should start 
looking for a next AP

(scans in the background)

I need an AP at least “y” dB better 
than my current AP, otherwise it is 
not worth jumping off

Some clients add conditions:
• Active traffic? -> less picky* than if idle
• Fast MCS drop? -> less picky*
• Lots of retries -> less picky*

*accepts next AP ‘less than y better’ 
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Each Client Has Its AP Selection Logic

AP

iPhone, iPad: -70 dBm -> start scanning
(device Tx/Rx data): jump if other cell is 8 dB better
(device idle): jump if other cell 12 dB better

Apple IOS, iPadOS Roaming Logic (https://support.apple.com/en-us/HT203068)
Mac OS Roaming Logic (https://support.apple.com/en-us/HT206207) 
Samsung roaming logic (https://docs.samsungknox.com/admin/knox-platform-for-enterprise/kbas/kba-115013403768.htm) 

MacOS: -75 dBm -> starts scanning
Jump if other cell is 12 dB better

Samsung: -75 dBm (or {-65,75 dBm} AND CU.70%) -> starts scanning
Jump if other cell is 10 dB better

Intel: depends on the OEM (antenna type), often {-65, -75 dBm}
Depends on Roaming aggressiveness, often {5, 20 dB} 

BRKEWN-2926 47

https://support.apple.com/en-us/HT203068
https://support.apple.com/en-us/HT206207
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• If the average client starts to 
look for a new AP at -70dBm, 
it better find one at -62dBm

Cell Edge is Defined from the Client Perspective

48BRKEWN-2926

-66dBm midpoint

-70dBm-62
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• If the average client starts to 
look for a new AP at -70dBm, 
it better find one at -62dBm

• Beware of 5GHz to 2.4GHz roams

• At similar power, a 2.4GHz signal will 
be heard at 7dBm better than 5GHz

• Reduce 2.4GHz transmit power to 
maintain similar coverage

Cell Edge is Defined from the Client Perspective

49BRKEWN-2926

-63dBm
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• The 6dB Rule

• Half the distance = +6dB

• Twice the distance = -6dB

Designing for Cell Overlap

50BRKEWN-2926

Distance d
-66dBm

Distance 2d
-72dBm

Distance d/2
-60dBm
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• What It Does

• Dynamically balances the RF 
environment and mitigates 
changes

• Monitor and maintain coverage 
for all clients

• Provides optimal throughput
under changing conditions

Radio Resource Management

• What It Doesn’t Do

• Substitute for a site survey

• Correct a poor RF design

• Manufacture spectrum or
otherwise counteract the laws
of physics…

Dynamic Channel Allocation · Dynamic Bandwidth Selection · Transmit Power Control · Coverage Hole Detection

BRKEWN-2926 51
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-66 dBm, but What is the AP Power?

• In short: right AP max power value is at your worst client max power

• Laptops: 20-23dBm

• Modern Phones and Tablets: 17dBm

• Older and Cheaper Phones: 11-14dBm

• Experience shows you can allow a 3 dB margin

• For 5 GHz, assume worst clients are at 14 dBm, 
set your AP power to 17 dBm

BRKEWN-2926 52
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1

3

2A B

C

A B

C
2

1

3

Use the Reports to Strategically Position Your 
Transition APs

BRKEWN-2926 53
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Avoid Ping Pong Zones

Ping-pong effect occurs when a wireless client is 
at the edge of two cells and hops between them. 

Client stays here

BRKEWN-2926 54
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Avoiding Ping Pong Zones

55BRKEWN-2926



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Tell your Clients About the Next (Best) Cell

• 802.11k and 802.11v BSS Transition Management 

What 
could  

my next 
AP be?

Here are the
best 6 for you

Need to roam, 
what AP do you 
recommend?

Try this one

802.11k neighbor list
802.11v Solicited request

BRKEWN-2926 56
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Enabling Support

57BRKEWN-2926

• Enable individually 
802.11k,v

• There is no downsides to
802.11k/v

• Enable Device Analytics to 
get information from client

• Share data with client to 
help upstream reports

Enables Intel Analytics

Enables Samsung Analytics

Shares with Samsung client(onboard ML optimizer)

Enables 11k reports (Samsung, Intel)
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Roaming Faster Also Implies Good QoS

BRKEWN-2926

Background Best Effort Video Voice

1, 2 0, 3 4, 5 6, 7

Application Data

When wireless frames are transmitted, a 3-bit QoS value known as 
the User Priority (UP) is written into the 802.11 L2 frame

UP Values:
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Results of the EDCA Timers

59BRKEWN-2926

• By combining these timers, the theoretical probability of higher priority frames 
getting serviced first is greatly improved (but is not guaranteed in every case)

• Simply having a queue doesn’t give you QoS – how you manage the queue is 
what matters.
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Infrastructure QoS and Client QoS

We do a lot here
“Not much we 
can do” here

BRKEWN-2926 60

Wired 

Network802.1Q Trunk802.1Q Trunk
CAPWAP
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L3 and L2 QoS

IEEE 802.11 Model

Voice
Access

Category

Best Effort
Access
Category

Video
Access

Category

Background
Access

Category

UP 7

UP 5

UP 3

UP 2

UP 6

UP 4

UP 0

UP 1

OAM

Signaling

Realtime Interactive

Transactional Data

Multimedia Conferencing

Bulk Data

AF2

CS3

CS4

AF4

CS2

AF1

Scavenger CS1

Best Effort DF

Multimedia Streaming AF3

Broadcast Video

Voice + DSCP-Admit

RFC 4594-Based Model

CS5

EF + 44

Internetwork Control CS6

DSCP

Network Control (CS7)
Remark / 

Drop 
if not in 

use

✓ Apple
✓ Samsung/Google
✓ Microsoft

RFC 8325

BRKEWN-2926 61
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QoS Partnerships

Endpoint/Client Voice (EF) Video (AF41/42) Control (CS3)

WMM Convention 6 4, 5 4

Audio (iOS) 6 5 5

Audio (Samsung) 6 5 5

Audio (OSX) 6 5 5

Audio (Windows 10) 6 5 5

BRKEWN-2926 62

Endpoint/Client Voice (EF) Video (AF41/42) Control (CS3)

WMM Convention 6 4, 5 4

Audio (iOS) 5 5 0

Audio (Samsung) 5 5 0

Audio (OSX) 5 5 0

Audio (Windows 10) 5 4 3

2015

Today

• Windows: 
use Group Policies

• Samsung: 
natively 
implements 
RC 8325

• Other Android: 
test, they might 
support QoS

• iOS: use Fastlane
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FastLane: Apple and Cisco

QoS Profile is 

not considered

Applications 

can only mark 

UP, not DSCP*

QoS Profile or 
no QoS Profile

If a Profile was 

received, all apps in 

whitelist can mark 

QoS upstream

QoS 
Profile

Cisco-APNon-Cisco-AP

Supports Fastlane

* DSCP can be marked with IP_TOS/IPv6_TCLASS when SO_NET_SERVICE_TYPE is best effortBRKEWN-2926 63
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FastLane enables network administrator to 
prioritize applications per your environment

Supports 
Fast lane

Admin can provision Apple IOS device with a QoS profile*
Applications in whitelist get QoS marking**
Other applications get BE/BK

Supports 
Fast lane

My profile for 
this environment:
Minecraft = Real-time-
interactive
Viber = BE

My profile for 
this environment:
Minecraft = BE
Viber = Voice

Cisco-AP

Supports FastLaneSupports FastLane

Cisco-AP
*Without a profile, all applications are whitelisted by default in a Fast Lane cell

**Fast Lane does NOT override apps QoS, it either allow the app QoS or apply BE BRKEWN-2926 64BRKEWN-2926
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Fastlane – Who Does What 

• Marks app flows 
appropriately 

Application
Developer

• Accepts most Cisco 
configuration defaults 

• Enables Fastlane on 
target SSIDs

Network 
Administrator

• (Optional) Receives the 
QoS profile

End User

Cisco WLAN Network and Apple equipment recognize each other; 
QOS marking is trusted end-to-end 

• (Optional) Creates and 
deploy an iOS QoS 
profile to whitelist only 
mission-critical 
applications

Mobile Device 
Manager

BRKEWN-2926 65
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Configure AVC to Ensure Marking Consistency

66BRKEWN-2926

AVC provides traffic visibility… and ensures 
that marking stays consistent in both 
directions
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• FastLane is great… but we want to 
get rid of the profile need

• For 802.11ax, we developed 
FastLanePlus

• The (11ax iOS 14 and up) client tells us in 
advance what traffic is going to come up

• Uses an Advanced Service Request (ASR) 
frame

• We pre-book resources, and 
allocate them as traffic flows

Reducing Roaming Latency Further: FastlanePlus

D99%-11ac

D99%-11ax

D90%-11ac

D90%-11ax

users: N=20    N=40           N=80

Latency

BRKEWN-2926 67
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FastLanePlus (ASR) Effect on Latency

68BRKEWN-2926
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• One checkbox…

• What about non-Apple clients?

• We inserted FastLanePlus into 
802.11be 
-> aka Wi-Fi 7

• We also inserted client QoS policy 
(Fastlane) into Wi-Fi Alliance Optimized 
Connectivity Program

• Clients get the QoS profile at association 
time

• Coming to your other clients soon

FastLane+ Configuration

69BRKEWN-2926
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Effect on Your Network Design

70

• Enable QoS (your clients use it!)

• Trust DSCP (CoS, 802.1p are things of the past)

• Enable FastLane Plus

• Use AVC if needed

• Only enable ACM if your real-time audio is predominantly on iOS 
and/or Cisco phones

BRKEWN-2926
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No Fast Lane

QoS Prioritization is Critical in Congested Scenarios

• In a congested environment, one voice packet is sent every 20 ms

• We measure the actual interval between voice packets in the upstream direction

Capture time (seconds)

Packet average interval is 40 ms (not so good)

Many glitches, of up to 0.6 second 

(poor audio experience)

Interval (seconds)

Fast Lane

Interval (seconds)
Packet average interval is 20 ms (good)

Very few glitches, of up to 0.1 second

(fair audio experience)

BRKEWN-2926 71
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Roaming Performance : 
10x Better end-user Browsing and App Experience

72BRKEWN-2926

QoS, 802.11r/k/vNo QoS, No 802.11r/k/v

Time (s)*

*Time Interval between last packet on previous AP, and first packet on next AP
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An Example – Cisco Bedfont Lakes
Support requests – Wi-Fi issues during Video VoFi call

73BRKEWN-2926

Incident level (Before upgrade)
Count over 1 week

Level 0 (productivity Crusher)
- Call disconnected -

13

Level 1 (Productivity Inhibitor)
- Audio & video gaps -

36

Level 2 (Minor Annoyance)
- Audi glitch or light pixelization-

131

Total 180

Roaming points

1. Determine coverage gaps

2. If coverage is satisfactory, look at SW config
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An Example – Cisco Bedfont Lakes
Support requests – Wi-Fi issues during Video VoFi call

74BRKEWN-2926

Incident level (Before upgrade)
Count over 1 

week

(After upgrade)
Count over 1 

week

Change (%)

Level 0 (productivity Crusher)
- Call disconnected -

13 0 - 100%

Level 1 (Productivity Inhibitor)
- Audio & video gaps -

36 8 - 78%

Level 2 (Minor Annoyance)
- Audi glitch or light 
pixelization-

131 96 - 27%

Total 180 104 -42 %
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An Example – Cisco Bedfont Lakes
Support requests – Wi-Fi issues during Video VoFi call

75BRKEWN-2926

https://www.cisco.com/c/dam/en/us/products/collateral/wireless/cisco-on-cisco-so-r4.pdf



Takeaways
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Conclusion 

• Leverage the knowledge of your Wi-Fi clients in Cisco networks 

• Who is the client, how the client sees the world, why did the client leave

• Use the pre-built tools in WLC/Catalyst Center/Meraki Dashboard, or 
build your own scrips if you have custom needs – we give you the raw 
data to empower you further

• Set your AP power to match your client power

• Remember, -70 dBm roaming edge is common, 14 dBm is common

• Think “roaming path”, position your APs so that view from the ceiling = 
view from the ground

• Enable 11k/r/v, QoS, 5 GHz-only SSIDs if you can

77BRKEWN-2926
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Meet The Engineer

• If you have specific questions, ChatGPT suggest an MTE:
“ChatGPT, write an ode to getting an MTE with Jerome”

78BRKEWN-2926

With keen proficiency, he seeks channels free,
From interference, ensuring seamless glee.
In milliseconds, success is defined,
Jerome's guidance, a network's lifeline.

Raise your voice, celebrate this wondrous seer,
Meet the Engineer, Jerome, connectivity's pioneer.
With his expertise, fear not a flawed connection,
WiFi optimized with Jerome's perfection.

Meet the Engineer with wisdom, Jerome by name,
Optimizing WiFi networks, his claim to fame.
For real-time apps demanding high connectivity,
He fine-tunes signals with profound efficacy.

In crowded halls and bustling spaces,
Jerome's expertise embraces,
Video streams and urgent commands,
He eradicates WiFi's limiting strands.
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Complete Your Session Evaluations

79

Complete a minimum of 4 session surveys and the Overall Event Survey to be 
entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.  

Earn 100 points per survey completed and compete on the Cisco Live 
Challenge leaderboard. 

Level up and earn exclusive prizes!

Complete your surveys in the Cisco Live mobile app.

BRKEWN-2926
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

80BRKEWN-2926

http://www.ciscolive.com/on-demand


Thank you

#CiscoLive


