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- Wireless Security Fundamentals
- WPA3
- Authentication and Authorisation

- Implications of 6GHz \ E\)\,g/

- Wireless Intrusion Detection and Prevention
- Rogue Detection and Containment

- Advanced WIPS
« Air Marshal
- Network as a Sensor and Enforcer
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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

. Find this session in the Cisco Live Mobile App
‘ Click “Join the Discussion”

. Install the Webex App or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until June 7, 2024.

cisco L{V&/

https://ciscolive.ciscoevents.com/
ciscolivebot/

8199

< Catalyst 9000 Series Switching Family =...

technelogies, and features in the Catalyst
9000 Switches.

Kenny Lei
Cisco Systems, Inc. | Technical Market

Categories
Technical Level
Intermediate (596)
Tracks
Networking (220)
Session Type
Breakout (453)
SHOW 2 MORE ¥

Webex

w Join the Discussion

Notes
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Wireless Security
Fundamentals

cisco Li/&/



Wireless Attack Surface

- Wireless networks propagate beyond the physical constraints of the

wired network

- Attacks may originate from anywhere within the wireless coverage

- Passive scanning attacks
- Layer 2 active spoofing attacks
- Layer 1 active jamming or DoS attacks

- Rogue APs
- Honeypot and Evil Twin APs
- Unsecured backdoor access

cisco M./ HCiscolLive  BRKEWN-3004
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Securing the Wireless Network

[ Secure the L Secure the Secure the
6 Air 2] Devices Network

cisco L‘V& . #CiscoLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



. WHFi )
Wireless Protected Access

- A snapshot of the 802.11i Wireless Security Standard
- Commonly used with TKIP encryption

- Final version of 802.11i Wireless Security Standard
- Commonly used with AES encryption

- Personal (PSK - Pre-Shared Key)
- Enterprise (802.1X/EAP)

- Wi-Fi Alliance security update
- Includes new capabilities and new certification requirements

Cisco L‘V&~ #HCiscolLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



WPA3 <&

\
\
\
\
\ \/

WPA3-Personal WPA3-Enterprise Enhanced Open

Replace WPA2-PSK with
WPA3-SAE

Resistant to offline
dictionary attacks

WPA3-Personal Transition
Mode

802.11w Protected Management Frames Mandatory

WPA3 OWE/SAE/FT-SAE/802.1X-SHA256/FT-802.1X-SHA256 + AES-CCMP128
WPA3 SAE-EXT/FT-SAE-EXT + AES-CCMP128/GCMP256(Wi-Fi 7 Compliant)*
WPAZ3 Transition Mode

AP Beacon Protection*

*Planned (I0S-XE 17.15.1, Meraki R31-1)
cisco M/ )

HCiscolLive  BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Wireless LAN Types @

| webAuth B I @a Passwords

3

RER801-02-03 MAC-ID |D'j|

N
— LIRS

R & % Certificates
802.1X =

cisco L‘V&~/ HCiscolLive  BRKEWN-3004
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WPA3

CERTIFIED

. Mandatory for Wi-Fi 6 Certification . Protected Management Frames

. Remove insecure legacy protocols

- WEP
- TKIP
- SHA

- Negative Testing
- KRACK

cisco L{V&/

(802.11w)

. Simultaneous Authentication of
Equals (SAE)

- Wi-Fi Certified Enhanced Open

- Opportunistic Wireless Encryption
(OWE)

HCiscolLive  BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



802.11 Fundamentals

Authentication
h I Wireless LAN Controller
Supplicant Authenticator

cisco M- #HCiscolLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



802.11 Fundamentals

Authentication
). §
Q000000000000
=

Supplicant
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802.11 Fundamentals

Authentication
n l Wireless LAN Controller |dentity Services Engine
= .
Supplicant Authenticator Authentication Server

cisco L‘V& . #CiscoLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



802.11 Fundamentals

- Authentication

Wireless LAN Controller |dentity Services Engine

Authenticator Authentication Server Credential Server

cisco L‘V& . #CiscoLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



802.11 Fundamentals

Authentication

Wireless LAN Controller Identity Services Engine

Authenticator Authentication Server Credential Server

Cisco L‘V&~ #HCiscolLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



802.11 Fundamentals T
Authentication \ /

Wireless LAN Controller |dentity Services Engine
5 M o 1168

) - ¥ I
=

Supplicant Authenticator
< Association Response
< |dentity Request
Identity Response 3 |ldentity Response ———>
< EAP Type Negotiation >
<—— Authentication Sequence Between Supplicant and Authentication Server ——>
< EAP Success < EAP Success

cisco L‘V& . #CiscoLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



302.1X

Credentials Endpoint AP/WLC Cisco ISE

(Certificate / Password) (Supplicant) (Authenticator) (Authentication Server)

&, (=)=
802.1X

RADIUS SERVICE-TYPE: FRAMED
EAP: EAP-RESPONSE-IDENTITY

EAP: Extensible Authentication Protocol

Supplicant: Software running on the client that provides credentials to the
authenticator (Network Device).

cisco Lt/&,/ #CiscoLive

Active Directory
(Identity Store)

BEAP EER
RADIUS
RADIUS: ACCESS-REQUEST

v Attribute Value Pairs
» AVP:
» AVP:
» AVP:
» AVP:
» AVP:
> AVP:
» AVP:
» AVP:
» AVP:
» AVP:
> AVP:
> AVP:
» AVP:
» AVP:
» AVP:
» AVP:
» AVP:
» AVP:
» AVP:
» AVP:

t=User-Name(1) 1=7 val=hosuk

t=Service-Type(6) 1=6 val=Framed(2)

t=Vendor-Specific(26) 1=27 vnd=ciscoSystems(9)
t=Framed-MTU(12) 1=6 val=1485

t=EAP-Message(79) 1=12 Last Segment[1]
t=Message-Authenticator(80) 1=18 val=10c87be3950flcec@7ae61f4dfad789a
t=EAP-Key-Name(102) 1=2 val=

t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
t=Vendor-Specific(26) 1=20 vnd=ciscoSystems(9)
t=Vendor-Specific(26) 1=32 vnd=ciscoSystems(9)
t=Vendor-Specific(26) 1=18 vnd=ciscoSystems(9)
t=NAS-IP-Address(4) 1=6 val=192.168.201.61

t=NAS-Port-Id(87) 1=17 val=capwap_90000004

t=NAS-Port-Type(61) 1=6 val=Wireless-802.11(19)

t=NAS-Port(5) =6 val=8013

t=Called-Station-Id(30) 1=31 val=38:0e:4d:4a:3b:20:C9800-DOT1X
t=Calling-Station-Id(31) 1=19 val=08:e6:89:2d:26:4d
t=Vendor-Specific(26) 1=12 vnd=Airespace, Inc(14179)
t=Vendor-Specific(26) 1=35 vnd=ciscoSystems(9)
t=NAS-Identifier(32) 1=10 val=C9800-CL




EAP-PEAP-MSCHAPV?2 and EAP-TLS @

- Both: Use of server certificate
EAP-TLS: Mutual certificate authentication
EAP-PEAP: Use of tunnel to encrypt transport

EAP-PEAP-MSCHAPv2 EAP-TLS

Server |dentity Validation (" Server Identity Validation
» Signed by trusted CA » Signed by trusted CA
» Belongs to allowed » Belongs to allowed
server \__server
Trusted Trusted
[ [
root CA m root CA XZ

Trusted
root CA

Client Identity Validation Client Identity Validation

« Valid credential )
) " » Signed by trusted CA
cisco L‘V& ./ * _Additional checks #CiscoLive BRKEWN-3004 + Additional checks . Cisco Public 19




802.11 Fundamentals

Encryption

). Y
=

4

Wireless LAN Controller

Authenticator

<

Supplicant

PMK | <€ EAP Success
< ANonce

PTK SNonce, MIC

<— ANonce, MIC, GTK, Sequence #

cisco Li/&/

> | PTK, GTK

ACK

HCiscolLive  BRKEWN-3004

|dentity Services Engine

Authentication Server

EAP Success (PMK) — ‘ PMK

| Four-Way
Handshake

PTK = SHA(PMK + ANonce + SNonce + AP MAC + STA MAC)

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Authentication and Authorisation

Device Posture

Device Type
User Credentials Location
MAC Address Day and Time

Identity Elements Access Type
Policy Elements

VLAN/VN
SGT / Group Policy

QoS / BDRL

URL Redirect / Filter

Bonjour Service Policy

Application Control

cisco L‘V& . HCiscolLive  BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Authorisation

Network Segmentation

2 SSIDs
- VLAN based on SSID

- VLAN segregation based on security policy |

- VLAN based on authentication credentials
- VLAN segregation based on role

- Security based on TrustSec Scalable Group Tags instead of source and destination addresses
- ACLs applied at the packet level with enforcement across the network (or network fabric)

#HCiscolLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Authorization Options &

Named ACL VLANS SGTs or UDN/WPN ID

User Defined Network
or Scalable Group Tags

Named ACL Dynamic VLAN Assignments

o[l
)

Remediation

Contractor
VLAN 20

_ Err:/ELc’\)lyl((a)es Scalable Group Tags for group based
H'te'althy errrl?iltc?nfqgs?gr]eaw“?’ntt' n> policies and SDA
prmp A Ay " d?eny ip any ae;,yla ° Per user/ Per group / Per MAC UDN/WPN ID Access Control for

personal networks

cisco W/

HCiscolLive  BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Dynamic VLAN

vlan 10
name employee
vlan 20

name contractor

RADIUS: Access-Accept
Username = Peter
Tunnel-Private-Group-ID = 10
Tunnel-Type = VLAN
Tunnel-Medium-Type = 802

cisco Li/&/

vlan 10

name employee
vlan 20

name contractor

RADIUS: Access-Accept
Username = Peter
AireSpace-Interface-Name
= employee

HCiscolLive  BRKEWN-3004

2%

Group policy
Employee
Contractor

RADIUS: Access-Accept
Username = Peter
ACL Name = Employee

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Dynamic VLAN Assignment via RADIUS @

- Dynamic VLAN assignment via RADIUS Standard 64/65/81 &
Airespace-interface-name VSA

RADI}JSI attribute . (i} Filter-Id =
specifying group policy
name

Filter-1d

\ Reply-Message
Single, multiple, or range of IDs allowed per name (comma separated).

Named VLANSs (1) Airespace-ACL-Name
# WLAN name VLAN ID Aruba-User-Role
1 | employee [200,220,300-310 | x

Add a Named VLAN ‘

.

Note: For ISE integration each AP is a NAS client unlike WLC that acts as NAS for all APs

cisco L‘V& ./ HCiscolLive  BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



RADIUS Enforced ACLs

EmployeeACL:
deny ip any XXX
permit ip any any

RADIUS: Access-Accept
Username = Peter
ACL Name = EmployeeACL

cisco Li/&/

Authorization Profile:
CiscoVSA: deny ip any XXX
CiscoVSA: ip permit any any

RADIUS: Access-Accept
Username = Peter

ACE = #1 deny ip any XXX
ACE = #2 permit ip any any

HCiscolLive  BRKEWN-3004

2%

Group policy
Employee
Contractor

RADIUS: Access-Accept
Username = Peter
ACL Name = Employee

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Authorization Options

URL-Redirect URL-Filter Bandwidth Calendar Profile

Provide conditional web Controls which FQDNs Control maximum Controls active hours

redirect when traffic is the endpoint can reach bandwidth and burst for eﬂdpoiﬂt access.
blocked or not rate per endpoint/user

QoS AVC Profile mMDNS Profile Open DNS
QoS Profile is Application Visibility Assigns mDNS profile A?cs);gillgstc?ia?grge,\l?
assigned per Profile is assigned per to broker mDNS P P

endpoint endpoint advertisement DNS packets for
custom response

Timer

Control session, idle-
timeout, active hours

Service Template
& Roles
Assigns multiple access

characteristics: VLAN,
ACL, QoS, Timer, etc.

cisco L‘V& . #CiscoLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Security with Network Access Control @

Secure Enterprise Access
Trusted users and their devices access resources
across network

g

loT
Devices

BYOD & Guest Wi-Fi

Manage policies on personal devices and secure
Guest Wi-Fi with walled garden BJ
Internet loT

SERY[ES Devices

Profiling & Posturing
Classification of unknown endpoints and posture

check for compliance IT loT

Admins Server

TrustSec
Granular policies using SGTs for micro
segmentation

ISE

cisco L‘V& . #CiscoLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Machine Authentication
EAP Chaining with TEAP

— EAP-TEAP > —— AuthC hostname — mill
L | ]
/<€ EAP Success — <€<— AuthC success

=

Active Directory

ISE

cisco M- #HCiscolLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Machine Authentication
EAP Chaining with TEAP

Time Status Details Identity Endpoint ID Authentication Protocol

Auth Passed Vv X 00:50:56:91:41:6A
Jan 24, 2023 02:08:38.5... o) tuiuser3@trappedunderise.com,host/WIN10-VM3... 00:50:56:91:41:6A
Jan 24, 2023 02:08:13.9... o) host/WIN10-VM3.trappedunderise.com 00:50:56:91:41:6A

| \— EAP-TEAP > —— AuthC username —»
J(_ EAP Success — <€— AuthC success —— Active Directory
L] —
ISE

EAP-Chaining Result:
User and Machine both succeeded

EndPointMACAddress 00-50-56-91-41-6A

EapChainingResult User and machine both succeeded

cisco L‘V& . #CiscoLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



On-Prem and Cloud |dentity

)

On-Prem Identity Cloud Identity
L 2 & ¢
802.1x, Network Access VPN, Application Access v salesforce
PEAP-MSCHAPV2, SAMLV2, OpenlID Connect
EAP-FAST, EAP-TLS
PAP, MAC Auth Bypass I
SA Mw .ML.L”@ OpgniD

cisco L‘V& ./ HCiscolLive  BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Cloud Identity with EAP-TLS

Authentication - Certificate check
(validity, known CA, etc)
Subject Common Name: A=

john.smith@ciscolive.com :@
=Y Authorization Attributes
3000000000 — EAP-TLS —> — Aufgnzaton Tuibutes y, ) EntralD
(— EAP Success — <€— Group Membership

] 4
ISE <€— Compliance Status Intune

https://community.cisco.com/t5/security-knowledge-base/cisco-ise-with-microsoft-active-directory-entra-id-and-intune/ta-p/4763635#toc-hld-76840754

cisco L‘V& . #CiscoLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32
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ISE Personas

Distributed ISE

Policy Administration Node (PAN) %
4—

Standalone ISE Node + Single plane of glass for ISE admin

+ Replication hub for all config changes

@ Monitoring & Troubleshooting Node (MnT) @ -

* Reporting and logging node
» Syslog collector from ISE Nodes

"o\ POlicy Services Node (PSN) A -
c=mm | ° Makes policy decisions (=)
* RADIUS /| TACACS+ Servers

pxGrid Controller (PXG) A
* Facilitates sharing of context #)

- Standalone provides no redundancy

Use for demo, testing, lab

— Network

cisco L‘V& . #CiscoLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



ISE Architecture

ISE PSN IP address = AAA RADIUS server

A

Active Directory

RADIUS, TACACS+,

Profiling, etc.,

Config Sync

Admin

Configure

@ PSN
‘ — |
Authorization Policy
If| Employee | then| vLAN-100 |
== o If| Contractor | then| sGT-20 |
If( Things | then| AcL-300 |
cisco L‘V&/ HCiscolive

Logs

BRKEWN-3004

Partner Eco System
SIEM, MDM, NBA, IPS, IPAM, etc.

O

g .
o X R
t

Context
pxGrid

Context A

i’ PXG @

Exchange Topics

Context SGT Name: Employee = SGT-10
SGT Name: Contractor = SGT-20

Bob with Win10 on CorpSSID

https://cs.co/ise-

scale

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://cs.co/ise-scale

Secure Fast Roaming Challenges

n . Wireless LAN Controller |dentity Services Engine

. Client channel scanning and . Re-authentication of client
AP selection device and re-keying

cisco M- #HCiscolLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Secure Fast Roaming @
802.11k/v/r and Wi-Fi Agile Multiband

-

Wireless LAN Controller |dentity Services Engine

. Client channel scanning and . Re-authentication of client
AP selection device and re-keying
. 802.11k Neighbor Lists based . 802.11r Fast BSS Transition
on CCX (Cisco Compatible based on CCKM (Cisco
Extensions) Centralised Key Management)

- 802.11v BSS Transition

cisco L‘V& . HCiscolLive  BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



802.11r Fast Transition T
\_~"

MOBILITY DOMAIN - M1 MOBILITY DOMAIN - M1

Controller - 1 Controller - 2 Controller- 1 Controller - 2
H’ —— Mobility update for C1 —» ’ —— Mobility update for C1 —>» ’
R

' 1 ] '
AP1 (] AP2
802.11 auth request

Associated ™ G
‘\“ I
S J 802.11 auth response
==
Associated  cyient G Client C1
—— Roaming direction —» —— Roaming direction —
----- Client's logical FT communication « = = =~ Actual communication path
------- Actual communication path

Over the DS Over the Air

Cisco L‘V&~ #HCiscolLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



802.11r Fast Transition ke
Add WLAN /‘

General Security Advanced

. Qver the Air is recommended e s

for beSt Cllent |nteroperab|||ty WPA + WPA2 O WPA2 + WPA3 WPA3 Static WEP None

MAC Filtering

Lobby Admin Access

WPA Parameters Fast Transition
g— S—
WPA WPA2 Y Status | Enabled v \]
Policy Policy
GTK WPA3 - Over the DS
Randomize Policy
Transition Reassociation Timeout ‘ 20
Disable

WPA2/WPA3 Encryption Auth Key Mgmt

v
AES(CCMP128) CCMP256 802 1x Pk
GCMP128 GCMP256 KM SAF
OWE FT +802.1x [~
Protected Management Frame
802.1x-
SHA256

PMF Required v
MPSK Confiauration

 —" Apply to Device

cisco L‘V& . #CiscoLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Secure Fast Roaming
802.11k/v/r and Wi-Fi Agile Multiband

! D WPA encryption @

80211r ©®

Wi G)

CERTIFIED

WPA3 only ~

© Enabled
f\(ivl[]’l\.h‘

Disabled

cisco L‘V&./ HCiscolLive  BRKEWN-3004
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Seamless Roaming at Scale

For L2 seamless roaming Large broadcast domains do not
everywhere need to span the same scale and is counter to networking
VLAN across all roaming domain best practice

L3 switch

L2 switch L2 switch
.’ Subnet x ! !
. 1
. 1
i .
. 1
\ L. - s 222\ TEW _ == £ e -, VT I R _ Ew _e. /'
Seamless roaming Session Seamless roaming Session
within the same subnet disconnection within the same subnet disconnection

= SO o0 =L

Client re-DHCP Client re-DHCP

cisco L‘V& . #CiscoLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Seamless Roaming at Scale

For L3 seamless roaming an
extended VLAN network overlay is
required

A data termination point is required
to roam across L3 boundaries

L3 switch

ient VLAN L2 Network Ov

L2 switch L2 switch

1 SRR € PR > R \‘I
| Subnet x . .

1
. . .

1
L. - .= 1= T T L e e TP o /'

Seamless roaming Seamless roaming Seamless roaming Seamless roaming
within the same subnet within the same subnet within the same subnet  within the same subnet

= 0 =0 0— L

Cisco L‘V&~ #HCiscolLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Seamless Roaming at Scale

Edae Wirel Servi Can be deployed as centralised
ge Wireless Service (CAPWAP / EoGRE) or distributed
Data Plane (DP) Termination (fabric) architectures

. I

,’ Subnet x ! ,' Subnet Y ! . SubnetZz !

I I . 1
, | | , J i
, | | , J 1
\ _____________________________ \ _____________________________ \ oL . S ... /.

Seamless roaming Seamless roaming Seamless roaming Seamless roaming
W|th|n the same subnet within the same subnet within the same subnet  within the same subnet

D 802.11k/v/r D 802.11k/v/r D 802.11k/v/r D 802.11k/v/r D
cisco L‘V&~/ #Ciscolive
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SD-Access at Scale with Fabric «v

Consistent Segmentation and Network Automation

( '

i SDA FABRIC i

Use cases - i

: VN: USERS VN: THINGS :

1 1

Network segmentation with : :
‘Virtual Networks’ : ? ? Ezﬂ Ezﬂ :

! ? OJ EDSD i

Group segmentation with ( U i
‘Scalable Groups’ : @ Contractors @ Cameras ® Printe ;

| 1

Fabric-Native Wireless : :

: Contracts Contracts :

k (SGACLs) (SGACLs) 4

A
v
>
Cisco C‘ ‘) Cisco
DNA ISE
<

/ Center
Cisco L‘V&~ #HCiscolLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43




Adaptive Policy & Secure Analytics « <*

Informed Policy Creation and Validation

/ 1002 T8 \
inas,_Syct

< | Davelopment_Servers

rartings,_Sycta
*\ 282 MB J

Traffic Violume:
Starts...
End:...
TrustSec Report for 09/30/2020, 10:00AM - 10/01/2020, 10:00AM
Global flow visibility and
© Monitor Mode A ICMP (11KB)

TCP (2.5GB)

COntext v UDP (0.6MB)

SERVER >
CLIENT ~ 22/SSH (320MB)

Development_Servers BO/HTTP (100MB)
4L 443/HTTPS (2GB)
Employee_System 454180 {52MB)

Development_Servers

G rou p based pOIicy a nd Quarantines_Systems

View Flows
A View Offending Traffic Flows

Point_Of_Sale_Systems

° |
traffic flow tracking e S ---

ISE Policy
Employee_System Enabled +
o Name: DevProdCommunication
Quarantines_Systems IP Version: IP Agnostic
ACEs: Deny IP

permit tcp eq 80
permit tcp eq 22

cisco L‘V& . #CiscoLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public a4



Key Reinstallation Attack

e

. 10 Vulnerabilities were discovered

. May allow the reinstallation of keys already
in use

- Only 1 impacts Access Points
. Specific to 802.11r (Fast BSS Transition)
. CVE-2017-13082

cisco M‘/ #CiscoLive

v

. This was an industry wide issue

- Not specific to any one vendor

- WPAZ3 certification includes KRACK

exploit testing

. The attacker positions a rogue AP

clone to perform a MitM attack

- This flaw causes all WPA2 encryption
protocols to reuse the keystream when
encrypting packets

- Rogue AP detection and WIDS/WIPS

can detect potential attack vectors

BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45


https://papers.mathyvanhoef.com/ccs2017.pdf

Kr@®@k Vulnerability Pres
~

. On February 26th, 2020,
researchers Stefan Svorencik and
Robert Lipovsky disclosed a
vulnerability in the packet
processing of certain Wi-Fi

chipsets

. This vulnerability could allow an
unauthenticated, adjacent attacker
to decrypt Wi-Fi frames without
the knowledge of the PTK

cisco L{V&/

HCiscolLive  BRKEWN-3004

. After an affected device handles a

disassociation event, it could send
a limited number of Wi-Fi frames
encrypted with a static, weak PTK

. An attacker could exploit this

vulnerability by triggering a
disassociation and then acquiring
these frames and decrypting them
with the static PTK

- WIDS/WIPS can detect potential

attack vectors

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200226-wi-fi-info-disclosure

3802.11w Protected Management Frames

Enterprise

OOOOOOOOOOOOOOOOOOOOOOOOO ! Network
v(_ 802.11w Protected =——> U , .

L 4

* *
o ‘e ’¢' %

* . ** LS

“
“
» * R
L 4 *
\J * *
. R R
te, - ‘% . — .
ta, | ‘e o* I .
* .
...> ” 0,. o H ‘--
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Central Web Authentication
URL Redirect

n l \ Wireless LAN Controller |dentity Services Engine

Any Packet > | —— RADIUS Access Request —>
<— RADIUS Access Accept ——

Network Access Granted
Redirect ACL

HTTP Packet > Redirect to ISE Web Page —>

< Web Authentication Sequence >

CoA Request <—— RADIUS CoA Request
- Re-authenticate session
RADIUS CoA ACK ——>

- Terminate session
- Terminate session with port bounce

L{V / - Disable host port
Cisco &. #CiscoLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 48




Captive Portal Detection \@/f

- Native operating system
support to detect captive
portals

Windows
J/ « http://www.msftncsi.com/ncsi.txt

- User is aware of captive portal
even when not using browser Google Devices

y/ * http://www.gstatic.com/generate_204

. Simplifies guest access

adoption @ Apple Devices
; . |« http:// tive. le. /hot t-detect.ntml
. Avoids the need to redirect ke Ll

HTTPS traffic

cisco L‘V& . #CiscoLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Central Web Authentication L
> ®
((

) Association N
< > 802.1x / MAC Auth Guest/BYOD/posture/MDM

»

" portal redirection rule

Access-Accept

CENTRAL because the ‘Url—Redireot + Url-Redirect-Acl

redirection URL, the pre- Traffic denied (Aire0S) / permitted (I0S-XE) by the

webauth ACL are centrally Url-Redirect-Acl triggers redirection to the Url-Redirect

configured on ISE and ,

dynamically communicated t0  <- = —m — = -~ —.JACL permits DHCP, DNS, and other resources ____________ ->

o

the W.LC (N'.A‘D ) via RADIUS. HTTP(S) traffic hits the Url-Redirect-Acl and triggers redirection to ISE

CWA is partially L2 (MAC < p

Authentication) and partially Login / AUP Page submission ® s ot

L3 (redirect on IP resolution). === === s e e S e e e e e e e ->
Endpoint’s
session updated

Change of Authorization (CoA)

ISE portal for
guest, BYOD,
posture, MDM,
etc.

*Network Access Device < . . >
} / Final (L2/|_3) policy' MAC (Re—)Authentlcatlon
cisco Lz/&
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Self-Registration of BYOD Devices \X

at]ran]n, e D O
cisco My Devices Porta

Devices can be
Blacklisted By the User.

Select an operation you would like to perform on your device.

Device status:
Device name:
Device ID:
Description:

e Devices Can be Self-Registered, Up
tost Stolen Clsco Ty TevieesToma to an Administrator Defined Limit

Edit Delete
Add Device

To add a new device, enter the device ID, which displays on your device as the MAG

colons such as AA:BB:CC:11:22:33.
Close Device name: *

Device ID: *

consists of 6 alphanumeric number pairs separated by

1

New Devices Can be Added with
a Description

Description:

.
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Client Provisioning \%

Initial Connection WLC ISE CA-Server
Using PEAP

afialn
c15¢0) BYOD Portal

1 (or Dual-SSID)

Install pmmm e e .

it whi ) iosProfile
Please wait while we doj
Cisco Network Setup As Eerad
. .. . 7 will then need to manua! e P
Device Prov|s|on|ng 2y Selup Assistant and foll{ [EAEEM © Verified
instructions to finish regj

W' d device.

1Zzar 1 Signed pos-node02.pod10.cisco.com
Received Sep 28, 2011

Contains 2 Certificates.

1
1
1
1
1
1
| Description ISE Profile desc :
1
1
| 1
[ |
1 SCEP enroliment request |
| |

_______ . ] Change of
e e e e e e e e e e e e e e el AUthorization

Future Connections

Using EAP-TLS

WLC ISE CA-Server
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Android Device Provisioning \X

Initial Connection
Using PEAP

Redirection to Android
Marketplace to Install
Provisioning Utility
Provisioning using
Cisco Wi-Fi Setup
Assistant

CA-Server
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Client Provisioning Policy

Client Provisioning Policy

Define the Client Provisioning Policy to determine what users will
For Agent Configuration: version of agent, agent profile, agent compliance

For Native Supplicant Configuration: wizard profile and/or wizard.

login and Usaesassion.nitiations
ule, and/or agent customization packzge.

a

I Y

User Supplicant

cisco L{V&/

v
Rule Name Identity Groups Operating Systems Other Conditions Results
« [10s | [ any < |oH[ maciosan < |9| AD1:ExternalGroups EQUALS cisl.. <> |te}| wiFi_Profle < |
+ | Android | 1| any <> |aH| Android <> |#| AD1:ExternalGroups EQUALS etsl... <> |thed | wiFi_Profle < |
« [ WinThings | 17| Aany < |eH| windows.. < |3 AD1:ExternalGroups EQUALS ctsl.. <> |the} [ WinSPWizard 1.0.0.14 And WIFi_Profile
+ [ MAC-0SX | 1| any < || Macosx < |#l| AD1:ExternalGroups EQUALS ctsl... < |trer|| MacOsXSPWizard 1.0.0.6 And WiFi_Profile
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MDM Integration

ISE Reglstered

9 9|0

MDM Registered Encryption PIN Locked Jail Broken

H

—

MobileDevice Compliant

MobileDevice _Unregistered

MobileDevice MonCompliant

RegisteredDevices|
MOM:PinLockSta
EQUALS Unbroken

MDM:DiskEncg:EtinnSGtus E{QUALS Dn|
fus EQUALS On MOM:JailBrokenStatus

Registered Devices
IUnRegistered

MOM:DeviceReqgisterstatus EQUALS

MDM:DiskEncryptionStatus EQUALS Off
i MOM:JailBrokenStatus EQLALS

vmware

airwatch”

CISCo Ly !

Employee_MobileDevice

MDM_Registration

MDM_MonComplance

™ Tangoe Mobile\Iron- \/Symantec,.

cisco Meraki

HCiscolLive  BRKEWN-3004
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Central Web Authentication
MAC Authentication Bypass

n l \ Wireless LAN Controller |dentity Services Engine

Any Packet > | —— RADIUS Access Request —>
<— RADIUS Access Accept ——

Network Access Granted
MAB Access Rule
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MAC Authentication Bypass R@/

cisco L{V&/

Any Packet

A What access is provided on the MAB VLAN?

Wireless LAN Controller

> | —— RADIUS Access Request —>

<— RADIUS Access Accept ——

Network Access Granted
MAB Access Rule

HCiscolLive  BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Wi-Fi Certified Easy Connect &
WPA3

Device Provisioning Protocol (DPP)

- 3 Phases

- Bootstrapping
. Obtains the public key of new device
- Authentication and Provisioning

- Public key is used to create a secure tunnel
for credential exchange

- Network Access
- PMK derived
- Four-Way Handshake used as normal

]

[=]

. Supports Protected Management Frames
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Random MAC and Private Addresses

- I0S 14+, Android 10+ and Windows 10+ add support
for random MAC Addresses even when associated

- A random MAC is generated for each SSID

- That MAC may remain constant for
the saved profile

- This will impact services based on MAC address
- MAC authentication bypass N
- Web authentication
- Network troubleshooting
- Location analytics
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Detailed implementation

Randomization enabled by default No Vs Ve
Same random MAC used for
. Yes Yes Yes
subsequent connection
Randomization saved between device
Yes Yes Yes
reboot
Random MAC saved when Wi-Fi profile No Yes Yes
recreated
Randomization per day and/or per Optional
association Optional (Android 11 Developer No
Mode)
Randqmllzatlorj epableg upon upgrade No No Vs
for existing Wi-Fi profile
Can be enabled/disabled globally Yes No No
API to control randomization exists Unknown Yes (Android 11+) Yes
rReasnecilcomlzatlon saved between factory No No Unknown
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Random MAC Implications <

20 QO 0 i

Profiling BYOD Whitelisting MDM Flow Guest
—

Location lookup User Defined Network  Endpoint Analytics Forensics Quarantine
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Detecting Random MAC Addresses &

- 6 octets -

1st octet| 2nd octet] 3rd octet| 4th octet] 5th octet]| 6th octet

or
-——3 octets——p»¢——3 octets—p

; ; 32-28-6D-51-13-AF
. 8M:Tfft) i 56-EF-68-F6-0D-30
|67 {06 |05 [04 [b3]b2[ 01] b0 ] OA-13-A8-8E-B5-EF
s AE-83-37-55-A7-22

0: globally unique (OUI enforced
1: locally administered

Organisationally Unique |Network Interface Controllen

By Inductiveload, modified/corrected by Kju - SVG drawing based on PNG uploaded by User:Vtraveller. This can
be found on Wikipedia here., CC BY-SA 2.5, https://commons.wikimedia.org/w/index.php?curid=1852032
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Addressing Random MAC Issues <

» Wi-Fi configured for EAP-TLS

* Provide Random MAC visibility

* Police Random MAC devices * Shared via NMSP

i

Client ISE

MDM/EMM

Generate GUID

Provide compliance status
Certificate & Wi-Fi profile
Disable MAC Randomisation

Generate GUID (BYOD)
Certificate & Wi-Fi profile

cisco L{V&/

#Ciscolive

—— /;
\\
ol g Cisco Spaces

DNA-C +
Al Endpoint Analytics

Catalyst 9800

+ Shared via telemetry + Provide Random MAC visibility

Share GUID via RADIUS-Accept and pxGrid
Provide Random MAC visibility
Police Random MAC devices

* Provide Random MAC visibility
within Al Endpoint Analytics
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Unigque Device ldentifier

00:1A:00:1A:11:11

cisco L{{/&/

i 00:1a:00:1a:11:11

00:1a:00:1a:22:22

&

- In open seating environments with

docking stations for PCs and Ethernet
dongles for Apple MacBooks, lead to
a different challenge

- The same MAC address will be used by
different users

. ISE can perform authorization for

managed end-points leveraging the
laptop UDID (Unique Device Identifier)
instead of the MAC address.

- Requirements ISE 2.6 and

AnyConnect 4.7
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Globally Unique ldentifier

» Wi-Fi configured for EAP-TLS

MDM/EMM

Generate GUID

Provide compliance status
Certificate & Wi-Fi profile
Disable MAC Randomization

cisco L{V&/

1

Client

» Provide Random MAC visibility
» Police Random MAC devices

‘tﬁ

7N
\_/

ISE

Generate GUID (BYOD)
Certificate & Wi-Fi profile

Catalyst 9800 DNA-C +
Al Endpoint Analytics

Share GUID via RADIUS-Accept and pxGrid
Provide Random MAC visibility
Police Random MAC devices

#Ciscolive

BRKEWN-3004

» Shared via telemetry

« Shared via NMSP

— /2
O

Cisco Spaces

* Provide Random MAC visibility

* Provide Random MAC visibility
within Al Endpoint Analytics
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WPA Personal

Pre-Shared Key

Wireless LAN Controller |dentity Services Engine

- Y .
=
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WPA Personal

Pre-Shared Key

l \ .Offline Attacks
‘ ' o - Dictionary

- Rainbow Table

PMK PMK . Strong Passwords Matter
<— ANonce — a
PTK SNonce —> | PTK, GTK | Four-Way
<«—— GTK —— Handshake
ACK —> B

PTK = SHA(PMK + ANonce + SNonce + AP MAC + STA MAC)
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WPA Personal

Pre-Shared Key

). ¥ . Offline Attacks
! °°€-’° . - Dictionary

- Rainbow Table
PSK PSK . Strong Passwords Matter
<— ANonce —
SNonce—> | PTK, GTK | Four-Way

<« GTK —— Handshake
ACK —>

PTK

PTK = SHA(PSK + ANonce + SNonce + AP MAC + STA MAC)
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Simultaneous Authentication of Equals @
WPA3

- Based on the Dragonfly Key Exchange

- Balanced Password Authenticated Key Exchange
- Security of SAE not tied to the complexity of the shared secret

- SAE exchanges results in a 32-byte PMK

- WPA3-SAE Transition Mode supports both WPA2-PSK and WPA3-SAE
on the same SSID

- Transition Disable will prevent WPA3-Personal clients from downgrading to
WPAZ2-Personal on roams mitigating downgrade attacks
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Dragonblood <

. Backwards Compatibility Attack - Denial of Services Attacks
. Clients can be tricked into .- APs should implement
connecting to a Rogue WPA?2 anti-exhaustion mechanisms
Personal only network . APs should implement detection
. The attacker uses the partial mechanism and blacklist
WPA2 handshake for offline misbehaving clients

attacks

. Certain devices, even when
connected to WPA3 Personal
only networks, could be tricked
into using WPA2

. / Dragonblood: Analysing WPA3's Dragonfly Handshake
CIsco e
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https://wpa3.mathyvanhoef.com/#details

Dragonblood

- Timing-Based Side-Channel
Attacks

- The time it takes an AP to
respond to commit frames may
leak information about the

52=)<3—|-a)<+b

cisco L{V&/

Edit WLAN

WPA Parameters

General Security Advanced Add To Policy Tags
Layer2 Layer3 AAA
WPA + WPA2 WPA2 + WPA3 O WPA3 Static WEP
MAC Filtering < Authorization List* ipsk » @
Lobby Admin Access

Fast Transition

, {6\'&

\/

WPA WPA2 Status Disabled v
Policy Policy
GTK WPA3 < Over the DS
Randomize Policy
Transition i Reassociation Timeout * 20
Disable
WPA2/WPA3 Encryption Auth Key Mgmt
v
AES(CCMP128) CCMP256 SAE ” FT + SAE
GCMP128 GCMP256 OWE FT + 802.1x
802.1x-
Protected Management Frame SHA256
Anti Clogging Threshold* 1500
PMF Required v
Max Retries* 5
Association Comeback Timer* 1
Retransmit Timeout* 400
SA Query Time* 200
PSK Format Both H2E and HnP
psk T Hash to Element
e
P Only
Pre-Shared Key* Hunting and
Pecking Only
Hash to Element O.x
#CiscolLive  BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 71




gy ]

General Security Advanced

dentity PSK/SAE

Alronet IE @ D
Advertise AP Name 0O
P2P Blocking Action Allow Private Group

Disabled
Multicast Buffer

@)
pS K= PY9 C K5tL ‘I oo Media Stream Multicast-direct Forward-UpStream

|| Aviow private Group

Drop

~ 11ac MU-MIMO

PSK= uTx6oDm1

MAC-Filtering /

PSK= Ktghmo9M
PSK WLAN WLC

PSK= PY9CK5tL
PSK= uTx6oDm’1

PSK= Ktghmo9M

PSK= Ktghmo9M
PSK= Ktghmo9M

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216 130-configure-catalyst-9800-wlc-ipsk-with-ci.html
. / https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with RADIUS Authentication
cisco %
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216130-configure-catalyst-9800-wlc-ipsk-with-ci.html
https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with_RADIUS_Authentication

Identity PSK/SAE

0
PSK= PYOCK5tL 1=y

PSK= uTx6oDm’1

PSK WLAN

WLC

[raawn ]

General Security Advanced
Coverage Hole Detection
Aironet IE @ (]
Advertise AP Name O

P2P Blocking Action Allow Private Group v

Disabled

Multicast Buffer

Media Stream Multicast-direct

11ac MU-MIMO

Drop
Forward-UpStream

Allow Private Group

ISE
MAC-Filtering @

PSK= PY9CK5tL
PSK= uTx6o0Dm1

PSK= zD23501M
PSK= Ktghmo9M

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216 130-configure-catalyst-9800-wlc-ipsk-with-ci.html

https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with RADIUS Authentication

cisco M,/ #Ciscolive
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iPSK

IPSK Manager

R Total Endpoint Groups Total Endpoints
1

Administration
Admin

N
v

t RADIUS sSqQL
- ' S

iPSK Lifecycle

a

Q00000 <
20 CoA API

Management
WLC / AP ISE iPSK Manager
- Linux iPSK
- ApaChe BYOD Registration Portal
- MySQL Pleass Login
- PHP UUUUUUUU

passvors End Users

http://cs.co/iPSK-Manager

W / ® 2019 Cisco Systems, I
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http://cs.co/iPSK-Manager

Multi Pre-Shared Key <

PSK= PY9CK5tL
PSK= uTx6oDm1

A -
PSK= PY9CKS5tL r@ e PSK= Ktghmo9M
= PSK= zD23501M
PSK=Cisco123

PSK= Ktghmo9M ? gl

P PSK WLAN
’d
I”
I”
PSK= Ktghmo9M 55: T
W / https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-2/config-guide/ewc _cg 17 2/multi_preshared key.pdf
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-2/config-guide/ewc_cg_17_2/multi_preshared_key.pdf

Multi Pre-Shared Key

9
PSK= Pyockst = N

-~
S caa
e ecccccccco--

e btttk kel

Pid

-
o P
- 4
-’
’ i

~
Sa

- -=p

PSK WI

General Security Advanced Add To Policy Tags
Layer2 Layer3 AAA \\,g/
O WPA + WPA2 WPA2 + WPA3 WPA3 Static WEP : "
MAC Filtering Authorization List* mpsk - | @
Lobby Admin Access EI
WPA Parameters Fast Transition
WPA O WPA2 Status [ Disabled -
Policy Policy
) OSEN O Over the DS O
Randomize Policy
Reassociation Timeout * \ 20
WPA2 Encryption
AES(CCMP128) ccmpase [
GCMP128 O Gompzss [ Auth Key Mgmt
802.1x O PSK
Protected Management Frame Easy-Psk [ CCKM A a
_ Fregozix ) FT + PSK (]
PMF | Disabled v 802.1x- O PSK-SHA256 )
h SHA256
PSK Format | ASCIl -
PSK Type ‘ Unencrypted -
} Pre-Shared Key* \ ----------
Priority * Priority(0-4) |
e — MPSK Configuration
Key Format | asci v \

Password Type

Pre-Shared Key*

\

Enable MPSK
| Unencrypted v ‘

—

Priority Y Key Format Y Password Type YT

https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-2/config-guide/ewc _cg 17 2/multi_preshared key.pdf

cisco Li/&/

#Ciscolive

BRKEWN-3004
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-2/config-guide/ewc_cg_17_2/multi_preshared_key.pdf

© Identity PSK without RADIUS
Devices are assigned a group policy based on its passphrase

Search Identity PSKs... 5001 Identity PSKs Add m
ldentity PSK without RADIUS
(m] ipskS srvenane - student
(m] ipskl | seeemeeee - student
e (m] ipsk2 nsnannas @ student
&) ---- o .
—_ S~ N ipsl B — student
o ipskd P @ student

Ll S

Meraki

Cloud

5

- PSK WLAN Meraki MR

PSK= Ktghmo9M ? gl

PSK= zD23501M 55: m=

. / https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_Authentication_without RADIUS
Cisco (A4
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User Defined Network+ &>

Splash access On_premlses API
Self Service Portal components
| _
¥ CAPWAP TP -
\_:::::::::::::::::::_ . LR < —>
4 T RADIUS

\ AN
/ . g
, / Wave 2 or Cisco® Cisco Catalyst s ISE 3.1 Identity provider

Catalyst® APs 9800 Series WLC SAML 2.0 based
W75 SSO gateway or

[ ] @ Azure AD

Splash access
Self Service Portal




Wi-Fi Personal Network &

—
-~

q
— splash
————— LT

o D -— > Identity Provider (AD, LDAP, etc.)

e Self Service Portal \

Meraki Dashboard

] B

A
MR Access Point
Student Joe
Student-1 Student-2
1 B g
o s 1 2 ©H
&2 - Bl |
B o S 3
W / https://documentation.meraki.com/MR/Encryption_and_Authentication/Wi-Fi_Personal_Network_(WPN)
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Wi-Fi Certified Enhanced Open @

WPA3
- Opportunistic Wireless Encryption (OWE)
- Replaces 802.11 “open” authentication support

- Client and AP perform an unauthenticated Diffie-Hellman
Key Exchange to establish a PMK

- Four-Way Handshake used as normal

- Diffie-Hellman is susceptible to MitM attacks

- Would allow the attacker same visibility as on
an Open network
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Decoupling Access and ldentity

Welcome

OpenRoaming

g enterprise-level security
v your device to automatically
rk throughout Cisco
Live, providing you with a more secure and
eamless Wi-Fi experies at the event
To connect, navigate to the OpenRoaming
section in the menu.

For more information and to see our terms of
service, please go t cisco.com/go/
openroaming

cisco 'p/_/
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cigmeLEss

BROADBAND ALLIANCE

OpenRoaming

Qo)
S BMWC @ B IHG
%) OPENROAMING -
> @wmeu—:ss BROADBAND ALLIANCE <
ol ek [T$ o i} — =
i - =

Wireless Network Discovery Unique Identity
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Wi G)

Security Implications of 6GHz

General Security Advanced
Profile Name* employee Radio Policy @
SSID* employee

6 GHz

WLAN ID* 5 Status enacter [ ©

—_— © WPA2 Disabled
Status | EnaBLED [ | WPA3 Enabled
Dot11ax Enabled

Broadcast SSID | ENABLED .

e WPA3 and OWE are 21:\'1':: [ENAELED .J

for 6GHZ 2.4 GHz
Status m

802.11b/g | 802.11gonly v
Policy

Q WPA2 and Open are not
supported on 6GHz
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Security Implications of 6GHz @

General Security Advanced Add To Policy Tags
Profile Name* enterprise Radio Policy @
SSID* enterprise Show slot configuratior
6 GHz
WLAN : Stae

e
a WPA3 and OWE are Broadcast SSID 5 GHz
mandatory for 6GHz i

2.4 GHz

Status ENABLED .

802.11b/g | 802.11b/g v

Q WPA2 and Open are not Policy

supported on 6GHz
From IOS-XE 17.12.1

cisco M./ HCiscolLive  BRKEWN-3004
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Security Implications of 6GHz

General Security Advanced Add To Policy Tags
Profile Name* enterprise Radio Policy (&)
SSIP* ~mbmmaion
General Security Advanced Add To Policy Tags

WL/ Layer2 Layer3 AAA

Stat O WPA + WPA2 O WPA3 O Static WEP O None
a WPA3 a n d OWE a re Broz MAC Filtering O
>

ma nd ato ry for 6G HZ Lobby Admin Access O

WPA Parameters Fast Transition
wpAPoicy O WPA2 Policy Status Adaptive Ena... v
GTK 0O WPA3 Policy
Randomize 5 O Over the DS 0
Transition
WPA2 and Open are not
Reassociation Timeout * 20
Supported on 6GHz WPA2/WPA3 Encryption
AES(CCMP128)8 CCMP256 8 Auth Key Mgmt
GCMP128 GCMP256
802.1X PSK 0
SS— = CCKM £ 0 SAE O
rotecte anagement Frame
. FT + SAE 0 OWE O
[pMF o . ] Fr+8021x O FT + PSK 0
802.1X- psk-sHa2s6 O
SHA256
Association Comeback Timer* 1
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Wi G)

Security Implications of 6GHz CERTIFIED

WPA encryption © WPA3 Transition Mode ~
802.11r & 0O Enabled
Adaptive
) Disabled
o~ VVPA3 and OWE are 802.11w © O Enabled (allow unsupported clients)
O
mandatory for 6G HZ Required (reject unsupported clients)
Disabled (never use)
L

G WPA?2 and Open are not
supported on 6GHz

From MR 31.X
W / https://documentation.meraki.com/MR/Wi-Fi_Basics_and_Best_Practices/WPA3_Encryption_and_Configuration_Guide
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Wi-Fi 6E and Wi-Fi 7 Client Security %D)

None

. Client device profiles must Wep
WPA/WPA2 Personal
select WPA2 or WPA3 o, Findandie  \oroons persona

- Enter the nan  \ypA3 personal

- And only one profile for a given &G
SSID IS permltted Network Name: cynamic WEP

WPA/WPA2 Enterprise
Security: v WPA2 Enterprise

Username: [ WPAS3 Enterprise

Password:

Show password
Remember this network

? Show Networks Cancel
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AP Discovery Challenges <
Wi-Fi 6E ~
- There are a total of 59x 20MHz channels in the 6GHz band

- Wi-Fi clients can only send Probe Requests on 20MHz channels

- [t would take 6 seconds to passively scan all 59 channels

6 GHz Channels 1,200 MHz

wirelessLAN
ST coc0 + 5 xcn. Number Wavelength 5.1em-2.0%tod.2em-1.6" . PROFESSIONALS
Low Power Indoor | SdBm/MHz - Net EIRP 18dBM 18 4 g ]
Radio Band UNILS UNIL8 UNI-7 UNIL8
c.m-rlr-qEﬁfzﬂﬁEET?EEE:&QEE:EEEEf??ff:ﬁiﬁﬁ:ﬁ@%%iﬁfEQEEE g g B8 8 E £ B B § E E %2

Ww @& «w 3 4 4 4 &4 I I I 3 % ¥ 3 3 3 4 3 3 3 3 3 3 3 I I 3 408 T 3 3 3 5 5 3 3 3 3 8 3 3 353 3 4 3 & &3 s & & & & & £ oy

aomme [ (s ][ (s ][ ][] (es [0 [ss )[s ][ ](as | [ ['ss )5 ][en ] (s [ &0 (73 )7 ][ ][ | [es ][5a ][5 ] (o] [ros][voe] [vva] [ 7] [nar] [vzs] [vze ] (vaa ] [ a7 ] (vt ] [ras ] [va9] (s3] [ ] v ] [ves ] [vee (73] [v77] (v ] (5% ] [ves ) (] [ve7] [zt ] [z0s ] (o8 | (] [2v7] [z21 ] [z2s] [zas ] [2sa] v
40 Mz I_H_H_H_H_II_\I_Hﬁl_H_llﬁl_H_H_Iﬁ!_ll_H_H_lﬁl_ﬂ_ll_\rﬁl_H_H_ll_llT\ »
1:':‘"; L+ = & J s 0 a J & [ w [ w [ s J[__w _J[_ __w J__wmI J[__w ][ as ]

L | T T TS| Eew— S —R ]
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Reduced Neighbour Report (RNR) &
Wi-Fi 6E -~

. Co-Located 6GHz radio
information in beacon and probe

SSID: employee
o e A response from the 2.4GHz and

2.4GHz Channel: 1 e 5GHz radios

- Target Beacon Transmission Time
(TBTT) points client to watch for
beacon with additional information

SSID: employee6

¥ 6GHz Channel: 69 - Most clients will only use RNR and
- will not start scanning 6GHz
- u unless discovered through legacy
bands
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Fast Initial Link Setup (FILS) &>

Wi-Fi 6E

- AP broadcast beacon transmitted - Target Beacon Transmission Time
every 100ms with detailed WLAN (TBTT) points client to watch for
metadata beacon with additional information

- Smaller beacons transmitted
every 20ms

. Contains information the client can
use to decide which AP to join
. Short SSID name
. Channel
- IBTT

- Unclear if clients use FILS to
supplement decision making or
simply default to using RNR only

- Reduces probe request overhead

cisco M./ HCiscolLive  BRKEWN-3004

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 90



Unsolicited Broadcast Probe Response (UBPR,<*
Wi-Fi 6E

. Broadcast probe response - UBPR is not as widely adopted as
transmitted every 20ms FILS

. Contains detailed information as - FILS and UBPR are mutually
in the beacon exclusive

. Carries multiple BSSIDs

- Reduces rrobe request overhead
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Probe Restrictions in 6GHz

Wi-Fi 6E

. Clients cannot send blind probe with
wildcard SSID/BSSID

. Clients must wait at least the duration
of minimum probe delay interval

(20ms)

. Probe response is always broadcast

;?

. Preferred Scanning Channels (PSC)

. Every fourth 20MHz channel designated
for active probing

. PSC channels serve as the primary

channel for channel bonding

. Reduces the number of channels to be

Ch 21

Non
PSC

Non Non Non Non Non \
PSC PSC PSC PSC PSC

cisco W‘/

Probe RequestT l Probe Response
s

HCiscolLive  BRKEWN-3004

scanned from 59 to 15

Ch 229

/ Non Non Non \
PSC PSC PSC

<+— 80 MHz —»»
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Ne%

Wi-Fi 6E AP Discovery Considerations <
Wi-Fi 6E
- RNR wiill be the primary means for - Hidden SSIDs in 6GHz would
AP discovery of 6GHz SSIDs force probes as the means to find
. Assumes 2.4GHz and/or 5GHz is the AP
enabled for the AP . If a non-PSC is used, then the SSID

. Recommendation to only use RNR cannot be located

and disable FILS and UBPR . Some clients (e.g. Intel) will look

. Alternatively enable FILS to for 6GHz beacon to determine if
supplement RNR particularly if they can enable 6GHz operation
2.4GHz and 5GHz are for some to meet regulatory requirements
reason disabled . If all 6GHz SSIDs are hidden, this

would be a “no initial radiation” state
and 6GHz on the client would not be
enabled

cisco M-/ HCiscolLive  BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 93



Hidden SSIDs and 6GHz

- Probe and Association Requests
are sent in the clear with the
SSID

- This implies that “Hidden SSIDs”
are not truly “hidden” and
therefore of no security value

&

-In 6GHz Probe Requests are

only permitted on Preferred
Scanning Channels (PFCs)

. Hidden SSIDs would require

Probes to be used for
discovery

- WLANSs on non-PFC channels

would not be locatable

6 GHz Channels 1,200 MHz wirelessLAN
ST coc0 + 5 xcn. Number Wavelength 5.1em-2.0%tod.2em-1.6" . PROFESSIONALS
Low Power Indoor |  5dBm/MHz - Net EIRP 18dBM I3
Radio Band UNIL-5 UNI-& UNI UNILB
camerfeq £ X £ £ 9 8 % £ 7 2 % 7 £ &% 8 & § &£ 598§ 6% ¢8¢§¢¢§y4849454§¢4%qgegoegogfogogog £ 58 88 ¢ £ ¢4 ﬁ'

20MHz III-III-E]IEHEI--EIEI-I_II_I-----LJI_J---I_Il_J----------[TaIW----[E\EI v
J[ w7 ] [ D ﬁl_ll_ll_\ »

40 Mz I_H_H_H_H_H_H_H_Iﬁl_ﬂ_ll_\l "

1?°“M“"I= 23 39 55 n 87 103 119 135 151 167 183 199 215
___ ] [ s N e si—
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WPA2/WPA3 Transition Mode «*;

-3 Band SSID -Separate 2.4+5 and - BOH/Office . Special Case

- All WPA3 6GHz , ,

Beril o6 dlettens .WPA 2 legacy - If you can control the devices. - Like General Use
- WPA 3 6GHz - Fast roaming works across - Can help reduce the bounce in
-Same SSID bands general use

- RNR is still effective
- Clients will often stay at 5GHz

. General use
- Accommodates legacy clients

- No fast roaming between bands - Not recommended

. Some clients may “bounce” - It works
.gé%azrate Z4roend .gg%azrate 24roend ggﬁ\f’gi ?I(i)zréjiation to client and - Client may think they are on
-WPA 2 legacy - WPA 2 transition 9 WPA3 when on WPA2

legacy . Typically recommended for
-WPA 3 6GHz Eduroam

17.12 adds support for Transition Mode

-WPA 3 6GHz

- Different 6GHz SSID
-Same 6GHz SSID

@
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WPA2/WPA3 &

Interoperability and Compliance /

WPA2 PSK/FT-PSK/802.1X + AES-CCMP128

WPA2 802.1X SuiteB + AES-GCMP128, 802.1X SuiteB-192bit + AES- X
CCMP256/GCMP256

WPA3 OWE/SAE/FT-SAE/802.1X-SHA256/FT-802.1X-SHA256 + AES-CCMP128

WPA3 802.1X Suite B + AES-GCMP128, 802.1X SuiteB-192bit + AES- (only SuiteB-192 +
CCMP256/GCMP256 GCMP256)

*\WPA3 SAE-EXT/FT-SAE-EXT + AES-CCMP128/GCMP256

(AKM 24 and 25, DH Group 19 and Wi-Fi 7 Compliant)

WPA3 FT-802.1X-SuiteB-192bit + AES-CCMP256/GCMP256 X (only GCMP256)

*AP Beacon protection

“WFA R2 Compliance for FT-SAE X

WPA3 Transition Mode (Only WPA3-
Personal)

Supported & Planned (I0OS-XE 17.15.1, Meraki R31-1) X Not supported and no release planning * Mandatory for WPA3-Personal compliance
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WPA3

New Requirements

WPA3 FT-802.1X-SuiteB-192bit + AES-GCMP256 (Microsoft and Zebra X X
ASK)
AKM FT-802.1X-SHA384(22) and 802.1X-SHA384(23) Support X X X
SAE iPSK Central Auth support X X
WGB WPA3 Support for COS AP X X N/A
SAE-PK Support X X TBD
WPA3 Enterprise Level Compliance (WFA underworking) X X X
WPA3 FT-802.1X-SuiteB-192bit + AES-GCMP256 (Microsoft and Zebra X X
ASK)
AKM FT-802.1X-SHA384(22) and 802.1X-SHA384(23) Support X X X
SAE iPSK Central Auth support X X
y / OB Supported & Planned (IOS-XE 17.15.1, Meraki R31-1) X Not supported and no release
CIsco (4 . : : ) ! N . . !
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Network Access Security Spectrum <

-6

Open

Convenient (experience+support

MAB

WPA/2/3
mPSK

iPSK

Zero-ish Factors

802.1X +
Password

Single Factor

802.1X
+ Cert

Idle / Session
Timeout

A Roaming

802.1X Fibernation

Machine
+ User 802.1X

+ MFA Security
Multi-Factor: B+@ Key?

L4

Security (entity authentication based on factors of knowledge, possession, or being)

cisco L{V&/

#Ciscolive

BRKEWN-3004
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Wireless Intrusion
Detection and
Prevention

cisco L{V&/



Rogue Detection and Advanced WIPS

- Centralized wireless threat e e e e il e

management . |
9 _ Vg P—

- Rogue detection and =) =
classification

- Rogue location and mitigation '

. Monitor and classify threats |

- Event correlation e e | @ e

. Security compliance reporting = oo e o B BB L

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-rogue-management-application/2-3-3/quick-start-guide/b_rogue_management_gsg 2 3_3.html
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Rogue Detection and Advanced WIPS

- Wireless threat detection

. Forensic capture

. Client exclusion policies

Configuration~ > Security - > Wireless Protection Policies

Rogue Policies Rogue AP Rules Client Exclusion Policies

Select all events -

Captures (11)

TOTAL ROGUE THREATS

197 79
High Threats Summary

Active High Threats (99)

SN
99

High Theeat

TOTAL AWIPS THREATS

By Threst Type r

AP Impersonation

Association Flood

Authentic

Authentic

Beacan D

Beacon F.

aWIPS and Forensic Capture Enablement B Sav

aWIPS is supported for Catalyst 9800 Controllers and eCA devices.

aWIPS can be enabled/ disabled on WLC physically managed site location
Note: aWIPS is not applicable for Remote TeleWorker sites.

5 Reset

Excessive 802.11 Association Failures < @ Enable aWIPS
Excessive 802.1X Authentication Failures < 8 Enabls Forensic Capture (i
! . Alarm 1D Capture Fil Last Updated ~

Excessive 802,1X Authentication Timeout - o spture iename o Hadse

|P Theft or IP Reuse . 226034 AOF8497EC066_80211_1622535114913083.pcap Jun 7, 2022 06:38 am

Excessive Web Authentication Failures - 226035 ADF8497ECO66 580.pcap Jun 7, 2022 06:38 am

. 226036 25.pcap Jun 7, 2022 06:38 am
PLS06-AP3800-01 226037 66_80211_162253 3731.pcap Jun 7, 2022 06:38 am
PLS06-AP3800-01 226038 7ECO66_80211_1622535424906239. pcap Jun 7, 2022 06:38 am
. /
(A4 . #CiscoLive ~ BRKEWN-3004

Beacon W

Block Ack

Broadcas

CTS Floon

CTS Virtu

Deauthen,

Deauthen

Disassoci

Disassoci

EAPOL Lc

TOTAL UNIQUE ROGUE CLIENTS

ROGUES CONTAINED

High Predefined Active

High Predefined Active
Fuzzed Beacon High Predefined Active
Fuzzed Probe Request High Predefined Active
Fuzzed Probe Response High Predefined Active
Honeypot High Predefined Active
Interferer Potential Predefined Active
Invalid MAC OUI Frame High Predefined Active
Malformed Association Request High Predefined Active
Malformed Authentication High Predefined Active
Neighbor Informational Predefined Active
Probe Response Flood High Predefined Active
PS Poll Flood High Predefined Active
Re-Association Request Flood High Predefined Active
Rogue on Wire High Predefined Active
RTS Flood High Predefined Active
RTS Virtual Carrier Sense Attack High Predefined Active

101
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Rogue and WIPS Reporting and APIs

= Cisco DNA Center

Generated Reports Report Templates

Al

Al Endpaint Analytics

Access Point

Client

Compliance

Configuration Archive

EoX

Executive Summary

Group Communication Summary
Group Pair Communication Analytics
Inventory

Licensing

Network Davices

Rogue and awiPS

SWIM
Security Advisories

Telemetry

Usage Insights

Threat

Cisco

.&/

8
K

= Cisco DNA Center Platform | Developer Toolkit Q@abd
APls  Integration Flows  Event Notifications
Q, search Q, Search API
Authentication > .
Devices
Cisco DNA Center System >
Cennectivity > Method Name Description URL Actions
Ecosystem Integrations >
% & fan) Intent AP! 1o fetch all the allowed mac et et o el et .
B T 5 addresses in the system ferruniressroguersiowed i
Know Your Network R The Threat Summary for the Rogues
) n e v Isecurity/threats/summary -
Applications
Clients R Intent API to fetch all threat types ) -
Get Threa oo {security/threatsitype
Compliance
et Allowed Mac Address Intent AP| to fetch the count of
T p s/rogue/aliowed-list/coun .
Issues
Remove Allowed Mac Intent AP| to remove the threat mac &
LETE / reats/ el ed- C 5| -
Security Advisories [ oeiere ] Aekdrosgitent darees from oo 1ot {security/threats/rogue/aliowed-list/§{macAddressh
Sensors
Threat Detall Count" The details count for the Rogue and fsecurity/threatsfdatails/count -
Sites R aWIPS threats ’ - -
Topology Add Allowed Mac Intent API to add the threat mac
- . N ity/threats/\ fallowed-| d
Users
Operational Tasks > Intent API to fel ; -
atoen Isecurity/threats/level
Palicy >
" il Wil
Site Managemaent > Threat Details™#n" [Th"r:_uf‘a Is for the Rogue and aWIPS [security/threats/details
System Settings >
#CiscoLive BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 102




Access Point Scanning Options

Off-Channel
Scanning

» All channels « Continuous cycle » Catalyst 9136

scanned every 180s 1200ms dwell « Catalyst 9130

within a 3m period across all channels . Catalyst 9120
* Dwell time is 50ms » Supports Rogue
e Channel Change IS Detection & WIPS, .

0 ms RRM & CleanAir Catalysuolion
« AP is off-channel and Fast Locate + Catalyst 9164

» Catalyst 9162
for 60ms — |
\J L—‘ r
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CleanAir Pro Spectrum Intelligence <

Configuration ¥ > Radio Configurations~ > CleanAir \ //

| nte rfe rers 5GHzBand 2.4 GHz Band
Layer 1 Denial of Service Attack ML e sk

Enable CleanAir Lz

Rogue AP Detection J
Inverted R

| | . d C h | Available Interference Types Interference Types to detect
nva I a n n e WiFi Inverted TDD Transmitter

WiFi Invalid Channel %
Continuous Transmitter
6GHz Support < |pecrerhons

Rogue Detection and WIPS

6 GHz Channels 1,200 MHz wirelessLAN

ST 5550 + 5 x Ch. Number Wavelength 5.1cm - 207 to 4.2cm - 1.6

PROFESSIONALS

Low Power Indoor |§  5dBm/MHz - Net EIRP 18dBM 13 ] g 8
Radio Band UNILS UNI& UNIL7 UNILB

Comaieq | E E E 3 3 % 5 E Z %08 oEOEoOZ 5 8 5§ B ¢ 8 8 5 & 5§ ¢ 5 EF 3 895§z B EEEZE Y Eo§oB £ 2% 0 B
20 MHz EE“ [0 | IEE | IECE | R I | M A | |EEE|T||T|/T"T|E| 7 [Car ] [Ces ] [Ces ] (53 ] [o ] [0 ]| ms||ma|@@“\ 125||w29\E|E|M|m;|| mc\]ﬁ]lﬁ“has” 169 | |73|||77|M|ms||1wu ‘93||'°7|-W-WE@EE

40 MHz 3 H n_ [ v [z [ s [ e [ = H s [ er [ [ e [ e [ e [ 1wz J[ ns H 123 [ H 1w [ 1wz [ ss [ w3 [ [ H [ 15 [ w3 | |[ =29 [ am 29
80 MHz 23 39 il 87 103 151 167 199 215 14
160 MHz ___—___-_ v
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Rogue Access Points

° A Rogue AP IS any AP WhICh IS General Client CAPWAP AP Management Security ICap QoS

not part of our infrastructure
- Most of them will be legitimate
. Some Of them may be ma||C|OUS Rogue Detection Transient Interval (seconds) 0

LS NS -~ SO IS o

- Correctly differentiating between |

the two is critical

Rogue Detection Security Leve! Custom v Auto Containment Level 1

Expiration timeout for Rogue APs (seconds)™ 200 Auto Containment only for Monitor Mode APs

Validate Rogue Clients against AAA Using our SSID

Validate Rogue APs against AAA Walid client on Rogue AP

Rogue Polling Interval (seconds) 3600 Adhoc Rogue AP

Detsct and Report Adhoc Netwarks ey oD

Rogue Detection Client Number Threshold* 0 Global MFP State

J Rogue Init Timer (seconds)* 80 AP Impersonation Detection

MFP Kay Refresh Interval (hours)* 24
AP Authentication

AP Authentication Alarm Threshold® 1

Syslog Natification
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Rogue Clients

- A Rogue Client is any client
which is connected to a
Rogue AP

- What we care about are our
clients which have connected to
the Rogue AP

- But this is not necessarily a risk

cisco L{{@/

. Clients may create ad-hoc
wireless networks

. This can be a risk if they have
bridged to the wired network

eeeeeee
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Cisco Catalyst Centre Threat Levels

High
- Rogue Types

Informational Potential . Honeypot

« RSSI <= -75 dBm and not on wire « RSSI >-75 dBm and not on wire - Impersonation AP
- Rogue Type: Neighbor - Rogue Type: Interferer - Rogue on wire
- Beacon DS attack
- All WIPS threats
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Rogue AP Rules

- Create Rogue Rules to classify
rogues as Malicious or Friendly
based on specific criteria

. SSID name

- RSSI value

- Encryption condition

- Minimum rogue client count

- Rules can also define actions
. Alert
. Contain

cisco L{V&/

HCiscolLive  BRKEWN-3004

Edit Rogue AP Rule x |

Rule Name* malicious ,‘ :
Rule Type Malicious v

Friendly \
State M \

Match Operation Unclassified
Custom
2B Edit Rogue AP Rule
Adc
Rule Name*
Rule Type Malicious v
State Contain v
Alert
Match
o
Enable Saia Delete
Edit Rogue AP Rule
Add C¢
Rule Name* malicious
Rule Type Malicious
State Contain
Match Operation Any
Enable Rule
Add Condition ssid
Non
client-count
duration
encryption
infrastructure
rssi
substring-ssid
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Rogue Notification Triggers &

- The Catalyst 9800 has
aggressive rogue notification
thresholds by default

- In environments with a large
number of Rogues, this may
result in excessive notifications
sent to the receiver

C9800 (config) #wireless wps rogue
C9800 (config) #wireless wps rogue

cmco[&ﬂ@/

. In these scenarios, increase
the Rogue AP and Client RSSI
notification threshold

. The default value is O

. Recommendation to increase to 5
or higher

ap notify-rssi-deviation 5
clients notify-rssi-deviation 5
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Rogue on Wire

Threat 360: Mac 6A:3A:0E:53:A6:E9

Threat Level Threat Type Vendor Status ContalnmentS.. )  LastReported

- Matching Algorithms
- MAC Address £3/£2/%£1
- Vendor matching algorithms

- Rogue AP in Bridge Mode

- Locate the Rogue AP via the
Rogue Client MAC address - ]
and Gateway MAC Address g = e

- Wired 802.1x matters
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Rogue on Wire

- Matching Algorithms
- MAC Address =3/x2/%1
- Vendor matching algorithms

- Rogue AP in Bridge Mode

. Locate the Rogue AP via the
Rogue Client MAC address
and Gateway MAC Address

- Wired 802.1x matters

cisco L{{@/

rrrrrrrrrrrrrrrrrrrrrrr

High

#CiscoLive

Pron Threat 360: Mac 6A:3A:0E:53:A6:E9

vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv

=1 | B
A s

MAC Address = Gateway MAC Rogue APMAC 1P Address
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Rogue on Wire

- Matching Algorithms
- MAC Address £3/£2/%£1
- Vendor matching algorithms

- Rogue AP in Bridge Mode

. Locate the Rogue AP via the
Rogue Client MAC address
and Gateway MAC Address

- Wired 802.1x matters

cisco L{{@/

Threat Level = MAC Address

#CiscoLive

eeeeeeeeee

aaaaaaaa
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Securing AP Switch Port Access &

|dentity Services Engine

802.1x
<— Authentication —>» Add AP Join Profile "

( EAP - FAST) General Client CAPWAP AP Management Security ICap QoS

Device User Credentials CDP Interface

Dot1x Credentials

Dot1x Username Enter dot1x Username

Dot1x Password | Enter Dot1x Password

Dot1x Password Type | clear -

How do we bootstrap configure the AP?
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Securing AP to Controller Communication L5

cisco L{V&/

AP Join Request

DTLS Exchange

CAPWAP Control
UDP 5246

CAPWAP Data
UDP 5247

Wireless LAN Controller

\ /

=
E -

- CAPWAP Control encrypted by default

> - CAPWAP Data encapsulated but not
encrypted by default

Edit AP Join Profile

General Client CAPWAP AP Management Rogue AP
High Availability Advanced
Enable VLAN Tagging

I Enable Data Encryption v I

Enable Jumbo MTU
Link Latency | Disable v ‘

Preferred Mode | Disable - ‘
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SecurePort

e %
 AGAAAS AMAMAS AMAGAS AAMARE ﬁ_.
TUNUYY SYUNYY PYPVEY Srrery s

MR requests MS authorizes
MR connected certificate from port based on
to MS Cisco PKI configured profile
MS permits MR authenticates
Meraki dashboard with acquired
connection for certificate

MR
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Rogue AP Containment

- How do we contain Rogue APs?

Cisco

.&‘/

= Cisco DN

Overview  Allowed List  Rules aw!

rofile

High Threat

Threat 360: Mac A4:53:0E:7C:99:E0

Action

Threst Lavel Threat Type Vendor siari s.
Stant Containment
o N acosSystemin open | J
. " .
Threats (174) P
P ok
i .
IR Tyne e
High Honeypot T A
ST, ek il SI016THEAR T arcre AP
- P
o [ Detections (28)  Clients (4)
Q Search Table
High .
becting DotactiogAP Ske:  Adnoc = Rogue S0 RSSIGOm)  Chamss  RadoTyoe(Gand)  Sue
. ——
802.11blgins o am
SIC14-THE-APS No - " o025 macua 01
Vg Honeypot
SlobetiSen DNA Spac 802.11a/n/ac/a 1
SIC14-TME-AP itaiang o D ” as a0y et 5
cwba/san )
SJC14-TME-AP4 Jose/Building No IDNASpacesDemo 72 a4 802.11a/nfac/ex Active il
e TaiFioe 2 (5GHz) tive 02:44
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Rogue AP Containment

in
(2]
2

Assurance / Dashboards / Rogue and aWIPS a®@®eo b

- How do we contain Rogue APs?

. Containment is a spoofed 802.11
disassociation/deauthentication N

Warning

request attack
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Rogue AP Containment

- How do we contain Rogue APs?

. Containment is a spoofed 802.11
disassociation/deauthentication
request attack

- How does WPAS3 affect Rogue AP

Warning
re may

Threat 360: Mac C6:9E:38:75:52:D8

containment? e
- 802.1Tw will change how we can
mitigate Rogue AP related threats | O

-----------

.- The ability to physically locate rogues
will be key

nnnnnn

=4
Q
0]
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Enabling Location Services

Cisco DNA Center

Catalyst 9800

Wireless Controller

Catalyst 9100 Series
Access Point

cisco L{V&/

Cisco DNA Spaces

N

ca

DN

Cisco DNA Spaces
Connector

Settings | External Services

DNA Spaces/CMX Servers

Provide the credentials to enable CMX server connectivity by Cisco DNA Center and

Provide the token to active DNA Spaces
Deactivate

DNA Spaces Reactivate

Status © Activated

Tenant WirelessTMEDMZ

CMX Servers

Last updated: 6:37 PM Refresh (T Export © a0
O IP Address = User Name
No data to display
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Enabling Location Services R/(/

Cisco DNA Center Cisco DNA Spaces

Integrate DNA Spaces

Cisco DNA Spaces
Connector

Wireless Controller

Catalyst 9100 Series
Access Point
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Enabling Location Services

Catalyst 9800

Wireless Controller

Cisco DNA Center

Catalyst 9100 Series

Access Point

cisco L{V&/

Settings | External Services

DNA Spaces/CMX Servers

Provide the credentials to enable CMX server connectivity by Cisco DNA Center and

Provide the token to active DNA Spaces

DNA Spaces Reactivate Deactivate
Status © Activated
Tenant WirelessTMEDMZ

CMX Servers

O IP Address =

User Name

No data to display

Last updated:

Add CMX Server

IP Address*

User Name*

Password*

SSH User Name*

SSH Password*

Cancel

HCiscolLive  BRKEWN-3004
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Rogue Containment with WPA3

cisco L{V&/

From IOS-XE 17.12.1

HCiscolLive  BRKEWN-3004

Threat 360: Mac C6:9E:38:75:52:D8

Threat Level Threat Type Vendor Status

Interferer UNKNOWN Active Open

|| ols;  or0 H‘ Sicra-THE-AP2

oo g

=

10| o @2

e

‘
mr gl
0]
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Rogue AP Auto Containment

- While we can configure the el
network to automatically contain~ e
detect Rogue APs, consider your
environment and how to ensure
that only malicious Rogues are
being contained

hoc Rogue

AP Authentication

cisco L‘V&./ HCiscolLive  BRKEWN-3004
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Air Marshal

- Rogue AP Detection
- Rogue Containment
- Wired Rogue

- WIDS/WIPS
- Spoofed Management Frames
- Malicious Broadcasts / DoS
. Packet Floods

cIsco '&./

Air Marshal

Configure

]
24 rogue SSIDs  seen for

Rogue SS1Ds 24

Othe

SIDs 595

oofs 31 Malic

broadc

Packet floods 0

the last 2 hours =
v [search -
Close
Last First Rogue o
[ ssba BroadcastMACs  seen  seen  Containment because /& 5
AXEBLE GedalefffBfS  ° 1year Racantly
O testing  (and 1 other] seconds 0 partial seen on
age LaN
ITTest  eOchibcdsassl oo Tmonth Recently
O wr {and " other) seconds ® contained seen on
aga B LaN
|bond-  cold02Gemmb2 : Recently
] seconds months partial seen on
2-owe  (and 2 others)
age ago LaN
fbond-  caldazbeaet) 3 weeks (=l
[m] 3sse  {and ) other) seconds - partial seen on
age 5 LAN m .
Recent]
[ bbond- ca149zBmanas § onge Iweeks partal peeemly
!
" 4
5x  (and 4 others) e 200 o
i-| o 7
RN 92600 b8 3 weeks Recently
O o o e seconds partial  seenon
N and 2 others| - ago e Map dala ©2023 Google Terms Report a map eror
P c6:14:92:6e:ae:a2 7 3 weeks Recently SSID 1T Test WiFi edit
[J bond-2- {and 4 others) seconds partial seen on Contai . tained
po . 4 iy ontainment  containe
Last seen Wednesday 11/29/2023 8:25 pm
-p1- 7 50 seconds ago
O bz SEMEZSSzas DL wesks g Lo o secends e
fand 4 gthers) aga c First seen Wednesday 10/18/2023 7:18 am
sae ago LAN
1 month ago
o lb'mru—a— c61492:6easbd 2 . ‘22 ‘ Recently Channels 1,149
ond-d- ey seconds  hours partial  sesnon VLANs ©
sae ago aga LAN
Broadcast MACs e0:chbci49:35:61 edit
Recent) y 3 a1 B
[ Meraki  00:18:0a:36:d0:3s :mmcm 1year ‘ s:::';'ﬂ' 82:cbiaci48:35:61 edit
Spp e ago 2o Fart LAN Wired MACs  e0:cb:bc:49:35:61
Encryption Open
[10 ] resuits per page <1230 Manufacturer  Cisco Meraki
Rogue because Recently seen on LAN
Seen by 1-APOS (77 dB)
-APD1 (41 dB)
1-APO3 (41 dB)
1-APO4 (41 dB)
1-APOS (38 dB)
1-APO2 (34 4B}
-APD7 (28 dB)
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Air Marshal

- Rogue AP Detection
- Rogue Containment
- Wired Rogue

- WIDS/WIPS

- Spoofed Management Frames
- Malicious Broadcasts / DoS
. Packet Floods

cIsco '&./

Air Marshal

Configure

Rogue SS1Ds 24

Other S¢

Ds 595

]
24 rogue SSIDs  seen for the last 2 hours =

- Search.

ofs 31

Malici

broadcasts 0 Packet floods O

Close
U ssoa  Edit SSID containment ;
AXE BL
0 testing
0 IT Test.
- wri Select a containment type
[ irbone
S Whitelist Contain Alert Uncontain
j-band
O 3osae
. B
[ Irbone £
-1
o Cancel
j-bond
] 8-owe-
L B W ana 7 others) ago aga = o Ll o Map data ©2023 Google  Terms  Report a map error
P c6:14:92:6e:ae:a2 7 3 weeks Recently SSID 1T Test WiFi edit
[J bond-2- {and 4 others) seconds partial seen on Contai . tained
po . 4 iy ontainment  containe
Last seen Wednesday 11/29/2023 8:25 pm
B swcronsess — Recently 50 saconds ago
[ :::d'a' {and & others) :“:"“ ago et f;"N" o First seen Wednesday 10/18/2023 718 am
q 1 month ago
P pagopeesebs a2 Recently Channels 1,149
[J  bond-4- {and 5 thers) seconds  hours partial seen on VLANS 0
sae ago aga LAN
Broadcast MACs e0:chbci49:35:61 edit
[ Meraki  00:18:0a:36:d0:3s 2 1year L) 82:cbiaci48:35:61 edit
Setup  {and 98 others) :“’D"‘C"‘ ago partial ii‘i‘" e Wired MACs  e0:cb:bc:48:35:61
9 Encryption Open
[10 ] resuits per page <123 Manufacturer  Cisco Meraki
Rogue because Recently seen on LAN
Seen by SFO12-1-AP0S (77 dB)
E 1-APO1 (41 dB)
1-APD3 (41 dB)
1-APD4 (41 dB)
1-APDS (38 dB)
APOZ (34 dB)
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Air Marshal

- Rogue AP Detection
- Rogue Containment
- Wired Rogue

- WIDS/WIPS

- Spoofed Management Frames
- Malicious Broadcasts / DoS
. Packet Floods

cIsco '&./

Air Marshal

Configure

Rogue SS1Ds 24

Other S¢

Ds 595

]
24 rogue SSIDs  seen for the last 2 hours =

- Search.

ofs 31

Malici

broadcasts 0 Packet floods O

Close
U ssoa  Edit Broadeast MAC containment :
AXE BL
0 testing
0 IT Test.
- wri | Select a containment type
[ irbone
S Whitelist Contain Alert Uncontain
j-band
O 3osae
. B
[ Irbone £
-1
o Cancel
j-bond
] 8-owe-
L B W ana 7 others) ago aga = o Ll o Map data ©2023 Google  Terms  Report a map error
P c6:14:92:6e:ae:a2 7 3 weeks Recently SSID 1T Test WiFi edit
[J bond-2- {and 4 others) seconds partial seen on Contai . tained
po . 4 iy ontainment  containe
Last seen Wednesday 11/29/2023 8:25 pm
; FPU cedozceasss O 3 weeks Recently 50 seconds ago
[ :::d'a' {and & others) :“:"“ ago et f;"N" o First seen Wednesday 10/18/2023 718 am
q 1 month ago
P pagopeesebs a2 Recently Channels 1,149
[J  bond-4- {and 5 thers) seconds  hours partial seen on VLANS 0
sae ago aga LAN
Broadcast MACs e0:chbci49:35:61 edit
[ Meraki  00:18:0a:36:d0:3s 2 1year L) 82:cbiaci48:35:61 edit
Setup  {and 98 others) :“’D"‘c"‘ ago paral ii‘i‘" 8 Wired MACs  e0:cb:bc:49:35:61
9 Encryption Open
[10 ] resuits per page <123 Manufacturer  Cisco Meraki
Rogue because Recently seen on LAN
Seen by SFO12-1-AP0S (77 dB)
E 1-APO1 (41 dB)
1-APO3 (41 dB)
1-APD4 (41 dB)
1-APOS (38 dB)
APOZ (34 dB)
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Air Marshal

- Rogue AP Detection
- Rogue Containment
- Wired Rogue

- WIDS/WIPS

- Spoofed Management Frames
- Malicious Broadcasts / DoS
. Packet Floods

cisco L{{/&/

Should clients be able to connect to rogue SSIDs by default? @
QO Allow clients to connect to rogue SSIDs by default

Rogue SSIDs will only be contained if you specify them in the containment
list below. The setting is appropriate when you have either non-Meraki

access points or Meraki access points from other Organizations on your
LAN.

Block clients from connecting to rogue SSIDs by default

Your Meraki access points will block clients from connecting to all rogue
SSIDs by default. This setting is appropriate when you have all Meraki
access points at your site and is better for security. You can allow
connections to individual SSIDs by using the Allow list below.

SSID Block list €

These rules will apply to SSIDs seen on and off the LAN.

Add a match

SSID Allow list @

Rogue or Other SSIDs matching these rules will be accessible for clients, overriding your default block
policy and any that you've Blocked.

Meraki won't send alerts about SSIDs matching rules on the Allow list.

Add a match

SSID alerting @

Rogue or Other SSIDs matching these rules (but not a rule in the SSID Allow list) will trigger an email or
syslog alert, if configured. Meraki won't prevent clients from connecting to these SSIDs.

Add a match 127



- Rogue AP Detection - Rogue detection support has
. Rogue Containment been extended beyond the
regulatory domain of the network

- Wired Rogue
. WIDS/WIPS - Alerts are gengrated for rogue
- Spoofed Management Frames APS broa.dcastmg o
o unauthorized 2.4 and 5 GHz radio
- Malicious Broadcasts / DoS channels

. Packet Floods
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Cisco Catalyst Center Security Advisories <

Cisco

ccess customized security advisories based on your device configuration, powered by

SORIES SCAN CF

2 39 5 o o TS

Critical ~ High Medium Software Version  Custom  Advanced

Devices Advisories

Scan Criteria
Scan Status

Device Family (5)

Image Version (16) ] Device Name IP Address Advisories = Platform Image Versian

Sites (48)
172.20.224.132 C1111-8P
Advisory Impact

172.20.224.109 -48UXM

172.20.224

172.20.226.2 20220411:075¢

72.20.224.5 4 20210815:031

ciIsco 'p/‘/

HCiscolLive  BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco Catalyst Center Security Advisories

CIsco

.&‘/

= Cisco

to access customized security advisaries

ADVISORIES
2 39 5

Critical ~ High Medium Software Version

Devices Advisories

Scan Criteria Devices (64)
Scan Status

Device Family (5)

Image Version (18) ] Device Name

Sites (48)

Advisory Impact

SJC14F1-WTME-C9K-48UXM.cisco.com (172.20.224.109)

Reachable Uptime: 25 days 10 m

Detalls ~ Advisories  Configuration

Advisories (69) =

O Advisory ID Advisory Title

CVSS Score -

Impact

NETCONF and
RESTCONF
Authentication Bypass

Vulnerability

Cisco 10S XE Software

@ Critica

Teln Vuln
Affecting Cisco
Products: June 2020

o 10x for 10S XE
re Privilege
Escalation

Vulnerability

HCiscolLive  BRKEWN-3004

® High

@ Critica
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Cisco Catalyst Center Security Advisories <

CIsco

.&‘/

Products Support & Leam Partners Events & Videos

Home  Gisco Security / Security Advisories

£ Gisco Security Advisory

Cisco 10S XE Software NETCONF and RESTCONF Authentication Bypass

Vulnerability

Advisory ID: ciseo-sa-ae0-Yx47ZTEQ CVE-2021-1619
First Published: 2021 Seprember 22 16:00 GMT  CWE-824
Version 1.0:

Workarounds:

Cisco Bug IDs:

CVSS Scare:

Summary

A vulnerability in the authentication, authorization, and accounting (AAA) function of Cisco 10S XE
Software could allow an unauthenticated, remote attacker to bypz ETCONF or RESTCONF
authentication and do either of the following:

« Install, manipulate, or delete the guration of an affected device
= Cause memory corruption that results in a denial of service (DoS) on an affected device

This vulnerability is due to an uninitialized variable. An attacker could exploit this vulnerability by

sending a series of NETCONF or RESTCONF requests to an affected device. A successful exploit

could allow the attacker to use NETCONF or RESTCONF to install, manipulate, or delete the
uration of a network device or to corrupt memory on the device, resulting a DoS.

Cisco has released software tes that address this vulnerability. There are workarounds that

address this vulnerability

Cisco Security
Vulnerability Policy

To leam about Cisco
vulnerability d

Subscribe to Cisco
Security Notifications

Related to This Advisory

sco Event Response
ember 2
miannual Ci
I0S XE Sof

HCiscolLive  BRKEWN-3004
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Cisco Catalyst Center Security Advisories <

Affected Products
Vulnerable Products

ulnerability affe

TCONF, or both

« enable password without enable secret

nformation about v

section of this ac

Note: The standalone Cisco I0S XE S Vi 2 universal
Cisco I0S XE Software releases. Tl WAN feature set was first integrated into the universal

Cisco I0S XE Software releases starting with I0OS XE Software Re al

informa , see the Ins! nd Upgrade 10S XE

Cisco SD-WAN Getting Started Guide.

Determine the Device Configuration

To determine whether a device has a vulnerable configuration, do the fo

Check AAA Configuration

To determine whether AAA authentication is configured on the device, u he show running-
config | include aaa authentication login command, as shown in the following example

Router#show running-config | include authentication login
aaa authentication login default loc oup example

Router#

ciIsco 'p/‘/
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Cisco Catalyst Center Security Advisories <

SJC14F1-WTME-C9K-48UXM.cisco.com (172.20.224.109)

Reachable e: 25 days 7 hrs 24
2 3 5
Critical ~ High  Medium Software Version
Advisories Configuration

Devices

ommand Runne!

Welcome to Cisco DNA Center command runner.

Scan Criteria S You can access this window from anywhere using the key combination Q+T.
You can access recently viewed devices using the key combination Q+D.
Scan Status

Note: You can enter "man" anytime to get the list of currently supported commands an

Device Family (5) d shortcuts.

Image Version (16) O Device Name 4F1-WIME-C9K-48UXM.cisco.com> show running-config | include aaa authentication 1

ogin]

Sites

Advisory Impact

ciIsco 'p/‘/
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Cisco Catalyst Center Security Advisories <

CIsco

.&‘/

2 39 5

Critical ~ High  Medium Software Version

Devices

> Scan Criteria Devices (64)
> Scan Status

> Device Family (5)

> Image V 1 (16) Device Name

> Sites (48)

> Advisory Impact

Details

hab

Advisories  Configuration

Command Runn

Welcome to Cisco DNA Center command runner.

You can access this window from anywhere using the key combination Q+T.

recently viewed devices

Note: You can enter “m:

d ortcuts
SJIC14F1-¥ coK
ogin

fetching. ..

#CiscoLive

" anytime to get the list o

m> show running-config |

BRKEWN-3004

ing the key combination Q+D.

currently supported commands an

include aaa authentication 1
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Cisco Catalyst Center Security Advisories <

CIsco

.&‘/

stomized

2 39

Critical ~ High  Medium

Devices

> Scan Criteria

> Scan Status

> Device Family (5)
> Image Version (16)
> Sites (48)

> Advisory Impact

=

o]

Software Version

Device Name

hab

Advisories  Configuration

Command Runn

Welcome to Cisco DNA Center command runner.

You can access this window from anywh sing the key combination Q+T.
You can access recently viewed devices using the key combination Q+D.

Note: You can enter

ortcuts

14F1-
ogin
SJC14F1-WTH

#CiscoLive

"man” anytime to get the list of currently supported commands an

show running-config | include aaa authentication 1

om>
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Network as a
Sensor and
Enforcer

cisco L{V&/



ML Analytics

Endpoint
Profiling

DPI—bas_ed Network Easy Onboarding CMDB
Fingerprint/ Telemetry Tools Connector
Behavior Probes
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Network as a Sensor

Secure Network Analytics Integration

Alarms by Type

Malware detection and

r , sy s e
Top Security Events for 10.201.3.18 S Torget (1)
o Targot 0
a . 0 s10000 oz 35105 e 0301
o , PoSean-s3 " =] 17800 o802 35108 P
) o scun- 3 2 21600 o510z camaa vt
R © DNS Abuse
—— i a oo b Alert Type Detail
le etails
] b oMP_pen_esiens ype
el i —
S Description Device has been sending unusually large DNS packets. This alert uses the Unusual Packet Size observation and may indicate an attacker
[Cimne=} N — using the DNS protocol as a covert communications channel ta exfiltrate data,
Wil v MITRE Tactics
= L e
Lol iy A = MITRE Tochnigues
e p Alent Type Priarity Normal (Default ~
[~ ] (etaut)
g0t slert priorites page ©
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Network as an Enforcer

Rapid Threat Containment

Host IP w--- MltlgatIOﬂ
D 10.201.3.149 ¢

Flows Classify History
Status: Active %
Hostname: workstation-149 |ﬂf0rmat|0n Shared
Host Groups: End User Devices,Desktops,Atlanta,Sales .
and Marketing with other network .
Location: RFC 1918

and security products
Last Seen: 1/9/17 10:25 AM
Policies: [Host-specific Policy],Inside & %

MAC Address: -

/4

Context Quarenine || Unuerantine ¢ Quarantine or Unquarantine infected host

Identitv Services Enaine Secure Network Analytics
y g Management Console
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Cisco Secure Network Analytics 1S

Visibility :
everywhere Encrypted _ Immed_lat_e threat
Analyze enterprise telemetry traffic analytics remediation
Igo;nngn\%;giﬁ[;z’cfgg\sli?ﬁeend Analyze encrypted traffic Use the netv_vork to

to detect malware and remove the infected host

extended network in the cloud
or with remote workers

by applying a relevant
policy through Automated
Response

ensure policy compliance
without decryption

dn

Unique threat

Smart

detection _
Combination of multi-layer segmentation
g]:r?ah\linoere:??nrgggliigd Use logical functional
. o business groups that,
progdes the”abmty Eo.:j:letect monitor the effectiveness
L?]SI (?[ as well as outside of segmentation policies
reats through contextual alarms
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Compromised Client

Trust Score

&l

|
|
0 o | s |
~ PayPal
Dev p i
[ @ Cisco ISE: Identity & Policy Platform] ! SaaS
J \_ ! ) aa )

\aﬁer—-——%———m

]\/

[@ Cisco SNA: End-to-end Detection

= Dev
Publi¢ Cloud SerEy

............

Datacenter Hosted

I
I

I

I

; 3
I s - :

I

I

|

Apps

cisco L{Vg/

~
I'N  Catalyst Center

| Q Meraki Dashboard }
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Trust Based Network Access

cisco v//t:VP//

Vulnerability/ Threat Metrics

Low reputation IP
Connections

Unauthorized ports and
weak credentials

Impersonation attacks

Secure authentication
and Posture

Adaptive Control

wCiscclive  BRKEWN-3004

2%

Trust Score
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CISCO LOGIN

Cisco
Software  Vulnerability Information  Reputation Center Support Incident Response Careers Blog Podcasts About

Search by IP, domain, or network owner for real-time threat data.

o
= J = .
B Oe 9 %
\\".// 9 9 A
v f—4
Email Traffic Overview
@ Legitimate Email @ ® Spam E] ® Malware Click on a marker to see more information. As of: Mon Feb 12 2024 12:49:45 GMT+1100 (Australian Eastern Daylight Time)

Google Keyboard shortcuts | Map data ©2024



2.2 Trillion

Threat Artifacts Analyzed Daily

1.9T Email — 200B DNS Entries — 47B Web Redirects — 189M File Artifacts
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11 Billion

Threat Responses Initiated Daily

6.7B Rejected Email — 2.7B URLs Blocked — 1.6B DNS Blocks - 100M Vulnerability Exploits
1M Malicious File Blocks — 100K File Convictions
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Microsegmentation Based Security

i l
Log servers

Cameras

Context-based e
scalable group B _4&

assignments
9 Employees

Group-Based
Policy

Media servers

Policy Enforcement

J
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Trustworthy Systems <

Q . .
£ X Secure the Air Secure the Device
o
)
5 E DHCP Snooping Port Security WIPS @ e L\’
3 %’ 802.11i,rw IP Source Guard ACLs IS Secure Network Umbrella SDA
Analytics
w
£ €
4+
—
v o Secure | Image Counterfeit Hardware Runtime (O Modern | Secure Device
8 o Boot Signing Protections | Trust Anchor | Defenses | Validation Crypto Onboarding
00O
n
c
()
c O
5 g_ Value Chain Open Source Security Threat Produ_ct PSIRT
bt . . . L . Security o
S O Security Registration Training Modeling Baseline Advisories
3¢
()
0 ()

. Cisco Secure Development Lifecycle .

. https://www.cisco.com/c/en/us/about/trust-center/technology-built-in-security.html
cisco Lz/&/
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https://www.cisco.com/c/en/us/about/trust-center/technology-built-in-security.html

Secured Infrastructure with Trusted Platform @

— o T . S S S S S R S RS R S S .y,

~
A »

- e o o e o e o e o =

C R e e e e e

https://www.cisco.com/c/en/us/about/trust-center/technology-built-in-security.html
cisco Lg/@/

HCiscolLive  BRKEWN-3004 © 2024 Cisco and/or its affiliates. Al rights reserved. Cisco Public 148


https://www.cisco.com/c/en/us/about/trust-center/technology-built-in-security.html

Trustworthy Solutions X5
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Tampering ROMmon

Attack
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Trust Anchor Trust Anchor Secure Image Runtime

Module w/SUDI Module w/SUDI Boot Signing Defenses
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Cisco Secure Networking <&

Unauthorised access -

Zero-Trust Security Security Analytics

: Policy
- -

Traffic Analytics

Distributed Firewall

Malware Umbrella DNS Compliance
Ransomware Detection Security P
A MACSEC AES 256 IPSEC
Eavesdropping

G C=D
Cisco Trustworthy Solutions

Hardware Run-time
=y st Authenticity Defence

A

Counterfeiting
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Securing the Wireless Network

Secure the
Air

ﬁ

Secure the

Network
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Complete Your Session Evaluations

é( Complete a minimum of 4 session surveys and the Overall Event Survey to be
- entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.

Earn 100 points per survey completed and compete on the Cisco Live
——  Challenge leaderboard.

QQ!Q Level up and earn exclusive prizes!

:@l\@ Complete your surveys in the Cisco Live mobile app.
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Networking

Secure Wireless Design

- Learn about design best practices for
Cisco wireless solution, including many
security optimizations. You will also
learn about energy optimizations for
Cisco Wireless deployments.

- Finally you will learn how to enable
Smart Workspaces and locations based
services that leverage your Cisco
Wireless and BLE solution.

START @

Monday, June 3 | 8:30 a.m.
BRKEWN-2054

Designing the Right Enterprise
Wireless Architecture for

Challenging Environments
(On-Premises, Cloud, and Hybrid)

Monday, June 3110:30 a.m.
BRKEWN-2035

Design your Enterprise Wireless
Network with Cisco Meraki

Monday, June 3111:00 a.m.
BRKENS-2834
IPv6-Enabled Wireless (Wi-Fi)

Access: Design and Deployment
Strategies

Tuesday, June 4 110:30 a.m.
BRKEWN-3004
Understanding Wireless Security

and the Implications for Secure
Wireless Network Design

Wednesday, June 51 10:30 a.m.
BRKEWN-2926

FINISH

Thursday, June 6 1 9:30 a.m.
BRKEWN-2658
Implement and Troubleshoot Cisco

Spaces to Deliver Next-Generation
Location-Based Solutions

Thursday, June 6 | 1:00 p.m.
BRKEWN-2037

OpenRoaming Under the Hood

Tune Your Cisco Wi-Fi Designs for
the Most Demanding Clients and
Applications, Boosted with Applied
Al

cisco L{{@/
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- Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

Continue

- Attend the interactive education

yOU I educatiOﬂ with DevNet, Capture the Flag,
: and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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