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Cost of a Data Breach, IBM report, 2023

“The global average cost of a data breach in 2023 was 
$4.45 million, +15% over three years, highlighting the 
growing financial burden on organizations 

“Cloud-based Cyber-attacks increased by 
154% in 2024 compared to 2023.”

Checkpoint Research, 2024

“10 minutes — that’s all it takes to execute 
an attack in the cloud after discovering an 
exploitable target

Sysdig, AWS Reinvent 2023
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Mean Time to Detect a Breach today

204
days

is the average time to 
identify a security 
breach in 2023 
(MTTI)

73
days

is the average time to 
contain a security 
breach in 2023 
(MTTC)

BRKNWT-2416 5



What if we could lower detection 
time to minutes seconds? 
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Application 
Security 
Dimensions

Attacks 
timeline

Application 
Lifecycle

Application 
Stack
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Why CDR

CDR  does not replace traditional cloud application security:

CIEM/CSPM are like locks on the doors  → CDR is just like video cameras 
inside the house providing a live view of what is happening inside, with 
additional intelligence to:

▪ Identify suspicious activity
▪ Provide a stream of security events as a forensic proof of 

threat detection
▪ Understand the context of what the attacker is doing in the 

environment
▪ Predict the next move

BRKNWT-2416 8



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

CDR Objective

Consolidated 
Realtime 
Visibility

Correlation of 
Suspicious 
Activity

Realtime 
Threat 
Detection

Attack 
Predictions 
& Risk 
Assessment

Automated 
Response
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Realtime CDR
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A CNAPP capability

1111

Code Build 
Protection

CSPM/CIEM CWPP/KWPP
App logic
protection

Cloud (Native) Detection Response – C(N)DR

• Realtime threat detection
• Threat prevention/prediction

• Risk assessment/scoring

Realtime Data Telemetry 

Data filtering, correlation, security enrichment

Data analysis & ML for detection and prediction 

Insights & visualization

CLI UI API

R
e
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“…many customers are starting to see detection and response as a first-class citizen within CNAPP. 
Their need is starting to expand beyond just workload runtime security and address the cloud control 
plane (via analysing cloud logs) to detect suspicious activity across users and services. ” 

Sysdig blog, March 17, 2023

BRKNWT-2416 11

https://sysdig.com/blog/cnapp-runtime-insights-shift-left-shield-right/


© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Purple Teaming Approach Overview

01

From Threat Models to Attack Graphs
Formulate Threat Hypotheses

02
Map Threat Models to Telemetry

Observe Facts and Enrich Data

03
Adversary Emulation for Learning

Validate Threat Hypotheses
AI-Driven Threat Detection

04

Emulate Threat Hypotheses
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Purple teaming methodology

• Broadly speaking it’s the collaboration 
of red and blue teams

• In this context it’s a methodology to 
train an autonomous agent to 
formulate threat hypothesis and learn 
how to detect them based on 
observations

• Also used to optimize telemetry to 
include observables required to detect 
threats and attacks



AI-Driven Purple 
Teaming 
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Purple teaming methodology

Blue Teaming 

Red Teaming
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Training in an emulated environment

Know all the attack 
techniques first and use 
that knowledge  to defend

We train in an emulated environment: 
reproducible, repeatable, ethical

BRKNWT-2416 16Note: Images generated by AI
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Mapping Emulation to a Real System

• We use a digital twin of a 
realistic Cloud environment

• Improve accuracy of the 
emulated world

• Keep the emulation scalable 

BRKNWT-2416 17Note: Images generated by AI
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Formulate Threat 
Hypotheses 
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Knowledge representation and reasoning

• Best hypotheses can be formulated if all the knowledge of 
the system is represented in efficient data structures to 
perform reasoning tasks

• Graphs can be used to model how entities, objects or events 
are semantically interrelated.

• Graphs are powerful models to store knowledge and 
compute tasks
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A Property Graph of the System under Attack

A
B

C

TYPE
{KEY: VALUE}

LABEL
{KEY: VALUE}

• Nodes 
• Entities with name and type

• Network flows

• Processes

• Files

• Containers

• Hosts, Clusters etc.

• With properties

• Key-value pairs

• Edges 

• Relationships with a name and type

• Are directed 

BRKNWT-2416 20



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Provenance and Context Graphs

Provenance

• It models activities in the system

• Causality

PROCESSPROCESS

CREATES

Context

• System relationship among objects

• Models long term relationship

PROCESSPROCESS

CREATES

CONTAINER

𝐶1

𝑃1 𝑃2

IN
IN

𝐻1
HOSTIN

𝐾1

IN

k8s

𝑃1 𝑃2
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Attack Graphs Generation via DSL Language

• Formulate cyberthreat hypotheses for specific 
domains (public cloud accounts, private data 
centres or an enterprise network) and generate 
attack graphs

• We adopt a meta-attack language (MAL) as a 
meta domain specific language to specify the 
threat model of the system 𝑆1

• The DSL language describes assets, events,  
adversaries of the specific  MITRE ATT&CK 
matrix (tactics/techniques/procedures) and 
other cyberthreat intelligence.

• Nodes can be assets such as containers, 
applications etc.

• Edges can be adversaries such as TTPs
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Formulate Threat Hypthesis with 
Probabilistic Attack Graphs Generation

• Hypotheses can be generated in two ways to 
produce attack graphs

• Graph traversal based: it requires defining 
constraints and an optimization objective to 
generate focused hypotheses, e.g. “Data 
Destruction”.

• LLM based: acts as meta-heuristic that can 
quickly provide hypothesis to validate.

• Hypothesis can be verified efficiently.

Assets

System

Adversary

CTI

LLM

DSL

Reasoning

Make sense?

training

OK!/NOK!
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Adversary Emulation and Observables

• Attack graphs are not observable as 
they are instances of attack hypotheses 

• They can be used to execute an attack 
on an emulated system 

• Observables can be extracted from the 
emulated systems with different 
telemetry sensors

• Emulation is powerful and yet expensive 
and hard to scale.

Attack Graph 
Generation

Adversary 
Emulation

Labeled 
Observables

Ground 
Truth
Labels
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Current Focus
MITRE ATTA&CK Threat Matrix for Kubernetes
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Observe Facts and 
Enrich Data 
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Observability for Cloud-Native Applications
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Realtime observables in Kubernetes

• Kubernetes can belong to a public cloud account (EKS, GKS, AKS etc) or 
to a private DC.

• We focus on system observables that can be collected from eBPF 
sensors from the host nodes of the cluster

• We focus on suspicious activities that can be recognized using a state-
machine-based rule engine (e.g. falco) or a grammar-based engine 
(sysflow)

• Falco and Sysflow kernel system-calls based observables

• Kubernetes audits logs and API

BRKNWT-2416 28
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Extended OCSF – Open Cybersecurity Schema 
Framework

• Created by AWS and Splunk to 
optimize ETL data and 
cybersecurity events 

• A flexible and extensible 
framework

• We have adopted and extended 
OCSF to model knowledge 
graphs for reasoning using ETL 
data events and system data
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Linux Foundation CNCF/sysdig Falco and IBM 
sysflow 

OS Kernel

eBPF programs

Falco library

Falco sysflow collector 

sysflow processor 

sensors

observables

enrichment observables

enrichment
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System Based Observability

kernel space

user space

kernel modules eBPF CO-RE eBPF

falco lib

falco

system calls

entities

events

sysflow
time

sysflow

Knowledge graph

process p network n file f

p: clone, exec, … 

n: bind, listen, … 

f: chown rmdir, mount

• Falco extracts efficiently 
system calls from the node 
kernel

• Falco models the system 
activity via a state machine w/ 
entities and events such as 
process, network, file. 

• sysflow models the system as 
a DSL language which 
recognizes events and 
activities to enrich data to 
create the provenance graph

• Fluent bit filters and merges 
information as  graph nodes 
and edges to feed an ETL 
pipeline.
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Knowledge Graph Reconstruction in Real-time

falco

sysflow

k8s logs

knowledge 
graph reconstruction

Nodes = 𝑁1 𝑁2𝑁3𝑁4…𝑁𝑡
OCSF events over 
Open Telemetry Edges = 𝐸1 𝐸2 𝐸3𝐸4…𝐸𝑡

෠𝐺(𝑁𝑡, 𝐸𝑡)

Observable graph
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Training and Inference 

The sampled graph ෠𝐺(𝑁𝑡, 𝐸𝑡) constitutes the data that can be used for 
training the detection architecture 

The richer the data the more efficient the detection will be

However, there are trade-offs to consider at inference time as the 
cost of extracting observable data is not zero

Optimal choices about the way ෠𝐺(𝑁𝑡, 𝐸𝑡) is sampled requires extensive 
training and fine tuning
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Adversary 
Emulation
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Cloud Application Security Testing Framework

Application

k8s cluster

Data 
collection 

tools

BackendDB

Orchestrator

Threat 
injector

Workload 
generator

deploys

creates
non-malicious workload

injects 
threats

User input

Telemetry

k8s cluster
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Executing Threat Hypotheses w/ Adversary Emulation

Attack Graphs

Execution 
Constraints
Verification

A Digital 
Twin System

(OWASP)

Test 
Orchestration

Graph Data 
on OCSF

෠𝐺(𝑁𝑡, 𝐸𝑡)
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Detect Cyber 
Threats
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Threat Hunting 

• Threat hunting is performed over 
the graph data  ෠𝐺(𝑁𝑡, 𝐸𝑡) in OCSF 
format that is sampled from the 
sensors in real-time

• We use ArangoDB as graph DB to 
perform threat hunting queries to 
verify threat hypothesis that the 
system has learned to perform 
off-line 

෠𝐺(𝑁𝑡, 𝐸𝑡)

Threat 
Hypothesis

Verification of the 
Hypothesis via
Operations over 
Graph data in 
realtime
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Scalable Detection via  Graph Neural Networks 
• Automatic Threat hunting remains the formal framework we have developed to verify detections 

• Verification of 100% of the sampled graphs in real-time can be costly or generate delay in the response

• We leverage graph embeddings as representations of the sampled graphs to scale up detection computations in 
real-time 

• The core of the detection architecture is based on Graph Matching Network  (GMN) embeddings

• Accurate embeddings can be used to perform prediction on detection, risk scoring and more.

෠𝐺(𝑁𝑡, 𝐸𝑡)

𝜙 ⋅ ෠𝐺1(𝑁𝑡, 𝐸𝑡) ∼ 𝜙 ⋅ ෠𝐺2(𝑁𝑡 , 𝐸𝑡)
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Architecture Summary
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AI-driven purple teaming framework

• A purple team simulates malicious attacks and 
penetration testing to identify vulnerabilities and 
recommend remediation (combination of red and 
blue teams)

• In realtime We want to empower purple teams 
with tools that can accelerate testing and extend 
security test coverage and do it in real-time.

• Based on graphs: We have created a framework 
where complex activities are modeled as graph 
data as the most suitable representation.

• AI/ML: reasoning based on threat intelligence 
computing scaled up with graph embedding for 
pattern matching and root cause analysis 
triggering explainability and real-time forensics.

observables

Graphlets of activities

Knowledge
Graph

Graph 
embedding

Detection 
Query 
Engine

Fast
Detection  
Engine

Detection
Explainability

Attack Graph Generation

Adversary Emulation

External Data
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On boarding CDR
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Suspicious Activity Overview
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Suspicious Activity Details
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What is suspicious 
behavior?

Suspicious behaviors are events that 
have been identified based on rules 
defined within CDR (see next slide).



Examples: Rules that 
are used to identify 
suspicious activity
• Attacker may attempt to obtain account 

login and credential material

• Detect dumping of process memory

• Scan ports to check for listening ports

• Detect read & writes to file system

• Detect delete system and audit logs

• Connection attempts to Kubernetes cluster 
local domain (internal services in the 
cluster)
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Notifications (WebEx) Example
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Threats Overview
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Threat Details
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What is a threat?

A threat is a series of suspicious 
activities that are related to each other 
and are intended to cause harm to the 
system.  Each threat is then mapped 
to a MITRE TTP (Technique, Tactic, or 
Procedure).
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Attack Overview
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Attack Details
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What is an attack?

An attack is an attempt to collect, disrupt, 
deny, degrade, or destroy the system.  CDR 
focuses on identifying 5 categories of attacks 
(see next slide) based on a series of threats.



CDR Attack Coverage 

• Ransomware

• Data Exfiltration

• Container Escaping

• Crypto-mining

• Data Destruction

• Unknown
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to be 
entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.  

Earn 100 points per survey completed and compete on the Cisco Live 
Challenge leaderboard. 

Level up and earn exclusive prizes!

Complete your surveys in the Cisco Live mobile app.
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: Insert preferred comms method
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