
#CiscoLive

Paul Hasstedt – Technical Solutions Architect, Cisco Meraki
BRKOPS-2013

Be the hero, avoid the blame game
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-Multiple Network Engineers in this room

…probably ;)

“If I had a dollar for every 
packet I’ve sent to prove 
my innocence, I would 
have retired 10 years ago!”
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→ Colorado born and raised, now 
melting in Phoenix, AZ

→ Masters in Music with an emphasis 
in Vocal Performance/Conducting

→ Previously professional opera singer 
and middle school music teacher

→Joined Cisco 2016 -> Meraki 2018
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@PaulHasstedt



Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 7, 2024.

1

2

3

4

https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKOPS-2013

Enter your personal notes here
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Agenda
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• A Hero’s challenge

• Device Health Champion

• Meraki Insight Master

• ThousandEyes Power

• Demo
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The tsunami of data
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“I have copious amounts 
of spare time to do 
manual correlation of the 
data…”

“It’s always been easy to 
keep track of how 
distributed our users and 
resources are…”

“Identifying the device or 
service that is our issue’s 
root cause is very 
straightforward…”

BRKOPS-2013

-Probably no one who has ever worked in IT…
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Number of hours spent on Deploying, Scaling and 

Managing an IT infrastructure 

is 10 hours a week!

Source: Forrester Report

BRKOPS-2013
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Simplifying powerful technology to free 
passionate people to focus on their mission
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Meraki’s Mission



Device Health
Champion
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“…to clarify, you’re 
calling me from your 
laptop that is connected 
to the wifi, to tell me the 
wifi is down…”

-Anyone who has worked in support…
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Tool Cost Overhead

All things cli/debug -

SNMP, Netflow, syslog $

Wifi spectrum analyzer 
and monitoring software

$$$

Traditional visibility
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All the switching data

17

Switch# debug platform vlan [ error |event ] [ switch switch-

number ]

Switch# show vlan [ brief | group | id vlan-id | group-

name WORD user_count | mtu | name vlan-name | remote-span | 

summary ]

Switch# show interface ethernet 1/1 | i CRC

Switch# show cable-diagnostics tdr interface gigabitEthernet 0/1

Switch# show interface ethernet 1/1 Ethernet1/1 is up admin state 

BRKOPS-2013
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Manual correlation with the data
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For instance, CRC errors…

Are there CRC 
incrementing?

Move Cable to 
new port

Do CRCs persist on 
new port with same 

cable/device?

Still CRC incrementing, 
could still be cabling if a 
patch panel is involved

CRC errors continue 
after bypassing patch 

panel?

The issue is likely the 
patch panel cabling

No

Yes

If no CRCs, it could be 
the switch port. Also try 
a different device/cable 

in original port

No

If CRC continue, 
issue is likely 
switchport

Change cable and 
check for errors

Yes

No Patch Panel
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Manual correlation with the data
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For instance, CRC errors…

CRC errors 
persistent after 

changing cable?

Check 
speed/duplex 

match on switch 
and device

No

CRC errors were 
caused by faulty 

cable

Yes

Don’t match

Change 
speed/duplex 
so they match

Change out end 
device

Do match

If no more issues, 
the client device is 

at fault
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Targeted switching data
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Suggested fixes
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Suggested fixes
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(AP-01) >debug capwap client {ble | detail | efficient-

upgrade | error | events | flexconnect | info | keepalive

| payload | pmtu | qos | reassembly | security}

(Wifi Controller) >debug client 00:00:00:00:00:00

(Wifi Controller) >debug aaa all enable

(Wifi Controller) >show debug

All the wireless data
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Reason code comprehension 
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Manual correlation with the data

28BRKOPS-2013

For instance, wireless onboarding…

Understanding Debug on WLAN on Cisco.com

https://www.cisco.com/c/en/us/support/docs/wireless/aironet-1200-series/100260-wlc-debug-client.html
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Wireless experience dashboard

• Built-in intelligence

• Easy to grasp views

29
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Connection health

• Simplified 2-click workflow

• Smart threshold – No manual, 
too high or too low syndrome

30
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Server health

• Network servers – RADIUS, 
DHCP, DNS

• Top failures brough to your 
attention

31
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Automated root cause analysis

• Natural-language 
descriptions of client 
connection behavior

Impact, evidence, and data-driven recommendations to solve problems

32
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Sticky client analysis

• Clear recommendations 
to remediate detected 
problems

Impact, evidence, and data-driven recommendations to solve problems

33
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Contextual roaming analytics

• Tiering of roaming events –
good, suboptimal, bad

• Visualization of unique events 
– sticky or ping-pong clients

Impact, evidence, and data-driven recommendations to solve problems

34
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Contextual roaming analytics
Impact, evidence, and data-driven recommendations to solve problems

35
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Bad roaming experience

Good roaming experience



Meraki Insight
Master
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“I play a game to see 
how long the line behind 
me will queue up if I play 
the Cisco on hold music 
and tell everyone: ‘Shhh, 
I’m on with TAC…’”

…Me 10 years ago
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Meraki Insight 
building blocks

MX security and SD-WAN appliances
Up to ×4 WAN ports

3G / 4G / LTE USB as 
single-WAN or failover

Models with embedded LTE 
modem

High availability mode and 
automatic WAN failover

Additional Ethernet ports 
with PoE/PoE+ options

Virtual appliances for 
hybrid cloud

Highlights across all 
models

BRKOPS-2013
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Insight analytics
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Reduce troubleshooting time from hours to minutes

Web App Health

Passive monitoring of critical 

applications across your LAN, WAN, 

and application server—wherever it is.

WAN Health

Actively monitor ALL of your 

organization’s diverse uplinks, 

including cellular, and home-user 

uplinks, in one view.

VoIP Health

Track VoIP quality by provider and 

uplink with detailed hop-by-hop 

analysis actively.

Internet Outages

At-a-glance view of global internet 

health over the last 24 hours 

powered by Thousand Eyes.

BRKOPS-2013
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Web app health

40
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Web app health
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• Differentiate performance 
analytics and troubleshooting 
between LAN, WAN, and 
public servers

Smart-thresholds for 
automatic alerting barriers 
unique for each location

BRKOPS-2013
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Web app health
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Web app health
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Web app health
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WAN Health
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• At-a-glance for org-wide 
cellular and uplinks availability
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WAN Health
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• Quickly isolate ISP issues and 
cellular failover



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

WAN Health
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• Detailed speed test results 
included history of previous 
tests



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

VoIP Health

48BRKOPS-2013

• Track org-wide performance 
on SaaS and on-prem VoIP 
services on all uplinks
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VoIP Health

49BRKOPS-2013

• Quickly identify VoIP 
degradation via hop-by-hop 
analysis
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VoIP Health
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• Quickly identify VoIP 
degradation via hop-by-hop 
analysis
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Internet Outages
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• Global view of ISP outages 
powered by ThousandEyes

• Evaluate performance of other 
ISPs in your regional branches



ThousandEyes
Power
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Active observability across every domain

BRKOPS-2013
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ThousandEyes Agent
Zero additional hardware needed

Always on visibility to 
monitor critical SaaS 
applications

Instantly activate 
ThousandEyes across 
your entire MX fleet in 
minutes

Integration includes 1 free 
test per SD-WAN+ license 
(up to 50)

BRKOPS-2013
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Agent Activation
Seamless user experience

BRKOPS-2013
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ThousandEyes Test Template Creation

BRKOPS-2013

1

2 3 4 5
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Deployment characteristics

BRKOPS-2013

Edge MX without SDWAN
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Deployment characteristics

BRKOPS-2013

SDWAN + Full Tunnel
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Deployment characteristics

BRKOPS-2013

*Most Common Deployment*

SDWAN + Split Tunnel
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Passive + Active monitoring

BRKOPS-2013
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• Simple onboarding user 
experience

• Supports existing or new 
ThousandEyes customers

• Built in workflow to create 
a new account if needed

Linking accounts between two dashboards
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Activate application tests
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• Compatible networks will 
auto-populate (MX model 
and firmware dependence)

• Select networks 
individually or en masse

Activate agents: Select via tags

72BRKOPS-2013



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive 75

Meraki bi-directional data integration 

BRKOPS-2013
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ThousandEyes enriched with Meraki data
Path visualization with 
Meraki MX health data

Endpoint wireless health 
powered by Meraki MR

BRKOPS-2013
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Continue 
your education

• Visit the Cisco Showcase 
DEMO 5 or AI Hub

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: phassted@cisco.com

77BRKOPS-2013

http://www.ciscolive.com/on-demand
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Everyone in this room

…probably ;)

“Wrap it up, Hasstedt!”
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Conquer the tsunami of data

79

Device Health: 
Targeted and correlated 
data, with recommended 
fixes has never been 
easier to navigate

Meraki Insight: Differentiate 
issues between 
LAN/WAN/Server and 
reduce troubleshooting 
time with passive 
monitoring

Meraki + ThousandEyes: 
Always-on, active 
monitoring for critical 
SaaS infrastructure that 
deploys effortlessly on 
your existing MXs

BRKOPS-2013
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What have we learned?

BRKOPS-2013 80
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Complete Your Session Evaluations
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Complete a minimum of 4 session surveys and the Overall Event Survey to be 
entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.  

Earn 100 points per survey completed and compete on the Cisco Live 
Challenge leaderboard. 

Level up and earn exclusive prizes!

Complete your surveys in the Cisco Live mobile app.



Thank you

#CiscoLive


