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Why This Session

Organizations have implanted network segmentation to isolate systems and
services

Permits common policies to be applied to like devices and users

This session will cover using typical network segmentation technologies and
leverage them for creating differentiated security and control for cloud-based
resources

The focus of the session is on Catalyst SD-WAN and Cisco Secure Access and

attendees will leave with an understanding of how they integrate to create this
differentiated security policy
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- SASE and Segmentation Overviews

- Extend Edge Segmentation for DNS

- Extend Edge Segmentation for Internet and SaaS
- Enforce Security Policies for Group Id Using SAML
- Extend Cloud Workload Segmentation in CSPs

- Conclusion
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SASE Overview
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Changes in the types of traffic and destinations

Have inverted the traffic model

Problems

App performance

User experience

Security efficacy

# Tools/vendors

Integrations

cisco L{{/&/
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Network transformation

Transition from a DC-centric topology to one that’s cloud ready

(—qeerB PArL‘)’StSe C—q% CK_SQ

SASE ]

Perimeter security
appliances to protect network [

|
_ i _
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SASE -

cisco L{{@/

Convergence of SD-WAN and SSE

Priv DC laaS SaaS INET
o> > > I
[—] [—] [—] [—]

~— Security Access Service Edge —\

SD-WAN Security Service Edge
+ & =F
\ e /
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Segmentation
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Some Network Segmentation Definitions
As defined by Catalyst SD-WAN

VLAN / Subnet: Separation of broadcast domains where traffic between different VLANS
must traverse a router

VRF / VPN: a Separation of routing planes so that traffic in different VRFs is handled in an
isolated fashion

Security Group Tag (SGT): a label which identifies a group the device belongs to

cisco L‘V&- HCiscolLive  BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



User Authentication to Network Example

» Users connecting on wired or
wireless infrastructure

authenticate to network

Successful auth allows ISE to

register user’s IP address and

map it to Username, AD group,
and VLAN

» Accounts for dynamic IP address
changes

cisco L{V&/

Private
Workloads
L\ \
(] (]
Doctor Patient
10.109.10.50 10.109.30.50
IP Addr User AD Group VLAN
ISE/PXGrid
10.109.20.50 Stuart
LZ

Identity Services
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Segmenting Traffic

Internet /

Traditional
Branch

SD-Access
Fabric Site

Prod_Serv

1P Addr User/Profile VRF/VPN
10.109.10.50 Bob
10.109.30.50 Stuart Patient
10.120.10.101 Kevin Staff
10.120.40.101 Light

5
=

IS OW / Prod_Serv
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Users / Devices Authenticate to Network

Internet /

Traditional
Branch

SD-Access
Fabric Site

dddddd

Private Cloud
/ DC

10.120.40.101
c1Sco W / Prod_Serv
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Segmentation Prevents Dr. Bob Talking to Stuart

~
Traditional ~ ~« [
Branch i

SD-Access
Fabric Site

Private Cloud

T wons [N
s 10.120.10.101 Kevin
0100101 | g
. / Prod_Serv
cisco Lz/& o Publ
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How to Extend Segmentation Policies to Cloud?

Internet /

~
Traditional  ~«
Branch

SD-Access
Fabric Site

Private Cloud

T wons [N
s 10.120.10.101 Kevin
0100101 | g
. / Prod_Serv
cisco Lz/& o Publ
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Extending Edge
Segmentation for
DNS Policies
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Extend Segmentation for DNS Protection
Catalyst SD-WAN and Umbrella DNS Integration

Dallas Miami
(Backup DC) (Primary DC)

Auto-Deploy DNS integration with
Umbrella Network Devices API

Cloud Cloud
Security Security

Anycast architecture for highly available
integration - directs clients to not just
closest DC but also includes awareness of
load distribution

Segmentation extension through VPN/VRF
aware identity sources

DNScrypt support for enhanced security -
and necessary to share contextual data

cisco L‘V& . #CiscoLive BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Dr. Bob Needs a Specific DNS Policy

= ~
Traditional  ~«
Branch
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Integrating Catalyst SD-WAN to Umbrella

DNS

1. Select Configuration -> Security

2. Choose Custom Options ->
Umbrella Registration

3. Add Umbrella API Keys

A.  Created at Umbrella
Dashboard: Admin -> API Keys

B.  Use Umbrella Network Devices
API Key (collect Key and
secret)

C. Organization ID is located in
URL of Umbrella Dashboard

4.  Save Registration

cisco L{{@/

2.

Cisco SD-WAN

Q_ search

Add Security Policy __Add Unified Security Policy

Homa - Securex My Busingss Repa. Cisco Entarprisa |

() select Resource Groupw

Reference

O = 0 4

fI Custom Options +

) Security

Configuration - Security

Lists

Policies/Profiles

Umbrella Registration

Threat Grid API Key

Total Rows: 3 [

Manage Umbrella Registration

Cisco Umbrella Registration Key and Secret

Organization 10

 ootrys |
o croe:
4.
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Setting DNS Redirection at the Router Reference

Add Unified Security Policy

Skip NG Firewall to move to DNS
Security and Add DNS Security
Policy

Complete Data for Policy

A.  Note: Umbrella Registration
Status will display green flag if
registered correctly

B. Choose match all VPNs or
subset

C.  Create a domain bypass list for
local domains

D. Under Advanced, ensure
DNSCrypt is enabled to convey
source VPN info to Umbrella

E. Save DNS Policy

cisco Ld{a/./

Cisco SD-WAN

ALL

#Ciscolive

BRKSEC-2092

ver. Umbeella Default

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Settin
cont.

= Cisco SD-WAN

7. Name and save security policy

8. Assign policy to template

A.  either traditional template
B. or UX2.0

configuration.

Security Policy
Name
Sec

= Cisco SD-WAN

8a.

Global Template *
Gisco Banner

Cisco SNMP
TrustSec

LI Add-0n Template
Policy

Probes

Tenant

Security Policy

Cisco SIG .

@ NG Firewall

7} Select Resourc

CLUS23-Security-Policy-DNS-Only

@ DNS Security

DNS Redirection at the Router

Configuration + Security

Provide a name and description for your security master policy and configure additional security settings. Click Save Policy to save the security master polic:

Reference

Security Palicy for DNS Onij

Configuration Groups  Feature Profiles

Factory_Defaull_Global_CISCO_Templ...

Configuration - Template|

m SO

Factory_Default_Retail_Banner -
Chaose. -
Choose... -
Unified_Logging_CLI -
GChoose, -
Chaose... -
Choose, -
CLUS23-Security-Policy-DNS -Qnly -

Cisco

.&‘/

8b.

#Ciscolive

BRKSEC-2092

= Cisco SD-WAN

ASSULIIEY FIUES (@) 1)

> System Profile: SIG_Branch

“ Security Profile: Umbrella_§

Security Profile (2)

IDFW_plus_DNS_Security_Feautre

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Configuration - Templates

Edit Legacy policy Feature

security | Legacy policy

DNs_Security_Feautre

Security Polic

Select security polic
CLUS23-Security-Policy-DNS-Only ~

Q
IDFW_Sec_Policy_plus_DNS

CLUS23-Security-Policy-DNS-Only
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Leverage Source VRF/VPN for DNS Policy [Reference

Umbrella Dashboard

Q  RBOS

3 Total

In Umbrella, VPNs from branches
a ppea ra utomatlca | |y |n Core RBO9-RTR1-vpn10 FGL2425L3K) Defauilt Policy © Active
Identities -> Network Devices RBO9-RTR1-vpn20 FGL2425L3KJ Default Policy ® Active

RB0O9-RTR1-vpn30 FGL2425L3KJ Default Policy @ Active

1-30f 3

DNS Policy 7 Identity 3 Policy Settings ~ Jun 01, 2023

co Umbrella

MacroSegment-Staff-DNS

~
DNS Policy 1 Identity 3 Policy Settings ~ Jun 01, 2023

What would you like to protect?

Select Identities

Assign VPNs as Identities for DNS o .
Policies in: Policies -> DNS Policies - s

> Specific Policy -> Edit Identity

AD Users

Chromebooks

[ Us

G Isers
lobile Devices

cisco M - HCiscolLive  BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22




Leverage Source VRF/VPN for DNS Policy

Umbrella Dashboard

Deployments [ Core |dentities

cisco Network Devices o

Reference

VPNs from branches now have
different policy based on source
VRF/VPN

cIsco '&./

A Network Device is a physical piece of hardware that forwards DNS requests from client computers to Cisco Umbrella. After registering the device with Cisco Umbrella, the device become
you can manage and set policies for, with no need for any client device configuration at all. Device integration is done by providing authentication (either by entering your Cisco Umbrella use
password directly on your device or entering an API token), and having a serial number added automatically or manually. The API token can be generated under Admin > API keys in the navi

To learn more about how to integrate your devices with Cisco Umbrella, read here.

O RBOS-RTR1

3 Total

Device Name

RBO9-RTR1-vpn10

RBO9-RTR1-vpn20

RBOS-RTR1-vpn30

#Ciscolive

Serial Number

FGL2425L3KJ

FGL2425L3KJ

FGL2425L3KJ

BRKSEC-2092

Primary Policy

MacroSegment-Staff-DNS

MacroSegment-loT-DNS

MacroSegment-Patient-DNS

© 2024 Cisco and/or its affiliates. All rights reserved.

Status
@ Active
@ Active
@ Active
1-30f 3
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DNS Policy Segmentation At Work

Policy for Staff might differ from Patient

2 Total O Viewing activity from Jun 1, 2023 1:36 PM to Jun 2, 2023 1:36 PM

Request  Identity

[ ons ] BO9-RTR1-vpn30| &

BO9-RTR1-vpn10 ]

Cisco

.&/

Policy or Ruleset kdentity @  Destination

Results per page: 50 ~ 1-2

External IP Action

Internal IP

Destination IP

209.122.90.235 @ Blocked — Public Application

10.109.10.103 209.122.90.235 @ Allowed

RB0S-RTR1-vpn30 www.box.com

RB0OS-RTR1-vpn10 www.box.com

HCiscolLive  BRKSEC-2092

Category Blocked
for Patient VRF

Category Allowed
for Staff VRF

Event Details

Action
© Blocked — Public Application

Time
Jun 2, 2023 1:36 PM

Identity

2 RB09-RTR1-vpn30

Policy or Ruleset Identity

2 RB09-RTR1-vpn30

Internal IP Address
10.109.30.101

External IP Address
209.122.90.235

Destination
www.box.com

Categories

Application Block, Online Storage and
Backup, File Storage (Legacy)

Dispute Categorization
Public Application
Box Cloud Storage
Application Category
Cloud Storage

DNS Type
A

Event Details
Action
@ Allowed

Time
Jun 2, 2023 1:35 PM

Identity
= RB09-RTR1-vpn10

Policy or Ruleset Identity

= RB09-RTR1-vpn10

Internal IP Address
10.109.10.103

External IP Address
209.122.90.235

Destination

www.box.com

Categories

File Storage (Legacy), Online Storage and
Backup

Dispute Categorization

Public Application
Box Cloud Storage
Application Category
Cloud Storage

DNS Type
A

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24




Extending Edge
Segmentation
for Internet and
SaaS Policies

cisco L{Kﬂ//




Cloud Security Provided Cisco Secure Access

Core SSE

/\ (o .

@ Secure Cloud Access @ Zero Trust Eﬁﬁ Flrevyall as a
Web Security Network Service
Gateway Broker (CASB) Access (ZTA) (RWEES e
(Sey and DLP IPS

Cisco delivers the core and more in a single subscription...

= & E+G o © O

DNS Multimode Advanced Sandbox Talos VPN as Digital Remote
Security DLP Malware Threat a Experience Browser

protection Intelligence Service Monitoring* Isolation*

o — ,\\
o Add-on solutions \\
* Included in the unified experience / separate license (optional) 'l ;%Z . % \l
\\ I
RN puoMFa/  cspm ¢

S SSO PR

N N N N S S S S -
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4+—>» Internet Traffic
+—> Non Web Traffic

Secure Branch Access D Secure Tomel

Secure Internet Access

Cisco Secure Access i Office 365

Google

/\ = /Eﬁ Dropbox
Internet/SaaS Salesforce
— 9 e
SWG

DLP CASB NAT

L3/4/7

Firewall

On Premise,
Users, Devices
and Things

Secure Access PoPs

cisco M- #HCiscolLive BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Extend Segmentation for Full SSE

Catalyst SD-WAN & Secure Access Integration

£ Drophox

US East AZ2

Auto-provision and Auto-deploy highly
available tunnels with a few clicks

Active-Active and Active/Standby design
Support for auto or manual DC selection
Up to 8 active and 8 standby tunnels
ECMP or weighted load-balancing
Throughput capacity to 8 Gbps

Layer 7 health checks to Secure Access
to monitor the health of the tunnel

SaaS traffic optimization for Critical
Apps with Layer7 health check

(Backup DC)

Cisco Secure

cisco L;'V&/

US East AZ1
(Primary DC)

Cisco Secure
Acclss

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



And Dr. Bob Needs a Specific Security Policy

(Associated with his Network Subnet)

Bob

z -
~
. \\
~

S— ~
Traditional  ~«
Branch

IP Address User|d
Internet / -_—— 10.109.10.50

ﬁ 5aaS 70.109.20.50
En

X
W

10.120.30.101

Stuart

SD-Access
Fabric Site

cisco L‘V& . #CiscoLive BRKSEC-2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst SD-WAN and Secure Access Integration

Pre-requisites

Manager 20.13 and Edge 17.13

Secure Access APl added to Catalyst SD-
WAN Manager: Administration -> Cloud
Credentials -> Cloud Provider Credentials ->
Cisco Secure Access

Secure Access integration only through
Configuration Groups and Feature Profiles

“Domain Lookup” enabled in Global Feature

DNS Server Configured on VPNO in Catalyst
Manager

Each active tunnel requires a unique IP
source address - can be physical or
loopback

cisco L{{/&/

<)Go Back to Configuration Group list

RB-Branches-to-SA-2Active-2Stby .

Description: Configuration Group for RB branches with multiple Service VRFs using sub-interfaces and 2Active SA 2 Standby SA connec tions

DEVICE SOLUTION MODIFIED BY LAST UPDATED
sdwan Rshoemak Jan 24,2024 03:34:50

Feature Profiles Associated Devices

Associated Profiles (3) @

131

7 System Profile: Branches-to-SA_Basic

Shared: 2 Groups  Actions {,

< Transport & Management Profile: RB-to-SA-VPNO-Profile

Shared: 1Groups Actions

Q Search Table |
Add Feature
Type Feature Name Description Sub-Feature Action:
~ VPN
~ VPN-DHCP-Next-Hop
pbi Interf: Interface for Loo.
pb: Interf Intarf:
HCiscolLive  BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Reference

Catalyst SD-WAN and Secure Access Integration
Policy Groups - Adding Tunnels

Add Secure Service Edge - Configuration N

J\ Configuration Policy Group 5 Application Priority & SLA 4 Embedded Security 1 Secure Internet Gateway [ Secure Service Edge |3

Tracker source IP address -

X Tools
req u I red , a ny 'I 9 'I 8 add reSS o [Secure Internet Gateway\‘%c\u:e Service Edge (3)

Add Secure Internet Gateway (SIG) |Add Secure Service Edge (SSE) I

Ao Administration

Add tunnel(s) for each
connection to Secure Access

CLEUR24-SSE 72 Reference Count Type

vvvvvvvv

Each active/backup pair needs
unigue source interface - if
multiple tunnels will use same - Add Tunnel \
physical interface, then source

Thrashold
Interface Name(1..255)* Tunnel Source Interface®

tunnel using Loopbacks _

Configuration Tracker Tunnel Route-via Interface
Add T |
(S5 tumnel Gutbound Inertace

Data Center QO primary @ secondary

Region

ree ancel m

High Availability
cisco W/ |




Reference

Catalyst SD-WAN and Secure Access Integration

Policy Groups - Choosing HA

Automatically or manually
choose Secure Access region

Add Interface Pair - Up to 8
active + 8 backup tunnels

Region*

|

-]

High

Add Interfz

a
US (Virginia)

US (Pacific Northwest)

a | |0Wed Backup Interface Backup Interface Weight Acti
. @ ipsect @1 psec3 @1 &
Select active and backup ’
interfaces and weight for each o o - -
- default is ECMP |
) :
cisco L‘V& -/ #HCiscolLive BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Reference

Catalyst SD-WAN and Secure Access Integration
Policy Groups - Assigning SSE

Add Policy Group

Select SSE
Configuration

Save Policy Group
Associate Device(s)

Deploy

cisco L{V&/

(® Add Policy Group ‘_\ 1
Q search

Description

< utoTunnels-Act-Act-Pai

Policy Group Name * Description

RB-SA-AutoTunnels-Act-Act-Pair

Policy
Application Priority Embedded Security

2

Number of

Policies

Number of Devices Up to  Updated By Last Updated OnActions
Devices Date

[ Please Select one v ] [ Fye‘ Select one

Secure Internet Gateway / Secure Service DNS Security

Edge
9 [ Please Select one

[BR-RoulersfSSE-ZAcllvefZSlandhy @ v l

As of:January 22, 2024 at 2:47 PM 1

Device sdwan
Solution: 4

Deployment /
Associated to: 0 Device(s) &

[ [

#Ciscolive

BRKSEC-2092
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Verify Integration

CiSCO SeCU re ACCGSS ‘duily Secure Access

Tunnels Connected at -~
Secure Access

Leverage Network "
Tunnel Group for all
tunnels from router -

Enables simplified policy
rules to enforce for all
traffic coming form
router

Overview

Experience Insights

Connect

Resources

Secure

Monitor

Admin

Workflows

4|IPSec tunnels:

2 Primary
2 Secondary

cisco L{{@/

« Network Tunnel Groups

ISR1100-4G-FGL2425L3KJ ~

Review and edit this network tunnel group. Details for each |Psec tunnel added to this group are listed including which tunnel hub it is a member of. Help (7

Summary

@ Connected
Region
Device Type

Routing Type
Last Status Update

Primary Hub
@ Hub Up

Eurape (Germany) 2
Catalyst SDWAN Active Tunnels &
NAT / Qutbound Only

Tunnel ISR1100-4G-FGL2425L 3K J@B206406-
Jan 25, 2024 5:05 FM Group 1D B20471169-ss8.¢cisco.com

Data sse-euc-1-1-0

Center

IP Address  18156.145.74

Network Tunnels
Review this network tunnel group's IPsec tunnels. Help (7

Reference

®@ £ Ryan Shoemaker

Secondary Hub

© Hub Up

2

Active Tunnels &
Tunnel ISR1100-4G-FGL2425L 3K J@B206406-
GroupID  620471170-sse cisco.com
Data sse-euc-1-1-1
Center

IP Address  3120.45.23

Tunnels Peer ID Peer Device IP Data Center Data Center IP Status Last Status
Address Name Address Update

Primary 1 327682 209122.90.235 sse-euc-1-1-0 18.156.145.74 © Connected ;’:\;25' 2024 5:05

Primary 2 327683 209122.90.235 sse-euc-1-1-0 1815614574 @ Connected ;’::25' 2024 5:65

Secondary 1 383218 209122.90.235 sse-euc-1-1-1 3.120.45.23 @ Connected ;i: 25,2024 5:03

Secondary 2 393219 209122.90.235 sse-euc-1-1-1 3.120.45.23 @ Connected ;’:\; 25,2024 5:03

#Ciscolive
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Directing Traffic to Secure Access

Cisco Secure
Access

Option 1: Set Service Route of 0.0.0.0/0 to

direct default to SSE

« Simple to set the default route pointing for all non-
internal traffic to SSE

» Set per VRF

All Traffic

Option 2: Policy Based Routing Using Flexible

Traffic Engineering
*  Flexibility to select which applications send traffic

to SSE
» Leverage DPI for app-classification -
* Route-based redirection also possible Branch 1 Branch 2

cisco L‘V& . #CiscoLive BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Setting Security Policy for Branch Users
As of SD-WAN Release 20.13/ 17.13

Option 1: Tunnel Group

Cisco Secure
Access
BR-CHI BR1-Policy
BR-NYC BR2-Policy

Option 1: Set Policy for all traffic coming from
Branch via Tunnel Group

) T6-BR-CHI)

BR-Chicago
>

Branch

Stuart
cisco W/

HCiscolLive  BRKSEC-2092
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Secure Access Network Tunnel Groups

Set TG as Source of Policy ~ wew

| Ryan - CLUS Test 1a - Warn Palicy with SDWAN Tunnel - Int Network - Staf [|e v

Specify Access

In Access Policy, create O e Aeess o el

Rule and in From: expand e

Network Tunnel Groups as O D Warn s -
source.

From To
Specify one or more sources. Specify one or more destinations.
1 [ +1More & } Dating

Information about destinations, including selecting multiple destinati

Select sources

Select specific Tunnel — |
. Source Network Tunnel Groups
Group to apply policy to any E P ——

Includes all existing and future configured network tunnel groups

traffIC CO m I n g th roug h th e | | Boston-MySecureConnectMX65
tu n n eI . || BostonOffice-Cat8k-SDWAN

|| Cat-Branch-oscramir

|_| CBo®

EEEN
(o}
g g
c c
b @
404
Q9
o B
Q o
o [=)
(=3 o
(5 L

|_| FTD-OSCRAMIR-CR

bd ISR1100-4G-FGL2425L3KJ I ® >

]I;ll

2
3

e Bmmnn VURA BTRALIE
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Setting Security Policy for Branch Users
As of SD-WAN Release 20.13/ 17.13

) _ ] _ Cisco Secure
Option 1: Set Policy for all traffic coming from Access

Branch via Tunnel Group

Option 2: Internal Network

10.109.10.0/24 SN1-Policy
10.109.20.0/24 SN2-Policy

Option 2: Create Internal Network mapping to
set policy per IP subnet per TG

SN - 10.109.10.0/24

Branch

SN: 10.109.20.0/24

BR-Chicago
>

Stuart

cisco L‘V& . #CiscoLive BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Reference

Secure Access Internal Networks

_ 3. InAccess Policy, create Rule
Set Subnet at Branch as Source of Policy and in From: expand Network

emalNotworks - Tunnel Groups then the
|dentify specific internal 1o specific Tunnel Group as

networks at Resources -> source.
Internal Networks. Select 4. Check box for correct internal

Add+ | network
si G = 10.108.20.0/24

3 L

From To
2 Add a New Internal Network Spacify ona of mord sources  Spcify one or more dest
Map VPN subnet to source | / ore | o
[ sites-vento-statt | i J Information about desting
o

Tunnel Group by addlng |Pvd Address Select sources
VP NS I P S u b n et an d C h oose | 10100100 N 4 I Source > Network Tunnel Groups > ISR1100-4G-FGL2425L3KJ I
Internal Network Association Any traffic from this Network Tunnel Group
the correct Network Tunnel \

Tunnel Groups Internal Networks (3 networks) Select All

Group. 2

|| Site9-VPN20-Guest

B2 [] Site-VPN30-loT

cisco M -/ HCiscolLive  BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Request

Web Policy Segmentation At Wor

Policy for Staff might differ from Patient

Source

Rule Identity @

@D | & siteo-vPN20-Guest | 5 Site9-VPN20-Guest Ihltpszuwww.hox.com{

i Site9-VPN10-Staff

& Site8-VPN10-Staff

h Site9-VPN10-Staff

5L Site9-VPN10-Staff Ihttps:waw.bnx.cnm{

Destination Internal IP Action Categories
10.109.20.2 Blocked I Online Storage and Backup, File Storage
https:/fwww.box.com/ 10109.10.2 Allowed — Warn Page Displayed Application Warn, Online Storage and Backup, File Storage
10.109.10.2 Allowed — Warn Page Displa yedl Application Warn, Online Storage and Backup, File Storage

Category Blocked
for Patient VRF

Category Warned
for Staff VRF

Action
Blocked
Time
May 30, 2024 4:02 PM
Rule Name

Ryan - CLUS Test 1b - Block Policy with
SDWAN Tunnel - Int Network - Staff

Source

Cisco

.&‘/

Web policy specifically
applied to traffic from
VPN20 coming through
SD-WAN tunnel

HCiscolLive  BRKSEC-2092

& Site9-VPN20-Guest
= ISR1100-4G-FGL2425L3KJ

Rule Identity

i Site9-VPN20-Guest
Internal IPv4 Address
10108.20.2

External IP Address

Destination
https:/fwww.box.com/
Hostname
www.box.com

Categories
Online Storage and Backup, File Storage

Dispute Categorization

Resource/Application
Box Cloud Storage
Application Category
Cloud Storage

Action

@ Allowed — Accessed After Warn
Time

May 30, 2024 4:03 PM

Rule Name

Ryan - CLUS Test 1a - Warn Policy with
SDWAN Tunnel - Int Network - Staff

Source

& Site8-VPN10-Staff

= ISR1100-4G-FGL2425L3KJ

Rule Identity
& Site@-VPN10-Staff
Internal IPvd Address
10108.10.2

External IP Address

Destination

hitps://www.box.com/

Hostname
www.box.com

Categories

Application Warn, Online Storage and
Backup, File Storage

Dispute Categorization

Resource/Application

Box Cloud Storage

Application Category
Cloud Storage

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40




Internet and
SaasS Policy for
Groups using
SAML

cisco L{Ko//




But What If Dr. Bob Needs Security Policy for
Doctors?

Bob Network Userld Id Group
A - Cisco Securc -_—— 10.109.10.0 Doctors
- | SS 10.109.20.0

~
Traditional  ~«
Branch

10.120.10.0

.Ccess
__. aln N N
" AN\

10.120.30.0

Stuart

SD-Access
Fabric Site

cisco L‘V& . #CiscoLive BRKSEC-2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Setting Security Policy for Branch Users

As of SD-WAN Release 20.13/17.13

Option 1: Set Policy for all traffic coming from
Branch via Tunnel Group

Option 2: Create Internal Network mapping to
set policy per IP subnet per TG

Option 3: Enable SAML authentication to
identify ID Group to set policy per group

ID - Bob: Doctor

Cisco Secure
Access

TG-BR-CHI

Option 3: SAML

Doctor DR-Policy

ID - Kevin: HR

HR HR-Policy

BR-Chicago
>

Kevin

cisco W,/ #Ciscolive
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A Word About SAML and SCIM

SCIM (System for Cross-domain SAML (Security Assertion Markup
ldentity Management) Language)

« Automates the exchange of user identity Authentication language between
information between domains identity providers (IdP) and Service
Providers (SP)
« Creates standard data structure so

identity information is stored in a « Enabled Single Sign-On (SSO)
consistent way

* Can be Used in Combination with MFA
* Provides a single system to manage

users and groups

cisco Lz%o//
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D as Policy Source from a Branch

Secure Access is not an open proxy @

C@J Cisco Secure
So what? ‘@ﬂ

It must trust the source of the request

Adding Tunnel Groups from a router creates
a trusted identity

But that means policy is based on the tunnel name of
Internal Network and so the same policy applies to any (tO the resoue!!)
device connecting through that tunnel or subnet, right?

cisco L‘V& . #CiscoLive BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



SAML at a High Level

Security Assertion Markup Language G
. - . : S SAML laP
SAML is authentication mechanism used to access multiple web 3
applications with one set of credentials (SSO) User |
Works by passing authentication information via HTTP redirects SAML '
between a Service Provider (SP) and an Identity Provider (IdP) j—— === = Reltonio
l :
> e ____ |
Authentication information includes logins, authentication state, I I
identifiers, or other relevant attributes (D '
Service
Provider

cisco M - HCiscolLive  BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Secure
Access

A: Worker is proxied
at Secure Access

D: Upon successful
authn/authz with SAML,
Secure Access uses
user/group info to apply rules

B: Access Policy
configured for SAML
with Duo as SAML IdP

g =Iﬂ ’ - -_Eu - T —— C: Duo App Protect_ion

Usars f A S Adaptive enforces rules, device
CCess evice

Groups Rules Posture MFEA health posture and MFA

/ and Health
cisco L‘V& N #CiscoLive BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



SCIM Enables |Id Services to Provide Users and

Groups

Secure Access integrates with Identity services
such as Active Directory, Entra Id, G Suite, Okta,

other SCIM IdP

After integration, identities become part of

Users and Groups and can assign policy based

on user or group

cisco L{{@/

#Ciscolive

Users and User Groups

Manage your organization's users and user groups. To add new users and user groups, provision them through a supported identity provider.

Once added, users and user groups can then be added to an access rule. Helpt’

Users Groups

Groups
Manage your organization's user groups. To add new user groups, click Provision Groups. Help™

16 results

Name

& Configf

Usel Source Associated Rules
Access Control Assistance Operators [ OnPrem 0
Cloneable Domain Controllers 0 OnPrem 0
Contractors 8 Azu 2
Domain Computers 1 OnPrem 0
Domain Users 4 OnPrem 1
Employees 8 Azu 9
Enterprise Key Admins 0 OnPrem 0
Hyper-V Administrators 0 OnPrem 0

BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Using Identity for Polices with Secure Access

ldentit

« SCIM provides identity info Servicg MFA / SSO
to Secure Access from Id | Wy Mg,
Service to create identity- > W O ﬂ s 6
based policy

« SAML provides SCIM SAML
authentication process
which can use MFA or ‘ CiSZO Secure
directly to Id Service CEESS <«

(1

cisco L‘V& . #CiscoLive BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Setting Secure Access

Policy for SAML

Supports SAML 2.0 POST profiles

Decrypt+SAML
4 Rules Enabled Enabled

Profile Name

[omsnnc

Integrate Secure Access (the SP) with an IdP

Out of scope for today, but documentation on several SAML integrations is here:
https://docs.sse.cisco.com/sse-user-guide/docs/manage-users-and-groups

() Set as default Web Profile.

Decryption

Decryption s necessary to in
specified in the selected Do Not

Decryption Enabled

Web Profile must have SAML Enabled and
Decryption Enabled

SAML Authentication

a Configure Security

Configure security requirements that must be met before traffic is allowed. Help [7

Intrusion Prevention (IPS) ~ Rule Defaults

Set the Web Profile on an Access Policy that includes
Network Tunnel from which user traffic arrives

Web Profile  Custom

‘The following web-related settings will apply to traffic that matches this rule. Help 7

After Web Policy matches on Network Tunnel, the SAML
challenge will be initiated

Decrypt+SAML v |
Decryption Enabled SAML Authentication
Threat Categories 3 Categories Enabled, File Inspection
Default Web Settings
File Type Blocking Disabled SafeSearch

Access Policy will be re-evaluated, but now include user
and group identities

End-User Notifications System Provided Block page

Reference

Applied To Decryption ~ SAMLAuth  Security and Acceptable Use End-User Notifications Last Modified

2 Control Types Selected System-provided Sep 29, 2023

y and acceptable use. When enabled, all web traffic will be decrypted except as

Do Not Decrypt List: None

Tratfic will be decrypted and inspected based on the selected IPS profile. Transactions involving destinations on the Do Not Deerypt List (7 will not be dex

Profile: Balanced Security and Connectivity | Intrusion System Mode: prevention | Signatures: () 9350 Block (3) 488 Log Only (<) 40327 Ignore

Edit

Edit

Enabled

Enabled, Threatgrid Mal
Disabled

Disabled

cisco L{V&/

#Ciscolive

BRKSEC-2092
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https://docs.sse.cisco.com/sse-user-guide/docs/manage-users-and-groups

Group Specific Web Policy at Work

1 Total O Viewing activity from May 29, 2024 5:53 PM to May 30, 2024 5:53 PM

Event Details
Page: 1 ~ Resultsperpage: 50 ~ 1-10f1 Action
Allowed — Warn Page Displayed
Request Source Rule Identity @ Destination C > Time

May 30, 2024 5:52 PM
@D L Bob(bob@onesase.com) 5, SiteS-VPN10-Staff  https://mychart.org/
Rule Name

Ryan - CLUS Test 3 - Doctors - SAML-
SDWAN

Source

\ 4 Bob (bob@onesase.com)

i Site9-VPN10-Staff

= ISR1100-4G-FGL2425L3KJ

Rule Identity

\

10108.10.2

External IP Address

Destination

https://mychart.org/

Hostname

mychart.org

Categories

Health and Medicine, Health and Fitness

Dispute Categorization

X

Web policy specifically
applied to traffic from
Entra group Doctors
sourced from VPN10-
Staff coming through SD-
WAN tunnel

cisco L‘V&./ HCiscolLive  BRKSEC-2092
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New Policy
Source Methods

cisco L{V&/



Setting Security Policy for Branch Users
Coming with SD-WAN Release 20.15/17.15

Cisco Secure
Access
BR-Chicago

D

M / Stuart
Cisco &. #CiscolLive BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 53

Extend VPN/VRF segmentation to Secure

Access @ ___________________ >

» Enables differentiated internet access policies

* VPN separation at Edge Device either physical
interface or sub-interface

+ WAN interface propagates VPN-ID to Secure
Access

» Catalyst SD-WAN Manager provides list of
VPN-IDs for creating policy




Adding Micro-Segmentation to Secure Access
Coming with SD-WAN Release 20.15/ 17.15

Cisco Secure

Extend SGT segmentation to Secure ISE Access
[
Access

SGT List

Namespace SGT
Staff

» Enables finer-grained internet access policies

* Apply separate SSE policies for VPN-ID/SGT = IP-SGT -=--= >®
Mappings
across same IPSec tunnel

Patient

* ISE provides SGT list and mapping of IP-SGTs

+ WAN interface propagates VPN-ID and SGT to
Secure Access

BR-Chicago

4

L‘V / Stuart
Cisco &. #CiscolLive BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 54




Segment Cloud
Workloads In

CSPs

cisco Li/&/



Dr. Bob Needs to Access Workload in CSP

~
Traditional  ~«
Branch

10.120.10.101 Kevi
010010 | Lign
ve.!
cisco Lz/& scoPublic 56

HCiscolLive  BRKSEC-2092 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Automate SD-WAN Extensions into Public Clouds

Cloud OnRamp for Multicloud _
Benefits

Automate SD-WAN fabric into CSPs

Branch

~ h @ AWS Extend policy framework into cloud
Unify control plane for dynamic routin
SD WAN o @ AzureH I Y [ uting

Simplify operations with one management plane
GCP

Enhance visibility for devices and circuits

- cmm—

Data Center

Integrate multiple cloud providers

cisco L‘V& . #CiscoLive BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



CSP Connection - Cloud GW

Automating AWS Transit GW Integration

Bob le

' &

CSP Region 1

Data Center

cisco L‘V& N #CiscoLive BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights

-l

reserved. Cisco Public
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CSP Connection - Cloud GW

Automating AWS Transit GW Integration

Bob le

' &

CSP Region 1

Data Center

cisco L‘V& N #CiscoLive BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights

-l

reserved. Cisco Public

59



CSP Connection Example - Cloud GW

Dynamic Routing to Host VPCs

Bob

Branch

Data Center

cisco L{V&/

e o o e o e e e e e e EEe e e e e e e EEe e S EEe e e e e

Transit VPC

#Ciscolive

BRKSEC-2092

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

-~
TGW P
-~
”
”
A,
_-: Infra
> Route |¢=—F1—-=---
-» Table |
~
\\
~
~
~
~
~

VPC Attachments

Host VPCs

10.21.10.0/24

Prod VPC

10.22.20.0/24

Dev VPC

A\

10.23.30.0/24

Demo VPC

60



CSP Connection Example - Cloud GW

Segmenting Host VPCs to VPNs

Branch

VRF 10
Route Table:
10.21.10.0/24 (Prod)
10.23.10.0/24 (Demo)

Stuart

VRF 20
Route Table:
10.22.10.0/24 (Dev)

Data Center

cisco L{V&/

Transit VPC

#Ciscolive

BGP

-~
TGW e
-~
”
”
-~
— = Infra
Route |¢=—F1—-=---
- =P
Table |y
S ~
~
~
~
~
~

BRKSEC-2092

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Host VPCs

10.21.10.0/24

Prod VPC

10.22.20.0/24

Dev VPC

10.23.30.0/24

Demo VPC
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CSP Connection Example - Cloud GW

VPC Segmentation through Automation

VRF 10
Route Table:
10.21.10.0/24 (Prod)
10.23.10.0/24 (Demo)

Branch

Stuart

VRF 20
Route Table:
10.22.10.0/24 (Dev)

Data Center

cisco L{V&/

Host VPCs |
|
| 10.166.10.0/24 |
T ”
Transit VPC TGW _ - I
» - Prod VPC |
> ”
@ BGP |
“T==-F-> Infra I
caw Route |
@ __—-F Table ™ _ |
BGP \ |
N

S |

CGW ~ <
- |
M1 10.166.30.0/24 [

VPC Attachments . S0,
|
Demo VPC
e e e o = = o = = = =
HCiscolLive  BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Extend Segmentation into Cloud Service

Providers (CSPs)

Cloud OnRamp for Multicloud*

1.Launch Cloud OnRamp for
Multicloud

2.Complete pre-deployment steps
(per CSP)
A. Associate cloud provider account
B. Complete cloud global settings
C. Discover host private networks

D. Deploy CGW staging template to
Catalyst 8000v router(s)

3. Create Cloud Gateway

4. Edit Intent to automatically map
VPNSs to VPCs/VNETs

*Screenshots are of Catalyst SD-WAN Manager 20.13
cisco Lz{/&/

Monitor |  ansites ~ |

Overview Devices Tunnels Applications Security Logs Multicloud

Amazon Web Service Microsoft Azure
Cloud Gateways Down O Partial 0 Up 1 Cloud Gateways

Cloud Edge Down 0 Up 2 Cloud Edge

Connected Sites Down 0 Partial 1 Up 3 Connected Sites

Tunnels 4 Connected Tags

Connected Tags 1 Connected Host VNets
Connected Host VPCs 1 Connected VPN Connections
Connected VPN Cennections 1

Down 0 Partial0 UpQ

DownO UpO

Down O Partial 0 Up 0

0
0

0

HCiscolLive  BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Reference

Automating Cloud Extensions in SD-WAN

Cloud OnRamp for Multicloud*

1.Select Cloud OnRamp for Multicloud

2.Complete pre-deployment steps
(per CSP)

A. Associate cloud provider account
B. Complete cloud global settings
C. Discover host private networks

W / *Screenshots are of Catalyst SD-WAN Manager 20.13
cisco &~ #HCiscolLive BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 64

Monitor

Auwmmdam  Peviees Tunnels  Applications  Security  Logs  Multicloud

@ Monitor

Qe

| A Ryanshoemaker

Interconnect

A Menitor
Netwark Snapshot

3
&\ Configuratj
= . - 1 4 At n - n n n =0 — A n
X Tooks
Report Cloud Interconnect
5 e
il Analyti
2o Admin Network Snapshot v
7) Explon
3 Workfl
“4 a2 .0
Report aws | 1 4 0% 2. oy /A Vicrosoft 0 0 O 2o 3 0 d
Cloud Gateways HostVPCs  connections ~ WAN Edge Azire  Cloud Gateways Host VNets WAN Edge Cloud Gateways H
il Anaiyt
{f =0 -0 “0
D Explon = O 0 "0 0l ¢ Anzre O 0 v0
e Cloud Gateways Host VPCs Connections WAN Edge Govemment  Cloud Gateways Host VNets WAN Edge
N
Q v
Total Rows: 1 0 &
Cloud Type Region Account Name Cloud Gateway Name/Azure Virtual WAN Hub Health Devices Tunnel to Cloud WAN Core
AWS us-east-2 AWS SASE Team CGW-AWS-US-EAST2 (] 2 reachable 4 reachable
WORKFLOWS
b seETUP (),DISCOVER () MANAGE O INTENT
=
Associate Cloud Account Host Private Networks Create Cloud Gateway MANAGEMENT
Account Managej Gateway Management Cloud Connectivity
Audit

Cloud Global Settings
Rebalance



Automating Cloud Extensions in SD-WAN
Cloud OnRamp for Multicloud*

Moritor

- Tnnels  Applications  Security Logs  Multicloud

Canfiguration Groups

Policy Groups

1. Select Cloud OnRamp for Multicloud

Service Insertion

9 waidfnance WAN Edges Certificate Status Licensing Reboot
' Topology
1 (] 19 (1]
inistra ,
4o Agfinistration Cloud OnRame for SasS sqer Reachable ° wiarning ° Assignea - Last 24 hrs
_ 12 Unreschable 8 Unsssigned
B florktiows
Devices
Reparts Netwark Hierarchy

Viewoetsts | Tunnel Health @ (aeney ey <

Certificates

il Analytics

Certificate Authority 1o

@) Explore Templates

Policies

Security T

Unified Communications 34

Netwark Design

Cloud onRamp for lsa$

Application Catalog n
- : =
[ u

*Screenshots are of Catalyst SD-WAN Manager 20.13
cisco Lz{@/
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Automating Cloud Extensmns in SD-WAN

Cloud OnRamp for Multicloud*

Monitor

Tnnels  Applications  Security Logs  Multicloud

1. Select Cloud OnRamp for Multicloud

2. Complete pre-deployment steps (per
CSP)

A. Associate cloud provider account

Wil Analytic

) B0 e &= 0 0 0 ) A 0 0 0
HostVPCs  Comnec AN €4 Hast VN !
B. Complete Cloud global settings
Report: | -
il Anaiytics T @
Explo Cloud Type Region AccountMame  Cloud Gateway Name/Azure Virtual WAN Hub Health  Devices Tunnel ta Cloud WAN Core
ASE Tear SW-AWS-US-EAST2 e eachable 4 reachable
WORKFLOWS
SETUP () DISCOVER () MANAGE > INTENT
As: Host Private Networks Create Cloud Gateway MANAGEMENT
Ao Gateway Management Cloud Connectivity
Cloud Global Settings Audit
Rebalance

VNETs(Azure/GovCloud)

*Screenshots are of Catalyst SD-WAN Manager 20.13
cisco Lz{@/
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Automating Cloud Extensions in SD-WAN

Cloud OnRamp for Multicloud*

1. Select Cloud OnRamp for Multicloud

2. Complete pre-deployment steps (per
CSP)
A. Associate cloud provider account
B. Complete Cloud global settings
C. Discover host private networks

W / *Screenshots are of Catalyst SD-WAN Manager 20.13
cisco &. #Ciscolive

Aummioe Pewieee Topnels  Applications

Interconnect

T2 Manitor
Metwork Snapshot
Vorkflo!

o\ Confiqurat

Security  Logs

Multicloud

Q@8 | A Ryanshosmaker

Reports Cloud Interconnect
X Tools m—
il Analytic o ’A
“
(&) Explore
- e 2, Admi
B work 1 1 s e 0 0 g 2° 0 q
= Wer aws v0 .0 /A Vicrosoft v 3
Cloud Gateways Host VPCs Cornnections WAN Edge Azure  Cloud Gateways Host VNets WAN Edge Cloud Gateways H
Repo
-0 - -
il Analy 0 0
0 0 o 029 Anzre O 0 -0
- Cloud Gateways Host VPCs Connections WAN Edge Government  Cloud Gateways Host VNets WAN Edge
xpla
Q v
Total Rows: 1 0 &
Cloud Type Region Account Name Cloud Gateway Name/Azure Virtual WAN Hub Health Devices Tunnel to Cloud WAN Core
AWS us-east-2 AWS SASE Team CGW-AWS-US-EAST2 (/] 2 reachable 4 reachable
WORKFLOWS
b seETUP (),DISCOVER () MANAGE O INTENT
=
MANAGEMENT
Account Manage; Gateway Management Cloud Connectivity
Cloud Global Settings Audit
Rebalance
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Automating Cloud Extensions in SD-WAN

Discover Host Private Networks

*Only Tagged VPCs will be available to map to SD-WAN VRFs

1. Select VPC for Mapping

2. Add Tag

A. Name
B. Select Region
C. Select VPC

Available host private networks have been discovered

Reference

cisco L{V&/

[ Q CLEUR X
Cloud OnRamp for Multicloud > Discover Host Private Networks > Add Tag
1 Rows Selected Tag Actions \
Add Tag

Add New Tag
(] cloud Region Tag Name (O [ Prod
(O -eu-north-1 AWS SASE T

Region eu-north-1 x
(O eu-north-1 AWS SASE T [ ]
bu-north-1 AWS SASE T

Selected VPCs vpc-06eeb54f145f64aad (CLEUR24-DC1-Prod) x

|

() Enable for SDCI partner Interconnect
Connections (NOTE: this cannot be edited
once enabled) ()

HCiscolLive  BRKSEC-2092 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 68




Reference

Automating Cloud Extensions in SD-WAN
Stage C8Kvs for Cloud Gateway

Search Words

Configuration

Device Templates Featur mplates

Lol [=]

Create Template

Template Type  Non-Default v Total Rows: 1 of 36

Description

Type Device Model Device Role Resource Group Feature Templates Draft Mode

[ From Default device template for AWS TGW C8000V I Feature C8000v SDWAN Edge global 12

Disabled

D. Deploy CGW Staglng template to T Device Template | SASE_AWS_TGW_C8000V_Template_V01
Catalyst 8000v router(s)

[ |

Total Rows: 2 7
B CHERSIE NomiBEY SystemIP  Hostname Color(vpn_if_tunnel_color_value) Hostname(host-name)  System IP(s
© C8K-8D349E85-258B-6313-188A-C3.. [publlc-mlernel v] P
© C8K-40046C05-DDB7-5E72-B134-89... - ) [pixbllc—m(ome‘ v] et e

Setting parameters for CGW routers includes Site Id and System IP

cisco L{V&/
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Automating Cloud Extensions in SD-WAN
Stage C8Kvs for Cloud Gateway

D. Deploy CGW staging template to
Catalyst 8000v router(s)

Push Feature Template Configuration | @ Validation success

Total Task: 2 | Done - Scheduled : 2

Device Group (2)

(a

Reference

Initiated By: rshoemak From: 209.122.90.235

®

v)

As of: Jan 23,2024 11:04 AM Y

Status Message Chassis Number Device Model Hostname System IP Site ID Acti

Done - Scheduled Device became unreachabl C8K-8D349E85-258B-6313-188A-C30224B16881 €8000v ]

Done - Scheduled Device became unreachabl... C8K-40046C05-DDB7-5E72-B134-89F 4AS3CEQEE C8000v B
»

cisco L{V&/

After applying staging template, device becomes unreachable

HCiscolLive  BRKSEC-2092
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Automating Cloud Extensmns in SD-WAN

Create Cloud Gateway

3. Create Cloud Gateway (creates
transit hub/VPC, transit GW, deploys
cloud service routers, creates GW
attachment, and creates subnets)

cisco L{V&/

Reference

Cloud OnRamp for Multicloud Cloud Gateway Management Create Cloud Gateway
Manage Cloud Gatew: Create
Cloud o"%9¢ 7=
Cloud aw
C ( )
aaaaaaaaaaaaaaaa [ct -CGW- L |
P 0 a
ICloud Gateways H|
Description (optional) ‘
£
RRRRRR I )|
i =
SSH Ki [ ]
Ch | SITE_ 21 l
AV Ste e
Instance Settings ()
xxxxxxxxxxxxxxxxxxxxxxx \gs fleids that have been customized.
S g (- 35 G
(es ]
WORK
[ si [ ]
4@ MENT
Y022 |
uuuuuuuuuuu )
S S
cancel m
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Reference

Automating Cloud Extensions in SD-WAN

Validating Deployment

View Logs

[23-Jan-2024 17:25:10 UTC] Creating MultiCloud Gateway: CLEUR24-CGW-AWS-EU-NORTH1
[23-Jan-2024 17:25:11 UTC] Creating TGW/Core Network Edge: CLEUR24-CGW-AWS-EU-NORTHT1 in the cloud
[23-Jan-2024 17:25:59 UTC] TGW/Core Network Edge: CLEUR24-CGW-AWS-EU-NORTH1 with id: tgw-022876124b4306893

created successfully in the cloud

[23-Jan-2024 17:26:17 UTC] VPC vpc-0e19f6143e5e3de28 Created
23-Jan-2024 17:26:17 UTC] Creating CSRs--this will take several minutes...

[23-Jan-2024 17:27:11 UTC] 2 CSRs Created
I [23-Jan-2024 17:27:11 UTC] Attaching TVPC:vpc-0e1916143e5e3de28 to TOW
[23-Jan-2024 17:28:05 UTC] Attachment of TVPC:vpc-0e19f6143e5e3de28 to TGW done
[23-Jan-2024 17:28:06 UTC] TVPC: CLEUR24-CGW-AWS-EU-NORTH1 with id: vpc-0e19f6143e5e3de28 created successfully in th!
cloud

[23-Jan-2024 17:28:06 UTC] Done creating CGW: CLEUR24-CGW-AWS-EU-NORTH1. Checking if mapping is required...
[23-Jan-2024 17:28:07 UTC] Mapping started in the cloud

[23-Jan-2024 17:28:11 UTC] Request Basic Validation Complete

[23-Jan-2024 17:28:15 UTC] Cloud State Read

[23-Jan-2024 17:28:15 UTC] Mapping Changes Identified

[23-Jan-2024 17:28:15 UTC] Applying these changes will take several minutes...

[23-Jan-2024 17:31:39 UTC] Mapping Changes Applied

[23-Jan-2024 17:31:47 UTC] Mapping successful in the cloud

[23-Jan-2024 17:31:47 UTC] Successful in realizing mapping intent on creation of CGW: CLEUR24-CGW-AWS-EU-NORTH1
[23-Jan-2024 17:31:47 UTC] Successfully created CGW: CLEUR24-CGW-AWS-EU-NORTH1

23-Jan-2024 17:25:59 UTC] Creating 1VPC: CLEUR24-CGW-AWS-EU-NORTHT in the cloud

Transit gateways (1/

1) info

Actions v

‘ Q Find transit gateway by attribute or tag

State | Clear filters |
Name ./ v | Transit gateway ID v | state
CLEUR24-CGW-AWS-EU-NORTH1 tgw-022876124b4306893 @© Avallable

Your VPCs (4) info

l Q search
|m) Name v | vecip v | state v | IPvaciDR
[J  CLEUR24-DC1-Demo vpc-0e9e382fe2bc50486 © Avallable 10.23.0.0/16
—» o I CLEUR24-CGW-AWS-EU-NORTH1 Vpc-0e19f6 28 @ Avallable 10.221.221.0/24 I
[J  CLEUR24-DC1-Dev Vpc-08474efag0f568628 @ Avallable 10.22.0.0/16
CLEUR24-DC1-Prod Vpc-06eeb54f145f64aad © Available 1021.0.0/16

v | IPv6 CIDR

ted using IP pool range

(c]

Instance state ¥ actions v | |[atinch instances 1 (%]

Transit VPG creat
Instances (5) e
['Q_ Find instance by attribute or tag (case-sensitive)
Instance state = running | X
Name /£

] I Anystate v ‘

Clear filters 1 ®
v | Instance ID | instancestate v | Instancetype ¥ | Statuscheck Alarmstatus | Availa)
O CLEUR24-Linux-ServerA 1-0bf8c25b7e089f74e @Ruming @ Q t3.micro © 2/2 checks passed  View alarms + eu-nor
(CLEUR24-Linux-Server8 1-05996fc823786deet @rRunning @ @ t3.micro © 2/2 checks passed  View alarms + eu-nor
m] CLEUR24-Linux-ServerC 1-0b6040c3c7b7abe7c Q@running @ @ t3.micro © 2/2 checks passed  Viewalarms 4 eu-nol
a CLEUR24-C( ©Running @ & cSxlarge © 2/2 checks passed  View alarms +  eu-nol
] CLEUR24-Cf 1 ©@Rumning @ @ c5xlarge © 2/2 checks passed  Viewalarms +  eu-nof

Two C8Ks Crealed

Transit gateway attachments (1/1) info

cIsco '&/

[ Q_ Find transit gateway attachment by attribute or tag
| Clear filters | < 1>
v | Transit gateway attachmentID v | Transit gateway ID v | state v | Resource type
tgw-attach-01a7c16417b2ca8dc tgw-022876124b4306893 @ Available VPC
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Automating Cloud Extensions in SD-WAN

Managing Intent

1.Select Cloud OnRamp for
Multicloud

2. Select Cloud Connectivity

3. Edit Intent to automatically map
VPNs to VPCs/VNETs

WORKFLOWS

{@} SETUP

Associate Cloud Account
Accoun t Management
Cloud Global Settings

O DISCOVER
Host Private Networks

@ MANAGE

Create Cloud Gateway

Gateway Management

> INTENT MANAGEMENT
=

Cloud Connectivity

Rebalance VNETs(Azure/GovCloud)

VPC

VRF/VPN

cisco L{V&/

Cloud Provider [ aws  Amazon Web Services v]
Intent Management - Connectivit 5 g0 & Legend: et System g intent gy Intent
9 e e & i 9end: | NotDefined = Defined Ml Defined KM Realized
O coudatonsy
Filter || Sort
o
» /\9% £ s & é’;
> &L N
S & - & @
NGO
SOURCE e & g v

—
VPN10 o

— 5
VPN20 S
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Reference

Automating Cloud Extensions in SD-WAN

Validating Intent =

Transit gateway attachment: tgw-attach-012a5a74fb4633249 @ X
Details Flow logs Connect Peers Tags
Mapping intent creates Connect Adjacency Connect peers (2) [ G ][ Actions v |[ create connect peer |
which established GRE tunnel between C8K | QFilter connect peer | 1 ®

router and AWS TGW and BGP adjacency(ies)
is formed over this tunnel

Transit gateway ASN v Peer ASN v Peer BGP address v Transit gateway BGP 1 address v Transit gateway BGP 1 Status v Transit gateway BGP 2 addre

65401 65430 169.254.3.169 169.254.3.170 @Up 169.254.3.171
65401 65430 169.254.3.161 169.254.3.162 @Up 169.254.3.163
(LR 4-COH-ANS-EU-NORea] ~E¥E2#akiow 'ip bap veavd VEf 10, sumnary AWS - TG Connect Attachment

BGP router identifier 10.221.221.46, local AS number 65430
BGP table version is 13, main routing table version 13
11 network entries using 2904 bytes of memory
17 path entries using 2312 bytes of memory
2 multipath network entries and 8 multipath paths
6/5 BGP path/bestpath attribute entries using 1872 bytes of memory
BGP AS-PA’ entries using 88 bytes of memory
BGP extended community entries using 88 bytes of memory
BGP route-map cache entries using 0 bytes of memory
BGP filter-list cache entries using 0 bytes of memory
BGP using 7264 total bytes of memory
BGP activity 12/0 prefixes, 21/0 paths, scan interval 60 secs
12 networks peaked at 20:09:20 Jan 23 2024 UTC (00:20:43.575 ago)

Neighbor AS MdgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
169.254.3. 65401 128 133 13 0 0 00:20: 2

169.254.3. 65401 128 133 13 0 0 00:20: 2
169.254.3. 65401 127 134 13 0 0 00:20: 2
169.254.3.171 4 65401 128 133 13 0 0 00:20: 2
[CLEUR24-~CGW-AWS~EU~-NORTH1~-RTR2#

. C8K - BGP summary in VRF 10
CISCco Lg{@/
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Automating Cloud Extensions in SD-WAN

Validating Intent

ICLEUR24~CGW~AWS~EU~NORTH1~-RTR2#show ip route vrf

Routing Table: 10
odes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external
El - OSPF external type 1, E2 - OSPF external type 2,
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - Is-IS, su - IS-IS summary, L1 - IS-IS level-l, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
- NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected

ateway of last resort is not set

10.0.0.0/16 is subnetted, 6 subnets

10.10.0.0 [251/0) via 1.1.97.2, 00:24:40, Sdwan-system-intf
[251/0)] via 1.1.97.1, 00:24:40, Sdwan-system-intf
[20/100) via 169.254.3.171, 00:24:26
[20/100] via 169.254.3.170, 00:24:26
[20/100] via 169.254.3.163, 00:24:26
[20/100] via 169.254.3 2, 00:24:26
[20/100] via 169.254.3.171, 00:24:26
[20/100) via 169.254.3.170, 00:24:26
[20/100] via 169.254.3.163, 00:24:26

C8K - VRF 10 Routing Table - Prod and
Demo VPCs present

ciIsco 'p/_/

LEUR24~CGW~AWS~-EU-NORTH1-RTR2#show ip route vrf 20

Routing Table: 20

odes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-l, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
- NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR

- replicated local route overrides by connected
ateway of last resort is not set

.0.0.0/16 is subnetted, 1 subnets

10.22.0.0 [20/100] via 169.254.3.235, 00:25:08
[20/100] via 169.254.3.234, 00:25:08
[20/100] via 169.254.3.227, 00:25:08
[20/100] via 169.254.3.226, 00:25:08

C8K - VRF 20 Routing Table - Dev VPC
present
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Bob has an Internet/SaaS policy as a Doctor and
Access to Correct VPCs in the CSP

Bob Roth;FTL&e; User Id VRF/VPN Id Group Policy

Bob Staff Doctors DR-SAML
— ~

~
Traditional  ~«

Branch
Stuart

10.21.10.0/24 (Prod)
10.23.10.0/24 (Demo) Securs

4 RIS Patients Patients Guest-VRF
; loT loT loT-VRF

SD-Access
Fabric Site

erv

Demo_Serv

Private Cloud
/ DC

ISE

IS OW / Prod_Serv
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Conclusion

« (Catalyst SD-WAN to Umbrella can differentiate DNS policy based on
VRF/VPN

« (Catalyst SD-WAN to Secure Access can differentiate SSE policy based on

Source device or tunnel
Source subnet

Source |ID group via SAML
Source VRF/VPN*

« Source SGT*

* VPN/VRF segmentation to CSPs integrated and automated with Catalyst
SD-WAN

*Coming with 20.15/17.17 SD-WAN Release
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Complete Your Session Evaluations

,é/ Complete a minimum of 4 session surveys and the Overall Event Survey to be
- entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.

P, Earn 100 points per survey completed and compete on the Cisco Live
——  Challenge leaderboard.

% Level up and earn exclusive prizes!

:@/\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

Continue

- Attend the interactive education

yOU I educatiOﬂ with DevNet, Capture the Flag,
: and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.Ciscolive.com/on-demand
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