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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 7, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2502

Enter your personal notes here
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Continue 
your education

• Hear Tom Gillis at the Security 
Deep Dive Keynote KDDSEC-
1000!

Securing User to Application and 
Everything in Between
Wednesday, June 5 | 1 – 2pm

• Visit us at the Security Innovation 
Zone (#4435) for demos and 
workshops

3BRKSEC-2502

Security 
Innovation Zone
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Setting expectations…

Not an intro 
to Cisco XDR

Reference 
slides

Hidden slides 
in PDF

Please ask 
questions!

Webex   Q&A Workflows 
available

Subject to 
changes
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• Christopher van der Made

• Half Dutch, Half American, living in Rotterdam (NL)

• Studied at University of Amsterdam (NL):

• Major: Neuroscience, Minor: Computer Science

• Masters: Information Science

• “Born and raised” in Cisco:

• Joined Cisco’s graduate program in 2015 as Associate Systems Engineer

• Consulting Systems Engineer for Security in Northern Europe team from 2016-2020

• Developer Advocate for Security in Developer Relations team (Cisco DevNet) from 
2020-2022

• Engineering Product Manager for Cisco XDR (and SecureX), with focus on Automation 
from 2022 and onwards…

• Hobbies: coding, brewing&drinking, cooking&eating, board sports.

whoami
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Agenda

• What is Incident Response?

• How to perform Incident Response with Cisco XDR?

• Introduction to Cisco XDR (Automation)

• Pivot Menu

• Playbook Tasks

• Automation Rules

• Let’s put it to practice!

• Future?
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Agenda

➢What is Incident Response?

• How to perform Incident Response with Cisco XDR?

• Introduction to Cisco XDR (Automation)

• Pivot Menu

• Playbook Tasks

• Automation Rules

• Let’s put it to practice!

• Future?
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What is Incident 
Response?
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Response RecoveryDetection

Find indicators of activity based on 
intelligence and generate a 
detection. Correlate detection(s) 
into an alerts.

Restore the affected systems back 
to “business as usual”. Create 
report.

Validate detection(s) and 
intelligence, confirm incident, then 
contain and eradicate the threat on 
affected systems. 

BRKSEC-2502 9
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Response RecoveryDetection

PICERL
Preparation, Identification, Containment, Eradication, Recovery, Lessons Learned

ATT&CK, 
DeTT&CT

RE&CTD3FEND

Find indicators of activity based on 
intelligence and generate a 
detection. Correlate detection(s) 
into an alerts.

Validate detection(s) and 
intelligence, confirm incident, then 
contain and eradicate the threat on 
affected systems. 

Restore the affected systems back 
to “business as usual”. Create 
Incident report.
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https://atc-project.github.io/react-navigator/https://www.sans.org/media/score/504-incident-response-cycle.pdf
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An example 
Incident 
Response use 
case
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Impact
Command 

and Control
Lateral 

Movement
PersistenceExecution

Initial 
Access

Email 
Attachment

Drive-by 
Download

RUNONCE

Execute 
Process

User Send beacon

Stage 2
Process 

Creation

Send File

Execute File
Send/Receive 

CMD
Encrypt files

Impact
Command 

and Control
Lateral 

Movement
PersistenceExecution

Lateral 
Movement

Create New 
File

Execute 
Process

RUNONCE

User N/A Send beacon

Stage 2
Process 

Creation

Send File

Execute File
Send/Receiv

e CMD
Encrypt files

Example Use Case: Ransomware Attack
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Impact
Command 

and Control
Lateral 

Movement
PersistenceExecution

Initial 
Access

Email 
Attachment

Drive-by 
Download

RUNONCE

Execute 
Process

User N/A Send beacon

Stage 2
Process 

Creation

Send File

Execute File
Send/Receive 

CMD
Encrypt files

Impact
Command 

and Control
Lateral 

Movement
PersistenceExecution

Lateral 
Movement

Create New 
File

Execute 
Process

RUNONCE

User N/A Send beacon

Stage 2
Process 

Creation

Send File

Execute File
Send/Receiv

e CMD
Encrypt files

From Detection to Identification

Detection View 1

Detection View 2

Where is the urgency of 

response needed?

Initial 
Detection(s)
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Impact
Command 

and Control
Lateral 

Movement
PersistenceExecution

Initial 
Access

Email 
Attachment

Drive-by 
Download

RUNONCE

Execute 
Process

User N/A Send beacon

Stage 2
Process 

Creation

Send File

Execute File
Send/Receive 

CMD
Encrypt files

Impact
Command 

and Control
Lateral 

Movement
PersistenceExecution

Lateral 
Movement

Create New 
File

Execute 
Process

RUNONCE

User N/A Send beacon

Stage 2
Process 

Creation

Send File

Execute File
Send/Receiv

e CMD
Encrypt files

Initial Detection
Initial 

Detection(s)

How do we Triage only 
this alert for initial 
Response, Escalation or 
False-positive?

What process called the 
network beacon and are 
the beacons related?
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Impact
Command 

and Control
Lateral 

Movement
PersistenceExecution

Initial 
Access

Email 
Attachment

Drive-by 
Download

RUNONCE

Execute 
Process

User N/A Send beacon

Stage 2
Process 

Creation

Send File

Execute File
Send/Receive 

CMD
Encrypt files

Impact
Command 

and Control
Lateral 

Movement
PersistenceExecution

Lateral 
Movement

Create New 
File

Execute 
Process

RUNONCE

User N/A Send beacon

Stage 2
Process 

Creation

Send File

Execute File
Send/Receiv

e CMD
Encrypt files

From Detection to Identification

By using backward chaining, 
we can focus on confirming 
this alert

What is the process tree 
of that executable?

Identification 
(backward)

Initial 
Detection(s)
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Impact
Command 

and Control
Lateral 

Movement
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Drive-by 
Download

RUNONCE

Execute 
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User N/A Send beacon

Stage 2
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Creation

Send File

Execute File
Send/Receive 

CMD
Encrypt files

Impact
Command 

and Control
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PersistenceExecution

Lateral 
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Create New 
File

Execute 
Process

RUNONCE

User N/A Send beacon

Stage 2
Process 

Creation

Send File

Execute File
Send/Receiv

e CMD
Encrypt files

Detection to Identification
Identification 

(forward)

Identification 
(backward)

Initial 
Detection(s)

By using forward chaining, 
we not only confirm but also 
understand the impact 

Next step(s) for containment 
and root cause analysis.

What is the process tree of 
that executable?
Was there lateral movement?
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Impact
Command 

and Control
Lateral 

Movement
PersistenceExecution

Initial 
Access

Email 
Attachment

Drive-by 
Download

RUNONCE

Execute 
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Stage 2
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Execute File
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CMD
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Command 

and Control
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Lateral 
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Create New 
File

Execute 
Process

RUNONCE

User N/A Send beacon

Stage 2
Process 

Creation

Send File

Execute File
Send/Receiv
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Detection to Identification

Who is executing 
processes in the tree?

Identification 
(forward)

Identification 
(backward)

Initial 
Detection(s)
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Let’s turn this into 
a “Playbook”!
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The full Playbook 

ActionResponseDecisionExecution
Initial 
Triage

Investigate 
Execution

List Process 
Tree

New process 
created?

Response Host

Isolate Process

Quarantine 
Host

List created 
registry keys

New autorun 
keys created?

Eradicate 
Persistence

Remove HKCU 
Run Key 
created

List files 
created

New file 
created?

Analyze File
Collect and 
Analyze File

Executed 
Files?

Investigate 
Execution

List Process 
Tree

List Hosts 
communicated

Any internal 
hosts?

Hunt 
Compromised 

Hosts

Find Hosts with 
observables

Endpoint

Response Action

ActionResponseDecisionNetwork
Initial 
Triage

Investigate 
Command and 

Control

List Hosts 
Communicated

Additional hosts?
Response 
Network

Block network 
observables

List processes 
by network

Any process(s) 
connections?

Investigate 
Execution

Isolate Process

Quarantine 
Host

Network

Identity

Endpoint

Where possible, automate the 
decision points!

Playbook Task

Decision(s)

Workflow(s)
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Agenda

• What is Incident Response?

• How to perform Incident Response with Cisco XDR?

• Introduction to Cisco XDR (Automation)

• Pivot Menu

• Playbook Tasks

• Automation Rules

• Let’s put it to practice!

• Future?
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Agenda

• What is Incident Response?

➢How to perform Incident Response with Cisco XDR?

➢ Introduction to Cisco XDR (Automation)

• Pivot Menu

• Playbook Tasks

• Automation Rules

• Let’s put it to practice!

• Future?
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How to perform 
Incident Response 
with Cisco XDR?



IR with Cisco XDR: 
Introduction
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What is eXtended Detection and Response?

Application of advanced 
analytics to the collected 
and normalized evidence to 
produce correlated and 
prioritized detections 
of malicious activity

Guided responses across 
multiple control planes to 
quickly and effectively 
contain, mitigate, and 
eradicate the threat.

Collection of detections and 
raw telemetry from multiple 
sensor technologies across 
your environment

BRKSEC-2502 25
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Identify the most impactful incidents using Risk

Priority Score = Detection Risk  x Asset Value

The Incident total priority 
score used to prioritize 
incidents 

Detection Risk composed of 
multiple values:

• MITRE TTP Financial Risk
• Number of MITRE TTPs
• Source Severity

User Defined Asset Value 
represent the value of the 
asset involved in the 
incident

1-1000 1-100 1-10

736
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Incident Response Architecture

Cisco XDR

Automation 
Workflows

Endpoint Cloud
Analytics

Firewall Malware
Analytics

SentinelOne CrowdStrike

Cisco Products

And many others…

Integration 
Module

Pivot Menu 
Actions*

Response 
Playbooks*

Automation 
Rules*

Retrieve additional context from 
device, isolate hosts, block IPs on 
firewalls, quarantine messages in a 
mailbox, and much more…

Response actions can be 
automated, guided or manual 
(i.e. unguided).

Dynamic ResponseWide variety of actions

* Most important for IR, more trigger types exist

BRKSEC-2502 27
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• A “no-to-low-code” drag and drop 
editor that allows you to build simple 
or complex workflows.

• No code required, but Python can 
be used.

• Powers the Response playbook 
feature in the incident manager 
using out of the box workflows.

• Pre-written workflows are available 
for import from Cisco or a broader 
community.

• Wide variety of use cases that are 
not limited to security or XDR-
related outcomes.

XDR Automation

BRKSEC-2502 28
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Input 
Variables

Automation Triggers

Other Trigger types:

• API request

• Task Approval

• Incoming Email

• Manual “Run” button

• Schedule/Calendar

• Incoming Webhook

Automation Workflow

Atomic 
Action

Activity

Activity

Output 
Variables

EMAIL 
(SMTP, IMAP, POP3, 

HTTP/SaaS)

SSH*
(execute commands, 

scripts, etc.)

Automation Targets

Outcome 
(e.g. results written to Worklog)

Many more 
options…

Credentials provided by custom “Target Account Keys” 
or by reusing the XDR Integration’s authorization.

Automation Workflow Runs

* On-premise possible via Remote Connector

Pivot Menu 
Actions

Response 
Playbooks

Automation 
Rules

HTTP API*
(custom or via XDR 

Integration)

Reference slide
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Response 
Playbooks

Automation 
Rules

• Trigger: manually in XDR UI or via 
Ribbon

• Input: single Observable only, single 
type (e.g. IP, Domain, etc.)

• Audit: currently no audit trail (only the 
Workflow Run)*

• Method: IROH Response API or 
Workflow with Pivot Menu template

• Trigger: manually in XDR Incident 
Details > Response tab

• Input: Incident or selection of 
Observables

• Audit: XDR Incident Details > Worklog 
tab and Workflow Runs

• Method: Workflow with Incident 
Response template

• Trigger: automatically, on Incident 
creation or status change

• Input: Incident, but possible to act on 
Observables via Workflow logic

• Audit: XDR Incident Details > Worklog 
tab and Workflow Runs

• Method: 1 or more Workflows with 
Incident Response template

Pivot Menu 
Actions

* Better audit trail on roadmap, including Pivot Menu actions

Reference slide
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What are “Playbooks” in Cisco XDR?

A bundle of Phases and Tasks. 
Phases contain 1 or more Tasks. 
Tasks will include instructions and 

optionally an Automation Workflow.

Cisco Managed Playbook available 
using System Workflows. Also 

possible to create custom and assign 
to incidents using Assignment Rules.

Contains one or more Atomic Actions, 
designed for a specific use case. Can 
be triggered automatically via Rules, 

or manually via Tasks.

System Workflows available that can 
that work based on Integrations, out-

of-the-box. 

Lower-level Workflows, which can be 
used as building blocks. Often self-
contained workflows that are like a 
function in traditional programming.

Many System Atomics available, for 
Cisco and third-party. 

Atomic ActionsWorkflowsPlaybook

BRKSEC-2502 31
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XDR Integrations

• Sometimes referred to as 
“Integration Modules” or “Modules”

• Cisco XDR has 85+ built-in 
Integrations: 

• On-prem and SaaS possible

• Mix of security products, intelligence 
sources, device managers, and 
more

• Easy to enable and configure

• API based

• Custom Integrations possible!

Reference slide
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Automation Targets

• Come in many different types, 
depending on the resource you’re 
communicating with.

• Most common types:
• HTTP Endpoint (used by most APIs)

• SMTP Endpoint

• SSH (Terminal) Endpoint

• Can be associated with an 
Account Key for authentication.

• Some target types support XDR 
Automation remote and/or the use 
of a proxy.

Reference slide
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Integration Targets

• Many XDR Integrations support 
automated creation of targets in XDR 
Automation (all new/updated):

• When a supported integration is 
configured in XDR, a corresponding 
Target will be created in Automation.

• Target will be read-only and have its 
type listed as the Target Type. 

• Integration Targets are a sub-type of 
the HTTP Endpoint target type.

• Integration Targets make workflow 
sharing and installation much simpler 
since they require no configuration.

Reference slide
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XDR API targets

• Built-in Targets for various XDR APIs 
to streamline operations or custom 
integrations within the XDR product:

• Public Intelligence API: Database of 
intelligence from multiple sources 
available to any XDR customer.

• Private Intelligence API: Database of 
intelligence that’s private to your 
organization.

• Platform APIs: APIs for investigation, 
response, incident management, and 
more.

• Automation APIs: APIs for managing 
objects like targets and account 
keys, starting workflows, and more.

Reference slide
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Agenda

• What is Incident Response?

➢How to perform Incident Response with Cisco XDR?

• Introduction to Cisco XDR (Automation)

➢Pivot Menu

• Playbook Tasks

• Automation Rules

• Let’s put it to practice!

• Future?
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IR with Cisco XDR: 
Pivot Menu
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• Triggered for a single ”Observable” from 
various parts of XDR, including within 
Investigations, Incidents and even from the 
“Ribbon”. 

• The available actions are dependent on the 
Observable Type (e.g. domain, IP, SHA256, 
etc.)

• Allow you to take actions such as:

• Creating a “Judgement”

• Linking out to other products to view 
additional information

• Taking a response action via an 
Integration (IROH Response API)

• Executing Automation Workflows with 
the “Pivot Menu” template

Pivot Menu Actions

BRKSEC-2502 38
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Automation Workflows with “Pivot Menu” template

Reference slide
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Demo: 
Create a new 
Pivot Menu 
Workflow
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Operation Outcome

Action from 
Pivot Menu

Send Webex 
Message To 

User

Notify  
Affected User*

Trigger

Demo breakdown…
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Don’t want to create your own?

Reference slide

BRKSEC-2502 52



Demo: 
Use a pre-built 
Pivot Menu 
Workflow
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Operation Outcome

Action from 
Pivot Menu

Take Snapshot 
with Orbital

Get forensic 
context during 
Investigation

Trigger

Demo breakdown…
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When to use this Incident Response type?

• Quick response actions ideal for senior Security Analyst and Incident 
Responders.

• Possible to taken actions throughout the XDR UI and Ribbon, not just in 
the Incident Response tab.

• Currently no Audit Log yet for these actions (other than Workflow Run), 
which makes them sub-optimal for Containment, Eradication and 
Recovery.

• Recommendation to use during Investigations and Identification phase.
• Relatively slower compared to Automation Rules.

Reference slide
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Agenda

• What is Incident Response?

➢How to perform Incident Response with Cisco XDR?
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IR with Cisco XDR: 
Response 
Playbook Tasks
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Playbook (e.g. Ransomware Defense)

Phase (e.g. Identification)

Task

Instructions

Workflow(s)
Atomic

Atomic Atomic Atomic

Decision(s)

Use Case > Playbook > Phase> Tasks > Workflow > Atomic

Reference slide
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Incident Response Workflow

Task

Playbook

Phase

BRKSEC-2502 65



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Default Playbook and System Workflows
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Look familiar?
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Cisco Secure 
Endpoint

• Quarantine file by hash

• List hosts with 
observable(s)

• List process tree

• Analyze Registry keys

CrowdStrike

• Quarantine file by hash

• List hosts with 
observable(s)

• List process tree

• Analyze Registry keys

Microsoft 
Defender

• Quarantine file by hash

• List hosts with 
observable(s)

• List process tree

• Analyze Registry keys

System Workflows are Integration “agnostic”
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Incident Response Template
Used for Playbook Tasks that 
work on entire Incident object 

(e.g. Create ServiceNow 
Ticket).

Used for Playbook Tasks that 
work on specific Incident 

Observables (e.g. Block IP 
Addresses on Firewall ).

Unified Workflow Template that 
can be used both for Playbook 
Tasks and Automation Rules, 

making them interchangeable and 
reusable.

Reference slide
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Working with the IR Template

Reference slide

Incident Rule Type will be set 
automatically, as variable 

references are unified

Reference to specific fields of 
Automation Rule (e.g. Rule 

name or conditions)

Reference to specific fields of 
Incident (e.g. Assignees, 

Priority Score, etc.)

Reference to specific fields of 
Workflow Run (e.g. when and 

who/how was it triggered)
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The Playbook “Editor”

Reference slide
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The Playbook “Assignment Rules”

Reference slide
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Demo: 
Using the 
Response Playbook
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Operation Outcome

Task from 
Playbook

Confirm 
Incident with 

Webex

Incident 
Confirmed and 

War Room 
Created

Trigger
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Demo: 
Build your own 
Playbook
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Operation Outcome

Task from 
Playbook

Webex Space 
Created

Demo 

Trigger
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When to use this Incident Response type?

• Guided response ideal for junior Security Analysts and Incident 
Responders.

• Structure allows for following the proper processes when an Incident has 
been declared.

• Every response action is automatically entered into the Incident Worklog.
• Relatively slower compared to Automation Rules.

Reference slide
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Agenda

• What is Incident Response?

➢How to perform Incident Response with Cisco XDR?

• Introduction to Cisco XDR (Automation)

• Pivot Menu

• Playbook Tasks

➢Automation Rules

• Let’s put it to practice!

• Future?
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Automation Rules

• Allow various types of events to 
cause workflows to run.
• Approval Task Rule: An approval task is acted 

upon within XDR Automation.

• Email Rule: An email is received in a pre-
defined inbox being monitored for new 
messages.

• Incident Rule: A matching incident is created in 
the XDR incident manager.

• Schedule Rule: A specific date, time, or interval 
of time has passed.

• Webhook Rule: An HTTP call was made to a 
specific webhook URL.

Reference slide
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Incident rules

• Evaluated when an incident is created in 
XDR and prioritization and enrichment are 
complete. Triggers for all Incidents with a 
priority score and status “New”.*

• Each rule can be configured with its own 
Conditions and one or more workflows to 
execute if the criteria are matched.

• Rules can either be in priority order or 
standalone:

• Priority rules are evaluated from the top 
down in order. They can be configured to 
stop processing of subsequent rules or to 
continue to the next rule.

• Standalone rules are evaluated for all 
incidents.

* soon will trigger on all incident status changes.

Reference slide
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Describe your Incident type to trigger on…

Reference slide
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Demo: 
Build an Incident 
Automation Rule
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Automation Rules work in real-time*

*Asynchronous queue, but in most cases that results in near real-time.
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A brief history of Automation Rules

Triggers are now implicitly managed by 
Automation Rules. References to them are 
generic, so they can be reused and shared 

independent of the specific Rule!
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Incident Response Template

Used for Automation Rules, as 
they always work on the entire 

Incident Object (e.g. Create 
ServiceNow ticket)

Unified Workflow Template that 
can be used both for Playbook 
Tasks and Automation Rules, 

making them interchangeable and 
reusable.

Reference slide
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Demo: 
Build an Incident 
Automation Rule
Workflow
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When to use this Incident Response type?

• Ideal for certain actions that need to be taken for all Incidents, or specific 
types of Incidents, without needing further human involvement.

• Reduces the chance of missing an Incident, as flow is fully automated.
• Every automated action is automatically entered into the Incident Worklog.
• Not recommended for invasive actions like Containment and Eradication, 

but possible in some cases (use strict Rule Conditions!).

Reference slide
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Agenda

• What is Incident Response?

• How to perform Incident Response with Cisco XDR?

• Introduction to Cisco XDR (Automation)

• Pivot Menu

• Playbook Tasks

• Automation Rules

➢Let’s put it to practice!

• Future?
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The “Incident” for today…

*Learn how to create Incidents! 
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Investigating the details…
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Live Demo: 
Incident Response 
for a Ransomware 
attack
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The Incident Response game plan:

Identify Contain Eradicate Recover

Review the incident, 
confirm the findings and 

declare incident in case of 
a breach.

Stop the breach from 
spreading: quarantine 
impacted hosts, block 

domains, files, etc.

Mitigate and/or remediate 
vulnerabilities and remove 

malicious content from 
hosts.

Validate eradication steps 
and restore impacted 

services and contained 
hosts.
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Agenda

• What is Incident Response?

• How to perform Incident Response with Cisco XDR?

• Introduction to Cisco XDR (Automation)

• Pivot Menu

• Playbook Tasks

• Automation Rules

• Let’s put it to practice!

➢Future?
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Playbook Task Status

Work in progress: 
subject to change
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Automation Prompts

Work in progress: 
subject to change
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Automation Rule Enhancements

Work in progress: 
subject to change
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History tab for troubleshooting 
and audit logging*

Only show relevant Workflows, 
Cisco Managed are marked

Compact and simplified design, 
progressive disclosure*

*mockup
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Automation Exchange for Community

Work in progress: 
subject to change
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Automation Exchange Ratings

Work in progress: 
subject to change
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Pivot Menu 
Actions

Automation 
Rules

Response 
Playbooks

AI SOC
Assistant

Work in progress: 
subject to change
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Executing your Incident Response Workflows
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AI Assistant for Security: Interpreting an Incident

139BRKSEC-2502

Work in progress: 
subject to change
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AI Assistant for Security: Taking the Next Step
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Work in progress: 
subject to change
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AI Assistant for Security: Asking for Help
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Work in progress: 
subject to change
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Incident Response with the AI Assistant

• The AI Assistant is another medium (on top of the Response UI and 
Automation Rules) to run through the Playbook.

• The AI Assistant will “recommend” Playbook Tasks that are “relevant” for 
the specific incident at that point in the Incident Response process:
• Is the Task valid?
• Is the Task in a non-final state (i.e. not marked as “Complete” or “Not 

applicable”)?
• Does the Incident contain the Observable Type or Asset that the Task 

Workflow is built for?
• All matching Tasks will be recommended in sequential order of the 

Playbook.
• In the future more granular Incident Status and Entity State Tracking will 

be released and used by the AI Assistant to make recommendations.

Work in progress: 
subject to change
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What have we talked about today?

• Cisco XDR’s most common Incident Responses methods:

• Pivot Menu

• Playbook Tasks

• (Incident) Automation Rules

• AI Assistant (Beta)

• Incident Response is a sequential process

• Some Tasks can be fully automated

• Some Tasks require teamwork between humans and automation

• Cisco XDR can help at any stage!
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Cisco XDR Automation Exchange is now OPEN!
Step 1: build your Workflow* and click ”Submit to Exchange” Step 2: fill in all details* and click ”Save”

Step 3: it will be reviewed, approved and published to Exchange as “Community” *best practices HERE.
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Integration resources

GitHub Repository

https://github.com/CiscoSecurity/

Module Maker

https://ciscosecurity.github.io/tr-05-module-maker/

Cisco Threat Intelligence Model (CTIM)

https://github.com/threatgrid/ctim/
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XDR API resources

Documentation

https://developer.cisco.com/docs/cisco-xdr

Postman Collection

https://cs.co/xdr-postman-collection

Postman Environment

https://cs.co/xdr-postman-environment
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XDR Automation resources

Videos

https://cs.co/xdr-automation-videos

Documentation

https://cs.co/xdr-automation-docs

DevNet

https://developer.cisco.com/cisco-xdr
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Top notch communication
Private conference calls with product team

Attention to Feedback
Beta customer bugs and enhancements receive high visibility & priority

Customer Support
Feature experts will be on-hand & responsive to your issues

Training
Customers receive early training & experience with new features

Sign-Up Now: https://cs.co/security-beta

Influence product design
Design research participants shape the look, feel, & functionality 
of new product features and offerings

Cisco Security Beta Programs
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Agenda

• What is Incident Response?

• How to perform Incident Response with Cisco XDR?

• Introduction to Cisco XDR (Automation)

• Pivot Menu

• Playbook Tasks

• Automation Rules

• Let’s put it to practice!

• Future?
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to be 
entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.  

Earn 100 points per survey completed and compete on the Cisco Live 
Challenge leaderboard. 

Level up and earn exclusive prizes!

Complete your surveys in the Cisco Live mobile app.
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: chrivand@cisco.com
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