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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

. Find this session in the Cisco Live Mobile App
‘ Click “Join the Discussion”

. Install the Webex App or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until June 7, 2024.

cisco L{V&/

https://ciscolive.ciscoevents.com/
ciscolivebot/
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< Catalyst 9000 Series Switching Family =...

technelogies, and features in the Catalyst
9000 Switches.

Kenny Lei
Cisco Systems, Inc. | Technical Market

Categories
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Networking (220)
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Webex

w Join the Discussion

Notes

© 2024 Cisco an



- Hear Tom Gillis at the Security
Deep Dive Keynote KDDSEC-
1000!

Securing User to Application and
Everything in Between
Wednesday, June 5| 1 - 2pm

Continue + Visit us at the Security Innovation
Zone (#4435) for demos and
workshops

your education
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Setting expectations...
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Not an intro Reference Hidden slides Subject to
to Cisco XDR slides in PDF changes

T}
Please ask Webex Q&A Workflows
available

questions!

cisco M S HCiscolLive  BRKSEC-2502 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

A
—
v




whoam1i

Christopher van der Made

(NL)

Half Dutch, Half American, 1living in Rotterda

Studied at University of Amsterdam (NL):

Major: Neuroscience, Minor: Computer Science

Masters: Information Science

“Born and raised” in Cisco:

2020-2022

Engineering Product Manager for Cisco XDR (and SecureX
from 2022 and onwards..

Hobbies: coding, brewing&drinking, cooking&eating, board sports
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- What is Incident Response?

- How to perform Incident Response with Cisco XDR?
- Introduction to Cisco XDR (Automation)
- Pivot Menu
- Playbook Tasks
- Automation Rules

- Let’s put it to practice!

- Future?
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»What is Incident Response?

- How to perform Incident Response with Cisco XDR?
. Introduction to Cisco XDR (Automation)
- Pivot Menu
- Playbook Tasks
- Automation Rules
- Let’s put it to practice!

- Future?
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What is Incident
Response?
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Detection Response Recovery

Find indicators of activity based on Validate detection(s) and Restore the affected systems back
intelligence and generate a intelligence, confirm incident, then to “business as usual”. Create
detection. Correlate detection(s) contain and eradicate the threat on report.

into an alerts. affected systems.

cisco L‘V& S #CiscolLive BRKSEC-2502 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



<

Detection Response Recovery

Find indicators of activity based on Validate detection(s) and Restore the affected systems back
intelligence and generate a intelligence, confirm incident, then to “business as usual”. Create
detection. Correlate detection(s) contain and eradicate the threat on Incident report.

into an alerts. affected systems.

| %

Preparation, Identification, Containment, Eradication, Recovery, Lessons Learned

ATT&CK, D3FEND RE&CT
DeTT&CT
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https://www.sans.org/media/score/504 -incident-response-cycle.pdf
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An example
Incident
Response use
case
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Ransomware Attack

Example Use Case

13
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Initial
Detection(s)

From Detection to Identification
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Initial
Detection(s)

Initial Detection

,

,

Response, Escalation or

How do we Triage only
False-positive?

this alert for initial

15
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Impact
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Command
d Control
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Initial
Detection(s)

Identification
(backward)

From Detection to Identification

By using backward chaining
we can focus on confirming

this alert

IIIIIIIIIIIIIIIIIIIIIIIIIIIII

IIIIIIIIIIIIIIIIIIIIIIIIIIII
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Initial
Detection(s)

Detection to |dentification e

Identification
(forward)

____________________________________________________________

( S N S S0 N N

i Initial i i : i E Persi i i Lateral i E Command i i | i

| Access 0 DR . ersistence ! | Movement ! | and Control | | mpact | . Ol

] . b . b b ' By using forward chaining

] n M e || o N ' we not only confirm but also
; N N 5 i i i understand the impact

: — E’;zz:;’ o User % o :

1 | Attachment L 0 0 . . .

: . . N I I o ' Next step(s) for containment
; B T S < i i i and root cause analysis.

: : 1 : : | Execute File : : Send/Receive : : :

. L L L L M :

"""""" e T S W S W et € At
What is the process tree of | y < i ;§;§ ;
that executable? [: | E i i |
Was there lateral movement? S S S T o S
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Initial
Detection(s)

Identification
(backward)

Identification

(forward)

Detection to ldentification

?
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Let’s turn this into
a “Playbook™!

cisco L{V&/



Playbook Task

The full Playbook

Response Action

Network Endpoint Endpoint ]

[ Identity ]

{’____._.____\I {’ _________ \I {’ _________ \I {’ _________ \I (CTTTTTTT T \I II’ """"" \I II’ """"" \I Il’ ——————— \I Il’ ——————— \I Il’ ——————— ]
' Initial !} v - D 0 : Lo . . 7l 7l :
i . i + Network |  Decision |  Response |  Action | ! ;o I . . i
s | | i | nitial | ! . . |
i P P P P 0 : i 1 Execution 1+ | Decision 1 ; Response i | Action
: . . o o 1y Triage 1 Lo Lo Loy !
i : i List Hosts A Additional hosts A Response ! | Block network : : . : . : : : : : :
1 1 Communicated | I i T Network 1 1| observables §i1 [ [ [ [ 1
1 = V4l ! ! ! [ (- (- [ [ 1
1 Investigate 1 Pl P! ! [ [ (- [ [ 1
: Command and K1 : 1 : 1 : 1 : [ : | : 1 : 1 : 1 :
1 1 1 1
0 Control \ T T i Isolate Process | | ! . " "o g 1D ke Biesass) |1
{ ! List processes ! ! JAny process(s)|' 'l Investigate ! ' o o o ! !
1 1 1 i
1 : 1 by network 1 1 ] connections? [, 1 Execution 1 : : : : L|st_||?rocess ! : New prociss . : Response Host : :
1 I I I 1 Quarantine |1 [ 2 [ created? [ ) 1
: I I I D R : . i i Bl
1 1 1 1
1 1 1 1 1 1 1 1 1 1
N § Se_________ § Se_________ oWy oo 5 0 i . " "o |
1 1 1 1 1
: l List created i1} Newautorun | Eradicate L Rergz\r/]eKZKCU !
: registry keys || : keys created? [ | : Persistence i : createc\i/ :
1 1 1 1
\, L Investigate : ! : ! : ! : !
Execution 1 o New file ! ) ! 1§ Collectand '
/: 1 : created? X : Analyze File 5 : e - :
| | List files : | : | :
Where possible, automate the | AV et e [ s Ml e |
J i | [ Files? T Execution T Tree 1
. . | ' i Pl . Pl |
1 1 1 1
1 1 1 1 1
deCISIOn pOIntS- : i | ustrosts L 1Y Anyinternar | i} o Hent L BFind Hosts witn | 4
1 ! 1 Jcommunicated [ T 1 hosts? [T P 1] observables !
i [ (- [ Hosts [ 1
| (I (- [ (- 1
S ’ ’ ’ ’ ’
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SAhatstaeidentResponse?
- How to perform Incident Response with Cisco XDR?
- Introduction to Cisco XDR (Automation)
- Pivot Menu
- Playbook Tasks
- Automation Rules

- Let’s put it to practice!

- Future?
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JEVVNE RN . >
»How to perform Incident Response with Cisco XDR?
> Introduction to Cisco XDR (Automation)
- Pivot Menu
- Playbook Tasks
- Automation Rules

- Let’s put it to practice!

- Future?
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How to perform
Incident Response
with Cisco XDR?
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IR with Cisco XDR:
Introduction

cisco L{V&/



What is eXtended Detection and Response?

Collection of detections and
raw telemetry from multiple
sensor technologies across
your environment

cisco L{{/&/

Application of advanced
analytics to the collected
and normalized evidence to
produce correlated and
prioritized detections

of malicious activity

HCiscolLive  BRKSEC-2502

©

Guided responses across
multiple control planes to
quickly and effectively
contain, mitigate, and
eradicate the threat.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ldentify the most impactful incidents using Risk

92 8

Detection Asset

Risk Value at Risk

Priority Score =
1-1000

The Incident total priority
score used to prioritize
incidents

cisco L{{@/

Detection Risk composed of
multiple values:

« MITRE TTP Financial Risk
* Number of MITRE TTPs
* Source Severity

HCiscolLive  BRKSEC-2502

User Defined Asset Value
represent the value of the
asset involved in the
incident

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Incident Response Architecture

(\O
Retrieve additional context from Response actions can be ) )
device, isolate hosts, block IPs on automated, guided or manual ©
firewalls, quarantine messages in a (i.e. unguided). Endpoint Cloud
mailbox, and much more... Analytics
[ e e e e e e R e e e ~
—————— |
~
| | Pivot Menu | |
| | |
——————— Malware
(ﬁ'@ | TR - ’-A— TN | ( @ Analytics
esponse utomation | Integration
o [ Iﬁ —H
~ Playbooks* Workflows | ;| Module

|
|
| GO N o | ~ === - / \
Cisco XDR | , N e - \
| [ Automation 0 |
, |
| |

SentinelOne CrowdStrike

And many others...

W / * Most important for IR, more trigger types exist
cisco &. #CiscoLive BRKSEC-2502 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27




START

XDR Automation

Umbrella - Reporting v2
- Get Token

A “no-to-low-code” drag and drop
editor that allows you to build simple
or complex workflows. oret - Reporting va

No code required, but Python can - Get Activity
be used.

Powers the Response playbook
feature in the incident manager
using out of the box workflows.

>¢ DID WE GET RESULTS

> CONDITION BRANCH

Pre-written workflows are available
for import from Cisco or a broader
community.

Wide variety of use cases that are
not limited to security or XDR-
related outcomes. parse esuls totable

cisco L{V&/

Completed - no results

C LOOP THROUGH RESULTS




Reference slide £

Automation Workflow Runs

Automation Triggers Automation Workflow

o = e en em e e e e e e e e e e e E = o

[ pm == \
P > [ S
[\ ] Cuvi
i Pivot Men I | Act |
Actions I oo 0
T ' ' v\
v _ — N
( TResoorse A (" /‘ B ( N ( -
{ Response I > 1 Input | > I Atomic | > | Output | | > Outcome |
\ PlaybOOkS ) Q Variables ) Action ] S Variables ] ' [ (e.g. results written to Worklog) |
______ | TN \ — / — -~ e e - - -
4 '
------ - [ v __
Automation I | / » | !
. Rules | | Activity |
______ | N :
Other Trigger types |
l Credentials provided by custom “Target Account Keys”
| +  APlrequest | or by reusing the XDR Integration’s authorization.
. Task Approval '
| ,._.YK..\/._._\.,1_.\§_._~
. Manual “Run” butt | s T oo T o e !
: anual “Run” button | ( HTTP API* | EMAIL | ( SSH* | D ¢ Many more | |
. Schedule/Calendar I 1 (custom or via XDR | (SMTP, IMAP, POP3, ey — |
7 l HTI’P/SaaS) / scr/pts etc) / 0pt|0n3 [
I+ Incoming Webhook ) | WEEEZas N - a='=" N N T |
Do o o & = N S e S e S e S e S e S e S e S e S e S e S e S e S e i e i e W e W e Wi e W e W

Automation Targets

CISco L‘V& / * On-premise possible via Remote Connector

#HCiscolLive BRKSEC-2502 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Reference slide &)

Pivot Menu
Actions

Automation
Rules

Response
Playbooks

Trigger: manually in XDR Ul or via
Ribbon

Input: single Observable only, single
type (e.g. IP, Domain, etc.)

Audit: currently no audit trail (only the
Workflow Run)*

Method: IROH Response API or
Workflow with Pivot Menu template

cisco L{V&/

Trigger: manually in XDR Incident
Details > Response tab

Input: Incident or selection of
Observables

Audit: XDR Incident Details > Worklog
tab and Workflow Runs

Method: Workflow with Incident
Response template

HCiscolLive  BRKSEC-2502

Trigger: automatically, on Incident
creation or status change

Input: Incident, but possible to act on
Observables via Workflow logic

Audit: XDR Incident Details > Worklog
tab and Workflow Runs

Method: 1 or more Workflows with
Incident Response template

* Better audit trail on roadmap, including Pivot Menu actions

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



What are “Playbooks” in Cisco XDR?

Playbook

A bundle of Phases and Tasks.

Phases contain 1 or more Tasks.
Tasks will include instructions and
optionally an Automation Workflow.

Cisco Managed Playbook available
using System Workflows. Also
possible to create custom and assign
to incidents using Assignment Rules.

cisco L{{/&/

@@

Workflows

Contains one or more Atomic Actions,
designed for a specific use case. Can
be triggered automatically via Rules,
or manually via Tasks.

System Workflows available that can
that work based on Integrations, out-
of-the-box.

HCiscolLive  BRKSEC-2502

o

Atomic Actions

Lower-level Workflows, which can be
used as building blocks. Often self-
contained workflows that are like a
function in traditional programming.

Many System Atomics available, for
Cisco and third-party.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



XDR Integrations

Sometimes referred to as
“Integration Modules” or “Modules”

Cisco XDR has 85+ built-in
Integrations:
On-prem and SaaS possible

Mix of security products, intelligence
sources, device managers, and
more

Easy to enable and configure
API| based
Custom Integrations possible!

cisco L{%g‘/

Integrations

Search

My Integrations

Integration Name

Filters

Name

Reference slide @

Status

Orbital

XDR Analytics

Email Security

Secure Endpoint

Secure Firewall

Secure Network Analytics

Umbrella

AlienVault Open Threat Exchange

CrowdStrike

CyberCrime Tracker

Orbital

Secure Cloud Analytics

Secure Email and Web Manager

Secure Endpoint

Secure Firewall

Secure Network Analytics

Umbrella

AlienVault Open Threat Exchange

CrowdStrike

CyberCrime Tracker

° Connected

° Connected

° Connected

° Connected

° Connected

o Connected

° Connected

° Connected

° Connected

€) Error



Automation Targets

Come in many different types,
depending on the resource you’re
communicating with.

Most common types:
HTTP Endpoint (used by most APIs)

SMTP Endpoint
SSH (Terminal) Endpoint

Can be associated with an
Account Key for authentication.

Some target types support XDR
Automation remote and/or the use
of a proxy.

cisco W‘/

Targets

New Target

Target Type

General

Account Keys

U

Reference slide .

(S

HTTP Endpoint
AWS Endpoint
Ansible Tower Endpoint
Git Endpoint
Git Repository
Google Cloud Platform Endpoint
IMAP Endpoint
JDBC Database Server
Meraki Endpoint
soft Graph Endpoint

indows Endpoint

No Account Keys

False

Default Account Keys

Remote Keys




Integration Targets

Many XDR Integrations support
automated creation of targets in XDR
Automation (all new/updated):

When a supported integration is
configured in XDR, a corresponding
Target will be created in Automation.

Target will be read-only and have its
type listed as the Target Type.

Integration Targets are a sub-type of
the HTTP Endpoint target type.

Integration Targets make workflow
sharing and installation much simpler
since they require no configuration.

cisco W‘/

Targets

Edit CrowdStrike

Target Type

General

Account Keys

Reference slide .

This target has been provided by a CrowdStrike
Integration Module and does not require an Account Key
selection.

Display Name

Description

No Account Keys

Default Account Keys

Remote Keys



Reference slide @
Targets

Targets are systems and resources you want your workflows to be able to communicate

X D R P | t t with. Target Groups are a dynamic collection of targets to use in a workflow.
/ \ a rg e S Targets Target Groups

Built-in Targets for various XDR APIs Search Type
to streamline operations or custom Q 1 Selected x v | & matching resuits  Reset All
integrations within the XDR product:

Type Cisco XDR X

Public Intelligence API: Database of
intelligence from multiple sources

. Displ T tt
available to any XDR customer. pray name argettype
Private Intelligence API: Database of Public Intelligence API Cisco XDR
intelligence that’s private to your
organization. Platform APIs Cisco XDR
Platform APlIs: APIs for investigation, ‘ . ‘
response, incident management, and Private Intelligence ARI Cisco XDR
more.

Automation APIs Cisco XDR

Automation APIs: APIs for managing
objects like targets and account Conure APIs Cisco XDR
keys, starting workflows, and more.

cisco W‘/

Insights APIs Cisco XDR




Mot e Lo - ,
»How to perform Incident Response with Cisco XDR?

o et ~ XDRA. R,
> Pivot Menu

- Playbook Tasks

- Automation Rules

- Let’s put it to practice!

- Future?

cisco L‘V& . #CiscoLive BRKSEC-2502 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36
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IR with Cisco XDR:
Pivot Menu
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Pivot Menu Actions

Triggered for a single "Observable” from
various parts of XDR, including within
Investigations, Incidents and even from the
“Ribbon”.

The available actions are dependent on the
Observable Type (e.g. domain, IP, SHA256,
etc.)

Allow you to take actions such as:

Creating a “Judgement”

Linking out to other products to view
additional information

Taking a response action via an
Integration (IROH Response API)

Executing Automation Workflows with
the “Pivot Menu” template

cisco W‘/

Overview Detection Response Worklog

Orientation

IP Address )  10150.0.2

Secure Endpoint - ExplorCorp

Search for thisIP 7

Secure Network Analytics - ExplorCorp 741

Host Report 7

Secure Network Analytics - ExplorCorp 742
1 Asset ytics - ExplorCorp
Host Report
XDR Automation
EI 10.150.0.2 ° Submit URL to Secure Malware

Analytics
(® Duo - Block User

® Meraki - MX - L3 Outbound Firewall
Block

170.210.208

1 Observabl

®=1 170.210.20:



Reference slide .

Automation Workflows with “Pivot Menu” template

What is the intent of this workflow?

Pivot Menu Workflow

Blank Custom Workflow
Workflow deta

Value Required

Incident Response Workflow r]

Pivot Menu Workflow

e Opt

Workflow with Automation Rule (&

Viorkhiow intent

New Pivot Menu Workflow

Verdict

AMP File
Source

4 Observables
TOP ACTIVE

Observable Type(s)* 1 Verdict

moreinternetbadguys.com Create Judgment
(7 Copy value

+ Add to new case

+ Add to active case

Automation

795db7bdad1befdd3ad942be79715f6b0c5083d...

oh
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Demo:
Create a new
Pivot Menu
Workflow
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® & 4o Cisco XDR - Administration X + -

€ ¢} 25 xdr.us.security.cisco.com/administrationfintegrations % 0 3 o

[ All Bookmarks

@ Q Q Christopher Van ...
Cisco - chrivand

Integrations
. B ) [ capabiti [
O

My Integrations

Q
Integration Name Name Status Authorship Type
w Orbital CHRIVAND Orbital @ Connected « Cisco Managed
L}
Orbital [second] Orbital & Connected « Cisco Managed
2o Secure Endpoint - MSSP Tenant B Secure Endpoint & Connected « Cisco Managed
buo I3 Secure Access by Duo (Deprecated) @ Connected « Cisco Managed
Shodan Test Shodan © Connected < Cisco Managed
Slack Slack & Connected
VirusTotal VirusTotal @ Connected :+ Cisco Managed
Webex (Bots by Christophes) Webex @ Connected « Cisco Managed
dicoc XDR
Cicco Thicd Dartiy
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+74 Cisco XOR - Automate x4

c 23 xdr.us.security.cisco.com/automate/workflows [ - 4 @ X £} o

[ All Bookmarks

What is the intent of this workflow?

Pivot Menu Workflow

Blank Custom Workflow
Workflow details

Incident Response Workflow B

vot Menu Workflow

Workflow with Automation Rule B

HCiscolLive  BRKSEC-2502 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



@® ® T} Cisco XDR - Automate X

> C 23 xdr.us.security.cisco.com/automate/workflows S W @ X in} ° 3

[ All Bookmarks

New Pivot Menu Workflow

Pivot menu workflows allow you to take response actions from an observable
throughout Cisco XDR. Pivot menus appear during investigation, in incidents,
and in the XDR Ribbon.

Workflow display name* © 46/ 64

Cisco Live Vegas Demo: Send User Webex Message

Observable Type(s)* ©

HCiscolLive  BRKSEC-2502 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




®  ® 7} Cisco XDR - Automate X 4 v

€ 2 C =% xdrus rity.cisco. /edit/02EJYH2JC2TCB i YER7TfYxrY S W @ X O o H

3 All Bookmarks

< Back to all Workflows

Cisco Live Vegas Demo: Send User Webex Message & Workflow is unlocked @ Settings v
Last Modified: 23 May 2024 at 11:28:55
Warnin:
[Q Search activities ] g.
Workflow Properties
Activities Logic Workflows Cisco Live Vegas Demo: Send User Webex Message
General >
Core >
Ansible Tower > Variables x
Atomic ? Response Options >
AWS Servis >
e Automation Rules >
Check Point Quantum >
Smart-1 - e Ver Platform APIs
£29 aGUNEY;Dol0 Private Intelligence API
Cisco API Console > Exd Public Intelligence API '
S Endpoint - Cisco - chrivand - v1
Cisco Defense Orchestrator > Tar Seure Snepon L Ll
o Secure Endpoint - MSSP Tenant B - v1
Cisco Duo: Admin API > O | Stack
X 4
Cisco Duo: Auth API > © | Webex (sots by Chrlstopher’h
Other Targets =
Cisco ISE ’ AMP_Target
Add N
Cisco Meraki > +_ .
Q
[h’.ﬂ!eﬂ A ]
Cisco Orbital >
+
Cisco PSIRT openVuln > o QO Sspecify target on workflow start
O Execute on this target group
Cisco Secure Cloud >

HCiscolLive  BRKSEC-2502 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public a4




[ N ] =74 Cisco XDR - Automate x + -

&« 9 @ % xdrus ity.cisco.com/at [workflows/edit/02EJYH2JC2TCBIcwaiyjuRuyfYERZTHYxrY e G X0 @ :

[ All Bookmarks

< Back to all Workflows

Cisco Live Vegas Demo: Send User Webex Message & Workflow is unlocked
Last Modified: 23 May 2024 at 11:30:57

Properties: Webex - Send Message To Person

I Q webex ® I
Webex - Send Message To Person
Activities Logic Workflows
General v
Cisco Webex v @ Display Name* 30/64
[ Webex - Send Message to Person ]
Webex - Add Member to
foom & Atomic Description 0/1024
Webex - Send Message to
Webex - Create Room Person
Webex - Post Message to
Room
() Continue Workflow Execution On Failure
Webex - Search for People
(0] skip activity execution
Webex - Search for Room

Workflow*
Webex - Search for Team
Webex - Send Message to Person
Webex - Send Message to Input*
Person Recipient ID (O

[ )

Cisco Webex Teams E
Access Token ()
Cisco SecureX - Webex
Teams - Post Message to Q [ ) ]
Room [POC]
+ Plain Text Message (O
Workflows v [ — ]

CISA - Software Advisories
Markdown Message (O
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+T} Cisco XDR - Automate X +

23 xdr.us.security.cisco.com/automate/workflows/edit/02EJYH2JC2TCB1cwaiyjuRuyfYERZTfYxrY D o

[ All Bookmarks

Browse Variables

Input > observable_type
In

Global Qutput
observable_value

Workflow > Target o %

oo (D

HCiscolLive  BRKSEC-2502 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




[ N ) =74 Cisco XDR - Automate x +

&« > @ % xdrus ity.cisco.com/al

fworkflows/edit/02EJYH2JC2TCB1cwaiyjuRuyfYER7TfYxrY

< Back to all Workflows

Cisco Live Vegas Demo: Send User Webex Message

Last Modified: 23 May 2024 at 11:30:57

I Q webex ® I
Activities Logic Workflows
Cisco Webex A

Webex - Add Member to

Room

Webex - Create Room

Webex - Post Message to
Room

Webex - Search for People

Webex - Search for Room

Webex - Search for Team

Webex - Send Message to
Person

Cisco Webex Teams E

Cisco SecureX - Webex
Teams - Post Message to
Room [POC]

Workflows b

CISA - Software Advisories

& Atomic

Webex - Send Message to

Person

#HCiscolive

BRKSEC-2502

Cx @ X O

[ All Bookmarks

& Workflow is unlocked

Properties: Webex - Send Message To Person

Webex - Send Message To Person

Recipient ID (O

[

Access Token (O

Plain Text Message (O

[

Markdown Message (O

## A WARNING A

> You have been involved in a cyber incident. Please turn off all your devices now and call
IT: "+1234 567 8910

Recipient Email O

[Sworkflow.Cisco Live Vegas Demo: Send User Webex
Message.input.observable_value$]

Files (O

[

Attachments (O

l

Target

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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®  ® 7} Cisco XDR - Automate X 4 v

€ 2 C =% xdrus rity.cisco. /edit/02EJYH2JC2TCB i YER7TfYxrY G W @ X O o H

3 All Bookmarks

< Back to all Workflows

Cisco Live Vegas Demo: Send User Webex Message & Workfiow is unlocked m |

Last Modified: 23 May 2024 at 11:35:24

@ Settings v

Workflow Properties
] Cisco Live Vegas Demo: Send User Webex Message

[Q Search activities

Activities Logic Workflows

General v
Core > [ @ Display Name* 46 /64

[ Cisco Live Vegas Demo: Send User Webex Message ]
Ansible Tower >

& Atomic Owner
Atomic > Webex - Send Message to chrivand@cisco.com
Person
AWS Service > Description 102 /1024
Send a warning message to a user when involved in an incident to turn off devices, using

Check Point Quantum > riscoWebex:
Smart-1 e
Cisco API Console >

() Clean up after successful execution
Cisco Defense Orchestrator > If checked, the workflow run and any underlying task(s) will be deleted when the run succeeds. Failed runs

will not be deleted.
Cisco Duo: Admin API > ®

An atomic workflow will be listed under the Activity Group header you select or create in the list to the left.
Cisco Duo: Auth API >

Category
Cisco ISE > [ ]

Select v

Cisco Meraki >

Variables >
Cisco Orbital >

+

Response Options >
Cisco PSIRT openVuln > .
Cisco Secure Cloud > Automation Rules ’
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® 0 ® O CiscoXDR - Incidents X+

€ ¢} 23 xdr.us.security.cisco.com/incidents/incident-d830f527-6de6-4c09-888b-5c4e279fbc13/overview?drawer=graphNode&drawerGraphNodeld=f1b702a % In} o

[ All Bookmarks

Wl Christopher Van ...
aisco XDR R Cisco - chrivand
Incidents Email chrivand@cisco.com
g . s i e X
@D orenv  CLUS 24 - Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automation (- Investigate observable 7 sisco.com()
o
Reported by Cisco XDR Automation (7 on 2024-05-23T09:38:53.588Z - 1 Linked Incident Create Judgment " 13 0
6 00
| O View detailed description @ Copy value
Created by an Automation workflow. [F] Copy defanged value
Q + Add to new case =
Overview Detection Response Worklog
+ Add to active case
Automation
x Send a warning message to a user when o Live Vi D < Send U
w «” Expand involved in an incident to turn off devices, using ® w;z: ';‘::s:;;:s PITO: SO SN
Cisco Webex.
i ® *GPT Orchestrator - Inspector Pmrok
& AMP Host Isolation with Tier 2
¢ ~ Approval
i ® Move Computer to AMP Triage Group o
. @® Create Casebook and The Hive ticket
o ) ® TG Getlindirect Observables
D)
» o
og
3 Assets View all 9 Observables View all 1 Indicator
TOP ACTIVE TOP ACTIVE TOP ACTIVE
E] endpoint O3 Unknow ALO!
my-device-42 event http://www.internetbadguys.com () t $ID:1:34305:2: Adobe Flash
E] FILE-FLASH

‘?," Ink

demo_amp_map_friedex ( € t christmas_bonus.exe () t
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Bots by Christopher ¢

Messages Profile Content Meetings

, Bots by Christopher 11:40
A WARNING A

You have been involved in a cyber incident. Please turn off all your devices now and call IT: +1 234 567 8910,

Shift + Enter for a new line

Write a message to Bots by Christopher v | B

#Ciscolive BRKSEC © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Demo breakdown...

2

Trigger Operation
Action from Send Webex
Pivot Menu Message To

User

cisco L‘V&~/ HCiscolLive  BRKSEC -2502

=5

Outcome

Notify
Affected User”



Reference slide .

Don’t want to create your own?

= G xoR ®

Exchange

Cisco Secure Endpoint - Move Computerto v Install Workflow
Group T

Search Category

Popular

Cisco Orbital - Take Forensic Snapshot Cisco Secure Endpoint - Move Cisco XDR - Incident Manager Cleanup
( Computer to.

ke Required

Targ
Exchange

Cisco Secure Endpoint - Remove
Inactive...

All Workflows

cisco 'p//
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Demo:

Use a pre-built
Pivot Menu
Workflow
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® © ® 3, CiscoXDR - Administration X+
&« c 23 xdr.us,security.cisco.com/administrationfintegrations/b50f5091-a208- 464e-84cc-964063e0463f/edit [ - G 0 o $

[ All Bookmarks

‘ Christopher Van ...
cisco C‘) Q R & ri pher Van

0 - chrivand

Integrations

| ° This integration module has no issues. You can explore Automation workflows in Exchange.

Q .
Ol‘blta| EDIT INTEGRATION @ Connected

L &4 Cisco Managed Integration Name*

|
) Orbital is an advanced capability in Cisco Secure Endpeint that is designed to make security investigation and threat hunting simple by [ Orbital CHRIVAND

providing an implementation of powerful Osquery technology on each of your Secure Endpoint-enabled endpoints. Orbital allows you to
create custom queries to look across your network for anything of interest, but also comes with over a hundred pre-canned queries,

L] allowing you te quickly run complex queries on any or all endpoints. This capability enables you to gain deeper visibility on what
happened to any endpoint at any given time by taking a snapshot of its current state. Whether you are doing an investigation as part of
incident response, threat hunting, IT operations, or vulnerability and compliance, we get you the answers you need about your

o endpoints fast. Orbital can enrich information presented in the relations graph by pivoting into Orbital to query and gather additional
intelligence about your host, IP, IP4, IP6, MAC, and OS, etc. The Orbital app is available on the ribbon and it allows you to run a live
query. You can view metrics and your recent queries in the right panel.

Integration with Device Insights

4o This integration also creates a target automatically in Automation for out-of-box workflows.
P address. It is often
ATTACK™ Techniques
ATTACK™ Tacties
saL
[ . xom | T —————
I us.security.cisco.com/autor ge?category=Crbital ee::0%, W
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® @ 4o Cisco XDR - Administration x T} Cisco XDR - Automate x + W

€ (¢} 23 xdr.us.security.cisco.com/automate/exchange/explore & W BN 3} o

[ All Bookmarks

@ Q Q Christopher Van ...
Cisco - chrivand

Exchange

Exchange allows you to find and install workfl

s that are Cisco Managed, Cisco Verified

or have been developed by the Cc

in our documentation

ymunity. Find more information about the content types

0}

Explore Installed 3 3 Updates available  Submissions

Q
Search Category Authorship Type
)\ Sear | [ 1 selected - J [ Reset All
o33 7
' Cisco Orbital - Take Forensic Snapshot (Linux) Cisco Orbital - Take Forensic Snapshot (mac0S) Cisco Orbital - Take Forensic Snapshot (Windows) Cisco Orbital - Execute Query for Incident Assets
1 4 Cisco Managed % Cisco Managed s Cisco Managed » Cisco Managed
o
Tt niti ) t af ) i T { n al r l r
tr i i l \ | € | 1 f r
0

%

Cisco Orbital - Execute Script for Incident Assets Cisco Orbital - Execute Script for Selected Assets Cisco Orbital - Execute Query for Selected Assets

:+ Cisco Managed «4 Cisco Managed s Cisco Managed
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® @ 3o Cisco XDR - Administration X T Cisco XDR - Automate X o+
€« C 2 xdr.us.security.cisco.com/automate/exchange/install/02971S2C3BD704waXEDKz7kwMr3fxLmiLOa  * T O 9

[ All Bookmarks

Christopher Van ...
cIsco @ 'Q ;J\ Cisco - chrivand
Explore
[}
Cisco Orbital - Take Forensic Snapshot (Windows) Version 11 Install Workflow
O T No objects are required for this workflow
Q This workflow initiates a Cisco Orbital forensic snapshot for the endpoint identified by the The following Module Targets are used with the workflow.
provided obser... Read more
£ Type Name Description
Author: Cisco Category: Orbital
. Display Name
53

i Reqired oroital [Omna\ CHRIVAND - v0
] € Target: Orbital

L This workflow includes the following objects: m k

Workflow

« Cisco Orbital - Take Forensic Snapshot (Windows)

This workflow requires targets provided by the Cisco XDR Integration
Maodule. You can proceed to the next install step without specifying a
target, but the workflow will be invalid until it is updated with a valid
target.

Learn more about creating custom target sub-types.

Follow the link to view the Cisco XDR Integration Modules.

Description

This workflow initiates a Cisco Orbital forensic snapshot for the endpoint identified by the
provided observable. This version of the workflow takes a forensic snapshot designed for
devices running Microsoft Windows. Supported observables: IP address, MAC address,
hostname, Secure Endpoint Computer 1D, Orbital node ID.

Target: Orbital - vO
Steps:

* Make sure the observable is supported and set the corresponding local variable
» Execute a forensic snapshot
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&«

il
cisco

c

4o Cisco XDR - Administration X =73 Cisco XDR - Automate X o+

23 xdr.us.security.cisco.com/automate/workflows

XDR

® Q

O 9

[ All Bookmarks

p\ Christopher Van ...
Cisco - chrivand

Workflows

Workflows allow you to investigate security events, automate responses, and eliminate
repetit tasks by using activities, logic, and even other workflows to communicate with
other systems and resources. From here you can access, create, and import workflow

All Workflows 153 ~  Atomics 546 Recents  Favorites 1

Owner

& Import Workflow =+ Create Workflow

Last modified

Card View

Actions

Workflows

Search Status Category

[q \ar ] [ r J { ] Reset All
Display name Categories Status
Cisco Orbital - Take Forensic Snapshot (Windows) O .

q B p Exchange Validated

This workflow initiates a Cisco Orbital forensic snapshot for... g °
Cisco Live \n‘.egns Demo: Send User thlmt Muss?gc o . © Validated
Send a warning message to a user when involved in an incident...
C|§c0 XDR - Execute Orbital Qu.ery for Incident Assets (7 Exchange, Automaticn Rule © Validated
This workflow works with an incident automation rule to execu.
Cisco XDR - Send Webex Message for New Incidents cf Exchange, Incident Automation Rule Updated
This workflow works with an incident automation rule to send...
NE.W.’ CHRIVAND - CLEMEA24 - Create Incll':lenl g DevNet © Validated
This is a sample workflow how to create a Incident using the,
PROD: Scheduled XDR Ideas to Webex c? Aha.io Automation Updated

PROD: Scheduled SNA Ideas to Webex 7 Aha.io Automation @ Duplicate completed

Scheduled IROH Healthcheck to Webex

C XDR
This workflows runs a (scheduled) "Cisco XDR Integration Modu... 1sco

@ Export completed

XDR - Automation Rule - Update Incident Properties

Incident Automation Rule  Validated

HCiscolLive  BRKSEC-2502

chrivand@cisco.com

chrivand@cisco.com

chrivand@cisco.com

chrivand@cisco.com

chrivand@cisco.com

chrivand@cisco.com

chrivand@cisco.com

chrivand@cisco.com

System

23/05/2024, 11:54:21

23/05/2024,11:40:03

23/05/2024, 11:39:03

23/05/2024,11:39:03

23/05/2024, 11:38:53

23/05/2024, 08:00:06

23/05/2024, 08:00:01

21/05/2024, 13:119:55

16/05(2024.22:36:42
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o
[ ]

"} Cisco XDR - Automate X (9 CiscoXDR - Incidents x  + ~

€« c 23 xdr.us.security.cisco.com/incidentsfincident-64322795-2aa5-49bd-8d0b-106680ae4 34a/overview?drawer=graphNode&drawerGraphNodeld=6f8773ee o % @ in) &, o H

[ All Bookmarks

sy’ XDR P ‘ Chrlstopher Van ... .,
Incidents [F] Endpoint
@» oren - CHRIVAND CLUS - Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automation (- - - ¢1-3850-2-g1-24-cent “
] i ne12-102 ®)]
Reported by Cisco XDR Automation ' on 2024-05-23T11:10:29.6402 Hostname €1-3850-2-g1-24-centos-12-
| (E) View detailed description 102

Created by an Automation workflow. senunesIe 5

Q Talos Intelligence

Overview Detection Response Worklog Report Search for this hostname (7 8

Trend Vision One

Open in Vision One Search 7 a186765ec
s «” Expand o= This workflow initiates a Cisco Orbital forensic -
o snapshot for the endpoint identified by the XDR Automation
provided observable. TP!\S version of the *CHRIVAND - Cisco Live Vegas: Send L °
. workflow takes a forensic snapshot designed for © User Webex Message

devices running Microsoft Windows. Supported

. . .
observables: IP address, MAC address, ® Gleco Orbital - Take Forensic

Snapshot (Windows)

o " = hostname, Secure Endpoint Computer ID, Orbital k
- & &} . node ID Target: Orbital - vO Steps: [] Make sure (® *Run Orbital Query Using Hos\YA\ne
. the ubﬁerva_ e is supnqr(ed and set the _ Submit URL to Secure Malware
o an corresponding local variable [) Execute a ® Analytics
O forensic snapshot
o) @. o (® Move Computer to Triage Group
a3
- 1 @ ServiceNow - Request Firewall
4 NullRoute

- Meraki - MX - L3 Outbound Firewall
o g © Block
s
M.
o} 52:54:00:38:9f:ab ()

MAC Addres:
00:50:56:be:b9:89 ()

10 Assets View all 26 Observables View all 3 Indicators
TOP ACTIVE TOP ACTIVE TOP ACTIVE Indicators g
[E] Endpoint Workstation $3 Malicious URL network-opendns-malicious

dapqa-crwd-2 () ents http://www.examplebotnetdomain.com () 101 events network-dns-category-phis

[E] Endpoint Workstation . @ Malicious Domain TA

dapga-crwd-3 () internetbadguys.com () 8 events SID:1:34305:2: Adobe Flash

HCiscolLive  BRKSEC-2502 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 58



[ ] [ J T} Cisco XDR - Automate x (© Cisco XDR - Incidents x Results | Orbital x + v

o C % orbital.amp.cisco.com/jobs/ebxM25gpZQbwICbg8NTU2w/results Q& @ 9 & 0

[ All Bookmarks

él";élc; Orbital | EI @ O Q {(.:nl"l‘s‘v!‘tip‘r;\:zrVaan.. X

Results / Query 2024-05-23 10:12:41 § Latest results ~ @) Show empty rows | Download ~ | () Refreshed 2024-05-23 11:18:38
~ General
nl Results e
Name Query 2024-05-23 10:12:41 Result Rows 9,351 2024-05-23 10:12:41
b Eidielis Status Completed 2024-05-23 10:15:12 Type Query Christopher Van Der Made
Catalog Forensi dows 0.0.9 Frequency Non-scheduled
- . Endpoints 1 Source - Remote Data Store
%z, Catalog
Results 1 Errors 0
&0 Administration
Details
1 HOSTNAME ¢1-9300-2-g1-4-Wi... < ystem Attributes  Windov cutables that automatically Windows AntiVirus Products Data  Windows HotFixes Listening Ports  Startup Items Installed Programs On Windows Host  User Accounts
ACTIVE 1P 17210.1104/24
NODE ID SVUWDafOPAODUP name path source sha256
REPORTED 4-05-23 101713
b ¢1-9300-2-g1-4-win10
Local Print Queue drivers
WAN Miniport (Network Monitor) drivers
WAN Miniport (IPv6) drivers
WAN Miniport (IP) drivers
WAN Miniport (PPPOE) drivers
WAN Miniport (PPTP) drivers
WAN Miniport (L2TP) drivers
WAN Miniport (IKEv2) drivers
WAN Miniport (SSTP) drivers
Generic software device drivers
Remote Desktop Device Redirector Bus drivers
Plug and Play Software Device Enumerator t drivers
Microsoft System Management BIOS Driver drivers
NDIS Virtual Network Adapter Enumerator drivers
Microsoft Basic Render Driver drivers
ACPI Fixed Feature Button drivers
Intel Processor drivers
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Demo breakdown...

Trigger Operation Outcome

Action from Take Snapshot  Get forensic
Pivot Menu with Orbital context during
Investigation
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Reference slide .

When to use this Incident Response type?

* Quick response actions ideal for senior Security Analyst and Incident
Responders.

« Possible to taken actions throughout the XDR Ul and Ribbon, not just in
the Incident Response tab.

« Currently no Audit Log vet for these actions (other than Workflow Run),
which makes them sub-optimal for Containment, Eradication and
Recovery.

« Recommendation to use during Investigations and Identification phase.

» Relatively slower compared to Automation Rules.

cisco L‘V&- HCiscolLive  BRKSEC-2502 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



SAhatstaeidentResponse?
»How to perform Incident Response with Cisco XDR?
. et Sise6XDR{A o)
—PrretMeny
> Playbook Tasks
- Automation Rules
- Let’s put it to practice!
- Future?

cisco L{V&/
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IR with Cisco XDR:
Response

Playbook Tasks

cisco L{V&/




Reference slide £

Use Case > Playbook > Phase> Tasks > Workflow > Atomic

(P/aybook (e.g. Ransomware Defense) )

Phase (e.g. Identification)
Task

Instructions

Workflow(s)

Decision(s)

cisco L‘V& . #CiscolLive BRKSEC-2502 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



Overview Detection Response Worklog

Playbook

Cisco Managed Incident Playbook
Published April 10, 2024 at 6:45:51 PM

ﬁhase \

v Review Incident Add Note

Identification
Add a note to record the evidence for assigning a status of Rejected, Open, or Incident Reported.
Containment
v Analyze Indicators Add Note
Eradication

Create judgment(s), as necessary, and add a note confirming any Malicious or Suspicious reputations.

Recovery
Identify Affected Hosts Add Note

Add a note with summary of findings on the investigations of hosts found with malicious indicators.

Confirm Incident

Update the incident status to "Incident Reported" and, if the incident has assignees start a chat room for triage and collaboration

This automation workflow updates the incident status to "Incident Response" and, if the incident has assignees and a compatible
messaging integration is enabled, the workflow creates a chat room for incident triage and collaboration.

This workflow should only be used after confirming that the incident involves malicious, improper usage, or unauthorized activity that
violates company policy.

Incidgn!Response Workfiow . . o . o
Click Execute to run the workflow. The results of this workflow will be visible in the incident Worklog

v Document and Notify Execute

Create an incident ticket with the appropriate parameters and contextual incident information.
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It Playbook and System Workflows

ponses, and el

commun

All Workflows 7 Atomics 407 Recents Favorites 2

Workflows | & Import Workflow + Create Workflow

Search Ready State Category Card View Liat View

Searct 1 Selected 7 N Reset All
Category Incident Response X  Add to Saved Filters

Display name Categories Status Owner Last modified Actions

XDR - Contain Incident: Assets Incident Response © Validated system 05/01/2024, 14:46:42

This workflow consumes one or more hostnames and attempts to iso...

XDR - Document and Notify . 5 P ~
Incident Response Validated system 05/01/2024, 14:46:42

This workflow parses an XDR incident and creates a matching/link... P LU ¥ f '

XDR - Restore Systems Incident Response © validated system 2112/2023, 17:26:23

This workflow consumes one or more hostnames and attempts to un-

XDR - Identify Vulnarabliities c Incident Response Updated system 08/12/2023, 17:51:15

This warkflow consumes one or more hostnames and attempts to fet.

XPR - Contain Incident: File Hashes o Incident Response © Vaiidated system 06/12/2023, 20:47:24

This workflow consumes one or more file hashes and attempts to b.

XDR - Contain Incident: Domains P

Incident Response Validated system 06/12/2023, 20:47:10

This workflow consumes one or more domains and attempts to block... P Gt ¥ M2 ‘

XDR - Contain Incident: URLs &

This warkflow consumes one or more URLs and attempts to block th. Incident Response oL system 06/12/2023, 20:47:10
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Look familiar?

Document and Notify

Create an incident ticket with the appropriate parameters and contextual incident information.

Incident Response X Add to Saved Filters

Category
Contain Incident: Assets

Use asset-based containment to stop the spread of malicious activity. Display name Categories

XDR - Contain Incident:
This workflow consumes one

ts .
Incident Resg

or more hostnames and attempts to iso.

XDR - Document and Notify

. Incident Res,
This workflow parses an XDR incident and creates a matching/link. i

Contain Incident: Domains

Contain domain indicators of compromise to stop the spread of malicious activity. XDR - Restore Systems (!

Incident Resg
This workflow consumes one or more hostnames and attempts to un-

Incident Resg
This workflow consumes one or more hostnames and attempts to fet...

XDR - Identify Vulnerabilities (7
Contain Incident: URLs [

XDR - Contain Incident: File Hashes
This workflow consumes one or more file hashes and attempts to b..

Contain URL indicators of compromise to stop the spread of malicious activity. Incident Resg

XDR - Contain Incident: Domains

Incident Resy
This workflow consumes one or more domains and attempts to block..

Contain Incident: File Hashes

XDR - Contain Incident: URLs cf et B
Contain file hash indicators of compromise to stop the spread of malicious activity. This workflow consumes one or more URLs and attempts to block th.. Incldent Res

Identify Vulnerabilities l Select |

Scan host(s) for vulnerabilities, add a note about the recommended patches, and add a service request for patching.

Validate Eradicated Hosts and Unquarantine Assets

Confirm and acknowledge eradication steps are working as expected and number of infected host(s) is dropping.
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System Workflows are Integration “agnostic”

UVEIVIEW U1 T1IOW LU CUNILAINT ITIUICdols OF COITIPIOTTISE WO SL...

~ Contain Incident: Assets

Use asset-based containment to stop the spread of malici...

This automation workflow isolates/quarantines all selected
assets on your integrated Endpoint Detection and Response

solutions. Make sure you have done proper identification before

executing the workflow.

« Click Select and then choose all or a subset of assets
(using hostnames) associated with this incident.

« Click Execute to run the workflow. The results of this
workflow will be visible in the incident Worklog.

If you do not have an integrated Endpoint Detection and

Response solution, you should perform these steps manually
and create a note with a summary of your actions.

cisco L{V&/

Cisco Secure

#Ciscolive

N
Cisco

- Quarantine file by hash

- List hosts with
observable(s)

- List process tree
- Analyze Registry keys

Endpoint

- Quarantine file by hash
- List hosts with
observable(s)

- List process tree
- Analyze Registry keys

+ Quarantine file by hash
- List hosts with

Microsoft
s ob.servab/e(s)
- List process tree
- Analyze Registry keys

BRKSEC-2502 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Reference slide &),

Incident Response Template

Used for Playbook Tasks that
work on entire Incident object

New Incident Response Workflow (e.g. Create ServiceNow
Unified Workflow Template that Ticket).
can be used both for Playbook
Tasks and Automation Rules, Workflow display name
making them interchangeable and

Action(s)*

anagement too!

reusable.

Hatify x

Observable Type(s)* e in the incident

o —
ow and add it to a

Incident Automation Rule (optional)

What is the intent of this workflow?

Incident Response Workflow

Blank Custom Workflow fiow details

Pivot Menu Workflow

Workflow with Automation Rule
2 Observables

TEST1 - Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Auta

New Incident Response Workflow

Workflow display name*

Action(s)*

Contan x

Observable Type(s)*

Domain

Incident Automation Rule (optional)

Used for Playbook Tasks that
work on specific Incident
Observables (e.g. Block IP
Addresses on Firewall ).
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Reference slide

Working with the IR Template

Response Options Incident Rule Type will be set
automatically, as variable
references are unified

Reference to specific fields of
Automation Rule (e.g. Rule
name or conditions)

Browse Variables

Workflow Intent

Action(s)

Task ID
Domain x

Automation Rules

) Reference to specific fields of
Browse Variables Workflow Run (e.g. when and
who/how was it triggered)

Reference to specific fields of
Incident (e.g. Assignees,
Priority Score, etc.)

Browse Variables

A frae taxt property which can b used 1o
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Reference slide @

The Playbook “Editor”

Author

+ Back 10 Playbooks Identify Affected Hosts
Playbook for Rapid Ransomware Response and Recovery

Hame

Fublisnad by Chistophar van dar Made on 2024-D3-13T154:42 2237

Organizstions shauld use this plagkosk 33 3 template o a5 ' pracedures and eustining processes for theie security cperaticns te

Identication

Cantsinment

Eraticatian

Rocavary

fiiey) a0y Mal

Remove  Callapse Task

Edit Task.
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Reference slide &,

The Playbook “Assignment Rules”

New Playbook Assignment Rule

@ - Blocked Command and Control DNS Activities
Description*

A 1 r rview  Detection Response

Cisco XDR Playbook ©

. denity Atfocted Hosts Response Action Log
Conditions. ! L]

an
Contain Incldent: Overview

an

Contain incident: Assets

Property Comparison

Global . Greater

Title - MITRE Data > Data > Al ite Equal Impact
Contoin ncident: Domains

$ - Incident » Techniques Equal T1486

Contain Incident: URLs
ndition
Contain Incident: File Hashes

Playbook Implamant Adationst Montoring

Identify Vunerabilties

cisco 'p//
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Demo:
Using the
Response Playbook
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® 0 ® -7 CiscoXDR - Automate X (O Cisco XDR - Incidents X Results | Orbital x |+ v

« c 23 xdr.us.security.cisco.com/incidentsfincident-64322795-2aa5-49bd-8d0b-106680ae4 34a/response G & 0]} 3} &, o H
[ All Bookmarks

a
Christopher Van ...

il
csco XDR Ui XDR ‘ (o) et

Incidents
@» oren - CHRIVAND CLUS - Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automation (- -
|
Reported by Cisco XDR Automation [ on 2024-05-23T11:10:29.6402 CM
| (E) View detailed description
Created by an Automation workflow,
Q
Overview Detection Response Worklog Report View Investigation
Cisco Managed Incident Playbook (0
cea
Published April 10, 2024 at 6:45:51 PM
L .
~ Review Incident Actions taken
Identification
L Add a note to record the evidence for assigning a status of Rejected, Open, or Incident Reported
Containment No actions taken
o v Analyze Indicators

Eradication
Create judgment(s), as necessary, and add a note confirming any Malicious or Suspicious reputations.

Recovery
Identify Affected Hosts

Add a note with summary of findings on the investigations of hosts found with malicious indicators.

Confirm Incident Execute.

Update the incident status to “Incident Reported” and, if the incident has assignees start a chat room for triage and collaboration

This automation workflow updates the incid status to "Incident Response” and, if the incident has assignees and a compatible
messaging integration is enabled, the workflow creates a chat room for incident triage and collaboration.

This workflow should only be used after confirming that the incident involves malicious, improper usage, or unauthorized activity that
violates company policy.

Click Execute to run the workflow. The results of this workflow will be visible in the incident Worklog

v Document and Notify

Create an incident ticket with the appropriate parameters and contextual incident information
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@® 0 ® - Cisco XDR - Automate X (9 CiscoXDR - Incidents x Results | Orbital x |+
€« c 23 xdr.us.security.cisco.com/incidentsfincident-64322795-2aa5-49bd-8d0b-106680ae4 34a/worklog/notes G & ©) 3} R o

[ All Bookmarks

4
aliln Christopher Van ...
dul DR dis XDR : p\ ﬂxp\orc(?rp i

Incidents
@D rrcidentreportes - CHRIVAND CLUS - Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automation (- - X))

Reported by Cisco XDR Automation % on 2024-05-23T11:10:29.6402Z
| (E) View detailed description
Created by an Automation workflow,

Overview Detection Response Worklog Report View Investigation

s Audit Log Sortby: Newest | [ Add Note

L]
@ Created by: Automation Workflow
s 2024-05-23T11:28:14.695Z
o
[RESPONSE TASK] Confirm Incident
-]

XDR - Confirm Incident 7 started by chrivand@cisco.com completed successfully:

« Incident status updated to Incident Reported.
« Webex room Cisco XDR Incident: CHRIVAND CLUS - Malware Executed on MY-DEVICE-42 - Inciden... C7 created successfully.
« Added "chrivand@cisco.com” to Webex room. k

@  Created by: Automation Workflow

2024-05-23T11:27:55.9622Z

[RESPONSE TASK] Confirm Incident

Workflow: XDR - Confirm Incident [f sta

ted by chrivand@cisco.com

o Created by: Automation Workflow

2024-05-23T11:11:26.918Z
[AUTOMATION RULE]

Cohesity - Take Protection Group Snapshot for Affected VMs T started by Score greater than 800 © comple!
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o000
Cisco XDR Incident: CHRIVAND CLUS - Malware Executed on MY-DEVICE-42 - Inciden... 1¢

Messages People (2) Content Meetings - Apps

This starts the 'Cisco XDR Incident: CHRIVAND CLUS - Malware Executed on MY-DEVICE-42 - Inciden...' space, created by Bots by Christopher. 13:28
’ Bots by Christopher 13:28
Cisco XDR
New Incident

Title: CHRIVAND CLUS - Malware Executed on M...
Source: Cisco XDR Automation
Score: 1000

## This is a new Incident, created by an Automation
workflow.

> This is an example ransomware Incident, where 2 devic...

This Webex room was created by Cisco XDR automation for the incident CHRIVAND CLUS - Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automation after it was confirmed by chrivand@cisco.com for collaboration on next steps to resolve the incident. Please remember to add notes to the incident worklog to
document actions taken.

Bots by Christopher added you to this space. Welcome. 13:28

Shift + Enter for a new line

Write a mes: 0 XDR Incident: CHRIVAND CLUS - Malware Executed on MY-DEVICE-42 - Inciden.

v | B
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o

Trigger

Task from
Playbook

cisco Li/@/

Operation

Confirm
Incident with
Webex

HCiscolLive  BRKSEC -2502

-5

Outcome

Incident
Confirmed and
War Room
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Demo:
Build your own

Playbook
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il
cisco

do

T} Cisco XDR - Automate x 4o Cisco XDR - Administration x

c 23 xdr.us,security.cisco.com/administration/playbooks

XDR

Playbooks

7} Cisco XDR - Automate x

Results | Orbital x |+

dis XDR

Manage and customize Incident Response playbooks and the rules used to assign them to incidents,

Editor  Assignment Rules

Name

0@

po

Christopher Van ...

explorcorp

O 9

[ All Bookmarks

v

+ Create book

X

Description Author Last Published Actions
Christopher's Demo Playbook with Webex This should be used for demo purposes only. Christopher van der Made 2024-05-23T11:50:58.120Z
My Custom Playbook —_ Hanna Jabbour 2024-05-09T11:12:42.1012
RSA Incident Playbook —_ Matt Vander Horst 2024-04-25T14:23:21.834Z
Default Read-only ® Cisco Managed Incident Playbook This playbook is authored and managed by Cisco for providing a defa... Cisco 2024-04-10T18:45:511312

Cisco Autor 1Nis Is a Cisco-provided global playbook and This playbook is authored and managed by Cisco for providing a defa... Rob Gresham 2024-04-01T16:21:31.3832

cannot be edited. Duplicate this playbook to

customize it for your organization.
AJ's test pla, Playbook to test AJ Shipley 2024-03-28T19:30:45.630Z
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® T} Cisco XDR - Automate X 4o CiscoXDR - Administration % +T} Cisco XDR - Automate x Results | Orbital x |+

&« c 23 xdr.us.security.cisco.com/administration/playbooks/ac126490-ead7-4990-b0ad-1cf7712d668a?phaseld=be9fc1a0-3ebd-4934-9c3d-bb9eadd0c663 [ . ; @ i} o

[ All Bookmarks

‘dses’ XDR Al XDR ‘ Q Christopher Van ..

explorcorp 4

Back to Playbooks

Christopher's Demo Playbook with Webex

Published by Christopher van der Made on 2024-05-23T11:50:00.956Z

O This is used for demo purposes only.
Q
Identification . .
N Placeholder Task Title View Task
Containment

Placeholder task

Eradication

Recovery

do
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T} Cisco XDR - Automate x Ao Cisco XDR - Administration x -1} Cisco XDR - Automate I Results | Orbital

(¢} 23 xdr.us.security.cisco.com/automate/workflows S W @©@ X O °

[ All Bookmarks

What is the intent of this workflow?

Incident Response Workflow

Blank Custom Workflow
Workflow details

Pivot Menu Workflow

Workflow with Automation Rule B
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T} Cisco XDR - Automate x Ao Cisco XDR - Administration

c

23 xdr.us.security.cisco.com/automate/workflows

x

~14 Cisco XDR - Automate I Results | Orbital

New Incident Response Workflow

Incident Response workflows can be used for Playbook Tasks and/or be used
with Incident Automation Rules. By selecting this type, you will be able to
select the Workflow from the Playbook Editor when editing a Task.

Workflow display name* © 62 /64

CHRIVAN Vegas: Playbook Task Workflow w

Action(s)* ©

Observable Type(s)* ©

incident workflow) X

Incident Automation Rule (optional) ©

Ui m

HCiscolLive  BRKSEC-2502
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® 0 ® -7 Cisco XDR - Automate X | Mo Cisco XDR - Administration X -1} Cisco XDR - Automate X L Results | Orbital x |+ v

€ > C 2= xdrus.security.cisco. DVA7A72HFRYBJhPp6SYXMxX05BsX4S1TbZ CHd © X O @ :

3 All Bookmarks

« Back to all Workflows,

CHRIVAND - Ci¥o Live Vegas: Playbook Task Workflow with Webex & worktiowislocked ([N | - B3 osetinss -

Last Modified: 23 May 2024 at 13:45:34

Workflow Properties

CHRIVAND - Cisco Live Vegas: Playbook Task Workflow With

Webex
@ General v
Display Name* 62/64

CHRIVAND - Cisco Live Vegas: Playbook Task Workflow with Webex

&b Atomic

Webex - Create Room

Owner
l chrivand@cisco.com
& Atomic Description 77 /1024
Webex - Add Member to Creates a Webex space and adds the user who executed the Playbook Task to it.

Room

& Atomic

Webex - Post Message to i . .
If checked, the workflow run and any underlying task(s) will be deleted when the run succeeds. Failed runs will not be deleted.

Room
l An atomic workflow will be listed under the Activity Group header you select or create in the list to the left.
Core ¢
Set Workflow Result Output ategory
CHRIVAND X
@ + Variables v
= Name Type Scope Value Required
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x 4o Cisco XDR - Administration x -7} Cisco XDR - Automate I Results | Orbital

23 xdr.us.security.cisco.com/administration/playbooks/ac125490-ead7-4990-b0ad-1cf7712d668a?phaseld=3aB6e8fc-c927-4021-9847-9178e7abB654 [0 -4 @ > O o

[0 All Bookmarks |

Create a Webex Space!
H B I & & 99 <«

Click **Execute** to create a Webex space and to add yourself to it.
Demo purposes only!

Automate task
Toggle the Include workflow button to assign a workflow that automates the

response task. If no workflow is assigned, responders can add a note to the
task about the response actions that were taken.

-3 Include Workflow

Workflow name *

CHRIVAND co Live Vegas: Playbook Task Workflow with Wet ® -~

View workflow details 7

‘Waorkflow description

Creates a Webex space and adds the user who executed the Playbook Task
toit.

Action(s)
Notify

Observable type(s) (O
None
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o0 e T} Cisco XDR - Automate X 4o CiscoXDR - Administration % +T} Cisco XDR - Automate x Results | Orbital x |+ -

¢« G 2% xdr.us.security.cisco.com/administration/playbooks/ac126490-ead7-4990-b0ad-1cf7712d668a?phaseld=3a86e8fc-c927-4021-9847-9178e7abB8654 [ - 4 @ in} Q

[ All Bookmarks

8 -
‘dses’ XDR Al XDR ‘ Christopher Van ...

explorcorp

Back to Playbooks

Christopher's Demo Playbook with Webex

|
Published by Christopher van der Made on 2024-04-24709:28:25.582Z
O This is used for demo purposes only.
Q
Identification + Add Task
Containment
e ii Create a Webex Space! Remove Collapse Task
Eradication
L]
Summary Edit Task
Recovery
1 This will create a new Webex space. Demo purposes only!
o
Description
do Click Execute to create a Webex space and to add yourself to it. Demo purposes only!

Automate task

Waorkflow name
CHRIVAND - Cisco Live Vegas: Playbook Task Workflow with Webex [y

Workflow description

Creates a Webex space and adds the user who executed the Playbook Task to it

Action(s)
Notify

Observable type(s)

None
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® © ® (O CiscoXDR - Incidents X 4o CiscoXDR - Administration % +T} Cisco XDR - Automate x Results | Orbital x |+ v

€« G % xdr.us.security.cisco.com/administration/playbooks/assignments?drawer=rule&drawerRuleld=02EK1K707QZDP1emspmFXVD1rpOQLLx1JJL A © O @

[ All Bookmarks

4 .
el DR Ak XDR ‘ fo} E:\Dr‘lgr::;ger Van..
H ]
Playbooks Christopher's Demo Rule ;
. Manage and customize Incident Response playbooks and the rules used to assign them to incidents. Last modified by Christopher van der Made on 2024-05-23T11:53:50.119Z
Editor  Assignment Rules A\ You have unsaved changes ©
Title*
Q [ Christopher's Demo Rule J
i 23/64
Description*
e 1 D On Christopher's Demo Rule Assigns my demo Playbook to my own Incidents with CHRIVAND prefix :)
A )
2 ‘) On Ransomware Recovery Playbook 681,024
o
Conditions*
3 @D on  score>800
do (@® ALL of these conditions must be met
(O ANY of these conditions can be met
If no rules match above then the default playbook Cisco Managed Incident Playbook will be assigned to the incident
Property Comparison Value
I Title - Incident v J[ Matches wildcard v “ *CHRIVAND* 1 &
[ All items - Incident > Tactics v ][ Includes ~ ]| Command and Con... J o]
+ Add Condition
Playbook*
[ Christopher's Demo Playbook with Webex v
This playbook will be assigned to a new incident when the above conditions are met \ S
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® 4o Cisco XDR - Administration X () Cisco XDR - Incidents X +T) Cisco XDR - Automate x Results | Orbital x |+
« c 23 xdr.us.security.cisco.com/incidentsfincident-f9255fc5-cd53-4391-85e7-05b6b87b3c14/response % (@ 3} o

[ All Bookmarks

8 -
‘dses’ XDR Al XDR * ® 0@ Q Christopher Van ..

explorcorp 4

Incidents
@D oren -  CHRIVAND Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automation (- -

Reported by Cisco XDR Automation 3 on 2024-05-23T12:02:13.701Z

| Q View detailed description
Created by an Automation workflow.

cM

Q
Overview Detection Response Worklog  Report
Christopher's Demo Playbook with Webex (0
-5
Published May 23, 2024 at 11:50:58 AM
L] &
Actions taken
Identification Create a Webex Space!
This will creat Webex s D Iy! No actions
Containment is will create a new Webex space. Demo purposes only k o actions taken
°

Eradication

Recovery
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® O ® 3, CiscoXDR- Administration X () Cisco XDR - Incidents X 3 Cisco XDR - Automate x Results | Orbital x | +
« c 25 xdr.us.security.cisco.com/incidentsfincident-f9255fc5-cd53-4391-85e7-06b6b87b3c14/worklog/notes [ - @ in} o $

[ All Bookmarks

8 -
‘dses’ XDR Al XDR ‘ Q ChristopherVan...

explorcorp

Incidents
@D oren -  CHRIVAND Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automation (- -

Reported by Cisco XDR Automation % on 2024-05-23T12:02:13.701Z

| (E) View detailed description
Created by an Automation workflow,

cM

Overview Detection Response Worklog Report

s Audit Log Sortby: Newest | [ Add Note

L]
@ Created by: Automation Workflow
s 2024-05-23T12:11:32.263Z
o
[RESPONSE TASK] Create a Webex Space!
-]

CHRIVAND - Cisco Live Vegas: Playbook Task Workflow with Webex O started by chrivand@cisco.com completed successfully

Successfully created this Webex Space: Incident: CHRIVAND Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automation

@ Created by: Automation Workflow
24-05-23T12:11:26.410Z

[RESPONSE TASK] Create a Webex Space!

Workflow: CHRIVAND - Cisco Live Vegas: Playbook Task Workflow with Webex O started by chrivand@cisco.com

@  Created by: Automation Workflow

2024-05-23T12:03:10.048Z
[AUTOMATION RULE]

Cohesity - Take Protection Group Snapshot for Affected VMs [ started by Score greater than 800 f completed successfully
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(X X
Incident: CHRIVAND Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automation

Messages People (2) Content Meetings - Apps

This starts the ‘Incident: CHRIVAND Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automation’ space, created by Bots by Christopher. 14:11
Bots by Christopher added you to this space. Weicome, 14:11

, Bots by Christopher 14:11

New Incident Confirmed: CHRIVAND Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automation

Use this space to collaborate and discuss the Incident Response plan. Do not forget to document your actions taken in the Incident Worklog!

v @

® @ Shift + Enter for a new line

'.‘y"\lu a message to Incident: CHRIVAND Malware ecuted on MY-DEVICE-42 - Incident by Cisco XDR Automation

v | b
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Trigger

Task from
Playbook

cisco Lg'/@/

Operation

Webex Space
Created
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Outcome

Demo



Reference slide .

When to use this Incident Response type?

« (Guided response ideal for junior Security Analysts and Incident
Responders.

« Structure allows for following the proper processes when an Incident has
been declared.

* Every response action is automatically entered into the Incident Worklog.

» Relatively slower compared to Automation Rules.
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SAhatstaeidentResponse?

»How to perform Incident Response with Cisco XDR?
. et Sise6XDR{A o)
—Pivet-Meny
—PlaybeokTFasks

> Automation Rules
- Let’s put it to practice!
- Future?

cisco L{V&/
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Triggers Reference slide &,

To add a trigger to a workflow, configure an automation rule that determines when a

workflow is executed, such as on a schedule or when an incident or specific event occurs.

[ ]
‘ \ tO l I l a tl O I l | t | e S Automation Rules Events Webhooks Calendars Schedules

Rule Type Search

Incident Rules Other Rules Search

Allow various types of events to
cause WorkﬂOWS to run. Priority Incident Rules

i Order Off/on Display name Description
Approval Task Rule: An approval task is acted
upon within XDR Automation. 1 a Full Scan with Orbital
Emall Rule An emall IS recelved in a pre- 2 a My Ransomware Rule Mitre Tactic Condition
defined inbox being monitored for new
messages 3 ® | My Catch All Rule [NO CONDITIONS]
Incident Rule: A matching incident is created in 4 (I DemoRule for Webex Notification
the XDR incident manager.
Schedule Rule: A specific date, time, or interval Standalone Incident Rules
of time has passed. _ -
Order Offfon Display name Description
Webhook Rule: An HTTP call was made to a
crm N/A ‘:) Catch all rule for Testing

specific webhook URL.

N/A a Test Rule Severity

N/A G Automation Rule for Inspector Poirot

N/A C’ Create ServiceNow Ticket for Phishing + C2

Incidents

cisco W‘/



Reference slide

Create as priority or standalone rule ® Priority Rule

| n C I d e nt r u | e S Standalone rules will always process O standalone Rule

if conditions match and not be able
to be ordered with priority.

Evaluated when an incident is created in
XDR and prioritization and enrichment are
Complete. Triggers for all Incidents with a Stop processing subsequent rules @ stop processing subsequent rules
priority Score and status “NeW”.* Enabling this will stop processing

any further rules. Disabling means

Each rule can be configured with its own your lower priority rules will also be

processed.

Conditions and one or more workflows to
execute if the criteria are matched.

Browse Variables
Rules can either be in priority order or o
standalone:

Priority rules are evaluated from the top
down in order. They can be configured to
stop processing of subsequent rules or to
continue to the next rule.

Standalone rules are evaluated for all
incidents.

. / * soon will trigger on all incident status changes.
CISco e




Reference slide .

Describe your Incident type to trigger on...

Conditions
(® ALL of these conditions must be met
ANY of these conditions can be met

Advanced
Property Comparison
All Items (list) (x Includes (case insensitive)
AND
Description - X Matches wildcard *ransomware*

AND

Title - [=) vildcard *MY-DEVICE-42*

+ Add Condition
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Demo:
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Automation Rule
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[ ] [ T4 Cisco XDR - Automate X +

<« c 23 xdr.us.security.cisco.com/automate/triggers/automation-rules G @ Im} a Finish update }

[ All Bookmarks

4
bl Christopher Van ...
cisco. XDR iy XDR D L@ 2 Soae v
Triggers
a To add a trigger to a workflow, configure an automation rule that determines when a
workflow is executed, such as on a schedule or when an incident or specific event occurs
O Automation Rules Events  Webhooks Calendars  Schedules
Q
Rule Type Search
t Incident Rules Other Rules Q ] <+ Add Automation Rule k
B
Priority Incident Rules
. Order Off/on Display name Description Stop processing Owner Last modified Actions
& : 1 o Ransomware Incident Rule [CHRIVAND] Used by Christopher for CLEMEA... B off chrivand@cisco.com 02/05/2024, 17:57:59
-]
Standalone Incident Rules
Order Off/on Display name Description Owner Last modified Actions
N/A [ o] Score greater than 800 incidents with priority score... adisanka+explor@cisco.com 02/05/2024, 20:58:26
N/A a Incident notifications to Webex mavander@cisco.com 23/01/2024, 21:23:16
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ene T3 Cisco XDR - Automate X+
<« c 2%  xdr.us,security.cisco.com/automate/triggers/automation-rules/new &

[0) 3 ©  Finishupdate :

[ All Bookmarks

8 -
‘dses’ XDR Al XDR ‘ 0@ Q Christopher Van ..

v
explorcorp

Automation Rules

New Ransomware and Encryption Rule

[}
General Type
Q yp
Incident Rul “|
Automation Rule matching criteria is [ neident Huie J
o4 based on incident or other
metadata, and associated with a set Title* 30/64
B of automation actions by selecting ‘ Ransomware and Encryption Rule
workflows - /
' Description 91/1024
Tip: ing multiple
! \gger. For ir ! 1 ‘ This rule will trigger when an incident is created with
o " o ombinatior ransomware and encryption symptoms)
g
-]
Create as priority or standalone rule @ Priority Rule
Standalone rules will always process O standalone Rule

if conditions match and not be able
to be ordered with priority.

Stop processing subsequent rules @) stop processing subsequent rules

Enabling this will stop processing
any further rules. Disabling means
your lower pricrity rules will also be
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T} Cisco XDR - Automate X

xdr.us.security.cisco.com/automate/triggers/automation-rules/new [ - ¢ @ X O o Finish update :

[ All Bookmarks

Browse Variables

Events Count S‘hor( Description First

External References > S(aurce All items (list)

First Event Date S‘talus Last
Incident Tactics
Indicators Tgchnlques

Last Event Date Timestamp

Observables Tf"?

Cancel m
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[ ] [ T4 Cisco XDR - Automate X +

<« c 2%  xdr.us,security.cisco.com/automate/triggers/automation-rules/new

& 1 [0) 3 ©  Finishupdate :

[ All Bookmarks
4
il

sco Uik XDR

~

Christopher Van ...
ay po explorcorp

Stop processing subsequent rules @) stop processing subsequent rules

Enabling this will stop processing

8 any further rules. Disabling means
your lower priority rules will also be
O processed.
Q
. Conditions
e
- (@® ALL of these conditions must be met
(] (O ANY of these conditions can be met
O Advanced
o
Property Comparison Value
o |AII Items (list) v ﬁ] { Includes ® v ] [eucr ]
Data Encrypted for Impact (T1486) ]
+ Add Condition

Encrypted Channel (T1573)

Weaken Encryption (T1600)

Apply to selected workflows Workflow: None Selected

Select and configure a workflow to

associate with this rule, and when Select workflow
the rule is created, its trigger is @ on [ |m|
automatically added to the workflow

A Workflow is required

+ Add Workflow
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ene T3 Cisco XDR - Automate X+
<« c 2%  xdr.us,security.cisco.com/automate/triggers/automation-rules/new

& 1 [0) 3 ©  Finishupdate :

[ All Bookmarks

8 -
‘dses’ XDR Al XDR ‘ 0@ Q Christopher Van ..

~

explorcorp
Enabling this will stop processing
any further rules. Disabling means
your lower pricrity rules will also be

[ ] processed.
Q
i Conditions

(® ALL of these conditions must be met
B (O ANY of these conditions can be met

(O Advanced

L]
Property Comparison Value
L l All Items (list) [Inc\udes ® | [Dala Encrypted for Impact (T1486) :
AND
-] p ~ Y
l Title ™ l_\J { Matches wildcard ® J [ *MY-DEVICE-42*
AND
| Status l_\} {Equals ® | {NEW -
AND
[ cioa DJ [ Greater than or equats ® -] { 750 2]

+ Add Condition

Apply to selected workflows Workflow: None Selected

Select and configure a workflow to

associate with this rule, and when Select workflow
. . -_— F. y iy
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[ ] T} Cisco XDR - Automate x +

< C 2 xdr.us.security.cisco.com/automate/triggers/automation-rules/new G d @ 3 @ Finishupdate }

[ All Bookmarks

8 -
‘dses’ XDR Al XDR 0@ Q ChristopherVan...

explorcorp

[}
Apply to ealected workfiows Workflow: XDR - Automation Rule - Update Incident Properties N
O Select and configure a workflow to
associate with this rule, and when Select workflow Assignees (String) ©
the rule is created, its trigger is @ on ‘ chrivand@cisco.com —|I 0]
Q automatically added to the workflow L
o4 Short Description (String) ©
- \ =
) L J
i Title (String) @
VEGAS - [$Rules.Incident &)
1 Rule.output.incident.Title$]
o L
. Severity (String) @
Status (String) ©
{ Open k ﬂ]
Description (String) ©

+ Add Workflow

Turn on this automation rule B Aiamation wule Lo an
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® 0 ® O CiscoXDR - Incidents X+

v
€« (¢ 23 xdr.us.security.cisco.com/incidents/incident-8fa162a2-b848-4cf6-a33d-a8cfcaledc3e/worklog/audit-log (K + g [(0) 2 D o
[ All Bookmarks
Il 4 Christopher V.
alaln ristopher Van ...
Gisco XDR dis XDR $OL Saidndniial v
Incidents
@D oren-  VEGAS - Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automation (- - D)
o
Reported by Cisco XDR Automation €7 on 2024-05-28T08:32:41.257Z - 2 Linked Incidents c™M
| O View detailed description
Created by an Automation workflow.
Q
Overview Detection Response  Worklog Report
e

Notes

Sort by: Newest ‘ Add Note
L}

> [ ] Assignees added by: [Private]

5-28T08:33:37.036Z

N @  status changed by: [Private]

2024-05-28T08:33:37.036Z

@  Title changed by: [Private]

After
VEGAS - Malware Executed on MY-DEVICE-42 - Incider

by Cisco XDR Automation

Before:

Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automation

[ ] Incident Promoted by: [Private]

10 |perpage 1-50f5 1 |1
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Automation Rules work in real-time*

Priority Name Source Created Assigned Status

@ Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automati... Cisco XDR Automat... 1 Second Unassigned New ~

Priority Name Source Created Assigned Status

(1000 } CLEMEA24 - Malware Executed on MY-DEVICE-42 - Incident by Cisco .. Cisco XDR Automat..  1Minute cM Open ~

cISCo M / *Asynchronous queue, but in most cases that results in near real-time.
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A brief history of Automation Rules

ow Propert

Incident Triggered Orbital Forensic Snapshot (Windows)

Automation Rules

Automation Rule Type

Browse Variables

Incident rule

Incident Rule

Full Scan with Orbital

Triggers use a reference
Catch all rule for Testing format that has been
deprecated. Your legacy

+ Add Automation Rule

0 move to the

new format. For previously
Triggers (Deprecated) referenced Automation Rules,
first select the matching Rule
type, and subsequently
update all variable references
from Triggers to Rules. For
legacy event definitions,
convert to Automation Rules.
Learn more about Automation
Rules

Full Scan with Orbital

Target

Target Type*

| HTTP Endpoint

Global
Rule
Trigger (Deprecated)

Workflow

Started-polling

Triggers are now implicitly managed by

cisco Lz{@/

Automation Rules. References to them are
generic, so they can be reused and shared
independent of the specific Rule!

Output

Input

Cancel

#CiscolLive BRKSEC-2502 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Indicators

MITRE Data

Observables
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Reference slide &),

Incident Response Template

New Incident Response Workflow

Unified Workflow Template that
can be used both for Playbook
Tasks and Automation Rules,
making them interchangeable and
reusable.

Workflow display name*

Action(s)*

Hatity %

Observable Type(s)*

hone

What is the intent of this workflow?

Incident Response WorkFlow

Blank Custom Workflow Workfiow details

Used for Automation Rules, as

Pivot Menu Workfiow 2 i : they always work on the entire
Incident Object (e.g. Create

ServiceNow ticket)

Workflow with Automation Rule

Apply to selected workflows Workflow: -0

Select workflow

@ o
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Demo:

Build an Incident
Automation Rule
Workflow
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T} Cisco XDR - Automate X

C 2 xdr.us.security.cisco.com/automate/workflows [ - ¢ @ X O o Finish update

[ All Bookmarks

What is the intent of this workflow?

Incident Response Workflow

Blank Custom Workflow
Workflow details

Pivot Menu Workflow

Workflow with Automation Rule B
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T} Cisco XDR - Automate X

c

23 xdr.us.security.cisco.com/automate/workflows

New Incident Response Workflow

Incident Response workflows can be used for Playbook Tasks and/or be used
with Incident Automation Rules. By selecting this type, you will be able to
select the Workflow from the Playbook Editor when editing a Task.

Workflow display name* © 36/64

Auto-Investigate all | ent Assets

Action(s)* ©

Observable Type(s)* ©

incident workflow) X

Incident Automation Rule (optional) ©

e m

HCiscolLive  BRKSEC-2502

Cd @ X0 0

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Finish update :

[ All Bookmarks
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[ N ) =74 Cisco XDR - Automate x +

€ > C £ xdrus

ity.cisco.com/al

fworkflows/edit/02EKW633F604162D6FoCsSdjDSMxR7bJmMy

< Back to all Workflows

CHRIVAND - Cisco Live Vegas: Auto-Investigate Incident Assets

Last Modified: 24 May 2024 at 13:52:57

I Q, Search activities l

Activities Logic Workflows
Logic @
Break
(¥ ForEach
Completed
Drag activity here

Condition Block

Continue

For Each @
Group
Parallel Block

Start Point

While Loop

& Workflow is unlocked

A 11nvalid Actions

% © »X O @ Fiishupdate

[ All Bookmarks

Warning (@
Properties: For Each
For Each
General o -
Display Name 8/64
[ For Eacn |
Description 0/1024
Source Array*

(I

() Continue Workflow Execution On Failure

() Skip activity execution

EY

HCiscolive

BRKSEC-2502

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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+T} Cisco XDR - Automate X +

3} o Finish update :

[ All Bookmarks

23 xdr.us.security.cisco.com/automate/workflows/edit/02EKW633F60416zD6FoCsSdjDEMxR7bJmMy

Browse Variables

neiden
Incident Summary ] JBJECT gets Data

Run Context > Indicators
EIECT

Observables
BJECT

Severity
BIECT

Source
BIECT

Targets
DBJECT

Cancel m\
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+T} Cisco XDR - Automate X +

23 xdr.us.security.cisco.com/automatef/workflows/edit/02EKW633F60416zD6FoCsSdjD5MxR7bJmMy in] 0

[ All Bookmarks

Browse Variables

Asset ID

Count
E

Start time Observable Type
RIN
Type
RIN
Value
RN

Source Array
ARRA

Cancel
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@®  ® -7} Cisco XDR - Automate x  + v

€ 2 C =% xdrus rity.cisco. /edit/02EKWE33F60416zD6FoCsSdjiDSMxR7bJmMy S W ®© X O o H

3 All Bookmarks

< Back to all Workflows

CHRIVAND - Cisco Live Vegas: Auto-Investigate Incident Assets & Worktiowis uniocked ([N @ settings v
Last Modified: 28 May 2024 at 09:56:17
Warnin
[Q Search activities ] 9.
Workflow Properties
Activities Logic  Workflows CHRIVAND - Cisco Live Vegas: Auto-Investigate
Incident Assets
Core > @
General >
Ansible Tower >
' ForEach Variables >
AWS Service >
Check Point Quantum > 5% Atomic Response Options !
Smart-1 Orbital - Query - Run
Query Automation Rules >
Cisco API Console >
TKETITTegraToTT
Vey
Cisco Defense Orchestrator > Insights APIs
Exd Meraki Systems Manager - ExplorCorp I
Cisco Duo: Admin API >
Microsoft Defender for Endpoint
Cisco Duo: Auth API > Tar| Orbital - ExplorCorp - vO o
Palo Alto Networks Cortex XOM - v1
Cisco ISE > 2 f I
® Platform APIs
Cisco Meraki > Private Intelligence API
Public Intelligence API
Cisco Orbital >
+ Add New
Cisco PSIRT openVuln > =
+ [ksmcu ~ ]
Cisco Secure Cloud > .
Analytics O specify target on workflow start
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[ N ) =74 Cisco XDR - Automate X + ~

€ > @ % xdrus ity.cisco.com/al Iworkflows/edit/02EKW633F60416z2DBFoCsSdiDEMxR7bJmMy A © X O @ :

[ All Bookmarks

< Back to all Workflows

CHRIVAND - Cisco Live Vegas: Auto-Investigate Incident Assets & Workdlow is unlocked

Last Modified: 28 May 2024 at 09:56:42

l Properties: Orbital - Query - Run Query

Orbital - Query - Run Query

I Q, Search activities

Activities Logic Workflows
peties [ =)
Core > @ Query Expiration Time (Minutes)*
G =)
Ansible Tower >
. (¥ For Each Access Token (O
AWS Service >
[ =)
Check Point Quantum > 6!(‘.1 Atomic
Smart-1 Orbital - Query - Run Catalog Query ID ©
Query [
logged_in_users =)
Cisco APl Console > - o {i,_
N

Wait For Query Completion* (O

Cisco Defense Orchestrator >

[true ) ]
Cisco Duo: Admin API > o
Hostname @O

Cleco Duo; Auth API ’ [ [$activity.For Each.input.Source Array[@].Value$] ]
Cisco ISE >
Secure Endpoint GUID
Cisco Meraki > [ Cd ]
Cisco Orbital > IP Address (D
Cisco PSIRT openVuin > +
SQL Query O
Cisco Secure Cloud > o
Analytics [ @ ]
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+7} Cisco XDR - Automate X e

(]

23 xdr.us.security.cisco.com/automate/workflows/edit/02EKW633F60416zD6FoCsSdjD5SMxR7bJmMy

Browse Variables

Global

Workflow

Output

Workflow Result ©

Workflow Resuit Code 0

Cancel

HCiscolLive  BRKSEC-2502

A" @O X

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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[ All Bookmarks
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[ N ] =74 Cisco XDR - Automate

&« > @ % xdrus ity.cisco.com/al

< Back to all Workflows

it/02EKWE33F604162D6FoCsSdjDEMXR7bJmMy

CHRIVAND - Cisco Live Vegas: Auto-Investigate Incident Assets

Last Modified: 28 May 2024 at 09:56:42

I Q setv ® I
Activities Logic Workflows
Core A

Set V ariables

( For Each
Atomic
Orbital - Query - Run
Query
Core

Set Workflow Output Result

& Workflow is unlocked

Properties: Set Variables

Set Workflow Output Result

General

Display Name

Cx® © X

g @

[ All Bookmarks

26 /64

[ Set Workflow Output Result

]

Description

0/1024

() Continue Workflow Execution On Failure

() skip activity execution

Variables

Variables to update*

Variable to update*

[$workflow.CHRIVAND - Cisco Live Vegas: Auto-Investigate Incident

Assets.output.Workflow Result$]

New value

[$workflow.CHRIVAND - Cisco Live Vegas: Auto-Investigate Incident

Assets.output.Workflow Result$]

- Results of "logged_in_users" Orbital query for [$activity.For Each.input.Source
Array[@].Value$): [Sactivity.Orbital - Query - Run Query.output.Results] k

#HCiscolive

BRKSEC-2502
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® © ® -7} Cisco XDR - Automate

€ > 0O 25 xdr.us. rity.cisco,

W633F60416zD6FoCsSdjD5MxR7bJmMy

< Back to all Workflows

CHRIVAND - Cisco Live Vegas: Auto-Investigate Incident Assets

Last Modified: 28 May 2024 at 09:56:42

[ Q setv ® ]
Activities Logic Workflows
Core N

Set V ariables

' For Each
& Atomic
Orbital - Query - Run
Query
Core

Set Workflow Output Result

& Workflow is unlocked m ‘

Workflow Properties

Cx © X3 @

3 All Bookmarks

CHRIVAND - Cisco Live Vegas: Auto-Investigate

Incident Assets
General

Variables

Response Options

Automation Rules

Automation Rule Type (O

[ Incident Rule

® Atypeis but this

has no

Rule

-+ Add Automation Rule
LS
Version
Exchange

Target

Credentials

#Ciscolive

BRKSEC-2502
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T} Cisco XDR - Automate X
xdr.us.security.cisco.com/automate/workflows/edit/02EKW633F60416zD6FoCsSdiD5EMxR7bJmMy EBa © X O 0 :
[ All Bookmarks

Select Automation Rule

You cal tomate this workflow so that it runs on a schedule or whenever an event that you select occurs.

Selected Automation Rule Types

Incident Rule

Automation Rule Name*

Ransomware and Encryption Rule - CHRIVAND %

3
Score greater than 800 Cancel
Incident notifications to Webex

+ Add New
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® @ -7 CiscoXDR - Automate X o+
« > C 25 xdr.us.security.cisco.com/automate/workflows/edit/02EKW633F604162D6FoCsSdjD5MxR7bJmMy =R o > O o

[ All Bookmarks

Edit Ransomware and Encryption Rule - CHRIVAND

[ chrivand@cisco.com

Short Description (String) ©

[

Title (String) @O

VEGAS - [$Rules.Incident
Rule.output.incident. Title$]

Severity (String) ©

[

Workflow: CHRIVAND - Cisco Live Vegas: Auto-Investigate Incident Assets

Select workflow

Turn on this automation rule

Switch between enabling (on) or disabling (off) this rule. This is
useful for testing and debugging.

Q Automation rule is on
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® @ -7 CiscoXDR - Automate X o+

€« > C 23 xdr.us.security.cisco.com/automatef/workflows/edit/02EKW633F60416zD6FoCsSdjD5MxR7bJmMy

< Back to all Workflow

CHRIVAND - CXso Live Vegas: Auto-Investigate Incident Assets

Last Modified: 28 May 2024 at 10:04:10

% © X0 @

[ All Bookmarks

& Workflow is locked

Incident rule: ransomware and encryption rule - chrivand created successfully X
The automation rule you created will start this workflow when the conditions you configured are met. To manage
rules for all workflows go to the Automation Rules page.

CHRIVAND - Cisco Live Vegas: Auto-Investigate Incident Assets

General >
@ Variables >
Response Options >
(¥ For Each P P
Automation Rules v
£ Atomic
Orbital - Query - Run Automation Rule Type (O
Query Incident Rule
Ransomware and Encryption Rule - CHRIVAND f
Core
Set Workflow Output Result
Version >
e Exchange >
Target >
Credentials >
+
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® © ® (O CiscoXDR - Incidents x  + N
€« ¢} 23 xdr.us.security.cisco.com/incidents/incident-8fa162a2-b848-4cf6-a33d-a8cfcale4c3e/worklog/notes (K + g @ > o} o

[ All Bookmarks

4
by Christopher Van ...
dies: XDR R explorcorp

Incidents
, @D oren-  VEGAS - Malware Executed on MY-DEVICE-42 - Incident by Cisco XDR Automation (- - D)
Reported by Cisco XDR Automation €7 on 2024-05-28T08:32:41.257Z - 2 Linked Incidents CM
| O View detailed description
Created by an Automation workflow.
Q

Overview Detection Response Worklog Report View Investigation

e Audit Log | sort by: Newest ] Add Note

L}
© Created by: Automation Workflow
1 4-05-28T08:3 343Z
o
[AUTOMATION RULE]
0

CHRIVAND - Cisco Live Vegas: Auto-Investigate Incident Assets C7 started by Ransomware and Encryption Rule - CHRIVAND 7 completed succes

« Results of logged_in_users Orbital query for my-device-42
* Results of logged_in_users Orbital query for chrivand@cisco.com

¢ Results of logged_in_users Orbital query for c1-9300-2-g1-4-win10

"node""sVUWDafOPdODUP-ei

ype"logged_in

"amp!

"SELECT \nuser, tyf

d_in_users","nam

ame\"’, [ ETIME(time, \"unixep
]
stinfo":{"osinfo":{"o
{"10.90.12.104":"atl-tme-ctb-azure.cisco.c
ame":"Cisco Lab (10.90.12)

ice""hostname olumns"

error':{"en":""},"h

(10

p",'mac":"00:50:56:k

@® Created by: Automation Workflow

2024-05-28T08:33:37.188Z
Eatizossarions oy o1
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When to use this Incident Response type?

» |deal for certain actions that need to be taken for all Incidents, or specific
types of Incidents, without needing further human involvement.

» Reduces the chance of missing an Incident, as flow is fully automated.

« Every automated action is automatically entered into the Incident Worklog.

* Not recommended for invasive actions like Containment and Eradication,
but possible in some cases (use strict Rule Conditions!).
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»Let’s put it to practice!

- Future?
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Let’s put It to
practice!
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The “Incident” for today...

Inciden’
100 8
800 Detection  Asset xecuted on MY-DEVICE-42 - Incident by Cisco XDR Automation (- -

Risk Value at Risk
Reported by Cisco XDR Automation on 2024-01-23711:26:05.000Z Unassigned

Created by an Automation workflow. View Long Description

Overview Detection Response  Worklog Investigation

" Expand

3 Assets View all 108 observables View all 1 Indicator View all
TOP ACTIVE TOP ACTIVE TOP ACTIVE

o

flint-WIN10.explorcorp.com 4335375dc1ac2383 1b160ab..

OS Version Issue ‘ FILE-FLASH

flint-win10

SID:1:34305:2: Adobe Flash Player shared byte array memory corruption attempt

my-device-42
2b105b153b1bcd619b95028612b3a93c60b953eef6837d3bb0099e4207aaf...

christopher@acme.com
Ic:/windows/temp/_psscriptpolicytest_12zckcOe.jer.ps1

9999420680040b1a70dd9d208e50f7ad9c791bec980f89cc0998addf4cal...

*Learn
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https://developer.cisco.com/learning/tracks/cisco-xdr/

Investigating the details...

Sources Disposition My environment only

Full screen

christmas_bonus.exe
e Nam:

Opened By

Opened By

flint-win10.explo...
point

Encryptad By .

L)

Malicious Domain

Downloaded From

\ )
L)

Sent To

christopher@acme.com
Email

Timeline

Connecied To

/

christophersc2dom..

my-device-42
Endpoint

Connec

christophersmalwa...
Malicious Domain

Sent By

badguy@evil.com
Email Address

HCiscolLive  BRKSEC-

Assets and Observables

Assets
my-device-42

christopher@acme.com

B

flint-win10.explorcorp.com

Observables

@
christophersmalwaredomain.nl
123456789abcdefg
badguy@evil.com

B

christophersc2domain.nl

208.69.39.2

Indicators

5ID:1:34305:2: Adobe Flash Player shared byte array mem...
FILE-FLASH

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Live Demo:
Incident Response
for a Ransomware
attack
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The Incident Response game plan:

|dentify

Review the incident,
confirm the findings and
declare incident in case of
a breach.

cisco Li/&/

Contain

Stop the breach from

Sspreading. quarantine

impacted hosts, block
domains, files, etc.

Eradicate

Mitigate and/or remediate
vulnerabilities and remove
malicious content from
hosts.

Recover

Validate eradication steps
and restore impacted
services and contained
hosts.
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Playbook Task Status

Response

Containment

Review required
® Running

© Errored

Contain Incident Action require

Contain users by logging out user ail observable types to stop the spread of malicious &

cisco 'p/_/

Add note

e

H B I

t: Domains

1 indicators of ¢

t: URLS

HCiscolLive  BRKSEC-2502

Add Note for Identify Affected Hosts

5 & N9 <>

Cancel
Ad
; A Add note and mark as
omise to stop the spread of malicious ac y. g " .

Add note and marl
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Automation Prompts

= dul XOR
Blocked Command and Control DNS Activities

Respanse Prompt Task

Clsco Managed Incident Playbook

ask type G We have identified multiple blocklist possil
Prompt To which would you like to add domain:
Due date internetbadguys.com
01/31/24 Select blocklist
Expiration date
01/31/24

Last mod
01/30/24

Cancel m
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..... Q sewch ® Q| [ Moo

Automation Rules NK_IncidentRule_PGR_12
Jan

Automation Rule Information

History tab for troubleshooting

Compact and simplified design,
and audit logging*

progressive disclosure*

Only show relevant Workflows,
cisco M/ Cisco Managed are marked *mockup

HCiscolLive  BRKSEC-2502 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 134



Automation Exchange for Community

& Workfl¢w is unlocked View Runs m {3 Settings v Disvli.yrlamr

Authorship Type: Community

Submit To Exchange
Author
cn
Export As JSON

My Alresome! Ransomware Recovery

¢ Endpoin <0 XDR %

Workflow Contact& Support informtion”

General

Display Name*

My Awesome I .cident Ransomware Recovery

Community workflows are authored Workflow
and best-effort supported by Cisco

XDR community and are to be used at Community
own risk. Find more information on

content types

Learn More @ Learn More m
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Automation Exchange Ratings

CiIsco

.&‘/

A XDR

Control Center
Incidents
Investigate
Intelligence
Automate
Exchange
Workflows
Runs
Account Keys
Targets
Variables
Triggers
Tasks

Advanced
# Devices

2o Administration

Exchange

to fin install workflo

Explore Installed 4

Search Category Sort

Q . Rating: high to low
Popular
Fixes to ServiceNow Incidents lorem Fixes to ServiceNow Incident

ipsum dolor sit amet ipsum dolor sit amet

Cisco Managed ity Cisco Managed

Learn More ULILEIET]

1921 Installs 4.8 Rating

Average Rating: 4.8 out of 5 (2 ratings)
k Your Rating: 5.0

Featured
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Work in progress: w

subject to change =

Pivot Menu Response Automation Al SOC
Actions Playbooks Rules Assistant
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Executing your Incident Response Workflows

Device

@ ovsidannmiio

View asset information (7

CIsco

.&/

St (suia] O

open

=)

Atributes ” Hostname ‘obsidian-wim0
AMP GUID
6 Assets > 2 »servables
Lerror (message “tau1/: Levice s
TOP ACTIVE 1P Address 3 offline’, :code *409}] [409) VE
102168246115
O @ oevice Cisco Unified Connector ID S| o s SHA-256
EREED e . 5 ] Tolos inteligence This workfiow Initites a Cisco Orbital forensic
Search for this hostname SRRSO, the shopott Klendned by the
Endpoint Hostname > T, Gl
" obsidian-win10 XDR Automation workflow takes a forensic snapshot designad for
flint-win10.explorcor| elaes Orbial -
Hostname N o] obsarvabies: P addross, MAC address,
B Encpont obsidian-win10.exploreorp.com hostname, Secure Endpoint Computer 1D, Orbitsl
breach-ad2019.explc Y3e* 2 il
reach- oxple > the observable i supported and set the
obsidian & Submit URL to Secure Malware i local varkile ) Execin's
5] Endpoint User 3 forensic snapshot
quartz-win10.explorc, €. e e R
R
9]
[Z] Endpoint NURose Lexe
marble-winl1.explorcorp.com O e MY L3 QuISa PRl
fo—
P ———
© A o thosm andtns an bamat
e
——
resarty pr— van
Deasebton e @] [Meomewiooms 0] [
e
At ) e > Tstobaes. ~ B [ b st B -] [re
i
ProT—— orhon D - Ao e - odate b Properien ~
Py i [— [T ——
the e creted, it Uigoer i a» o ( 2]
tamatcaty 3oasd i tha workfow
——
( 8

Overview

Identification

Containment

Eradication

Recovery

Detection

Response

<

Worklag

Cisco Managed Incident Playbaok (0
Published April 10, 2024 al B:45:51 PM

~ Review Incident

Report

“This playbook is authored and managed by Cisco for praviding 3

dafauit comy

nsiva respansa pl
iy use his 45 & template in creatng thei
faciitate 8 customized incident respanse

Analyze Indicators

lan far incidents. Grganizations

it oo pla
process.

Create

<

<

y, and add a note confi

Identify Affected Hosts

Confirm Incident

Add a note to record the evidence for assigning a status of Rejected, Open, or Incident Reported,

Malicious oF Suspicious feputations.

adt Nota

Update the incident status te “Incident Reported” and, i the incident has 3ssignees start a chat reom for triage and collaboration

~ Document and Notify

Create an incident ticket with the appropriate parameters and contextual incident information_

#Ciscolive

&
-
Bassets e 134 onservabies v zs Bunacators
oy e om0 i
res— . [ et
o P PRSP
[e—
3 e [ET——— o P
[ r—— [ Sy——— —
e Ao TS || S

frarTy——

BRKSEC-2502

150 Opan satue. D you war 5 53 e,

]

e o
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Al Assistant for Security: Interpreting an Incident

« Incidents
o s 7 x s A = Cisco Al Assistant 5 | >3
@D  incident Reported v Escalating Intrusion Clusters via Endpoint Exploits and Process Misuse
Reported by Cisco XDR Analytics (cisco-explorcorp-earth) &3 on May 14, 2024 @ 7:35 PM CEST ® You
View detailed description
(@ This incident started on *+2024-04-05 19:15:01 UTC** and ended on **2024-04-11 12:23:05 UTC**, a total View incident detail for Escalating Intrusion
span of approximately six days. The security alert chain indicated a series of suspicious and possibly Clusters via Endpoint Exploits and Process Misuse
unauthorized activities within the company's network environment. Multiple devices were ... more
Overview Detection Response Worklog  Report (® Al Assistant
This incident started on 2024-04-05 19:15:01
" Expand uTC and ended on 2024-04-11 12:23:05 UTC, a
total span of approximately six days. The
security alert chain indicated a series of
i and i
— within the 's network
Multiple devices were involved with different
H groups of alerts pointing to suspicious
5 at i and
potential defense evasion tactics.
9
View long description
8
The incident is already assigned to users and
is in Incident Reported status. Do you want to
edit the users assigned to the incident?
Contain Incident: URLs
[ Validate Eradicated Hosts and Unquarantine Assets ]
6 Assets View all 134 observables — e
["Contain incident: File Hashes |
TOP ACTIVE TOP ACTIVE L —
(") @ pevice Y Malicious SHA-256
obsidian-WIN10 () 129 events e 7. 1
= Ask the Al Assistant a question
05 Version Issue (]
1=] Unknown File Name
The Al Assistant may display inaccurate information. Make sure to
[5] Endpoint DefenderUpgradeExec.exe () verify the responses. View our FAQs to learn more.
flint-win10.explorcorp.com C) 39 events 0':/ Unknown File Path

ciIsco '&/
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Al Assistant for Security: Taking the Next Step

CIsco

« Incidents
@I (ncidentreported < Escalating Intrusion Clusters via Endpoint Exploits

Reported by Cisco XDR Analytics (cisco-explorcorp-earth) 7 on May 14, 2024 @ 7:35 PM CEST
View detailed description

@ This incident started on **2024-04-05 19:15:01 UTC** and ended on **2024-04-1112:23:05 UTC**, a total
span of approximately six days. The security alert chain indicated a series of suspicious and possibly
unauthorized activities within the company's network environment. Multiple devices were i... more

Overview Detection Response Worklog  Report

Cisco Managed Incident Playbook (D)
Published April 10, 2024 at 8:45:51 PM

<

Contain Incident: Overview
Identification

Overview of how to contain Indicators of Compromise to stop the spread of malicious activity.
Containment

<

Contain Incident: Assets
Eradication
Use asset-based containment to stop the spread of malicious activity.

Recovery

<

Contain Incident: IPs

Contain IP indicators of compromise to stop the spread of malicious activity.

<

Contain Incident: Domains

Contain domain indicators of compromise to stop the spread of malicious activity.

<

Contain Incident: URLs

Contain URL indicators of compromise to stop the spread of malicious activity.

<

Contain Incident: File Hashes

Contain file hash indicators of compromise to stop the spread of malicious activity.

v Implement Additional Monitoring

Implement additional monitoring that reviews host and network containment, and eradication s

Cisco Al Assistant -]

within the company's network environment. Multiple
devices were involved with different groups of alerts

pointing to at

and potential defense evasion tactics.

View long description

The incident is already assigned to users and is in
Incident Reported status. Do you want to edit the
users assigned to the incident?

® You

Contain Incident: URLs

(¥ Al Assistant

& The Contain Incident: URLSs action is in progress.

(9 Al Assistant

Opened Contain Incident: URLs

Let's start by selecting items from the drawer.

—

Ask the Al Assistant a question

J

The Al Assistant may display inaccurate information. Make sure to verify the

responses. View our FAQs to learn more.

2 Items X

(@ sea

Select All

[ -] ‘Pj Unknown URL
http://108.62.141.250:8888/beacon 4 events

0._—] Unknown URL
http://108.62.141.250:8888/file/do... 3 events

.&/

#Ciscolive

BRKSEC-2502
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Al Assistant for Security: Asking for Help

= Cisco Al Assistant % | 4 X Cisco Al Assistant |~ X
@® You
How does the risk scoring work in Cisco XDR? . You
(9 Al Assistant How do | respond to an incident?

Sure, | can explain how risk scoring works in Cisco XDR.

Cisco XDR Incidents are prioritized using an overall ko Al Assistant
priority score. This score is calculated based on a few
metrics: Responding to an incident in Cisco XDR typically involves the following steps:

1. Detection risk: This involves the severity of the incident
and the risk of financial loss based on the tactics,
techniques, and procedures (TTPs) applied by the
threats involved. 2. The Incidents page will display a list of incidents, prioritized based on a risk score. This risk score is

calculated from the detection risk and the asset value at risk.

1. Navigate to the Incidents page in Cisco XDR.

2. Asset value at risk: This considers the value of the 3>
assets involved in the incident which can be
customized based on your requirements. 3. To understand an incident at a high level, click on an incident from the list to open the Incident drawer.

By combining these metrics, Cisco XDR ensures that the The drawer includes a summary of the incident and necessary information to take immediate action.

most critical detections are surfaced at the top of the list.

This enables your team to spend time most efficiently by 4, For a deeper understanding of the threat and to conduct a triage, click on the Incident Detail page.
focusing on what really matters. This may show the tactical details you need to remediate the threat.

Also note that you can customize asset values and labels

in the XDR platform which allows your organization to 5. The status of the incident signifies its state in the incident's lifecycle. You might want to change the

provide the needed context for impact analysis. status of an incident to 'Open’ or 'Closed" depending on how much more investigation it requires. You

S

|sk the Al Assistant a question ]] Ask the Al Assistant a question

The Al Assistant may display inaccurate information. Make sure to verify the N N . 1
resonses: \View gur FAGE 'to lesen mors. The Al Assistant may display inaccurate information. Make sure to verify the responses. View our FAQs to learn more.

ciIsco '&./
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Incident Response with the Al Assistant

« The Al Assistant is another medium (on top of the Response Ul and
Automation Rules) to run through the Playbook.
« The Al Assistant will “recommend” Playbook Tasks that are “relevant” for
the specific incident at that point in the Incident Response process:
* |s the Task valid?
« |s the Task in a non-final state (i.e. not marked as “Complete” or “Not
applicable”)?
» Does the Incident contain the Observable Type or Asset that the Task
Workflow is built for?
« All matching Tasks will be recommended in sequential order of the
Playbook.
» In the future more granular Incident Status and Entity State Tracking will
be released and used by the Al Assistant to make recommendations.
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Closing thoughts...
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What have we talked about today?

« Cisco XDR’s most common Incident Responses methods:
* Pivot Menu
» Playbook Tasks
* (Incident) Automation Rules
« Al Assistant (Beta)

 Incident Response is a sequential process

« Some Tasks can be fully automated

« Some Tasks require teamwork between humans and automation

- Cisco XDR can help at any stage!
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Cisco

Developer

Documentation Learn Technologies Community Events Cisco

DevNet

Documentation Learn v Technologies v Community v Events

Security > Cisco XDR

Documentation > All > Cisco XDR > Cisco XDR APls

Cisco XDR Introduction

Cisco XDR APIs

ser Learning Lal trey AN . ) .
Introductio Cisco XDR collects and correlates data across email, endpoints, servers, cloud workloads, and networks, er
Cisco XDR Advanced Labs = Cisco XDR Overview of Cisco XDR APIs advanced threats. Threats can then be analyzed, prioritized, hunted, and remediated to prevent data loss an

About the Cisco XDR APIs . . . ) . . . .
outthe tiseo ° contains everything you need to get started with custom integrations and automation with the Cisco XDR plz

Module Overview Use Cases

Cisco XD Authentication

Getting Started Overview of Cisco XDR APlIs

Automation Rules API Changelog
There are many available REST APIs that can be used for integrations. These include the following:

BLOG

Security automatiol Description

Modeling Threat Intelligence in
CTIM

This learninglf

Managing Automation objects and running Automation workflows.

. d Rate Limits

Platforms APls (IROH) XDR Platform features (see table below).
API Reference
? Automation Incidents and Investigations Search Incidents and manage Investigations.
@ riatiorm APIs (ROH)
J Incidents and Investigations Global Intelligence [Read-Only] Cisco Managed instance of Cisco Threat Intelligence API (CT
| Global Intelligence
. 3 Private Intelligence rivate Intelligence Private instance of CTIA to manage judgements, indicators and more
3 Playbook
| ybook Create and manage Incident Response Playbooks.
| Developer Resources
Learning Labs @ The Cisco XDR Platform APIs (IROH) are broken down into multiple lower-level APl endpoints:
Sample Code and Scripts 145


https://developer.cisco.com/cisco-xdr/

Cisco XDR Automation Exchange is now OPEN!

Step 1: build your workflow* and click ”Submit to Exchange” Step 2: fill in all details* and click ”Save”

& Workflow is unlocked m - m {3 Settings v

Submit To Exchange
Author

Export As JSON
My Awesome Incident Ransomware Recovery

Workflow

General

Display Name*

My Awesome Incident Ransomware Recovery

Community workflows are authored Workflow
and best-effort supported by Cisco

XDR community and are to be used at Community
own risk. Find more information on

content types

Learn More @ Learn More m

Step 3: it will be reviewed, approved and published to Exchange as “Community” *best practices
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https://docs.xdr.security.cisco.com/Content/Automate/exchange.htm

Integration resources

</> GitHub Repository
https://github.com/CiscoSecurity/

| <> \ Module Maker

——— https://ciscosecurity.qgithub.io/tr-05-module-maker/

[ — Cisco Threat Intelligence Model (CTIM)
1 https://github.com/threatgrid/ctim/
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https://github.com/CiscoSecurity/
https://ciscosecurity.github.io/tr-05-module-maker/
https://github.com/threatgrid/ctim/

XDR API resources

=

L ©

</

&

cisco L{V&/

Documentation

https://developer.cisco.com/docs/cisco-xdr

Postman Collection

https://cs.co/xdr-postman-collection

Postman Environment

https://cs.co/xdr-postman-environment

HCiscolLive  BRKSEC-2502
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https://developer.cisco.com/docs/cisco-xdr
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https://cs.co/xdr-postman-environment

XDR Automation resources

</

cisco L{V&/

Videos

https://cs.co/xdr-automation-videos

Documentation

https://cs.co/xdr-automation-docs

DevNet

https://developer.cisco.com/cisco-xdr

HCiscolLive  BRKSEC-2502
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Cisco Security Beta Programs

Influence product design
Design research participants shape the look, feel, & functionality
of new product features and offerings

‘ Attention to Feedback
— N\ Beta customer bugs and enhancements receive high visibility & priority

CJ  Top notch communication
M Private conference calls with product team

s=o] Training
AA4A Customers receive early training & experience with new features

Q? Customer Support
Q Feature experts will be on-hand & responsive to your issues

y Sign-Up Now: https://cs.co/security-beta
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https://cs.co/security-beta
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Complete Your Session Evaluations

,é/ Complete a minimum of 4 session surveys and the Overall Event Survey to be
- entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.

P, Earn 100 points per survey completed and compete on the Cisco Live
——  Challenge leaderboard.

% Level up and earn exclusive prizes!

:@/\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

CO ntinue . Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

your education

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

Contact me at: chrivand@cisco.com
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Thank you
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