aliadn _ _
CISCO The bridge to possible

Cisco Secure Client

Technical Deep Dive

Bill Yazji - Technical Security Architect
byazji@cisco.com | B @BillYazji | @ billyazji
BRKSEC-2834

N\

#HCiscolive \

cisco L{V&/



Abstract

+  We have all heard the complaints or did the complaining ourselves: "Cisco has too many agents". Come learn from Bill Yazji, while he
shows you that Cisco has listened to the complaints and delivered a unified security agent called Cisco Secure Client.

+ Cisco Secure Client (CSC) provides a modular framework allowing for AnyConnect VPN, Cisco Secure Endpoint (formerly AMP for
Endpoints), Network Visibility Module, Umbrella Cloud Security, ISE Posture, Secure Firewall Posture (formerly Hostscan) and the Network

Access Module (NAM) to all exist together; with a modern cloud-based management coming from Cisco XDR - connected intimately with
XDR device insights.

+ In this session, we will dive into the technology behind the Secure Client, how things really work and how they do not. We will cover
deployments models from the cloud and using your own software deployment mechanisms. We will learn all about the seamless upgrade
flows from existing AnyConnect and Secure Endpoint (AMP) agents. We will talk about scenarios where it makes sense to upgrade to CSC
and scenarios where it truly benefits you to stay with the existing AnyConnect and Secure Endpoint (AMP) agents - at least for now.
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Hme :: “the work”

- Technical Seeurity Solutions Architect

- Over 14 years with Cisco and nearly 25 years of security,
cloud and networking experience

- Global lead for Secure Client Technical Advisory Group

- Prior to Cisco...
- Cisco competitor in Web Security space
- Network and Security Consultant on the customer side
- Large design, deployment, integration and troubleshooting focus
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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

. Find this session in the Cisco Live Mobile App
‘ Click “Join the Discussion”

. Install the Webex App or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until June 7, 2024.

cisco L{V&/

https://ciscolive.ciscoevents.com/
ciscolivebot/

8199

< Catalyst 9000 Series Switching Family =...

technelogies, and features in the Catalyst
9000 Switches.

Kenny Lei
Cisco Systems, Inc. | Technical Market

Categories

Technical Level
Intermediate (596)
Tracks

Networking (220)

Session Type
Breakout (453)
SHOW 2 MORE ¥

Webex

w Join the Discussion

Notes
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Surveys are important...

2. 8.4 8 4

Drop your email in the comments - | WILL respond!
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Important: Hidden Slide Alert

There are hidden slides with additional For Your
information, for you to use later! Refe rence
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[ - CSC Overview ]
- CSC Architecture

- Deploying / Managing from
Cloud

- Upgrading to CSC
- FAQs and Nuggets

; y
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“ want to install & support
another agent on my end
user workstations”

- No one, ever...

cisco L‘V&~/ HCiscolLive  BRKSEC -2834



« Our customers have identified
operational challenges with
deploying multiple endpoint agents
(e.g., AnyConnect, AMPA4E, Orbital,
Umbrella, Duo, Tetration, Meraki SM,
Thousand Eyes, etc.)

- These operational challenges limit
ability to deploy and consume
various endpoint security functions

Delivering a unified endpoint agent
addresses a key customer
operational pain point and meets
customer demand

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



o
Endpoint Firewall  Network CTRLR
|

% Something Bad Happened
| with endpoint X
L Malicious Event, Endpoint X a |
]

I
Endpoint X Block

Endpoint X

Endpoint X

Endpoint X
here

We need a common endpoint “object”
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Aaron Woland
Distinguished Engineer

Making XDR Investigations and SOAR
Automation Work by Unifying Assets

BRKSEC-2754
On-Demand / Amsterdam 2023
On-Demand / Melbourne 2022
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Our current endpoint security offering is confusing

RA VPN

AnyConnect /

AnyConnect /

AnyConnect /

Connectivity DuoConnect DuoConnect Ay CROE! AmyGRneet DuoConnect
'l;/lrzca)lgi:;n / EDR ﬁ\gﬂr?[riié Agent AMP4E AMPAE ) ?gfadtfiié Agent
Vilbilty | | (0 Tetration | NV Teration | Ar¥Conmect | Gisco Securty | Uy Tetagon
Agent / 1KEyes Agent / 1KEyes Agent / 1KEyes
Posture g%?_c');ar}?he gty '[A)\EZCI—?::I;? B Duo (limited) Duo (limited) ,(A/g\gg)o rr:gffstE
SR R E\E;:C/onnect iESC/onnect AnyConnect Cg:frfgctsoerc(lgisté) i
Umbrella (SWG) | AnyConnect AnyConnect - - -

cisco L{{/&/

#Ciscolive

BRKSEC-2834
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Some basics/history @ + 9. — @

- Initial “unified agent” release was Windows only

- Seamless upgrade from existing AnyConnect & Secure Endpoint [AMP for
Endpoint] Clients to Cisco Secure Client

- Leverages Existing AnyConnect (AC) Framework
- AC Ul is starting point for new shared Ul

- AC already had modules for many services

« Core AC services, such as trusted network detection, become available as
common services for all modules

- Configurable Ul

- Cloud management released!
- Hosted in SecureX and XDR and soon to Secure Client Cloud Management

cisco M./ HCiscolLive  BRKSEC-2834
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Some basics/history @ + £> - @

- Initial “unified agent” release was Windows only

- Seamless upgrade from existing AnyConnect & Secure Endpoint [AMP for
Endpoint] Clients to Cisco Secure Client

- Leverages Existing AnyConnect (AC) Framework
- AC Ul is starting point for new shared Ul
- AC already had modules for many services

« Core AC services, such as trusted network
common services for all modules

- Configurable Ul

ecome available as

- Cloud management released!
- Hosted in SecureX and XDR and soon to Secure Client Cloud Management

cisco M./ HCiscolLive  BRKSEC-2834
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We used to go around the world stating:

S
more

than VPN

AnyConnect
cisco Lz’/&/ HCiscolive  BRKSEC 2834



End of Life Announcement
AnyConnect 4.x

- Software maintenance for 4.x software releases ended March 31, 2024.
No patches or maintenance releases will be provided for AnyConnect 4.x
releases after this date.

- Application software support will not be available beyond March 31, 2027.

- Software maintenance and application software support requires an active
term license or active service contract for perpetual licenses. After these
dates, all support services for the product are unavailable and the product
becomes obsolete.

« https://www.cisco.com/c/en/us/products/collateral/security/anyconnect-
secure-mobility-client/anyconnect-secure-mobility-client-v4x-eol.html

cisco M -/ HCiscolLive  BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18
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@ Cisco Secure Client

Suite of security service modules

Network Access
Manager (Supplicant)

ISE Posture

Cisco Secure
Endpoint (EP
Detection & Response)
Umbrella DNS &
SWG Module

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Stream Level Interceptor

System Memory
01107007070 017010
01011011001010110110!
0110Q1001010141001001!
000 Egel=E I 0110
011 010
011 010
010 / 110!
ANY Q Q
011 001!
Sool  running Wop <o, Application
011 010
011 010
010 110!
01100TO0TOTOTTOOTOO0 1!
ANN14A14Mn1 A AAN1IAN11N-

» The Stream Level Interceptor included in Secure
Client enables a full holistic, pre-encrypted view on
0 the endpoint network activity

» This core function from Cisco Secure Client makes the
solution so powerful

» [t enables other modules like the Umbrella Module
or/and NVM to work

Network TCP/'P
@ Cisco drivers

QO network driver

» This holistic view examines & manipulates information
@ for any network communication
» from the running application
» to the physical network layer

Physical
E network card NetWOFK

@ Secure Client

cisco M - HCiscolLive  BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Stream Level Interceptor . ymprelia (DNS) Example:

© DNS identified in the stream

From Chrome

0110Q100101 01100100
Olelefk  Process Jeykle

01101
01011
01100

re 7 D - User was Lee (employee)

1101

¢| 101 ) Destination checked against Umbrella

0}1007T00TOTOTTO0OTOO0

 { KSR Policy
encrypted

Internal Domain - Leave untouched

Network

Secure EDNS - External Domain - Modify the DNS Traffic

Client ‘
Stream-Level - Wrap request in EDNS

Interceptor - Insert Identity Data for Umbrella

- Encrypt

network card
Destination

Internal

Domain

- Ship it off to the Umbrella Resolver

Internal
DNS
Server

Do not modify
Traffic

Cisco M. #CiscoLive BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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@ Cisco Secure Client

o] :
teeo’  Secure Client

Status Overview Umbrella

Statisics  Message History

AnyConnect VPN

A System
L) Ma policy server detected,
Default network access is in effect. Secure Endpoint DNS/IP Security Information V
IPv4 DNS Protection Status: Protected
Umbrella IPv4 DNS Encryption: On
IPv6 DNS Protection Status: Disabled
IPv6 DNS Encryption: Off
Client Name: vmware-win10
User Name:
Last Connected: Today 01:49:14PM
Logging: Disabled
Secure Web Gateway .
License Vvalid
Roaming Security: Web Protection Status: Protected
Umbrella is active. HTTP Requests: 10
HTTPS Requests: 43
Collect diagnostic information for all
installed components.
Diagnostics

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Cisco Secure Access

MASQUE QUIC

® Cisco Secure Client

BRKSEC-2834

AnyConnect VPN:
Ready to connect.

Metronic Employee

Zero Trust Access: Br
Zero Trust Access service is active, and /Ve W!

Q Duo Desktop %

= Home

Your System

S LEE-WIN11-PC
@ ‘ Windows is up to date
v 6 System password is set
® BitLocker is not enabled

. o Firewall is not enabled

Login secured by BUIS

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



r 0

n : ]
@® © ® CiscoSecure Client s

AnyConnect VPN:
Ready to connect.

| RTP Duo - SSL Connect

Zero Trust Access:

Registration is required to access
secure resources.

Cisco Secure Client - Zero W Cisco Secure Client - Zero Trust Access.

il
aluln Cisco Secure Cllant
cisco

Single Sign-On -~

Enrolling...please wait.

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Zero Trust Access Options

Hosting Hardware or VM
Type Clientless
Client Web Browser

Squorted Client-to-server

Traffic

Supported HTTPS
Apps
Client

Protocol(s) LS

Device

Posture None (Use Duo)

Per-App TLS Decrypt, IPS,

Controls Anti-Malware

cisco L‘V& . #CiscoLive BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



New

Cisco Zero Trust Access Options

Hosting Hardware or VM SaaS
Type Clientless Clientless Client-Based
ZTA Module
Client Web Browser Web Browser VPN Module
OS Native Clients
Supported Client-to-server,
PP . Client-to-server Client-to-server Client-to-server Client-to-client,
Traffic )
Server-to-client
Suz‘;;rsted HTTPS HTTP, HTTPS TCP & UDP TCP, UDP & ICMP
Client MASQUE over
Protocol(s) s LS QUIG or TLS TLS, DTLS, IPSec
FI)Dewce None (Use Duo) Per-Rule Per-Rule On Connect
osture
Per-App TLS Decrypt, IPS, _
Controls Anti-Malware User/Group-Based Access Control, TLS Decrypt, IPS

cisco L{V&/

#Ciscolive

BRKSEC-2834
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...we pause for another plug

Neil Patel
Product Manager

Steven Chimes
Security Architect

%
!

@ Jonny Noble
Technical Marketing

(ZTNA) Demystified - What It The Latest In Secure Access
Is, Why You Need It and the (SSE) Innovation

New Cisco Technologies That
Make Frictionless Security

Cisco Secure Access: Stepping
Behind the Curtain

Possible
BRKSEC-2079 BRKSEC-2285
On-Demand Monday, June 3

cisco L‘V&./ HCiscolLive  BRKSEC-2834

BRKSEC-2438
Monday, June 3
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@ Cisco Secure Client

nmimn
CISCO

Status Overview
AnyConnect VPN
Network

ISE Posture

Secure Endpoint

Umbrella

Collect diagnostic information for all
installed components.

Secure Client

Statistics

Secure Endpoint

Update Advanced

Agent
Status:
Version:
GUID:

Policy
Mame:

MName:
Version:

Last Scan:
Izolation:

Serial Number:
Last Update:

Detection Engine

Connected
8.2,3.30119
9C326437-6efa-47e7-8243-345262893240
Today 12:02:48 PM

Mot Izolated

Desktop Windows Protect
142703
05/19/24 02:05:55 PM

Tetra
92757

BRKSEC-2834
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More Secure Endpoint Ul

€8 Cisco Secure Client - d
€9 Cisco Secure Client - O X

VPN:
On a trusted network. . Secure Eﬂdeint

Amsterdam Unified - IPSec

{Q} Flash Scan

Secure Endpoint:
Scan Completed - Clean
Elapsed Time: 0d:00h:00m:39s
Scanned: 12200
Threat Detected:

0

HCiscolLive  BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Cisco Secure Endpoint Settings A

Service Status: Started

Password: |
Stop Service

Debug Logging Status:
Enable Debug Logging

Cisco Secure Endpoint 2,01 Properties (Local Computer)

General LogOn Recovery Dependencies

Service name: iscoAMP

Dizplay name: Cisco Secure Endpoint 8.0.1

Description: sco Secure Endpoirt 8.0.1

Path to executable:
"C:\Program Fileg\Cisco’\AMP"8.0.1.21083 sfc exe”

Startup type: Automatic

Service status:  Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

c 1 s co BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




@ Cisco Secure Client

asco SECURE
Secure Client

Copyright © 2004 - 2024, Cisco Systems, Inc. All rights reserved.

Terms of service
Privacy statement
Motices and disclaimers

Third-party licenses and notices

MName Version

DART 5.1.3.62
Metworlk Visibility 5.1.3.62
Secure Client UL 5.1.3.1110

0] Endooin 8.4.0,30201

| Tousenceyes expont At 11991

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



@ Cisco Secure Client

afran]n

asco SECURE

Copyright 2004 - 2023 Cisco Systems, Inc. All Rights Reserved
Terms of service
Privacy statement
Motices and disclaimers

Third-party licenses and notices

Installed Modules:
Mame Version

DART 5.0.03076
ISE Posture 5.0.03076

Secure Endpoint
Umbrella 5.0.03076

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



AnyConnect is now Secure Client

CSC = Cisco Secure Client
Yes, you can still do it.
You can do a whole lot more.

We’ve added Cloud Management

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



cisco L{V&/

- CSC Overview

- CSC Architecture

- Cloud Deployment &
Management

- Upgrading to CSC
- FAQs and Nuggets



The Architecture
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Cisco Secure Client

Architectural Overview

Existing components that are not

fundamentally changing

New components

Components that form the
Cisco Secure Client

cisco Lg'/@/

Cisco Secure Client

CSE
Cloud

Cloud Management
Module

Unified ID

Package Manager

AnyConnect

Umbrella

HCiscolLive  BRKSEC-2834
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Cisco Secure Client

Cloud Management Module | fireball (At (oo o o ) mwnomors e o

Control Center

Incidents

Details
Investigate Operating System B W Location
£F  Intelligence ST Associated Users
AnyConnect Identifier (ACID) Lo Acive ' s
Secure Endpoint / Orbital UID Local 1P Hardware 4

Assets ) Serlal Number

Umbrella - Origin ID
Hardware & Software Attributes

- Client Management

Administration

Globally Unique Cloud Identifier
Maintains on reinstall, etc

Public IPs

cisco M- #CiscoLive BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Cisco Secure Client

Cloud Management Module

AnyConnect |dentifier (ACID)
Secure Endpoint / Orbital UID
Umbrella - Origin ID

Hardware & Software Attributes

Globally Unique Cloud Identifier
Maintains on reinstall, etc

cisco M- #CiscoLive BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Cisco Secure Client

Cloud Management Module

Secure Endpoint UID

AnyConnect |dentifier (ACID)
Secure Endpoint / Orbital UID
Umbrella - Origin ID ] il
Hardware & Software Attributes

Last Seen

Group YazjiGroup

Globally Unique Cloud Identifier Install Date
Maintains on reinstall, etc

Connector Version

cisco M- #CiscoLive BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Cisco Secure Client

Cloud Management Module

092f
AnyConnect |dentifier (ACID)
Secure Endpoint / Orbital UID Orbital
Umbrella - Origin ID

Hardware & Software Attributes

Orbital UID

Last Seen
Globally Unique Cloud Identifier
Maintains on reinstall, etc

Users

Local Users

Computer SID

Node OS

Version

Release

Architecture

cisco M- #CiscoLive BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Cisco Secure Client

Cloud Management Module

Secure Endpoint UID

AnyConnect Identifier (ACID) e ——
Secure Endpoint / Orbital UID Orbital

Umbrella - Origin ID

Hardware & Software Attributes

Orbital UID

Last Seen

Globally Unique Cloud Identifier
Maintains on reinstall, etc

Users

T Umbrella UID

Last Seen

Computer SID
Policy

Node OS

Client Type

Version

Client ersion
Release

Architecture Reported 05

Reported OS Version

cisco M- #CiscoLive BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Cisco Secure Client

Cloud Management Module

CrowdStrike
AnyConnect |dentifier (ACID) CrowdStrike UID 094d
Secure Endpoint / Orbital UID
Umbrella - Origin ID Last Sean
Hardware & Software Attributes |
nnection IP
Last Seen
Globally Unique Cloud Identifier Usore Connection MAC Address

Maintains on reinstall, etc

LocalUser  Agent Version

Major Version
Computer !

Minor Version
Node OS

Version Platform ID

Releass Platform Name

Architecture Heportad Q=

Reported OS Version

cisco M- #CiscoLive BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Cisco Secure Client

Cloud Management Module

CrowdStrike
AnyConnect |dentifier (ACID) CrowdStrike
Secure Endpoint / Orbital UID 'lll' SentinelOne Endpoint
Umbrella - Origin ID S
. Orbital UID
Hardware & Software Attributes Connection]  Sentineione UID
Last Seen
Globally Unique Cloud Identifier beey  Comnection) '*tSeen
Maintains on reinstall, etc Users

LocalUser  Agent Versio

Domain IROH
Major Versiol

Computer ! Group Default Group

Minor Versiol
Node OS

Infected true
Version Platform ID
Active Threats

Releass Platform Nan

User Actions
Architecture Reporte:

View full details
Reporte:

cisco M- #CiscoLive BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Cisco Secure Client

Cloud Management Module

AnyConnect |dentifier (ACID)
Secure Endpoint / Orbital UID
Umbrella - Origin ID

Hardware & Software Attributes

Globally Unique Cloud Identifier
Maintains on reinstall, etc

cisco Lz{@/

’ Secure Client

Secure Client UID
Last Seen
Deployment

CSC Version

Secure Endpoint Version

Cloud Management Version

Modules

CsC UDID

AC UDID

Serial Number

HCiscolLive  BRKSEC-2834
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Cisco Secure Client

Cloud Management Module

Identity Service Settings
C’ Enable Debug Logging

Check-in timer to cloud
Looks for new manifest T ——
Installs based on cloud Logging Level
detail/configuration/update windows Error

Check-in Interval

2 Hours

@) Notify User When Reboot Is Required

Cloud Management Service Settings

Logging Level

Error

Product Update Window

(@ Enable Product U

If not enabled, product upd pen at any time. If enabled, product updates will only occur within 1 d update window.

cisco Lz{@/
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Cisco Secure Client

Cloud Management Module

Check-in timer to cloud
Looks for new manifest
Installs based on cloud
detail/configuration/update windows

Update Window Configuration

* Leveraged for Installation Window for
Network Installer & Module updates

* If CM checks in with the cloud within
that time window, the updates will be
pushed to the endpoint

« CM has no idea what this window is, it's
all controlled at the cloud

cisco Lz{@/

<« Profiles
Cloud Management Profiles

New Profile Edit Name [ Delete | Cancel | Make A Copy *, Download

Identity Service Settings
C’ Enable Debug Logging
Product Update Window

() Enable Product Update Window

If not enabled, product updates can happen at any time. If enabled, product updates will only occur within the specified update window.

Configure

Day

Tue | Wed | Thu Fri Sat | Sun

n Period
Start Time

-

End Time

s
1:00

C. Select Time Zone

If no time zone is selected, the time zone on the endpoint will be used.

Product Update Window

(@ Enable Product U dow

If not enabled, product upd ppen at any time. If enabled, product updates will only occur within the specified update window.

HCiscolLive  BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Secure Client - Architecture

Cloud Thousand
ou Umbrella Eyes
A
A
DNS ' SWG

Infrastructure

|dentity

Secure Client . .
Cloud Manager, \] Orbital
Secure CS,C CSE Cloud
Access Services #{_Cloud (AmP) -
2 A A
1 Package Manager
@ Flow Collector
Enterprise
—’
Network

VPN  Posture Umbrella CSC Identity Module Cisco Secure Endpoint .
CSC Package Connector Orbital ===
Manager
NVM  NAM Thg“g:”d
ki CSC Client Services
Endpoint ISE e e
Posture

Unified Ul

T e

Unified Ul

Cisco Secure Client
HCiscolLive  BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SecureX Who??

'Icllls'(llcl" SecureX Dashboard  Incidents  Integration Modules ~ Orchestration  Insights  Administration @ @ Cisco Systems | Admin

Device Insights *

e  — The End-of-Life (EOL) of Secyrex is §1st July 2024. Please visit the e — 52
EOL announcement for more information.

€ Inventory Overview

@ Sources

@ Secure Client @ Deployment Management

-+ Create New

- Q X
SpEyentbanag =met # Edit Name w Delete Save + Full Installer

@ Audit Logs LP_Chiro
2023-09-29
= Profiles
PetersonHome Latest (1.0.3.433) . Recommended (8.2.4.30130) ~
[2  Device Events 2023-11-23
XDR Default Deployment

2023-09-28 (':) Cloud Management | Choose a Profile - Gn?up: YazjiGroup

(B) Secure Endpoint 00t=trap Profile

Yazji_Gaming
2023-09-29

Yazji_Home
2023-09-28

* https://www.cisco.com/c/en/us/products/collateral/security/securex/securex-
eol.html

* https://blogs.cisco.com/security/accessing-secure-client-cloud-management-
after-the-securex-eol

« https://video.cisco.com/detail/video/6353048690112

cisco M- #HCiscolLive BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 48
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https://video.cisco.com/detail/video/6353048690112

Wait, it’s in XDR too?

Clients

GE 14 Devices Device Types

QA
;&,‘D

Cisco XDR
Services Jinvestigate

Data Asset
R Automator Service
e (D))
XDR e e Incident
Analytics 9 Rep MGR

CSC Services 1

PKG MGR§ ID MGR
APIs

« Ul leverages a Micro-FrontEnd (MFE) Architecture
* Ul components may run from any service & be part of
a single Ul Experience

cisco L‘V& - HCiscolLive  BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 49




Device Insights
Inventory Overview
Sources

Secure Client @
Deployment Management
Audit Logs

Profiles

Cloud Management

Customer Experience Feedback ~ XDR Default Deployment Cloud Management Default

ISE Posture

Local Policy

Network Access Manager
Network Visibility Module
Umbrella

VPN

VPN Management Tunnel

Device Events

cisco 'p/./

ecureX

Dashboard Incidents Integration Modules Orchestration Insights Administration B @ Cisco Systems | Admin

b 4

SecureX End-of-Life has been announced TR EERHLD L) Secule)F is 31t a0z ipes st Visit EOL Announceme! X
the EOL announcement for more information.

Deployment Management + Create New

Yazji_Home . gg;
LP_Chiro
2023-09-29

PetersonHome Latest (1.0.3.433) v Latest (8.4.0.30201)
2023-11-23

2023-08-28 =) Secure Endpoint

Management Profile

Yazji_Gaming
2023-09-29

Yazji_Home

Latest (5.1.3.62)

Start Before Logon ) Umbrella | Umbrella - byazji -

Diagnostics and Reporting Tool (& ) ISE Posture

Secure Firewall Posture ) Network Access Manager

HCiscolLive  BRKSEC-2834
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Today - In XDR

Deployments

Control Center
Incidents
Investigate Deployment Name
Intelligence

Automate

Assets

Client Management

Administration

cisco Lz{@/

0S8 | Architecture Associated Profiles

58 Windows / amd64
Windows / amd64

Windows | amd64

Created

September 28, 2023 at 12:06:43 PM
system

September 28, 2023 at 10:15:20 PM
byazji@cisco.com

November 23, 2023 at 02:25:57 PM

Profiles used on this deployment

Windows / amd64

Windows / amd64

Umbrella - by
Umbralla

HCiscolLive  BRKSEC-2834

3 at 10:17:19 PM

3 at 12:57:40 PM

15 | per page

Bill Yazji
Cisco Systems

+ Create New

Last Modified

March 13, 2024 at
system

March 13, 2024 at
byazji@cisco.com

March 13, 2024 at
byazji@cisco.com

May 16, 2024 at 10:14:50 AM
byazji@cisco.com

May 16, 2024 at 10:16:57 AM
byazji@cisco.com

1-50f5
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Today - In XDR

XDR Bill Yazji

Cisco Systems

" v R
asco XDR 2 A

Profiles

Profile Name Profile Type Created Last Modified

Cloud Management Default Profile
Create New Profile

NVM Cloud Default Profile

(® Cloud Management
Customer Experience Feedback
ISE Posture
Local Policy
Network Visibility Module
VPN

Client Management

VPN Management Tunnel

Cance' m

#CiscoLive BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Profiles

Cisco XDR
Services |,

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




1 . e Cisco Secure Access
Micro Front End Potential gl = —r—
H Rendcanmecie v T wissowstt - p . ; > ;
L Security Cloud Control
, A Bl | P - ; : :

Cisco XDR

GA 14 Devices Device Types Deployments
4 eg M B
8 fsunavrroms 5B e |

sa
[ p——

Same Ul from
CSC Service

Welcome to Cisco Defense Orchestrator

Multicloud Defense

Connect a cloud account

CSC Services

PKG MGR§ ID MGR
APIs
NVM
m

y Common Services '
cisco M~/ #HCiscolLive BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 54




| want this... how do | get it?

(..and | don’t have XDR)

- Yes, you need SecureX today.
- Yes, SecureX is EOL.

- Yes, after EOL you’ll still have
Cloud Management access.

- Yes, it will have a new name.

- Yes, it will ultimately move to
Cisco Security Cloud, and you’ll
have an entitlement.

cisco M./ HCiscolLive  BRKSEC-2834

Open a TAC Case

Product: Cisco Secure
Client

Request a SecureX tenant
be provisioned for Cloud
Management of CSC

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



cisco L{V&/

- CSC Overview
- CSC Architecture

- Cloud Deployment &
Management

- Upgrading to CSC
- FAQs and Nuggets



Deploying /
Managing from
Cloud

cisco L{V&/



BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Module:

Profile:
Version:
Channel;

Deployment:

Module Module

Profile  Profile Profile

* When module supports >1
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Deployments

Managed from
XDR or SecureX Ul

€ Incidents

ZQ, Investigate

The glue of all the profiles

£¥  Intelligence

+2 Automate

“Groups” are coming in future -
version & can assign entire
groups to a Deployment

2o Administration

Builds the installer dynamically

cisco Li/&/

CL Client Management >

Bill Yazji
@ Q g Cisco Systems
< Deployments
Yazji_Home

28 Windows / amd64

Cloud Management Secure Endpoint

Version Control: Latest (1.0.3.433) Version Control: Latest (8.4.0.30201)

Cloud Management Profile Secure Endpoint Profile

Group:
Cloud Management Defautt Profile

Cloud Management

Secure Client

'Version Control: Latest (5.1.3.62)

AnyConnect VPN Profile

Umbrella

Umbrella - byazji

Diagnostics and Reporting Tool

Tr;&";%na/ AnyConnect Modules”
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PN

J Preferences (Part1)
Profile: Untitled

Managed from
XDR / SecureX Ul

5 ]
@ A S

VPN Profiles

;.  CSC-Beta-VPN

. Profiles

- Each module has a profile for its
“configuration”

- Used to be standalone
Windows-only configuration
tool

c ! sco L‘V&~ BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



<« Deployments
Yazji_Home

29 Windows / amd64

+) Deployment Name Secure Client

Version Control | Latest (5.1.3.62)

v Cloud Management

AnyConnect VPN Skip
+/) Secure Endpoint Profile
Latest (5.1.3.62)

Umbrella | Ur

Recommended (5.1.2.42)

% Umbrella - bya; 5.0.520.0

5.0.556.0

Diagnostics an
5.01242.0

ISE Posture 5.0.2075.0

5.0.3076.0

Secure Firewall
5.0.4032.0

Network Acces
5.0.5040.0

Network Visibil 51.0.136

0 Upgraded whenever Cisco
es a new version to channel

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




{ {

"id" : "id";
"name" "name":
"Modules": [

{

"Modules": [
{
"name": "name’
"channel" "channel":
"profiles": [ "profiles": [
uige
“type"
"name"

. . "value": <this is the actual JSON>
channel

"name’
"channel":
"profiles": [

"profiles": [

"id" 'id" 'id"
"type" , “type' ) "type" )
‘name" "name"

’ "name’
"value": <this is the actual JSON>

"value": <this is the actual JSON>

"value": <this is the actual JSSON>
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Cloud Management Cloud Management

Unified ID Unified ID

PM PM

VPN + Umbrella
Configs + Orglnfo

SIE +
Bootstrap

@@ Cisco Secure Client Deployment Tool
Secure Client installation is in progress...

Module Version Status

AnyConnect VPN 5.0.2810.0 Install Complete.

Network Visibility Module 5.0.2810.0 Install Complete.
Diagnostics and Reporting Tool . 5.0.2810.0 ‘ Install Complete.
Umbrella [ 5.0.2810.0 | Install Complete.
Secure Endpoint [ 8.1.7.21417 | Install in progress...

Cloud Management 1.0.1.400 Install Pending

Contin Close

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Modules:

C:\ProgramData\Cisco\Cisco Secure Client\VPN\Profile

12/13/2022 AnyConnectProfile.xsd
09/28/2022

C:\ProgramData\Cisco\Cisco Secure Client\Umbrella

01/11/2023 <DIR> data
05/17/2022

C:\ProgramData\Cisco\Cisco Secure Client\NVM

12/13/2022 KConfig.dat
01/10/2023 NVM.db
09/28/2022

01/10/2023 PersistedData.dat

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Secure
Client Cloud
Mgmt

Umbrella
Cloud

Deployment: XYZ I

Manifest: VPN, DART, UMB, SE |

CSC Ul Installed
AnyConnect VPN

Module Installed

brella Installed

l Umbrella Module Registers to Umb Cloud w/ Orglnfo ;

! Umb Cloud pushes Configuration to Module

:

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



; + Addapp @ Help
cisco |V

Cisco Secure Client - Cloud Management = v
Cisco

Details et

Name Cisco Secure Client - Cloud Management
Icentifier B27aba60-77e2-013a-c842-6d6572616069

Version 10.
Source

Cellular Gateway Type Meraki Cloud hosted

This app requires the Systems Manager agent to complete Installation. Please ensure that each of your targeted devices have the agent
installed.

Requirements
App file Update file & Download &  Show %
name csc-deploy-ATW-Deplayment(1).exe

Wirelags Updated at Jun 12022 1812

Systems Manager

Installin foreground O

Environmental
Installation arguments €
Command line &

Visible in S5P ©
Targets

Group type M Named  Configure tags

Scope with ANY of the following tags nvert to target group

. < MerakiTest
Device tags
Marual tags

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Client Mana

5 @ e

Clients

Control Center

I Clients 4 total View depl ts detail
Clients . =

1 (1]
q Server (0)
Investigata Not Seen In Over 7 Days Windows 10 o

« Device Names -

Intelli
nieligence 2 4 [ virtual (0)

Automate Need Connector Update Windows 11 Mobila (0)

Deployments

Assets

Versioning o g

Administration Q User, IP, hostname... ] [ Select ] Select = Filters 4 matching resuits

Audit Logs p——

Text Search Saved Filters Managed Status

1 0 Devices Selected Move to Deployment  » | Create New Deployment (7 > Export to CSV
Device Events

[]  Device Name Deployment CSC Version  Secure Endpoint Version  Cloud Management Version Modules 0§ Versio &

1,5P 0.0
(Build
22631.328

Cloud Management

fireball Yazji_Home 8.4.0.30201 1.01.400
) 4 v1.01.400 +5

,5P0.0
28 Windows {(Build
22631.344

Cloud Managemant

Lily_Computer (%) PetersonHoma 8.2.3.30M9 1.0.3.433 102438 +5
v1.0.3.433 +

1, 5P 0.0
28 Windows (Build
22631358

Cisco Secure Endpuint

Nervous O ‘Yezji_Gaming 8.2.4.30130 1.0.3.433 v.8.2121650 46

1,5P 0.0
Cloud M: it
TinaLaptop (2) PetarsonHoma 510136 81721585 1.01.400 Sl LI = (Buid

v.1.01.400 +5
22631.328

BRKSEC-2834 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Moving Deployments - Admin Only

CIsco

.&‘/

ilails
cisca

Control Center

Incidents

Investigate

Intelligence

Automate

Assets

Client Management

Administration

nts

Clients 4 total H Device Types

o [] server (0)
Windows 10 i

Desktop (4)

(] virtual (0)

a

Windows 11 Mobile (0)

Text Search Saved Filters Managed Status

Sources  Must Include: Sacure Client

evice Selected
PetersonHome ) i
° Device Nam CSC Version Secure Endpoint Version
Yazji_Gaming
Yazji_Home
XDR Default Deployment 1.2, 8.4.0.30201 1.0..400

LP_Chiro

PetersonHome 2. .2.3. 1.0.3.433

HCiscolLive  BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



- The Ul tells the cloud
backend that the “desired
deployment” is XYZ.

- The move will not happen

until the endpoint checks in
with the cloud again.

- But the Ul may show that it

BRKSEC-2834

Is already in that target
deployment.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Deployments w/
Secure Endpoint
and Orbital




Select Desired SE Version

Select your SE Organization

There can be more than one

Choose the SE Group

Choose a Group

All endpoints who install the module
o via this deployment, will be assigned
i to this group, when the CSE module

YazjiGroup

————— registers with the CSE cloud.

Secure Endpoint

Version Control | Latest (8.4.0.30201)

Secure Endpoint Profile
Group: YazjiGroup
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Secure
Client Cloud
Mgmt

CM Module Registers to CSC Sub-system
Deployment: XYZ

SE v8.x, SE Org = XYZ, Group = ABC |

SE Module
Installs

SE Module Registers to SE Cloud

S

E Policy p1 is pushed to the module from SE Cloud

Check—in with SE Cloud

BRKSEC-2834

S

E Policy p2 is pushed to the module from SE Cloud
1

SE Module Upgrades to v8.x.y
1
|

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




ATW-Deployment

Latest (1.0.1.400)

) Cloud Management = ATW-CM-Config

Latest (5.0.1242.0)

AnyConn@ét | ATW-CEF
(@) ‘

Save

Latest (8.1.3.21242)

(E'b) Secure Endpoint

Group: ATW-Production

SBG-Umbrella

Latest (8.1.3.21242)

Secure Endpoint

Group: ATW-Production

Replace Bootstrap Profile

Highest Version Wins!

Edit Policy

Name | ATW-Production

Description | A policy we will use ta illustrate the power of AMP for Endpoints

Modes and Engines

© Secure Client computers will update to the highest version of connector configured through SecureX
or Secure Endpoint console.

Praduct Version
1 of 30 computers must reboot
Outbreak Control
Device Control

Product Update~

Ad

Product Version

1 of 30 computers must reboot.

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Secure
Client Cloud
Mgmt

Orbital
Cloud

A
@ SE Module

. Installs

SE Module Registers to SE Cloud

> SE Policy p1 is pushed to the module from SE Cloud
Secure Endpoint > & B e & |ul

Edit Policy

-

Orbital node
upgrades

o Orbital

¥ Enable Orbital €

Automatic

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



cisco L{V&/

- CSC Overview
- CSC Architecture

- Cloud Deployment &
Management

- Upgrading to CSC

- FAQs and Nuggets



Upgrading

cisco L{V&/




« Cisco Secure Client WILL
uninstall the old versions

when it is installed.

« Cloud Install from AMP

- Inline upgrade from
AnyConnect
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- Scenario: mismatched profiles

« CSC deployment in SecureX has a
Profile v2
« ASA group policy pushes Profile v1

- Upon connecting to the ASA Headend,
the Profile will be replaced with v1.

« CSC Cloud Management update occurs
(say 2 hours later), it will replace v1 w/

V2.
- This cycle will continue until the
ASA and CSC deployment in
SecureX are aligned.

- Tip: Do not put any config on
the headends!!
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The Epic Struggle of Compgtmg Control Pomts

vl v4 v2
@) Y=
Endpoint ISE CSC MGMT ASA [/ FTD Secure Access
Checkin with centralized management (CSC MGMT) I }ll 1 New Profiles I I
I I : ; Needed I I
Install : Push Profile v4 to Endpoint . I I
Profile v4 I I I I
[ ) [ [ | - [
I VPN Establishment to ASA 1 1 New Profiles |
O i | Needed I
vemrlte Push Profile v1 to Endpoint
Profile v4 T T 1 |
w/ vl I I I I I
I Check-in Timer Expires [ [ [ [
[ [ [ [
#heckin with centralized management (CSC MGMT) , New Profiles | I I
Overwrit i ‘
P:’;ﬁgrﬁ : Push Profile v4 to Endpoint | Needed : :
w/ v4
[ [ [ [ [
I VPN Establishment to Secure Access (SSE) | | | New Profiles
: 1 1 ' ‘ Needed
Ovemrlte I L Push Profile v2 to Endpoint |
Profile v4
W/ V2 | | | |
[ [ [ [ [
I WiFi Connection where Auth is to ISE w/ Posture New Profiles D t t .I:
; Needed N N N7l
(F?l\rl;irl\grcg Push Profile v1 to Endpoint | Tlp 0 no pu a y Co g
[
wvi () , .~ on the headends!!
cisco M./ HCiscolLive  BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 80



- Recommendation: load the
SecureX Profile immediately on
the ASA with same Filename

Do not put any config
on the headends!!
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Download and Push to Head-ends

- A & O

Endpoint ISE CSC MGMT ASA [/ FTD Secure Connect
[ [ [ [ [
) ] [ [ [ [
Admin creates profile on CSC MGMT Cloud Interface L New Profile | | I
- Admin Downloads the saved Profile I Saved : :
~
[ [
[

Admin uploads the profile to all the ASA/FTD Headends

Secure Connect Doesn’t support profile upload (yet)

X

Admin uploads the profile(s) to ISE Cannot

Upload
(vet)

\ %4

cisco L‘V&- HCiscolLive  BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 82




Hybrid (Headend & Cloud)

- Cloud management does not have to manage all modules

- Cloud Management can not manage all modules (yet...)
- The profiles (configs) can come from either place

- Recommended to not host the same module profiles in multiple locations

@ Cloud Management ASA / FTD

e

cM || NVM || Umb | VPN | zTNA | 6

A

) Endpoint
CISCco Lg%o//

HCiscolLive  BRKSEC-2834

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 83



Hybrid (Headend & Cloud)

Client Cloud

®)

Endpoint MDM tool

Push CSC
v5.1.1
w/ CM +
Profile

[

[

1€ '

Install |
CSCv5.1.1 # Register with centralized management (CSC Cloud) |

Install CSE
& Umb +
Orglnfo.json

Push CSE Bootstrapper, Umbrella module. Put OrglInfo.json file in the Umbrella directory

VPN Module (Core) installed with no (or
basic-only) profile.

New Profiles
Push VPN Profile & New Modules to Endpoint ;L neeoed

: CSCv5.1.2
I published to channel

[
& 7 Upgrade
Install
CSCv5.1.2 |

VPN Establishment to ASA

Overwrite
Merge
VPN
Profile

Install ZTA Module, 1K Eyes

@ VPN Establishment to ASA

Client version >
version on ASA. I

[
|
I
|
|
| Backward Compatible I

[
|
; VPN Tunnel
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DART & CM - |
DiagnOStiCS B AMP Enabler Profile Editor

@ Cisco Cloud Management Diagnostics

@ Cisco Secure Client

. DART |S St”l the perfeCt @ Cisco Secure Client Diagnostics and...
endpoint troubleshooting
bundling tool.

E Customer Experience Feedback Profi...

. _ @8 ISE Posture Profile Editor
- Only available when you install

It.

- What about for troubleshooting Bl Network Vishity Module rofe €.
Cloud Management only? B VPN Local Policy Editor

m’ Network Access Manager Profile Edi...

E% VPN Management Tunnel Standalon...

/
W 5 BRKSEC-2834
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The DART “Bundle”

- DART is the Secure Client tool to collect data for troubleshooting installation

and connection problems.

@C sco Secure Client

afar]n .
asco Secure Client

Virtual Private Network (VPN)

Preferences Statistics Route Details Frrewall Message History

B Start VPN before user logon to computer

[ Start VPN when Cisco Secure Clientis started

- Minimize Gsco Secure Client on VPN connect

(] Allow local (LAN) access when using VPN (if configured)
{8 Disable Captive Portal Detection

1B Block connections to untrusted servers

Available when DART
module is installed on PC.

cisco L;'V&/

#Ciscolive

Cisco Secure Client - DART

Welcome to the Diagnostic and Reporting Tool (DART).
DART is a tool that helps to bundle the appropriate log files and

diagnostic information that can be used for analyzing and debugging
the Cisco Secure Client.

e
CISCO

Bundle Options:
Enable Bundle Encryption

Encryption Password

Additional Log Options:

Include Legacy - Cisco AnyConnect Secure Mobility Client Logs

Include System Logs

BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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DART Module Installation

- The DART can be installed manually using the msi file included in the the pre-deploy
packe

= > cisco-secure-client-win-5.0.00556-predeploy-k9 v G £ Search cisco-secure-client-win-5.0.00556-predeploy k9
Name ) Type Compressed size Password pr.. Size
Profiles File folder
Setup File folder
M cisco-secure-client-win-5.0.00556-core-vpn-predeploy-k9 Windows Installer Package 20.526 KB No
"M cisco-secure-client-win-5.0.00556-dart-predeploy-k9 Windows Installer Package 5034 KB Mo

6 | cisco-secure-client-win-5.0.00556-iseposture-predeploy-k3 Windows Installer Package 4461KB No

- Another option is enabling DART module configuration under the Group Policy:

General Secure Client Advanced .
ASA# show run group-policy GP1
Profile Download optional client modules to the endpoint. Secure Client requests g r Oup - p O l 1C y GP l a t t r lbu t SIS
Management Profile download from the Firewall Threat Defense of only the modules that are
configured here. [ o o ]
‘ webvpn
SSL Settings Client Module Profile Download .
Comnection Settings — anyconnect keep-installer none
DART Not Applicable ] S
Custom Attributes anyconnect modules value dart
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DART Module Installation
- Enabled in Cloud Management

¢ Deployments

Deployment Name Secure Client

P T o— Version Control | Latest (5.1.3.62)

AnyConnect VPN

|
Secure Endpoint Profile Up

B3 umbrella | Umbrella - byazji
X Umbrella - byazji View
u Diagnostics and Reporting Tool
ISE Posture
Secure Firewall Posture

Network Access Manager

B3 Wetwork Visibility Module | NVM Cloud Default Profile

X NVM Cloud Default Profile

Cancel
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Reviewing DART Bundle Content

v[22 DARTBUNdIe_1231_1702 f sundie name _J « £3 Cisco Secure Client
> General Information Network and Workstation » 7 AnyConnect VPN
v [ Cisco Secure Client XML pro% Profiles
.. GP1_Profile.xml

Modules logs

=7 User Interface
"7 Umbrella

= AnyConnectProfile.xsd

= ThousandEyes v [ Preferences

=7 Secure Firewall Posture .. preferences_global.xml

Windows Local Logs

. Network Visibility Module AnyConnect Logs .. preferences.xml

— —< = Logs

. ISE Posture ~ " AnyConnectVPN.evtx
=7 DART ... AnyConnectVPN.txt

AnyConnect Logs

>
>
>
>
>
> T Network Access Manager
>
>
>
>

... summary.txt
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@ Event Viewer

File Action View Help

ke AN:A

2] Event Viewer (Local)
v [F Customn Views
~ [ Cisco
“FF Cisco Secure Client
“F Cisco Secure Client - AnyConnect VPN
“F Cisco Secure Client - Core and VPN
“F Cisco Secure Client - ISE Posture

“F Cisco Secure Client - Umbrella
“F Cisco Secure Endpoint
W Administrative Events
> [q’ Windows Logs
> I Applications and Services Logs
E Subscriptions

“F Cisco Secure Client - Network Visibility Module

¥ Mumber of events: 1,623

Level Date and Time Source Event|D Task Cat...
(i) Information  5/29/2024 10:24:44 AM €5C_Vp... 1 Enginee...
@ Information 5/29/2024 10:24:44 AM €sC_Vp... 1 Enginee..
@ Infermation 5/29/2024 10:24:44 AM CSC_ VP, 1 Enginee..
@ Information 5/29/2024 10:24:44 AM CSC_VP 1 Enginee..
(D) Information  5/29/2024 10:24:44 AM C5C_VP... 1 Enginee...
(i) Information  5/29/2024 10:24:44 AM €sC_Vp... 1 Enginee...
(i) Information  5/29/2024 10:24:44 AM €sC_pe 1 Enginee..
@ Information 5/29/2024 10:24:44 AM CSC_VPu 1 Enginee..
@ Information 5/29/2024 10:24:44 AM CSC_Vp... 1 Enginee...
(i) Information  5/29/2024 10:24:44 AM C5C_VP... 1 Enginee...
(i) Information  5/29/2024 10:24:44 AM €sC_Vp... 1 Enginee...
(i) Information  5/29/2024 10:24:44 AM csc_upe 1 Enginee..
/A .
Event 1, csc_ui
General Details
Function: MOutlinelistBox::ParseXml|
ile: Cdronetsra\GUNWindows\ModuleControl.cpp
Line: 1712
Log Name: Cisco Secure Client
Source: csc_ui Logged: 5/20/2024 10
Event ID: 1 Task Category:  Engineering
Levek: Warning Keywards: Classic
User: N/A Computer. CSCO-W-PF

BRKSEC-2834

46

DEDA

Ho L X

Br O ED

Open Saved Log...

Create Custom View...

Import Custom View..,

Filter Current Custom View..,
Properties

Find...

Save All Events in Custom View As...
Export Custom View...

Copy Custom View...

Attach Task To This Custom View...

View 4
Delete

Rename

Refresh

Help 3

Event Properties

Attach Task To This Event...

o

3

<2
-

Save Selected Events...
Refrech
Help 4
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Audit Logging Fes -

Control Center Audit Logs

Incidents

Message Operation  Target Timestamp

Investigate -
Updated installations for computer "loxs- * (ID 1b997c56- : e .
R e write computer 24-01-19T21:01:31.9424232352
Intelligence - - -
gg:gfig;’;s_‘:z"fgﬂ;‘a;‘;;Z%’é‘g;s’ oK (D bg2fa4s1- computer 24-01-19T20:49:44.980564968Z
Automate
User *loxx@securitydema.net” updated configuration file “Secure a0min:99920271-a880-
Endpoint Bootstrapper - 18c42aB4-1493-4d81-b6b2-198(2150466¢ 4b0e-8a38-
Assets 3883164140 - 12{5(95a-b256-4cd2-Babf-9cB682eeadch” (format “amp") (ID config-file  2024-01-19T20:31:26.4159678252  58ad317c58af@2eleeaf-
82871742-2721-4337-92b9-191{c89b071). Configuration has 2 eaf7-4448-9c07-
dependent deployments. 91b1828aec78

Devices
Updated installations for computer “loxx-win10vic06" (ID Tce3545e-

. .
Users (Bata aga7-429a-bbea ceasaded I computer  2024-01-19T20:29:49.6907923267
- An audit trail for a LSRRI e e e
Updated installations for computer “loxx-win10vic07" (ID 8fa133d4-

Sources -01- 3,
1311 A0ac- Secc-086da5a8138). computer  2024-01-19T20:27:24.7592943Z

. . e —————————————————————————————————————
h 3 Updated installations for computer *loxx-win10vic02* (ID e6856baf- —
a Ct I V I ty re | a te d to t e (I T A 8771-43fa-b829-4c87309d2942) computer  2024-01-19T20:26:46.269256098Z

Clients Updated installations for computer “ATW-SurfaceBook" (ID o
9caBe18f-4110-4e7b-9054-0b1026bc8fOf). EEaiEr AR A R S e

t f < : S ( : Deployments T Ut eEReR T oMo |
I I I I I el I Iel I Updated installations for computer “loxx-win10vic03" (ID 1b997¢56- -~
a a g O . 0B66-4eBd-927a-B6fa3ce55656). COSPUSHI 1025011200128 St S8

” "

Audit Logs
Updated installations for computer
Profiles 03e8-49ee-a31c-a2a75d978406).

N Updated installations for computer jump” o S RFDA
[} D e p | Oyl I l e l It I l p d a te S Device Events 72014068-5120-4806-226b-192ba8da2d43). computer  2024-01-19T19:38:03 5650809942

N Updated installations for computer *loxx-win1Ovico7" (ID 8fa133d4-
LI 131f-40ac-9ecc-066dasa8d138).

.
- Profile Uploads / P, e 1ot

Integrations Updated installations for computer "ATWstudic" (ID e5036a97-

1 eaab-4824-afdd-e26bBc0d4589)
reations
Updated installations for computer “atw-win10-airwatch (ID

4626706a-e807-4bdB-b0c5-08189eb3351d).

computer  2024-01-19T19:49:43.982545417Z
computer  2024-01-19T19:27:23.428667497

computer  2024-01-19T19:16:18.743111645Z

computer  2024-01-19T19:10:05.990110508Z
. Updated installations for computer “loxx-win10vic03* (ID 16997¢56~
0B66-4e6d-927a-86fa3ce55656).
e pbeletions
Updated installations for computer “loxx-win10vicO1" (ID b82fa451-

03e8-49ee-a3lc-a2a75d978406).

computer  2024-01-19T19:01:28.722656628Z
computer 24-01-19T18:48:42.791125376Z
Updated installations for computer “loxx-win10vic06" (ID 1ce3545e-
4ea7-4a9a-bbea-6ceasgded /).
* C1C
. Updated installations for computer “loxx-win10vic07" (ID 8fa133d4-

131f-40ac-9ecc-066da5a8d138).

computer 24-01-19T18:29:47.070481378Z

computer  2024-01-19T18:27:21.6929060742

100 items loaded

cIsco '&/
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Device Event
Logging

- Events where client
interacts with cloud:

. |Installations
- Failures
- Cloud Related errors

- NOT local logs from
device

pkg-reconfig
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- CSC Overview
- CSC Architecture

- Cloud Deployment &
Management

- Upgrading to CSC

[ - FAQs and Nuggets




Software Downloaa

Downloads Home N and Endpoint Security

Secure Client 5

Release 5.0.01242 d Links and Documentation
& My Notifcations ient Ordering Guide
Latest Release 52 Notes for Secure Cl
e Client Administrat

5.0.01242
All Release
SecureFWPosture > H torm,

ISEComplianceModule
Andeoic File Information Release Date
Ciseo Secure Cli acka 19-Dec-2022

o (Linux B4-bit)

50
cisco secure client

Advisories [f Cisco Secure Client

Cisco Secure Client VPN and DART Pre-Deployment RPM

Cisco Secure Client- iy b0 0y b
c ro-chent- 242-predepioy-Tpm-18 ar g2
AnyConnect Advisaries [

- . y Connector
Application Programming Interface [API] (Linux 64-bit)
B
Advisories [

(Linux 64-bit)

AnyConnect Pre-Deployment Package (Mac OS)
cl 0.01242-predeploy dmg
Advisaries. [
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Frequently Asked Questions

- Traditional Secure Client A profile may only be in up to
modules are still version locked 45 deployments
together « TAC case to extend it

« Duo is not in Secure Client yet « Secure Client may be used

- macOS Cloud Mgmt - Fiscal Q4 with or without the Cloud

Management, except XDR

Linux: no date yet
- No “web-deploy” package for

the Cloud-Management
Module

cisco M- #HCiscolLive BRKSEC-2834 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 95



@ Cizco Secure Client

“I just have Umbrella or
Secure Endpoint, | don’t want
to confuse my users”

“We do not use AnyConnect,
why is it there?”

es/18211951038740-How-to-hide-
he-\VVPN-module-in-Cisco-Secure-Client-Windows
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@ Cizco Secure Client

“I just have Umbrella or
Secure Endpoint, | don’t want @ ——
to confuse my users”

“We do not use AnyConnect,
why is it there?”

.umbrella.cc >/en-us/articles/18211951038740-How-to-hide-
he-VPN-module-in-Cisco-Secure-Client-Windows
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@ Cisco Secure Client

“I just have Umbrella or
Secure Endpoint, | don’t want

to confuse my users” @ e e

“We do not use AnyConnect,
why is it there?”

es/18211951038740-How-to-hide-
he-\VVPN-module-in-Cisco-Secure-Client-Windows
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About VMware Tools

VMware Tools for Windows

Version 11.0.1, build-14773994

) 1998-2019 VMware, Inc. All rights reserved. This
o utected by U.S. and international copyright and

| property laws. VMware products are covered by one
stents listed at

ww.vmware comi About VMware Tools

Fyne error: window creation error

int VMware Tools for Windows
and names mentoned . ei ) ;
respective companies. Version 12.0.0, build-19345655
Copyright © 1998-2022 VMware, Inc. All rights reserved. This
product is protected by U.S. and international copyright and
intellectual property laws. VMware products are covered by one
The VMware Tools Service is | | or more patents listed at

<http:/fwww.vmware.com/go/patents>.

VMware is a registered trademark or trademark of VMware, Inc.
in the United States and/or other jurisdictions. All other marks
and names mentioned herein may be trademargs of their
respective companies.

The VMware Tools Service is running.

C:\Users\x\Downloads>".\csc-deploy-ATW-Deployment.exe"
2022/05/17 13:13:29 Fyne error: window creation error

2022/05/17 13:13:29 Cause: APIUnavailable: WGL: The driver does not appear to support OpenGL
2022/05/17 13:13:29 At: E:/workspace/workspace/maine3a9e2e0/source/vendor/fyne.io/fyne/v2/internal/driver/glfw/driver.go:123

CLI Install w/ a =g option
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https://fyne.io/fyne/v2/internal/driver/glfw/driver.go:123

Check the Product Update Window

Product Update Window l l l

@ Eneble Product Update Window

“l installed the Network
Installer, but nothing is
getting installed”

“I changed profile / software
version in the deployment & it
IS not updating”

. Select Time Zone

Client Management > Profiles > Cloud Management > [Profile]
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Virtual Machine Troubleshooting

« Cloning a VM:
* CMID is dependent on BIOS serial number and BIOS UUID
* Need to make sure either one of them are changed when a VM is cloned

« Usually, VMware generates different BIOS UUID if the user selects
“copied” option when cloned VM boots the first time.

* If not, that can be changed in cloned VM. VMware article about
changing BIOS UUID: https://kb.vmware.com/s/article/1002403

 Platform support:
* Any hypervisors which supports BIOS serial number and BIOS UUID is supported

« VM Secure Client Troubleshooting
« Same as what would be followed for desktop/laptop
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Another Example - Virtual Machines

« “Help, I'm not getting NVM data to show up...”
« Step 1: Get me a DART. Didn’t even bother with troubleshooting before DART.

» Step 2: Jumped to the Cloud Management Module Logs:
« Why? Because CM is REQUIRED for NVM to the Cloud to work.

« What was seen in the logs?

-» Data grep -rni "ERROR" *
acnvmagent_cmidapi.log:3:[]1[4264] T: 10FC F: CMIDStoreReader.cpp L: 55 f: cmid::CCMIDStoreReader::GetCMID S: error :: Fetching CMID failed. Returning CMID = []
csc_cmid.exe.log:19:[] [7064] T: 54C F: CMIDUtils.cpp L: 133 f: cmid::GetBinaryRegistryKey S: error :: RegOpenKeyEx failed The operation completed successfully.
csc_cmid.exe.log:20:[] [7064] T: 54C F: AttributeCollectorWin.cpp L: 802 f: cmid::CAttributeCollectorWin::getDevicelD S: error :: Failed to retrieve device details
csc_cmid.exe.log:22:[][7064] T: 54C F: AttributeCollectorWin.cpp L: 91 f: cmid::CAttributeCollectorWin::GetAttributeList S: error :: Failed to retrieve AC UDID
csc_cmid.exe.log:23:[] [7064] T: 54C F: AttributeCollectorWin.cpp L: 162 f: cmid::CAttributeCollectorWin::getBIOSSerialNumber S: error :: Failed to encode BIOS serial number.
[7064] T: 54C F: AttributeCollectorWin.cpp L: 107 f: cmid::CAttributeCollectorWin::GetAttributeList S: err or :: Failed to retrieve BIOS Serial Number.
[ ]T:
[ 1T:
[ 1T:
[ 1T:

csc_cmid.exe.log:40:[
csc_cmid.exe.log:41:[
csc_cmid.exe.log:48:[
csc_cmid.exe.log:49:[

7064 1938 F: CloudRequest.cpp L: 227 f: cmid::IdentityServiceRequest::Serialize S: error :: Mandatory Hardware data missing.

7064 1938 F: CloudCommunicator.cpp L: 120 f: cmid::CloudCommunicator::communicationThread S: error :: failed to serialise

7064 54C F: CMIDAgent.cpp L: 217 f: cmid::CCMIDAgent::handleCloudResponse S: error :: CMID agent received |dentity Response

7064 54C F: CMIDAgent.cpp L: 330 f: cmid::CCMIDAgent::handleldentityServiceResponse S: error :: Error occured in communication with cloud service:

]
]
]
]
csc_cmid.exe.log:24:[]
]
]
]
]

« Result: was using QEMU hypervisor & it didn’t have usable hardware to generate the
CMID.
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QEMU & KVM Hypervisors

« QEMU & KVM need to add these lines to the VM’s XML to pass BIOS arguments to the
Guest-0S.

» To see whether the BIOS serial number is passed:
*  Windows and type
* Linux

* Example only. <sysinfo type='smbios'>
<bios>
<entry name='vendor'’>LENOVO</entry>
<entry name='version'>1.25</entry>
<entry name='date'>06/21/22</entry>
</bios>
<system>
<entry name="manufacturer>LENOVO</entry>
<entry name="product>Virt-Manager</entry>
<entry name='version'>0.9.4</entry>
<entry name='serial'’>WB61111610061</entry>
<entry name="uuid'>337e27d5-91b2-4108-79ch-07ebc7dbaf9d</entry>
</system>
</sysinfo>
<smbios mode='sysinfo'/>

Replace the values with unique values
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Check the NVM Directory

%programdata%\Cisco\Cisco Secure Client\NVM\

2 files need to be there:
06/04/2023 03:00 PM 311 NVM_BootstrapProfile.xml
06/04/2023 03:25 PM 1,019 NVM_ServiceProfile.xml

Make sure the BootstrapProfile.xml shows the Cloud Collector <

Ensure the ServiceProfile includes the default collection policy
* See hidden slides for the contents expected of these files.

If either of these files is missing, we start troubleshooting cloud management of Cisco
Secure Client (CSC).
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NVM_BootstrapProfile.xml

<?xml version="1.0" encoding="UTF-8"?>

<NVMBootstrapProfile xsi:noNamespaceSchemalocation="NVMBootstrapProfile.xsd"

xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<Cloud>
<CloudServer>intake.prod.[region].tmc.nvmc.csc.cisco.com</CloudServer>
<CloudPort>443</CloudPort>

</Cloud>

</NVMBootstrapProfile>
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NVM _ServiceProfile.xml

<NVMProfile xsi:noNamespaceSchemalocation="NVMProfile.xsd" xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ProfileVersion>3</ProfileVersion>
<CollectorConfiguration>

<Pinglnterval>5</PingInterval>
</CollectorConfiguration>
<TemplateReportInterval>60</TemplateReportinterval>
<Agglnterval>5</Agglinterval>
<ThrottleRate>500</ThrottleRate>
<CollectionMode>all</CollectionMode>
<CollectionCriteria>
<Broadcast>false</Broadcast>
<Multicast>false</Multicast>
</CollectionCriteria>
<DataCollectionPolicy>
<Policy>
<PolicyName> </PolicyName>
<NetworkType>VPN,Trusted,Untrusted</NetworkType>
<Type>include</Type>

<Fields>350,12333,12334,12335,12336,12337,12338,12339,12340,12341,12342,12343,12344,12345,12346,12347,12351,12352,12353,12356,12357,12358,12360,
12361,12362,12363,12365,12366,12367,12368,12369,12370,12371,12372,12373,123591,123592</Fields>
</Policy>
</DataCollectionPolicy>
</NVMProfile>
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O we see traffic?

Traffic is NOT in the older IPFIX
(netflow) format.

It is inside TLS1.2 tunnel to the
intake endpoint

CIsco

.&‘/

intake.prod.apjc.tmc.nvmc.csc.cisco.com

13.238.113.132
3.104.86.153
3.105.255.21

intake.prod.eu.tmc.nvmc.csc.cisco.com
3.68.136.100

3.73.201.90
18.158.108.7

intake.prod.nam.tmc.nvmc.csc.cisco.com

3.228.155.179
34.193.26.136
44.197.148.29

BRKSEC-2834

1.82.157 TLSv1.2

Frame 691: 6@ bytes on wire (480 bits), 6@ bytes captured (48@ bits) on interface \Device\NPF_{EEAEE9CF-BDA3-4 | &

M “Ethemet0 Hl

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4 @ RE = § == &aq8am

1 tcp.stream eq 37

No. Time Source Destination Protocol  Length Info
616 7.818056 10.1.82.157 44.215.189.243 TCP 66 53958 » 443 [SYN] Seq=0 Win=64240 Len
630 7.889794 44.215.189.243 10.1.82.157 TCP 66 443 + 53958 [SYN, ACK] Seq=@ Ack=1 Wi
631 7.898966 10.1.82.157 -215.189.243 TCP 60 53958 -+ 443 [ACK] Seq=1 Ack=1 Win=262
632 7.892076 10.1.82.157 -215.189.243 TLSv1.2 396 Client Hello
638 7.963137 44.215.189.243 -1.82.157 TCP 60 443 » 53958 [ACK] Seq=1 Ack=343 Win=2
639 7.963137 44.215.189.243 .1.82.157 TLSv1.2 163 Server Hello
640 7.963137 44.215.189.243 .1.82.157 TLSv1.2  18@ New Session Ticket, Change Cipher Spe
643 7.963485 44.215.189.243 .1.82.157 TLSvV1.2 99 Encrypted Handshake Message
644 7.964662 10.1.82.157 .215.189.243 TCP 60 53958 - 443 [ACK] Seq=343 Ack=236 Win
645 7.965245 10.1.82.157 .215.189.243 TLSv1.2 185 Change Cipher Spec, Encrypted Handsha
646 7.965850 10.1.82.157 .215.189.243 TLSv1.2 165 Application Data
661 8.038269 44.215.189.243 .1.82.157 TCP 60 443 + 53958 [ACK] Seq=281 Ack=585 Win
662 8.839838 44,215.189.243

98 Application Data

Ethernet II, Src: Cisco_72:ce:00 (00:1d:71:72:ce:00), Dst: VMware_al:ad:7c (00:50:56:al:a4:7c)

Internet Protocol Version 4, Src: 44,215.189.243, Dst: 10.1.82.157
Transmission Control Protocol, Src Port: 443, Dst Port: 53958, Seq:
Source Port: 443
Destination Port: 53958
[Stream index: 37]
[Conversation completeness: Complete, WITH_DATA (63)]
[TCP Segment Len: @8]
Sequence Number: 6@6 (relative sequence number)
Sequence Number (raw): 4@9@147108
[Next Sequence Number: 686 (relative sequence number)]
Acknowledgment Number: 2617 (relative ack number)
Acknowledgment number (raw): 3@69985559

2101 .... = Header Length: 2@ bytes (5)
Flags: @x@18 (ACK)
Window: 12

[Calculated window size: 49152]
[Window size scaling factor: 4@96]
Checksum: @xfada [unverified]
[Checksum Status: Unverified]

]

Urgent Pointer:
[Timestamps]
[SEQ/ACK analysis]

686, Ack: 2617, Len: @
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Cisco Secure Endpoint adds Remote Uninstall

« Cisco Secure Endpoint added Remote Uninstall

Remote Uninstall R « Only supports standalone CSE

Available for:
= Secure Endpoint Windows connector.

O - No Remote Uninstall Support with CSC (yet

= Secure Endpoint Mac connector,
= Secure Endpoint Linux connector.

Secure Endpoint administrators can uninstall CONNECIONS Iromm enapoints with this feature. Navigate 1o Managerment -> Gomputers and locate the endpoint
You want to uninstall. Expand the computer pane and click Uninstall Connector. The endpaint will be removed from the Gomputers list and an audit 1og
entry and event will be created. This is a full uninstall and will deleta the connector history and any files in quarantine.

@ Aaron Woland

isco - aawoland

Android

0S Network

Note: Isolated connectors and cannecors with a proxy enabled cannot be uni The

for isolated endpoints. End the isolation session then the uninstall bution will be available.

‘The user will not need fo enter a password 1o uninstall the Secure Endpoint Windows connector if Connector Protection is enabled under Administrative

Features in the palicy. A reboot is not required on Windows unless you plan to re-install a connector on the endpaint. Na reboot is required for Mac or Jreup Orbitalonly ®se
Linux
loxx-win10vic04.0rg26 net Group OrbitalOnly
The user will be prompied to enter an adminisirator passward to uninstall the Secure Endpoint Mac connector an unmanaged versions of macOS prior to Y Windows 10 Enterprise (Build 19045.3693) Policy ThirdPartyWinPolicy
version 12.0. The uninstall willfail i the user does not enier the adminisirator password. See Gonfigure Permissions for Secure Endpaint Mac Connecior
‘and Orbital with MDM: Ful Disk Access. Sysiem Exiansions for further details. Y 8.21.21650 Internal IP
2023-10-26 20:58:53 UTC External IP
8a327ch7-745b-42c-bBGe-2ecidB881033e Last Seen 2023-12-13 11:56:43 UTC
0000000000000000 Cisca Secure Client ID 1d279cb4-20e4-417b-2819-73094¢60c272
Cisco Security Risk Score Q@ 56
Cisco Secure Client does not support remote
@ Investigate in Orbital 4 Events ¥ De uninstall. 25
‘ Q scan. | 4 Diagnose. H 2 Move to Group... i | ¥ Delete ‘
‘ 25~ |/ page ‘ 1| of1 ‘ ‘ + Exportto G5V |
. 4 — e
Last login 2 days ago from 38.83.164.227 © 2024 Cisco Systems, Inc.

B e e L S Y -
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@ cisco Secure Client

CISEs Secure Client

Status Overview Secure Endpoint

Statistics Ui Advanced
AnyConnect VPN oot

Network Debug Logging: Stopped

Enable Debug Logging
ISE Posture
Secure Endpoint View Secure Endpoint events

Secure Umbrella Msﬂ

[ Event Viewer

File Acion View Help
| 2 m o)

[ 7] Event Viewer (Local) Cisca Secure Endpoint  Numb Diagnostics...
v [ Custom Views

Collect diagnostic information for all
installed components.

v B Gisco Level Date and Time Source
W Cisca AnyConnect is€ || @ Information  1/24/2022 1204:10 AM CiscoSe..
F Cisco AnyConnect Ne (Dinformation  1/23/2022 1204089 AM CiscaSe.. Creute Custom View..
T Cisco AnyConnect Sec | (i) Information  1/22/2022 120408 AM CiscoSe.. 1248
) Ny Import Custom View..
F Cisco AnyConnect Unr| | () Information  1/21/2022 120408 AM Ciscose.. 1248
W Cisco AnyConnect We|| (D) information  1/20/2022 120415 AM CiscoSe.. 1248 Filter Current Custom View..
¥ Cisco Secure Client || (D) Information  1/19/2022 5:08:30 PM CiscoSe.. 600 Properties
¥ Cisco Secure Client - £ | (i) Information  1/14/2022 12:03:34 AM CiscoSe.. 1248 Find.
T Cisca Secure Clent - ¢ | (7) information ~ 1/13/2022 1203:44 AM CiscoSe.. 1248 ‘
T Cisco Secure Client - | | () information ~ 1/12/2022 120412AM  CiscaSe. 1248 Save All Bvents in Custom View As.

W Cisco Secure Client - I

-4 (Dinformation  1/3/2022 120434 AM CiscoSe.. 1248 Export Custom View..
4 g::: :::E:::: N @rtormation 17272022 120431 am Ciscose.. 1248 Copy Custom View..
(@ information  1/1/2022 120428 AM CiscoSe.. 1248 Attach Tack To This Custom View..

“F Cisco Secure Endpoin
T Administrative Events
» [ Windows Logs
» [ Applications and Services Log | Event 1248, CiscoSecureEndpoint x
[3 Subscriptions

(D information  12/31/2021 120430 AM Ciscose.. 1248 ¥
< >

View »

Delete

General Details o
Refresh

x
=] Rename
]

iScan (Flash Scan) completed successfully. A total of 11481 files. Help 3
idetected,

[

Log Name: CiscoSecureEndpoint/Events (2] &vent Properties

S P S e B Attach Task To This Event...

Ha Copy

Creates a new view.

d/or its affiliates. All rights reserved. Cisco Public 109



Helpful Links

- Cisco Live Teams Space:

https://ciscolive.ciscoevents.com/ciscolivebot/HBRKSEC-2834

- Endpoint Bar (Secure Client/AnyConnect):
https://eurl.io/#TmrReXaEj

- AnyConnect EOL.:
https://www.cisco.com/c/en/us/products/collateral/security/anycon

nect-secure-mobility-client/anyconnect-secure-mobility-client-
v4dx-eol.html

- On-Demand Library: https://www.ciscolive.com/on-demand/on-
demand-library.html?zid=pp#H/
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Continue your
education
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Complete Your Session Evaluations

é Complete a minimum of 4 session surveys and the Overall Event Survey to be
- entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.

P, Earn 100 points per survey completed and compete on the Cisco Live
——  Challenge leaderboard.

% Level up and earn exclusive prizes!

:[Sl\a Complete your surveys in the Cisco Live mobile app.
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- Visit us at the Security Innovation
Zone for in-depth demos and
workshops (Booth #4435)

- Book your one-on-one
Meet the Engineer meeting

CO ntl nue - Attend the interactive education

' ith DevNet, C he Flag,
your education 1\ I

- Visit the On-Demand Library
for more sessions at
www.Ciscolive.com/on-demand

Contact me at: byazji@cisco.com
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c1Sco The bridge to possible

Thank you
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