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What can you tell about this place?
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The ability to see the bigger picture matters during design 
maintenance and troubleshooting.

What if we put it into perspective -
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Once upon a time, during network planning, I 
ordered Full POE+ switches that should be powered 
up from Rack PDUs. PDU power cords were 
ordered separately ...

by using 
nothing but this 
...

Find the way 
to put this 

into the hole 
made for this 

A real story …
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A word about the speaker – less formal

• My dog smiles more than me.

• He also woofs with less accent than I speak.

• I try to spend as much time as possible with 
my son.

• He is secretly being prepared to join Cisco 
one day.

BRKTRS-2007 6



Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 7, 2024.

1

2

3

4

https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKTRS-2007

Enter your personal notes here
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Additional content

The complete version of the slide deck, along with demos 

and documents mentioned throughout the session, are 

available for download –

Here

In case of any problems, please let me know: 

skuchere@cisco.com

https://drive.google.com/drive/folders/1nFQs4Y13mWs9_o8ImTcD_NtNptwmolxO?usp=drive_link
mailto:skuchere@cisco.com
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Content warning

• The challenge with design and troubleshooting 
sessions is that all environments are unique.

• Examples in this session may not cover your 
specific pain points. Yet, they should give you 
direction.

• If the session content doesn't address your 
specific problem, see me after the session or 
use Webex to post questions on your 
scenarios.

BRKTRS-2007 10



Agenda
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• A warm-up

• MX performance - Best 

practices and caveats

• Unobvious Auto VPN 

• Gamified troubleshooting 

case study
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What is your relationship 
with Meraki MX?

ⓘ Start presenting to display the poll results on this slide.



MX – all you need to know in one slide

MX is an SD-WAN Security appliance (AKA UTM, AKA NGFW) 
with the following main features:

• Stateful Firewall/NAT.

• Member of SD-WAN fabric based on Auto VPN.

• L7 firewall policies with user identity.

• Intelligent path selection for Internet and SD-WAN traffic.

• Snort-based IDS/IPS.

• TALOS-based content filtering.

• AMP/Umbrella/ for end-user protection. 

• Third-party VPNs, RA VPNs, Part of Cisco Secure 

Connect (AKA Meraki SASE)

For your 
reference

NBAR



For what problems do you 
typically open MX-related 
cases?

ⓘ Start presenting to display the poll results on this slide.



What type of MX problems 
caused you the most pain?

ⓘ Start presenting to display the poll results on this slide.



Agenda
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MX performance - where do we start?

18BRKTRS-2007

A sizing guide is our single source of truth during the design or 
troubleshooting.

• At the time of design activity, we 
wish to understand which MX model 
is the right pick for the given 
task/location.

• And during troubleshooting, we try to 
understand if the affected MX is 
within the recommended numbers.
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MX Sizing Guide facts

19BRKTRS-2007

• The current sizing guide version is based on MX 18.2.

• The guide was migrated to the Meraki documentation website.

• Older versions of the guide are no longer 
published.

• Sizing guides for MX18.1, MX17, and 
MX16 are available in additional materials 
for this session. 

https://documentation.meraki.com/MX/MX_Sizing_Information/MX_Sizing_Principles
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Numbers of the most interest

20BRKTRS-2007

The most critical MX performance metrics can be placed in the 
following groups:

• Throughput numbers (Next Generation Firewall, Advanced Security, VPN, 
etc.).

• VPN numbers (Maximum tunnel count, recommended tunnel count, 
maximum numbers for remote access VPN).

• Maximum Device Count.

• Maximum flow count.
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Sizing guide 18.107 vs 18.2xx

21BRKTRS-2007

A brief comparison immediately shows a significant increase in the 
Throughput numbers for the high-end MX platform:

NGFW Throughput 
RFC2544 - 1518 Byte 600 Mbps 1 Gbps 1 Gbps 

18.107

18.2xx

2.5 Gbps 5 Gbps 7.5 Gbps 10 Gbps 
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The engine of performance increase

Historically, MX used the below architecture for the packet 
processing:

Tx

Rx

Tx

Rx

Single CPU Core

L3 
Firewall

L7 
Firewall

Etc.
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The engine of performance increase

Starting from MX 18.2, a new architecture was adopted in which traffic 
processing was distributed across multiple cores. Each processing engine is 
called a Router Board.

Tx

Rx

Tx

Rx

L3 Firewall L7 Firewall Etc.

Router Board 0

L3 Firewall L7 Firewall Etc.

Router Board 1

L3 Firewall L7 Firewall Etc.

Router Board 2

L3 Firewall L7 Firewall Etc.

Router Board 3

Packet 
Steering

Packet 
Steering
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Where is it applicable?

The current state of different MX models: 

• One router-board appliances: Z3, Z4, MX67, MX68

• Two router-board appliances: MX75, MX85, MX95, MX105, 
MX250

• Four router-board appliances: MX450

• Models that don’t support 18.2: MX64, 
MX65, MX84, vMX100  
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MX scaling parameters that are easily overlooked 

• Scaling guide throughput VS real 
network traffic.

• Recommended Maximum Device Count 
on MX Hubs.

• Maximum Concurrent Sessions (Flow 
count)

• Recommended number of tunnels on 
hubs.
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Scaling guide throughput VS real network traffic

• The top number in the guide for each platform says:

• This test is the most favorable for the device.

• The question that arises is - How it's applicable to 
the real network?

NGFW
Throughput

RFC2544 - 1518 Byte
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Test VS real life

Packet conveyor belt

Packet conveyor belt

MX Routing and 
analysis engine

MX Routing and 
analysis engine

• The combined volume of ‘boxes’ 
in both examples is the same.

• At the same time, due to the 
difference in the number of 
'boxes', the MX has to perform 
more operations in the second 
example.

• 1 Gbps of traffic consisting of 
1518-byte packets is not equal to 
1Gbps of traffic composed of 
packets with random sizes.
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Forecasting MX throughput - Disclaimer

31BRKTRS-2007

• The Meraki Escalation team uses it to 
establish a minimum expected 
throughput in the given network.

• During the design stage, it is always 
recommended that you consult with 
Meraki Sales Engineers when selecting 
devices for critical network points 
(data centers, VPN hubs, etc.).

Two Data 
Center MXs, 

please.

• The forecast method presented further represents an analytical 
approach.
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Converting maximum throughput into the PPS

• To calculate the minimum forecasted throughput, we use the 
maximum platform PPS for the specific test and the average packet 
size in the given environment.

• The formula to calculate the Maximum platform’s PPS:

• An example for MX450 (18.2)

NGFW Throughput RFC2544* (in bps) / 8 / 1518

10 x 109 /8 /1518 = 823452 PPS

* — RFC2544 tests are used since packet sizes are known for them, which allows throughput to be converted to PPS. 
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How to get an average packet size

Multiple tools can be used to help with estimating real-life values:

• NetFlow Analysers (MX can be a NetFlow exporter)

• Statistics >  Packet Lengths in Wireshark

• Built-in network equipment tools
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Calculating the minimum forecasted throughput

• After we calculated the Maximum platform's PPS, we can use the 
below formula for  the minimum forecasted throughput:

• For the network with an Average packet size of 500 bytes:

• For the network with an Average packet size of 1000 bytes:

Maximum platform's PPS * Average Packet Size * 8

823452 PPS * 500 * 8 = 3,29* Gbps

823452 PPS * 1000 * 8 = 6,59* Gbps

*—Analytical results are typically lower than accurate live testing would show, but they are useful as a 
reference point.
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How the minimum forecasted throughput used

• During the design phase, the minimum 
forecasted throughput value can be used for 
conservative capacity planning. 

• At the time of investigation of MX performance issues, a one-axis 
performance graph can be established:

throughput0

Minimum 
forecasted 
throughput

Value from the 
sizing guide

Focus on MX internal 
problems

Focus on the environment and 
how it may affect MX behavior.
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Recommended Maximum Device Count

• In standard MX terminology, ‘Device’ means an active IP or MAC 
discovered on the appliance's LAN side. 

• In the case of ‘branch’ MXs, getting a number of active devices is 
straightforward. 

1
2

2

• Exceeding the number of recommended 
clients is a rare situation for the 'branch' MXs



How many clients will DC-
MX report when tracking by 
MAC is enabled?

ⓘ Start presenting to display the poll results on this slide.



During the design phase, what number of 
clients should be used as a target for 
DC-MX if all remote devices use DC 
applications?

ⓘ Start presenting to display the poll results on this slide.
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Recommended Maximum Device Count (Hub)

The situation is less straightforward in the case of Routed mode Hub or One-
Armed Concentrator. 

• Clients in MX networks are tacked by MAC (default). 
In the Routed DC, this does not help much in 
counting LAN-side clients correctly.

• Routed hubs can be configured to track by IP, but 
this is not recommended for One-Armed 
Concentrators (as they start considering external IPs 
as clients).

• Clients located on remote sites that use resources 
placed behind the hub should be considered as hub 
clients at the time of network design and evaluation.
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Recommended Device Count – getting a number

Unfortunately, there is no straightforward way to get the number of clients 
that cross the hub, but some best practices can be applied: 

• Add a specific tag to all 
spokes that use a hub so that 
they can be filtered in 
Organization > Overview to 
extract results as CSV.

• Meraki APIs can be used to 
obtain more accurate data.

1

3

4

2
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MX limits – flow count

Hello support! 
What is my flow 

count?

• In the latest version of the sizing guide, information on ‘Maximum 
Concurrent Sessions’ was added for all platforms.

• As of today, the only way to get to know 
the number of flows that MX is processing 
is to contact support.

• The numbers provided show absolute 
platform capacity and can't be considered 
as a target for planning.

BRKTRS-2007 45
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MX flow limits – talking with support

NAT Firewall 
table

VPN Firewall 
table

Traffic Analisies 
table

flow

flow

flowflow

flow

flow

flow

• MX has multiple flow tables.

• The three most common are Traffic 
Analysis, NAT Firewall, and VPN 
Firewall.

• Exceeding flow capacity in any of the 
tables may result in MX instability.

• Depending on traffic 
source/destinations, flow can be 
created in one or more tables.
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MX unobvious recommendation for the flow count

• In the latest version of the sizing guide, an implicit number for 
recommended flows was introduced.

• This allows us to introduce the formula for the 'maximum 
recommended' number of flows.

Recommended Maximum Device Count * 50 = 'maximum recommended flow count 
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Closure on MX flow count For your 
reference

• After performing a simple calculation, we can get a table with ' the 
'maximum recommended’ flow count:

'Maximum recommended’ 
flow count

2500 2500 10000 12500 25000 37500 100000 500000

• Now a one-axis graph for the flow count can be created:

Flow count0

'Maximum recommended’ flow count Maximum Concurrent Sessions

Focus on MX internal 
problems

Focus on the environment and 
how it may affect MX behavior.
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MX Recommended number of tunnels

• When it comes to the tunnel counts, we are given two numbers.

• ‘Maximum Site-to-Site VPN Tunnel Count’ represents the 
maximum number of AutoVPN and non-Meraki VPN (NMVPN) 
tunnels that the given model can establish.

• The ‘Recommended Maximum Site-to-Site VPN Tunnel Count’ 
represents the number of tunnels that MX can handle without a 
severe increase in utilization.
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The math behind tunnel count - NMVPN

To get the number of NMVPN peers for 
the given MX:

• Locate the MX and check the Tags 
assigned to it.

• Filter NMVPN peers by the Tags 
assigned to the MX.

• If no tags are configured, all MXs 
establish tunnels to all NMVPN 
peers.

Security & SDWAN > Site-to-site VPN

Organization > Overview
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The math behind tunnel count – Auto VPN

• Typically, Hubs are appliances where it's essential to control the 
number of tunnels.

• By default, hubs establish tunnels to all other hubs and all attached 
spokes.

• The configuration of 'Active-Active 
AutoVPN' affects the actual tunnel 
count.

Security & SDWAN > SD-WAN & traffic shaping
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The math behind tunnel count Auto VPN

…

Hub-1 Hub-2

Spoke-1 Spoke-100

Wan1

Wan2

Wan1

Wan2

Wan1Wan1

Wan2

Wan2

• The formula below can be used for the calculation. 'S' is the number of 
spokes, 'H' is the number of Hubs, and 'L' is the number of links on each 
device.

• For our example:

[100 + (2-1)] * 2 * 2 = 404

https://documentation.meraki.com/Meraki_Internal/Support/The_math_behind_AutoVPN_tunnels


Performance 
problems – from 
theory to 
practice
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1-BRKTRS-2007-CPU-User.mp4
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2-BRKTRS-2007-CPU-Investigation-1.mp4
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2-BRKTRS-2007-CPU-
Investigation-1.mp4
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3-BRKTRS-2007-CPU-Investigation-2.mp4
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MX performance best practices

• Monitor the average packet sizes/number of 
routes/number of tunnels/tunnel usage.

• Monitor device utilization and throughput numbers.

• Do not route LAN traffic through the MX device 
when L3 distribution exists.

• Monitor the number of clients traffic from which 
passes specific hubs.

• Bypass the IPS for trusted applications.

• Use Direct Internet Access (DIA) when possible. 

New in 18.2
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MX oversubscription - Horizontal scaling

In cases when current MX can't cap with the network load, horizontal 
scaling can be used as a solution. There are two main approaches to 
horizontal scaling:

• Distribute load by feature –
for example, by adding a 
separate MX in the HQ to 
deal with internet traffic.

• Distribute load by service –
for example, by advertising 
/32 routes for the highly 
loaded services (like Proxy 
servers) through a 
dedicated Hub.

MX1

MX2

MX2

Policy-based routing (PBR) to send traffic 
sourced from Proxy and destined to 
10.1.1.0/24 through the Hub2.

10.1.1.0/24MX110.252.1.100



Agenda
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• MX performance - Best 

practices and caveats

• Unobvious Auto VPN 

• Gamified troubleshooting 

case study
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Auto VPN is simple …

10.1.1.100 192.168.1.10

172.16.1.5

198.1.1.5

18.1.1.417.1.1.4

192.168.1.0/24 192.168.2.0/24

192.168.10.0/24

S-1 S-2

H-1

S-1 > 10.1.1.100:P1 > 17.1.1.4:P1

S-2 > 192.168.1.10:P2 > 18.1.1.4:P2

H-2 > 172.16.1.5:P3 > 198.1.1.5:P3

VPN Registry

Routing table
192.168.1.0/24 > S-1
192.168.2.0/24 > S-2

Routing table
192.168.2.0/24 > H-1
192.168.10.0/24 > H-1

Routing table
192.168.2.0/24 > H-1
192.168.10.0/24 > H-1

• Once S2S VPN is enabled and 
networks are added, the 
dashboard pushes routes to 
MXs.

• MXs contact the VPN registry 
to report their own public-to-
private IP/Port mappings and 
get mappings for their peers.

• Control plane traffic (Hello 
messages) starts flowing to 
activate NAT hole-punching.

https://en.wikipedia.org/wiki/Hole_punching_(networking)
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Auto VPN is simple until it’s not

Auto VPN complexity increases with:

• Growing number of spokes and or networks behind them.

• Growing number of hubs and or networks behind them.

• Introduction of advanced routing 
(BGP/OSPF)

• Introduction of Data Center Redundancy 
(DC-DC failover)
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Auto VPN - Routing ground rules For your 
reference

• Regular Auto VPN routes are tracked (routing is moved to 
the path with a higher metric, AKA lower priority hub 
when the path with a lower metric becomes unavailable) 
when more than one path is available.

• BGP routes are tracked using the protocol itself.

• When routes to the same network exist through multiple peers in one 
routing source (ex: Auto VPN), the metric (hub priority) is used to pick 
the best route.

• When routes to the same network exist in different sources (ex: Auto 
VPN and BGP), a Route Priority is used to pick the best route (Auto VPN 
wins over BGP).

https://documentation.meraki.com/MX/Networks_and_Routing/MX_Routing_Behavior#Route_Priority
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Auto VPN - Routing ground rules

• Hubs always send traffic directly to the Attached 
spokes. Hub to Hub tunnels are used only to route traffic 
toward networks behind Non-attached spokes and 
Non-adjacent hubs. 

• Due to the iBGP split horizon, when BGP is enabled, 
spokes always use Auto VPN routes to Adjacent and 
Non-adjacent spokes.

• OSPF on MX can only advertise Auto VPN routes to 
neighbors. MX does not learn any routes from OSPF 
neighbors.

For your 
reference

https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/221639-configure-bgp-route-reflectors-on-nexus.html
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Auto VPN – God from the machine

May I order a 
miracle?

Auto VPN has multiple features that can enhance the scaling of the SD-
WAN fabric. Some are enabled by default, while others can be enabled by 
Support*. None of those features are customer-visible as of today.

• Summarization (enabled by default)— Contiguous subnets are 
summarized to protect small devices. This minimizes the number of 
routes propagated to spokes by the dashboard.

*—It is recommended that you consult with the Meraki sales engineer before asking for the features to be enabled.

• Track all hub-originated routes — This allows 
tracking to be added on the spoke side for the 
networks defined on hubs, irrespective of the 
number of paths.
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Auto VPN – God from the machine

• No spoke routes — This feature instructs the dashboard not to install 
routes available behind other spokes into the spoke config. Enabling this 
feature requires careful planning, as summary routes will need to be 
propagated from hubs.

• No hub-to-hub tunnels — This feature 
removes tunnels and routes between the 
hubs. Such change needs to be planned as 
this will break any connectivity through Auto 
VPN fabric between Non-adjacent hubs and 
Non-adjacent spokes.

May I order a 
miracle?



Auto VPN– from 
theory to practice
(track Hub routes)
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5-BRKTRS-2007-Avpn-
Track-noH2H-1.mp4
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6-BRKTRS-2007-Avpn-Track-noH2H-2.mp4



Auto VPN– from 
theory to practice
(summarization)
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7-BRKTRS-2007-Avpn-
Summary-1.mp4
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8-BRKTRS-2007-Avpn-Summary-2.mp4



Auto VPN– from 
theory to practice
(no spoke-to-
spoke routes)
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9-BRKTRS-2007-Avpn-No-S2S.mp4
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And it’s time to play a game ☺

• This is like an Escape room, just with the difference that you will 
not be closed. 

• The goal is to find and open a treasure 
chest.

• The demos in this section have 
some hints that should help you to 
progress.



It all started with 
an alert
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10-BRKTRS-2007-Attack-1.mp4
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11-BRKTRS-2007-Attack-2.mp4



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive BRKTRS-2007 118

12-BRKTRS-2007-Attack-3.mp4
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13-BRKTRS-2007-Attack-4.mp4
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Get your gift after the session

• Pins with unique designs are available for pickup at the stage.

• They made a long trip to get here.

• Please don't make them travel back to Poland.



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive BRKTRS-2007 121

The ability to see the bigger picture matters during design 
maintenance and troubleshooting.

Key takeaway



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Please share your Thoughts

• Don’t forget to feel your session survey.

• Let me know in the comments what you 
like/didn’t like

• Share ideas for the subsequent 
iterations.

• Live your email in the comments, and I'll 
happily follow up.
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Continue your education (Meraki)

• Visit the Meraki booth in TAC clinics to 
get your support-related questions 
answered.

• LABMER-1002 - Defending Against 
Today's and Tomorrow's Threats with 
Meraki-Talos-Umbrella Integration.

• LABMER-1101 - Demystifying Auto VPN 
with Cisco Meraki.
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Complete Your Session Evaluations

124BRKTRS-2007

Complete a minimum of 4 session surveys and the Overall Event Survey to be 
entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.  

Earn 100 points per survey completed and compete on the Cisco Live 
Challenge leaderboard. 

Level up and earn exclusive prizes!

Complete your surveys in the Cisco Live mobile app.
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: skuchere@cisco.com
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http://www.ciscolive.com/on-demand
mailto:skuchere@cisco.com


Thank you

#CiscoLive


