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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

. Find this session in the Cisco Live Mobile App
‘ Click “Join the Discussion”

. Install the Webex App or go directly to the Webex space

. Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until June 7, 2024.
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Cisco Catalyst Center Platform
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Catalyst Center Platform

g

* IT Service Management
* |P Address Management

* Reporting
*  Wireless Planning
* Alerting

* Network Insights

N\

(IT Ecosystem Integrations

AN

(" P avVa ~
Event Notifications Northbound REST APlIs
* Assurance Issues «  Webhooks * Network Inventory *  Assurance
« Al/ML Insights «  PagerDuty «  Network Topology * SDA
+ System Health «  Webex *  Network Design « Templates
* Integration Connectivity *  Syslog *  Provisioning . RI\/IA_ _
+ License Management ¢« SNMP «  SWIM, PnP * Config Archive
« Path Trace + Sensors
/ )

Developer Resources

« Sample Code, Videos

Python SDK, Ansible, Terraform

* Cisco DevNet
+ Sandboxes, Learning Labs
* Developer Guides
+  Community

J
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Catalyst Center Platform - Overview

il Catalyst Center

Welcome to the Catalyst Center Platform. Programmatically access your network through Intent APls, integrate with your preferred IT

Platform / Overview

systems to create end-to-end solutions and add support for multi-vendor devices

e

Bundles

Bundle Sy nsuming Intent APIs,
integrations, events and notificatio all the available bundles,
enable relevant bundles and customize the configu

to consume even

n preferences

a1 your application(s) or IT m(s) needs

~

V=

Developer Toolkit
Discover APls

and access nen

reports,

Runtime Dashboard
Get insights into API us

as number of API calls, response time(s), events published, bundles
activated etc

view events published to IT systems suct

Configurations

View and set global or bundle specific settings to manag

integration configurations and modify event specific setting:

#CiscolLive

DEVNET-1087

Notifications

BUNDLE UPDATE

Catalyst Center Automation events for ITSM (ServiceNow) successfully

configured

Jan 17 2024, 04:13 pm

View Details Dismiss

BUNDLE UPDATE

Basic ITSM (ServiceNow) CMDB synchronization successfully
configured

Jan 17 2024, 04:10 pm

View Details Dismiss

BUNDLE UPDATE

The Basic ITSM (ServiceNow) CMDB synchronization bundle is enabled
and ready for configuration

Jan 17 2024, 04:09 pm

4 Cisco and/or its affiliates. All rights reserved. Cisco Public




Platform Runtime Dashboard

Catalyst Center Platform / Runtime Dashboard

APl Summary Event Summary

Call Status

API calls received 131 Q ITSM events workflows

Event
Total API's published Domain = Event Name

7

Connectivity Interface Connecting Network Devices is Down
DNA Event

Severity Count

60 Connectivity Switch Unreachable

24

Completed Call Performance B Connectivity Router unreachable

APl Name = Version Average High 0
46 Know Your Network Device config collection event
Add border device 3.399s 3 3.399s

Network Device Interface Connectivity - EIGRP
Adiarency Failure

Execute Suggested. 85.05s 449.803s Know Your Network

Get CMDB Sync St. 0.239s 0.239s

12 Record(s) Show Records: 10 v 1-10
Get Issue Enrichme... 0.332s 5.023s

View All

CMDB Synchronization Summary

CMDB sync status

Devices from Inventory Devices sent to ServiceNow Devices synchronized « Failures Unknown Sync. Error(s) Synchronization Attempt

20 hours ago

2 days ago

#CiscolLive DEVNET-1087 4 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst Center Managed Networks

Q0¥

configuration_templates
project: Jenkins with variables
name: Variables testing
file: template_with_variables.j2
variables
parameterName: interface_name
dataType: STRING
required: True
order: 1
parameterName: ip_address
dataType: STRING
required: True
order: 2
devices
name: C9K-Branch-SFO.clus-demo.com
variables
interface_name: Loopback 200
ip_address: 172.30.200.1
product_family
Routers
Switches and Hubs

ITSM, SIEM,
Notifications, IPAM, Webhooks
Custom Integrations

Declarative — abstracted configuration state
Increase compliance, reduce configuration drift

-

Consistent processes and outcomes
Rich visibility and assurance data
Faster deployment, while reducing cost

v
v
v
v
v
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Catalyst Center Platform - Developer Toolkit

Catalyst Center Platform /| Developer Toolkit % Q

APls Integration Flows Event Notifications

— Review API docs, configure integration
workflows and subscribe to events

Q Search

Event Management
Gets existing global User Defined Fields. If no

input is given, it fetches ALL the Global UDFs. /network-device/user-defined-
Filter/search is supported by UDF Id(s) or UDF field
Know Your Network name(s) or both

[ EAEE Get All User-Defined-Fields

eates a new global User Define e /net - e/user-defined-
Creat b Jefined Field work-device/user-defined
Create User-Defined-Field

Clients which can be assigned to devices field

Compliance
Get Module Info by Id Returns Module info by ‘module id" /network-device/module/${i

peviees Call an API
Returns list of network devi based filt . 0ng
EoX eturns list of network devices based on filter W|thout Wr|t|ng

- criteria such as management IP address, mac )

I Get Device list address, hostname, etc. You can use the .* in /network-device d
ssues s t » ete. n

any value to conduct e y coce
Security Advisories

Return all types of equipment details like

Get the Details of Physical PowerSupply, Fan, Chassis, Backplane, /network-device/${deviceUuid}
Sites Compenents of the Given Device. Module, PROCESSOR, Other and SFP for the /equipment

Given device.

Sensors

Topology

Clear mac-address on an individual port. In

request body, operation needs to be specified finterface/${interfaceUuid}
as 'ClearMacAddress! In the future more Joperation

possible operations will be

Users
Clear Mac-Address table
Operational Tasks

Policy

#CiscolLive DEVNET-1087 24 Cisco and/or its affiliates. All rights reserved. Cisco Public




Try an API Call

Try 'Get Device list

Method: Public URL :https://10.93.141.45/dna/intent/api/v1/network-device

PARAMETERS

QUERY PARAMETERS

() Select All

managementlpAddress
macAdd 4
location

serialNumber

Rese‘ m

cisco 'p/‘/

Headers Status Code: 200

"response":

C
"type": "Cisco Catalyst 9300 Switch",
"lastUpdateTime": 1705537690563

"macAddress": "30:8b:b2:ba:c2:80",

"deviceSupportLevel”: "Supported",

"softwareType": "I0S-XE",

"softwareVersio "17.9.4a",

"serialNumber”: "FJC2325T@PH",

"collectionInterval”: "Global Default",

"dnsResolvedManagementAddress": "10.93.141.20",

"inventoryStatusDetail": "

"managementState”: "Managed",

"pendingSyncRequestsCount”: "0",

"reasonsForDeviceResync": "Periodic",

"reasonsForPendingSyncRequests": "",

"upTime": "84 days, 2:19:13.13",

"bootDateTime": "2023-10-25 22:09:10",

"lastUpdated": "2024-01-18 00:28:10",

"reachabilityStatus": "Reachable",

"series": "Cisco Catalyst 9300 Series Switches”,

"snmpContact": ""

"snmpLocation": A

"roleSource": "MANUAL",

"apManagerInterfacelp”:
(*] e on g i

HCiscolLive  DEVNET-1087

"<status><general code=\"SUCCESS\"/></status>",

© 2024 Cisco and/or

its affiliates. All rights reserved. Cisco Public
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Code Preview

Get Device Count

CIscoO

.&‘/

3.141.45/dna/intent/api/v1/network-devi

Returns the count of network devices based on the criteria by management IP addr: mac add hostname and location name

Cisco DevNet AP| Guide

Code Preview
Generate code in
few programming
languages

Parameters Features Responses Code Preview

Language Python

token-value’
ation/json’'
Node - Unirest

Request nnection("10.93.141.45")

intent/api/v1/network-device/count?hostname=<hostname>&managementIpAddress=<managementIpAddress>&macAddress=<macAddress
onName>")

Javascript

jQuery

#CiscolLive DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

13



Catalyst Center REST APIs Variants

-

\

cisco L{{/&/

Version 2.3.7.5

) ( )
* Network based feature level  Intent driven high-level API
stand alone API's abstraction for network
» Consistent API construct operations
across Catalyst Center » APIs aligned with business
_ constructs
Network Business
API API
GET Device List » Provisioning of profiles and
* Device details fabric devices
+ Status, device role, and more APIs calls to trigger complex
API calls to read state workflows, usually Async APIs
500+ APIs

HCiscolLive  DEVNET-1087
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Sync and Async APIs

Create Site

Async API
Sync API

. POST https://10.93.141.45/dna/intent/api/v1/site
Get Site V2 [ posT ]
Creates site with area/building/floor with specified hierarchy.

Cisco DevNet API Guide
GET https://10.93.141.45/dna/intent/api/v2/site

API to get site(s) by site-name-hierarchy or siteld or type. List all sites if these parameters are not given
Parameters Features Request Bod: Responses Policies Code Preview
Cisco DevNet API Guide q v il

Parameters Responses Code Preview

v 200

The request was successful. The result is contained in the response body.

v 200

(o] The operation in the API request triggers a
process being scheduled.

executionld (string, optional)

I The response includes a task or execution

 esponse (arrayemane. reaurec) unique identifier for the process.

parentld (string, optional): Parent site Instance UUID (e.g. b27181bb-211b-40ec-baSd

groupTypeList ( <string>, optional): There are different group types like 'RBAC; 'P!

o list contains "SITE' only

groupHierarchy (string, optional): Site hierarchy by instance UUID (e.g. b27181bb-211
ad6f-305f475dedcs)

v additionalinfo (array<map>, optional): Site additional info

bace (string, optional): Site name space. Default value is 'Location

AP ith f Note:
. rgquest e APIs for which we are unable to ensure a response
including the requested data

in 60 seconds are implemented as Async
cisco Lz{@/

#CiscolLive DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Async APIs Workflow

Create Site

Get Business API Execution Details

[0  https://10.93.141.45/dna/intent/api/v1/site

Retrieves the exscution details of a Business API

Creates site with area/ Ifloor with specified hierarchy Cisco Deviet API Guide

Cisco DevNet API Guide

Parameters Responses Code Preview

Parameters Features Request Body Responses Policies Code Preview

uccessful. Response contains the execution details of the Business API for
~ 200

The request was successful. The result is contained in the response body.

v root (map, optional)

executionld (string, optional)
executionStatusU g. optional) 1

message (string 1)

55 (Epoch Milliseconds)

(Milliseconds)

NDING_FOR_EXECUTION): Execution status of the Business APl )

1. Call Async API, select the ] HMETSEeEIS (i el Pod 8w e Busness AR snecuted
{executionld} or {executionStatusUrl}
from response
Call the business execution details API
using the {executionld}. Repeat this Note-

call until execution is completed Async APIs execution may complete in few
3. Se|eCt the eXGCUtIOH StatUS Secono’sl m/’nul‘es} or /Onger.

cisco M- #CiscolLive DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



API| Policies - Rate

Device Compliance Status

141.45/dnafintent/api/v1/complianc

Response Rate Limiting Allow 100 requests per MINUTE

cisco W‘/

Limit

#Ciscolive

Catalyst Center API rate limit is defined
at the API level, not at a Platform level

Default rate limit is 100 API calls/minute

There are APIs with 20, 50, 100 or 500
calls/minute

Example:
- Workflows calling 20 different APl endpoints
- Total number of API calls/minute = 2,000

DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



API| Rate Limit Documentation

Device Compliance Status

GET https://10.93.141.45/dna/intent/api/v1/compliance/${deviceUuid}
Issues

Return compliance status of a device.
TAGS

Cisco DevNet API Guide m

GET https://10.93.141.45/dna/intent/apifv1/issues

Intent API to get a list of global issues, issues for a
specific device, or issue for a specific client device's

MAC address Know Your Network m

Cisco DevNet API Guide Response Rate Limiting [ Allow 100 requests per MINUTE ]

TAGS Parameters Responses Code Preview

Parameters Features Responses Policies Code Preview

Get Device Interface Stats Info

Response Rate Limiting [ Allow 20 requests per MINUTE ] .
POST https://10.93.141.45/dna/intent/api/v2/networkDevices/${deviceld}/interfaces/query

This API returns the Interface Stats for the given
Device Id. Please refer to the Feature tab for the

Request Body usage and the API filtering support tats @ m B (e e

Cisco DevNet API Guide Assurance

Parameters Features Request Body Responses Policies Code Preview

NOl'e Response Rate Limiting [Al\cow 500 requests per MINUTE ]

Rate-limited operations may return 429 status code, too many
requests, with HTTP headers indicating limit/retry details

#CiscolLive DEVNET-1087 24 Cisco and/or its affiliates. All rights reserved. Cisco Public




API Policies - Concurrency

Add Port assignment for user device in SDA Fabric

- Default API concurrency limit is the API
rate limit

TAGS

O CD D

- There are APIs with a concurrency of 1,
5, 10, 50, 100, 500 Ca”S Features Request Body F!espc-nses Code Preview

- This is very important for Async APIs

cisco L‘V&. #CiscolLive DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Parallel Processing

Ansible default parallel processing is
on 5 hosts

Add border device in SDA Fabric

Terraform default is 10 concurrent
operations

Other programming languages or
automation platforms may vary rotns [ e T

Results may be unpredictable when
grossly exceeding API concurrency
and rate limits

Note:
U n d erstan d th € Cata |ySt Ce nter Best practice is to trigger the first operation, check for

resources for va rious processes completion, trigger the next operation, etc.

cisco L‘V&. HCiscolLive  DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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API Lifecycle Management

Get Device Config for all devices

https://10.93.141.45/dna/intent/api/v1/network-dev

Cisco DevNet API Guide

Responses Code Preview

cisco W‘/

Beta - The API has been released in Beta for feedback
and will be supported in the future. However,

the API design is not frozen and therefore may include
changes in the future: request/response payload, URL

change, query/header parameters.

Supported - In production and supported. The design
is frozen - breaking changes will require a
new API| version to be released

Deprecated - Still supported but will soon be sunset. A
Sunset header will be used to programmatically
communicate when it will be sunset. APl endpoint may
be removed from the system after two major version
releases of Catalyst Center, or 1 year whichever comes
later

HCiscolLive  DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Demo
Device Inventory

cisco L{V&/



V o i\ 4%

< /44

-3

A

= sl
— cisco

Q Global

DEVICE WORK ITEMS

() Unreachable

() Unassigned

() Untagged

(O Failed Provision

() Non Compliant

() Outdated Software Image
() No Golden Image

() Failed Image Prechecks
(O Under Maintenance

(O Security Advisories

Catalyst Center

Devices (13)

Provision /

Inventory

& a o ® o |

Focus: Default v

Take a tour

Q. Click here to apply basic or advanced filters or view recently applied filters

0 Selected Tag () Add Device Actions v

Q admin v

EQH%» 0

Ty Export {0}

Y

As of: Jun 2, 2024 9:35 AM £

C] Tags Device Name ~ IP Address Device Family MAC Address ()

O Q AP682C.7B4C.0510 10.93.141.69 Unified AP 68:2c:7b:4e:4f:80
O QO AP3800i 10.93.141.70 Unified AP b0:26:80:e3:50:e0
O Q C9800-CL 10.93.141.38 Wireless Controller 00:0c:29:7f:8b:5d
O QO LO-BN 10.93.141.28 Switshes and Hubs 90:77:ee:ac:ab:80

(WLC Capable)

13 Record(s)

Show Records: 25 Vv

1-13

< @ >
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Event Notifications Framework

Event

Event Source Management
System

Notification Method Business
Use case

Network
Infrastructure

P54 Switching Webhooks
Dashboards

. , Automation Event Catalog Webex Notifications
Routing

NOC

SNMP, Email

Wireless Q
Assurance Subscription

servicenuvw Logging

Catalyst Center Runtime

Dashboard Managed
System

Services

PagerDuty

Note: Two steps process, configure destination followed by subscribe to events

cisco M- #HCiscolLive DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25




250+ Events in Different Areas ...

Fabric
Wired Connectivity

O f bOa rd | N g Software Image Management

Compliance

Device hardware and software

Device Availability
\Vireless COﬂﬂeCtivity Sensor Test Troubleshooting

cisco L{V&/

AP Anomaly



Webhooks

- Used by servers to publish data,
(or event notifications)

- Pre-configured destinations to
send data to

- Using POST or PUT methods,
typically

- Server sends data when
something new

- Push Model

cisco L{{/&/

#Ciscolive

{"severity™: "1", "category": "ALERT", "timestamp": 1701864600273, "Assurance Issue
Name": "Network Device 10.93.141.24 Is Unreachable From Controller - Notification from
Cisco DNA Center, PA", "Assurance Issue Details": "This network device SP is unreachable
from controller. The device role is BORDER ROUTER", "Assurance Issue Status": "resolved",
"Assurance Issue URL": "https://10.93.141.45/dna/assurance/issueDetails?
issueld=c82bf364-ec1b-41a2-9b2b-504da2083fc8"}

{"severity": "1", "category": "ALERT", "timestamp": 1706245321519, "Assurance Issue
Name": "Interface (Interface description: ) is Down on Network Device - Notification from
Cisco DNA Center, PA", "Assurance Issue Details": "Interface (Interface description: )
connecting the following two network devices is down: Local Node: , Peer Node: ",
"Assurance Issue Status": "", "Assurance Issue URL": "https://10.93.141.45/dna/assurance/
issueDetails?issueld=448a421e-1928-45ca-adda-6¢6707a782dc"}

{"severity": "1", "category": "ALERT", "timestamp": 1706245434656, "Assurance Issue
Name": "Interface (Interface description: ) is Down on Network Device - Notification from
Cisco DNA Center, PA", "Assurance Issue Details": "Interface (Interface description: )
connecting the following two network devices is down: Local Node: , Peer Node: ",
"Assurance Issue Status": "", "Assurance Issue URL": "https://10.93.141.45/dna/assurance/
i il i Qh‘)dhdﬂ"}

{"severity": "3", "category": "WARN", "timestamp": 1706245934821, "Assurance Issue
Name": "Interface (Interface description: ) is Flapping on Network Device - Notification fro
Cisco DNA Center, PA", "Assurance Issue Details": "Switch Interface (Interface description:
) is flapping®, "Assurance Issue Status": "*, "Assurance Issue URL": "https://10.93.141.45/
Ldna!assurancelissueDetaiIs?issueld=b1 6fd046-4352-46c8-830a-f1b0636f5eb9"}

DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27
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Event Catalog

Catalyst Center Platform / Developer Toolkit

APIs Integration Flows Event Notifications
Event ID ~ Type Category Severity
NETWORK-DEVICES-2-205 Switch Fan Failure NETWORK ERROR
NETWORK-DEVICES-2-261 SGACL TCAM table is full. NETWORK ERROR
NETWORK-DEVICES-2-262 SGT access policy download failed on the device NETWORK ERROR
NETWORK-DEVICES-2-263 Failure to install an access policy for SGT NETWORK ERROR

Access Contract (SGACL) access policy installation failed on the
device

NETWORK-DEVICES-2-264

* Platform = Developer Toolkit >
Event Notifications
NETWORK-DEVICES-2-266 Unable to download SGT access policy from the Policy Server ® VeI’SIOﬂ 2374 - 259 eVentS

NETWORK-DEVICES-2-265 Uninstall of SGT access policy failed on the device

NETWORK-DEVICES-3-104 AP Memory High Utilization NETWORK

NETWORK-DEVICES-3-105 AP Reboot Crash NETWORK

NETWORK-DEVICES-3-107 AP Flap NETWORK

NETWORK-DEVICES-3-108 Radio High Utilization (2.4GHz) NETWORK

( Showing 100 of 259 Show More

#CiscolLive DEVNET-1087 24 Cisco and/or its affiliates. All rights reserved. Cisco Public




Create a new Webhook Destination

il Catalyst Center

Destinations

Webhook Emai

Name

unk HE(

System / Settings

Name

Description

URL

Trust Certificate - yes/no
Method - POST or PUT

Edit Webhook

7

Name*

T ina Webook

Description

URL*

https://10.93.141.47:5443/troubleshoo!

Trust Certificate
O Yes © No

Method*
POST

Authentication

"""" . . © Basic (O Token (O No Auth
' Authentication
Save O Proxy
Headers
Header Name Header Value
\Au(horizatlon Basic YWRta...| } X
cisco L‘V& . #CiscolLive  DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Verity Webhook Receiver

= ululh Catalyst Center Platform [ Developer Toolkit - -
= aseo 4 & Network Device Interface Connectivity -
- BGP Down X
egration Flo Event Notifications
Notifications Event Catalog Event Details Notifications
GENERAL INFORMATION
Description:  BGP Connectivity is Down with Neighbor
bgp
oot 10 e Try—lt will send an event notification to Event ID: NETWORK-NETWORKS-2-272  Version: 1.0.0
all destinations subscribed to the event Namespace: ASSURANCE Severity: 2
NETWORK-FA 0 0 0 0
The payload is not identical with the R V-
NETWORK-F# real event notification payload ubsomain  lesues
Category: ERROR
Note: To programmatically get more info see here - https://<ip-
address>/dna/platform/app/consumer-portal/developer-
g ) toolkit/apis?apild=8684-39bb-4e89-a6e4
NERWCRKSEABRICEWIRED 340 Event Link:  dna/assurance/issueDetails?issueld=Sinstanceld$
NETWORK-NETWORKS-2-256
TAGS
NETWORK-NETWORKS-2-272
¢ ASSURANCE BGP_Down
NETWORK-NETWORKS-2-303 CHANNELS
REST  SYSLOG  EMAIL  WEBEX  PAGERDUTY

cisco L{V&/

#Ciscolive

DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Verity Webhook Receiver - continued

Notification

Event Name

Network Device Interface Connectivity - BGP Down

Instance Id

b7c8def3-e5c7-49f1-b862-6aa12b621dcf

Event Id
NETWORK-NETWORKS-2-272

Name

Network Device Interface Connectivity - BGP Dow

peseripton * This will publish a test event
BGP Connectivity is Down with Neighbor oo a
notification, to all your
destinations for the event
e Context Source * The event notification may be
ASSURANCE EXTERNAL EXTERNAL customized
Type Category Severity
NETWORK ~ ERROR ) v
Domain Sub Domain
Know Your Network Vv Issues v
o )
cisco L‘V&~/ #HCiscolLive DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Verifty Webhook Receiver - continued

X
Notification
Event Name Event Id
Network Device Interface Connectivity - BGP Down ~ NETWORK-NETWORKS-2-272 TeSt event notiﬁcation .
Result Failed, Published, Success
Notification « Channel Status Message

Interface Events to Splunk

SYSLOG @ SUCCESS Published

Syslog
Lab_Events_PA REST Run & webhook_receiver

¢
Lab_Notifications_PagerDuty PAGERDUTY + * Debug mode: on

i "
Lab_Notifications_Splunk REST =

=%

=]
Lab_Notifications_Webex WEBEX o

[ Network Troubleshooting Events REST

| have included a simple script to test webhook

receiver using Catalyst Center real event payloads. [
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Catalyst Center Webhook Sample Payload

Interface Connecting Network Devices is Down

117/24 € =l
9:32:53.000 AM category: ALERT

ciscoDnaEventLink: https://10.93.141.45/dna/assurance/issueDetails?issueld=5daf6357-0721-4d39-9d27-7ed19dfbc3f7
context: null

L null
details: { [-]
Assurance Issue Category: Connectivity
Assurance Issue Details: Interface GigabitEthernet®/@ (Interface description: connected_to_PDX-M Gi 1/8/4) connecting the following two network devices is down: Local
LO-CN, Peer Node: PDX-)
Assurance Issue Name: Interface GigabitEthernet®/@ (Interface description: connected_to_PDX-M Gi 1/8/4) is Down on Network Device 10.93.141.20
Assurance Issue Priority: P2
Assurance Issue Status: tive
Device: 10.93.141.20
Type: Network Device
3

dnacIP: 10.93.141.45 q .
domain: Connectivity Detalls |nC|Uded
efInstanceld: 2d94bcb5-0a7f-4041-91a9-179cf8 ° H H
s snai Cisco Assurance Issue Link
eventId: NETWOI
1 U
instanceld: 5daf6357-0721-4d39-9d27-7ed19dfbc3f7
message: nuil
messageParams: null
name: null
sommapaca: 58N » Catalyst Center IP Address
network: { [-]

deviceld: 5daf6357-8721-4d39-9d27-7ed19dfbc3f7

i : /15, 6e1-706e- = -eelad74 F3/245892a8 e9-4 -9e36-67c44a12 elc a2-e665-4 Fc-090b28cc 6/3 1 A A5
5 siteld: /15ab86e1-706e-41df-8400-ee1a974bc1f3/245892a 4d30-9e36-67c44a120d3b/e7c23ba2-e665-4bJe-aefc-090b28cc8bc6/ 3bl ° Event Unlque Identlfler
note: To programmatically get more info see here - https://<ip-address>/dna/platform/app/consumer-portal/developer-toolkit/a
parentInstanceld: null
severity: 1

source: ndp

subDomain: ric Wired
timestamp: 1
type: NETWORK
userld: null

cisco M./ #CiscolLive DEVNET-1087
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Event Notifications Workflow

Configure

Catalyst Center
Platform
Destination
Settings

cisco L{V&/

Subscribe

Catalyst Center
Events Catalog
Ul, Event
Settings API

Trigger

Catalyst
Assurance,
Automation &
System Issues

Webhooks
Email
External
Integrations
ITSM

DEVNET-1087

Enrich

Issue details

Client details

Device details
API calls

Issue attribute
updates (such as
status or
severity)
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Assurance Issue Settings

duk Catalyst Center Assurance / Settings / Issue Settings Provides InSIthS n:

Global Profile Custom Profile

Issue auto/manual resolution

System  User Defined Enabled and if default config
Notification channels

DEVICE TYPE m Router  Core, Distribution & Access | Controller | Access Point  Wired Client | Wireless Client ~ Application | Sensor | Third Party Device 84 events are auto reSOlved in

CATEGORY m Onboarding ~ Conneclivity =~ Connected  Device  Availability = Utilization ~ Application ~ Sensor Test | AP Anomaly = System Version 2374

Priority Issue Name =« Issue Resolution @ Enabled Global Current Setting Last Modified Subscription

High input/output utilization on Third Party Device WAN interfaces Default - Subscribed (REST, WEBEX, PAGER_DUTY)
Interface Connecting Network Devices is Down 3] Default Jan 18, 2024 5:31 PM Subscribed (REST, WEBEX, PAGER_DUTY)
Interface is Flapping On Network Device @) Default Subscribed (REST, WEBEX, PAGER_DUTY)
Issues based on Syslog events - High Temperature @ 1 Default Subscribed (REST)
Issues based on Syslog events - POE Manual @ Yes Default Subscribed (REST)
Layer 2 loop symptoms Manual Default Subscribed (REST)
Map cache limit reached Manual Default - Subscribed (REST)

Network Device HA Switchover Default - Subscribed (REST)

Network Device Interface Connectivity - BGP Down /) 5 Custom Jan 26, 2024 1:38 PM Subscribed (REST, WEBEX, PAGER_DUTY)

cisco M- #CiscolLive DEVNET-1087 4 Cisco and/or its affiliates. All rights reserved. Cisco Public




Changing Assurance Issue Settings

= & Catalyst Center Assurance / Settings / Issue Settings f Q @ @ O £ admin

Global Profile

Issue Name

Change Priority P2 to P1
» Enable or disable event

» Options to change the KPIs
» The changes will impact all srecit

notifications, and the Ul

eventId: N

i18n: no
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Catalyst Center Webhook Update

10/11/23 € =3
2:28:14.000 PM category: ALERT
ciscoDnaEventLink: https://10.93.141.45/dna/assurance/issueDetails?issueld=03f56dc7-0c@a-419f-bc22-7f92229bac70@
context: null > 1012/23 { [-]
description: null 2:25:36.000 AM category: ALERT
details: { [-] ciscoDnaEventLink: https://10.93.141.45/dna/assurance/issueDetails?issueld=83f56dc7-@ca-419f-bc22-7F92229bac7®
Assurance Issue Category: Availability context: null

Assurance Issue Details: This network device SP is unrg description: null

Assurance Issue Name: Network Device 10.93.141.24 Is Ur details: { [-]

Ml Assurance Issue Category: Availability
Assurance Issue Status: active Assurance Issue Details: This network device SP is unreachable from controller. The device role is BORDER ROUTER

vice: 10.55.141.724 Assurance Issue Name: Network Device 18.93.141.24 Is Unreachable From Controller
Type: Network Device Assurance Jssue Priority. Pl

3 Assurance Issue Status: resolved )
dnacIP: 10.93.130.1 Device: 10.93. 74724

domain: Connectivity Type: Network Device

eventHierarchy: null }

eventId: NETWORK-NON-FABRIC_WIRED-1-250 dnacIP: 10.93.130.1

i18n: null domain: Connectivity

instanceld: 03f56dc7-0c@a-419f-bc22-7f92229bac70 eventHierarchy: null

message: null eventId: NETWORK-NON-FABRIC_WIRED-1-25@
messageParams: null i18n: null

name: null instanceld: @3f56dc7-0c@a-419f-bc22-7f92229bacT0
namespace: ASSURANCE message: null

messageParams: null
name: null

Status Changed from Active to sy

Resolve when: petwere €1

° ASSura nce iSSue auto_resolve note: To programmatically get more info see here - https://<ip-address>/dna/platform/app/consumer-portal/developer—

oolkit/apis?apil 684-39bb-4e89-abed
° Resolved by user parentInstanceld: null

severity: 1
type: N K source: Cisco DNA Assurance
userId: null subDomain: Non-Fabric Wired
version: 1.0.0 timestamp: 1697103720470

type: NETWORK

userId: null

version: 1.92.0

HCiscolLive  DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Demo
Webhook
Recelver
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| ! (&) ‘ fome - Cisco Catalyst Canter X ’ © INC0020324 | Incident | Sorvic X~ € :N.coozoaunrpmmm X € zapodeanufcatalyst_center wr X 1003.141.47:5443/ X @ Dashboard [Jenkins] | X b= " ) :
-‘ .r won® e [ A To [ 1am®ac »- ".n', .r ki D 0 .'-’r WNAS « Sy & corrs ,‘::‘.L'.:’ ) ShwiePoin ,.:‘,..'.. and Own W JRAEng ing S £ - £
l‘ - = iy Catalyst Center * Q & ® 0 | K admn v
.»' Welcome to Catalyst Center! [ Explore
Assurance Summary k
Health O Critical Issues Trends and Insights
/ Healthy as of May 27, 2024 12:38 PM Last 24 Hours Last 30 Days
93k « 100, 0 0 0 0
N k Devi Wireless Clients Wired Clients P1 P2 AP Performance Trend Deviations
Advisories
View Details View Details View Details
Network Snapshot
Sites Network Devices Application QoS Policies
As of May 27, 2024 12:38 PM As of May 27, 2024 12:38 PM As of May 27, 2024 12:42 PM
Unclaimed: 0 Successful Deploys: 0

DNS Servers : 1 =
Unprovisioned: 1 Errored Deploys: 0
NTP Servers : 1 %
Unreachable: 1 Stale Policies: 0

Add Sites rinc New Devices Add New Pclicy




Catalyst Center Platform
Overview

REST APIs

Event Notifications

Integrations

Developer Resources

Summary
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Catalyst Center Integration Options

Jr—

REST APIs
Catalyst
DU ——
Cent
Webhooks

—

APls APls
/||' h TizarsisT h
é App é

Webhooks Webhooks

1

D

/||' | Vendor APls a

Adapter

P —
| I /Il' | REST APlIs Catalyst
DL ee————3 &

App
Bundle

Webhooks
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Direct Integrations

- Catalyst Center Notifications sent using Webhooks
- App may call Catalyst Center REST APIs to:

- Enrich the issue, client, device
- Collect additional information: health, compliance, ...
« Run other automations workflows

- Forward the collected data, store for long term
- Log events, correlate with other platforms
- Build dashboards

REST APIs
Xi| €

Y

Webhooks

cisco M - #Ciscolive DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Integration Apps

- Rich features, innovation and maximum extensibility
- Enable GenAl use cases

- Supports non-matching API architectures, auth options, data
encoding and data structures

- Ability to build custom integrations with any platforms
- May be required as a proxy between Catalyst Center and cloud

platforms
M APls o APls
| | || b Integration b
= Webhooks a oee Webhooks i
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Adapter Integrations

- Catalyst Center software adapters developed for interoperability
with other platforms

- The adapter will transform the event notification auth, header, data
format and payload structure to match the destination

- Simple Catalyst Center workflows to integrate with 3rd Party
Platforms

- Ready to use out-of-the-box

/‘ Vendor APIs
X1l >
Adapter
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Bundle Integrations
- High value bi-directional, closed-loop integrations between
Catalyst Center and 3™ Party Platforms

- Catalyst Center bundles and Integration Apps developed for
interoperability between platforms

- Complex Catalyst Center workflows, processes and automations
- Integration App and bundle compatibility and certifications required
- Ready to use out-of-the-box, and customizable

REST API
DXL . >
Bundle Webhooks
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Catalyst Center Integration Options

REST APIs e
X splunk>
Webhooks
( APIs e ‘ APIs Custom ﬁ%
NJ —) gy Integratlons |
Webhooks Webhooks
GitHub

D
|| (l Vendor APIs . agerDUty
1 v > ® webex Infoblox =2
apter by CISCO
€I BLUECAT

(| ‘. REST APIs ;
Bundle

Webhooks

I
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Version Control Tools Integration App

Pull requests

GitHub
Issues Codespaces Marketplace Explore

zapodeanu [ dnacenter_github_templates

uf

Code Issues Pull requests Actions Projects Wiki Security Insights Settings

teeh Catalyst Center
master - 1 S0

Design [/ CLI Templates
"
Go to file Add file ~ <> Code ~

FILTERED
@ zapodeanu updated ntp server

Templates (6)
D15

aaa_config.txt

esr_logging.txt

T GitHUb ( Version Commit State
Integration -

@ = QsSeacnGitlan 1

a0 n App
O dnacenter_gitiab_temp. podan ace

tompiates

GitLab

»_Project

p dnacenter_gitlab_templates &
[

GitLab_Project

ity T

Find file

Last update

HCiscolLive  DEVNET-1087
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GitHub Integration App

GitHub

* Verify if repo exists
» Retrieve the content of each file

Baseline

» Create or update project
Create or update CLI template

P master ~ dnacenter_github_templateg/ csr_logging.txt

@ zapodeanu updated logging and ntp servers

A2 1 contributor

253 Bytes GitHUb

! Integration
logging buffered 81920 App
logging host 1@.93.141.37 transport udp port 8514
logging source-interface Loopbackl0@

no logging host 10.93.141.1 transport udp port 8514

9 lines (9 sloc)

service timestamps debug datetime localtime

Woo N WN -

silisilie
cisco

Templates

ystem Variables Assistant

Catalyst Center Design [/ CLI Templates

Variables Simulation Provision Conf

[® Template History ¢ Attach to Network Profile

1

logging buffered 81920
logging host 10.93.141.37 transport udp port 8514
logging source-interface Loopback10@

no logging host 10.93.141.1 transport udp port 8514
[

service timestamps debug datetime localtime
service timestamps log datetime localtime
[

service timestamps log datetime localtime
1

cisco W‘/

Compare

48

#Ciscolive
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GitHub Integration App Enhancement

GitHub Commit Details to Cisco Catalyst Center

or dnacenter_github_templates / snmp_ntp.txt

updated ntp server

- Provide visibility in Cisco
Catalyst Center for:

Commit author

[ ]
P p——
snmp_ntp *
updated templates
e
 Dale
coracted CLI error Template
p—
-« Comment e
C ts on Ny from GitHub
r by GitHub_Sync App
added ntp server .68
- Changes =
updated ntp server
Tifezil | Commit URL: https://github.com/zapodeanu/dnacen ub_templates

30 version 2¢

@ saposein

End of commit history for this file

| Commit Diff: @
9 | snmp-server ho

snmp-server host 10.9
ve 2c RW

11 | ntp server 171.68.48.78
171.68

- Catalyst Center Templates
will include the real source

14 | no ntp server 17
15 | ntp source Loopback1

16
17 |\ No newline at end of file
= 18 |#)
of change from GitHub .
20 |!
21 |snmp-server host 10.93.135.30 version 2c RO

22 |snmp-server host 10.93.130.50 version 2c RW
1

24 |ntp server 171.68.48.78
25 |ntp server 171.68.38.53
26 |no ntp server 171.68.48.80
27 |ntp source Loopback1

1
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GitHub Integration App Enhancement

GitHub Commit Details to Cisco Catalyst Center

GitHub

H zapodeanu / dnacenter_github_templates Public

@Unwatch 1 - % Fork 0 fr star 0~
<> Code (O Issues 11 Pullrequests () Actions [ Projects [0 Wiki ([ Security [~ Insights 3 Settings
updated ntp server Browse files
T master
@ zapodeanu committed 3 weeks ago 1 parent 84266ee commit a218BSa

Showing 1 changed file with 1 addition and 1 deletion. Split  Unified
v 2w snmp_ntp. txt (O]
t 8@ -3, 3,7 BB snmp-server host 10.93,135.30 version 2¢ RO
snmp-server host 10.93.130.50 version 2c RW snmp-server host 10.93.130.50 version 2c RW
| '
ato.secuer 171 AR AR 70 ato sacuer 171 AR AR I8
( 6 - ntp server 171.68.38.68 6 + ntp server 171.68.38.53 )
O TEr ST YT TT T O e Ty SETTET TP O R
ntp source Loopbackl ntp source Loopbackl

snmp-server host 10.93,135.3@ version 2c RO
snmp-server host 10.93.130.50 version 2c RW
!

ntp server 171.68,48.78

ntp server 171.68.38.53

no ntp server 171.68.48.80

ntp source Loopbackl
]

cisco L{V&/

#Ciscolive

» Diff - what’s changed
» File content = CLI
template

snmp_ntp *

Template

1
2 |This template has been pulled from GitHub.
3 |Uploaded to Cisco DNA Center by GitHub_Sync App
4( | Author: gzapodea@cisco.com
5| |Date: 2023-03-30T05:36:35Z
64 | Commit message: updated ntp server
7 |Commit URL: https://github.com/zapodeanu/dnacenter_github_templates/commit/a21
8 [Commit Diff: @@ -3,7 +3,7 @@ snmp-server host 10.93.135.30 version 2¢ RO
9 | snmp-server host 10.93.130.50 version 2c RW
10 (!
ntp server 171.68.48.78
12f | -ntp server 171.68.38.68
( +ntp server 171.68.38.53

GitHub

Integration
App

14 | no ntp server 171.68.48.80

15 | ntp source Loopback1

16 |!

17 |\ No newline at end of file

18 |#}

19

20] |!

21) |snmp-server host 10.93.135.30 version 2c RO

22] 'snmp-server host 10.93.130.50 version 2c RW
23] |!

24} |ntp server 171.68.48.78

25| |ntp server 171.68.38.53

26§ |no ntp server 171.68.48.80

27] |ntp source Loopback1

28\l

50
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GitHub Integration App Summary

Commit to master

SS9+ R
v |/ Changes

@
> Unversioned Files

- g
t 32 P

8 22188520226(b8634676¢52340665a2 1e86be 1

Side-by-side viewer ¥

L@ I =

Network Engineer

Do not ignore = s ?

Highlight words

GitHub

Integration
App

@ Your version

& zapodeanu / dnacenter_github_templat

GitHub

Amend

updated ntp sou

Commit

C

L]
<> Code (O lIssues 11 Pullreq
L]
updated ntp source
P master .

@ zapodeanu committed 1 minute ac o

Showing 1 changed file with 2 addition:

°
~ 3 mm snmp_ntp. txt (&
L 5,5 +5,6 @@ snmp-server °
ntp server 171.68.48.78
°

ntp server 171.68.38.53
no ntp server 171.68.48.80
8 - ntp source Loopbackl

snmp_ntp

commit/82ed7d6

cmco[ﬁd%k/

| L T o
E ‘ from GitHub ; Tum template has been pulled from GitHub.
& y Github_Sync App 3 |Uploaded to Cisco DNA Center by GitHub_Sync App
: ' A e
Verify if repo exists and not empty B Coero Ut g gt on emoioeeesf dessentes ot tempiss
Retrieve the content of each file o ITTSRTET eSO S50 S versen e A
Read the commit details; comments, - el
author, date, diff 150 e mom souron Lonpoack
Create, or update, project 15 |1 Souree toopbacka
Build a new template including the GitHub | 7 """ "™
commit details i
Create CLI template, or update, if 21 snemp-—server host 10,4310 50 versian 24 AW
cha nges gg :np server 171.68.48.78
Commit the template 35 |no nip server 171.66.48.80
Create report o ;?p"iﬂj‘éi'fi:é’é;"ci%“"’
28 |!
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Running the Integration App

——

GitHub

Integration
App

- Manually, on-demand
- Cl/CD pipelines
- Scheduled - every hour, daily,

- GitHub Actions triggered when
repo changes

- API calls to run sync

cisco M- #HCiscolLive DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



GitHub Sync - Jenkins Dashboard

Dashboard GitHub Sync

Q_ Full Stage View Stage View

Open Blue Ocean Plpellne Name .
Build Pull or Build queue and history
Python Clone the Pipeline stats - stages

f Rename
Environment source code i
@ Pipeline Syntax status, average time
Average stage times: 91ms 66ms 1s
(Average full run time: ~31s)

Environment
variables

Build History #4738
Jun 01

21:42

0) #478

Jun 1, 2024, 9:42 PM
0) #477

May 31, 2024, 9:42 PM
7) #476

May 30, 2024, 9:42 PM
) #475

May 29, 2024, 9:42 PM
7) #474

May 28, 2024, 9:42 PM
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@& Firefox File Edit View History Bookmarks Tools Window Help B O @ p» I 2 mM7aa3n o€ 3 @ © Q B R+ ThuFeb1 10:29AM

o000 (3 || B Home - Cisco Catalyst Center X [N B8 0Bsview [Jankins] () dnacenter_github_templates/c: X v

."<— cC @ 0 & = 120% H ©@ @ =

Q B cisco systems, Inc [JAPis [ Tools [JLAB_Access [ CiscoLive [Ml MerakiDashboard L.. & CiscoBox [lll SFEH-NAS - Synolo... (@) CDETS DNACaaP P Cisco.DNA.Center.D.. ¥ SharePoint APIs and Owners - ... i\' JIRA Engineering SJ... Uno - MaglevCloud .. [ other Bookmarks

;“W whli Catalyst Center % Q a @A Q admin v

Welcome to Catalyst Center! ] Explore

&
® Assurance Summary

o
s Health O Critical Issues Trends and Insights

e Healthy as of Feb 1, 2024 10:27 AM Last 24 Hours Last 30 Days

(<) 1 O O% % ,l O O% O /I O O

tv, Network Devices Wireless Clients Wired Clients P1 P2 AP Performance Trend Deviations

e Advisories

- View Details View Details View Details

Network Snapshot

%0 O

Sites Network Devices Application QoS Policies
a As of Feb 1, 2024 10:27 AM As of Feb 1, 2024 10:27 AM As of Feb 1, 2024 10:28 AM
Unclaimed: 0 Successful Deploys: 0

r) DNS Servers : 1 :

Unprovisioned: 1 Errored Deploys: 0
= NTP Servers : 1 o
ﬁ Unreachable: 0 Stale Policies: 0

J’

be Add Sites Find New Devices Add New Policy
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Catalyst Center Version Control Integration

https://aithub.com/zapodeanu/catalyst _center version control

[ ]
= O zapodeanu |/ catalyst_center_version_control Q Type [/ to search > +~ |1 e

<> Code (©) Issues 179 Pullrequests () Actions [ Projects [0 Wiki (O Security |~ Insights &3 Settings

@ catalyst_center_version_control  pubiic @unwatch 1 ~ | % Fork 0 ~ | ¢ Star 0

¥ main ~ ¥ 1branch © 0tags Go to file Add file ~ - About bl

Repo for Catalyst Center Integration

’ zapodeanu initial commit 1eb6d84 1 minute ago ‘® 3 commits with GitHub - Templates/Projects sync
from GitHub and Network State sync to
[3 .gitignore initial commit 14 minutes ago GitHub
[ CODE_OF_CONDUCT.md initial commit 1 minute ago [0 Readme
[ CONTRIBUTING.md initial commit 1 minute ago &5 View license
Code of conduct
[9 LICENSE initial commit 1 minute ago ® ik
A~ Activity
initial 3 >
[ NOTICE initial commit 1 minute ago A0 atare
[ README.md initial commit 1 minute ago ® 1watching
[§ catalyst_center_github_sync.py initial commit 1 minute ago % Oforks
[§ catalyst_center_network_state_syn... initial commit 1 minute ago
D github_apis.py initial commit 1 minute ago Releases
[9 requirements.txt initial commit 1 minute ago Ploselegees pliol fied
Create a new release
cisco L‘V& - HCiscoLive  DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://github.com/zapodeanu/catalyst_center_version_control

Catalyst Center Platform
Overview

REST APIs

Event Notifications

Integrations

Developer Resources

Summary
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Catalyst Center Python SDK

# / dnacentersdk

dnacentersdk

Simple, lightweight, scalable Python API wrapper for the DNA Center APls

Welcome to the docs! dnacentersdk is a community developed Pythonic wrapping of the DNA Cente
versions: 2.2.2.3, 2.2.3.3, 2.3.3.0, 2.3.5.3 and 2.3.7.6). The package represents all of the Cisco DNA
interactions via native Python tools. Making working with the Cisco DNA Center APIs in Python a n
experience.

dnacentersdk helps you get things done faster. We take care of the APl semantics, and you can foc|
code.

With dnacentersdk, you can easily:
« Interact with the DNA Center APIs in an interactive Python session
* Quickly create code that enables you get something done in DNA Center

» Leverage the APl wrapper to cleanly add DNA Center functionality to your project without havir)
boilerplate code for working with the DNA Center APls

https://dnacentersdk.readthedocs.io

€ Ec

> Code

dnacentersdk #ubic

P bvargasre Merge pull request #154 from cisco-en-programmabil

(=N BN N N

it on GitHub

» Covers all Cisco Catalyst Center REST APIs
» Support for Cisco Catalyst Center version 2.3.7.6

» First SDK version August 2019

* Average downloads/month 4,500+

0 cisco-en-programmability | dnacentersdk

o) Issues (8

master ~

.github/ISSUE_TEMPLATE

dnacentersdk

docs

script

tests

flake8

.gitattributes

Il Pull requests &

¥ 9 Branches

> 45 Tags

New

) Discussions

ompat

Q. Type
(*) Actions

fH Projects

£ EditPins ~

Update packag:

Update LICENSE reference

Update te

Remove unused imports and blank lines

sts (lint, mock server order, validators)

to search

o wiki

@ Security

& Unwatch 15 ~

<> Code ~

1) 287 Commits

% Fork 31~

I~ Insights

8 Settings

% Starred 66 v

About b

Cisco DNA Center Python SDK

& dnacentersdk.readthedocs.iofen/

D Readme

&5 MIT lic

o n @

cisco W‘/

https://qithub.com/cisco-en-programmability/dnacentersdk

#Ciscolive
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How to Use the Python SDK

# create a DNACenterAPI "Connection Object" to use the Python SDK

catalyst_center_api = DNACenterAPI( =CATALYST_CENTER_USER =CATALYST_CENTER_PASS ) -
=CATALYST_CENTER_URL ='2.3.5.3" =False) credentials and version

Specify Cisco Catalyst Center

# collect device inventory

# get the device count Get the devi t
response = catalyst_center_api.devices.get_device_count() © € device coun

device_count = response['response’]
1logging.info(' Number of devices managed by Cisco DNA Center: ' + str(device_count))

# get the device info list
offset =
limit =
device_list = [] the API pagination

while offset <= device_count:

Get the device list using

response = catalyst_center_api.devices.get_device_list( =offset)
offset += limit
device_list.extend(response['response'])

1logging.info(' Collected the device list from Cisco DNA Center')

* Accelerates and simplifies

apps development
» Developer focus on the use
case, and not each API call

cisco M- #HCiscolLive DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



Cisco Catalyst Center Ansible Modules

https://galaxy.ansible.com/ui/repo/published/cisco/dnac

= GGAU\XY English @ Login

Ansible Galaxy

cisco.dnac
Search ) R
Version 6.14.0 updated 15 hours ago .. Lz pdated 15 Irs ago X 47,243 Downloads
Collections v
Install Doc
Collections
Namespaces ]
Install = O cisco-en-programmability | dnacenter-ansible Q Type [to search +- 0on & @
Roles > Ansible Modules for Cisco DNA Center <> Code () Issues & [ Pullrequests 2 () Discussions (») Actions [f] Projects [ Wiki (U Security |~ Insights 18 Settings
collection  sdn | cisco | dnac  cloud  networking . — . -
D D 2 - dnacenter-ansible rubiic 5 EditPins ~  @Unwatch 10 ~ % Fork 36 ~  {¢ Star 25
Installation  ansible-galaxy collection install cisco.dnac
4 ’ ’ O Go o b ™
Terms of Use = Note: Installing collections with ansible-galaxy is only supported ¥ main - P 7Branches © 78 Tags Q Goto il t + [Geode | About &

Cisco DNA Center Ansible modules

Download & Dc rball

P bvargasre Update docsym 7eSfded - 16 hours ago  £5) 1,721 Commits

+ Complete set of Ansible modules for all Cisco = githud 16 hours ago
Catalyst Center REST APIs B changeloge ore: Update dnacentersk equirement fo 271

* First library version Dec 2020 D

» Certified by RedHat v 2.9 - 04/2021 JE=

«  Community certified - 05/2022 = pypecks

«  Support for Cisco Catalyst Center version = pars s

& cisco-en-programmability.github.iofd...

4 months ago

2 months ago

> 10 watching

3.7.6' of github.com-work:c 18 hours ago

% 36 forks

Report repository

2.3.7.6 https://qithub.com/cisco-en-programmability/dnacenter-ansible
e 47,200+ downloads
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Intent Modules - Cisco Developed and

Supported

¥ main ~ [dnacenter-ansible / plugins / modules / pnp_intent.py ]( >Jump to ~

% wastorga update changelog and galaxy version

A 3 contributors . S &

963 lines (889 sloc) 30.5 KB

#1/usr/bin/python
# —%- coding: utf-8 —

# Copyright (c) 2022, Cisco Systems

# GNU General Public License v3.0+ (see LICENSE or https://www.gnu.org/licenses/gpl-3.0.txt)

from __future__ import absolute_import, division, print_function

__metaclass__ = type
_author__ = ("Madhan Sankaranarayanan, Rishita Chowdhary")

DOCUMENTATION = r"""
module: pnp_intent
short_description: Resource module for Site and PnP related func
description:
- Manage operations add device, claim device and unclaim device |
- API to add device to pnp inventory and claim it to a site,
- API to delete device from the pnp inventory.
version_added: '6.6.9'
extends_documentation_fragment:

- cisco.dnac. intent_params
author: Madhan Sankaranarayanan (@madhansansel)

Rishita Chowdhary (@rishitachowdhary)

options:

state:

description: The state of DNAC after module completion.

¥ main ~ (dnacenter-ansible / plugins / modulesIsite_intent.py];‘o Jump to ~

Ay 3 contributors . ‘-_b

#!/usr/bin/python

583 lines (494 sloc) 17.9 KB

# —x- coding: utf-8 —x—

% wastorga update changelog and galaxy version

®

# Copyright (c) 2022, Cisco Systems
# GNU General Public License v3.0+ (see LICENSE or https://www.gnu.org/licenses/gpl-3.0.txt)

Cisco Developed, TAC supported

Provide Ansible automations for Cisco
Catalyst Center workflows

Simplify developer experience
Significantly reduce customer and partner
development effort

Accelerate the adoption of Cisco Catalyst
Center Ansible collection

Published Intent Modules:

PnP, Site, Template, SWIM

options:
state:

mport, division, print_function

/anan, Rishita Chowdhary")

= for Site operations

and delete of the resource Sites.
/floor with specified hierarchy.
/floor with specified hierarchy.
/floor with specified hierarchy.

@madhansansel)
.itachowdhary)
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Terraform Provider and Go SDK

https://reqistry.terraform.io/providers/cisco-en-programmability/dnacenter

Providers ' cisco-en-programmability = dnacenter

dnacenter Provider

Example Usage
The Cisco DNA Center provider is used to interact with Cisco DNA Center APIs (2.3.5.3) Schema
The provider needs to be configured with the proper credentials before it can be used

Use the navigation to the left to read about the available resources. ﬁ terraform-provider-dnacenter Pubi 5 Edit Pins ~ @ Unwatch 8 = % Fork 10 - {r Star 13

dnacenter_app_po tent_create

dnacenter_app_pol teuing_profile ¥ main - ¥ 11Branches © 65 Tags C t  Addfle - | €3 Code - About
Example Usage

dnacenter_appl @ registry.terraform.iofprovidersjcisco-e...

dnacenter_applicat VT SO oSN AT EE SO A S e T
Y The DNA Center SDK client could be generated with the following parameters: W ithub Merpe pull rqueet #198 from of T TASCA T S B MIT lic
dnacenter_assign_dev M dnacenter dnacenter_wireless, oes not properly read or s... ast month
dnacente; provider "dnacenter" { m docs inacenter_wireless_rf_profile does not pro sad or s. st month
profile i
dnacenter_buyj . B examples Nuwe version 1.1.31-bet ast month 7.’
Extended coverage of Cisco e — : :
Catalyst Center REST APIs - oo
® Support for CISCO DNA Center ‘: stionere . Releases 81
version 2.3.5.3 (2.3.7.x I S " o e s
pending release) T

* Released January 2021
« 41,700+ downloads https://github.com/cisco-en-
programmability/terraform-provider-dnacenter
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Cisco EN Programmability GitHub Org

= O cisco-en-programmability Q >- A b QN @. @
() Overview [ Repositories 41 f Projects @ Packages A Teams 1 A People 6 3 Settings
Cisco EN Programmability + DevOps Catalyst Center use cases
Cisco ENB Programmability Technical Marketing Engineering sample code for Cisco DNA Center REST APIs and Integrations © Python SDK (Support 23 . 7 . 6)
AL 63 followers [ cisco-en-programmability@cisco.c... 3 Ans'ble modules (Su pport 2376)
+ Go SDK and Terraform provider (support
‘ 2.3.5.x, pending support 2.3.7.6)
ok peemerm < e Splunk Integration Apps
] dnacentersdk Public ] dnacenter-ansible Public l L GenAI use case
Cisco DNA Center Python SDK Cisco DNA Center Ansible modules Y: . SDA—aS— Code
@pPython w62 %29 @Python Yr22 %24 Ny Report Operations
o« Day N use cases - Python SDK, Ansible,
B terraform-provider-dnacenter = Public B splunk-apps  Public Terraform
?UWW Add-On App for Cisco DNA Center D ° Jenkins Open-SOUfCG |ntegrati0n and
®Go w13 ¥n @Python w2 %2 . .
5| pipelines
« « GitHub/GitLab open-source Integrations
] dnacenter_day_n Public ] dnacenter_webhook_receiver Public T o Com p“ance USG CaSGS
Applications tha | automate Day N operations using Cisco DNA Sample code for a Cisco DNA Center Webhook Receiver . . .
ke «  Custom Integration App (Jira Service Desk)
C)r;o(:rfw enter Ansible Collection, Cisco DNA Center Terraform . WebhOOk Recelver
] ] N » Other sample code
https://qithub.com/cisco-en-programmabilit
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Catalyst Center Platform
Overview

REST APIs

Event Notifications

Integrations

Developer Resources

Summary
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Catalyst Center APIs, Events, Integrations

- Manage Catalyst Center and the infrastructure efficiently, consistent
and at scale

- Real-time insights and notifications with webhooks, rich Assurance
data available via APIs

- Ready-to-use Integrations or build custom integrations

- Enable GenAl use cases
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Catalyst Center Platform Sessions

Session

Title

Room

Date

BRKOPS-2548

Network Troubleshooting Using Cisco Catalyst Center

APIs

L2, Mandalay Bay |

06/03/24, 8:00 AM

IBOOPS-2882 Let's Talk about Catalyst Center Integrations L2, Lagoon D 06/03/24, 1:00 PM
_ Cisco Catalyst Center Platform: APIs, Event WoS - DevNet _
DEVNET =107 Notifications, Integrations, and DevOps Resources Classroom 2 Ueiiongaa, 12200 Hs

BRKOPS-2032

3 Cisco Catalyst Center and ITSM Workflows: CMDB,

Incident Management, and SWIM

L2, Mandalay Bay E

06/05/24, 10:30 AM

DEVNET-3000

ChatBot for Catalyst Center - an Open-Source GenAl

based Bot

WoS - DevNet
Classroom 2

06/05/24, 3:00 PM

SKILLS-1660

Introduction to Catalyst Center

WoS - DevNet &
Cisco U. Skills Stage

06/06/24, 9:00 AM

SKILLS-1661

Introduction to Catalyst Center Platform

WoS - DevNet &
Cisco U. Skills Stage

06/06/24, 10:00 AM

cisco Ld{a/./
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Complete Your Session Evaluations

,é/ Complete a minimum of 4 session surveys and the Overall Event Survey to be
- entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.

P, Earn 100 points per survey completed and compete on the Cisco Live
——  Challenge leaderboard.

% Level up and earn exclusive prizes!

:@/\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

CO ntinue . Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

your education

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

Contact me at: gabi@cisco.com
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