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Introduction
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Evolution of approaches

Platform
Engineering
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Platform Engineering

\— Gartner Top Strategic Technology Trends 2024 /

Reusable Platform
Tools )
components Services

Digital Platform

Optimise developer experience
to accelerate business value

Infrastructure

Curate and build internal Platforms
platforms

- )
By 2026, Product and Service Teams
(o)
80%
of software engineering organizations will
establish platform teams as internal providers Developer Portal
of reusable services, components and tools”

Knowledge
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Automation is Abstraction
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What do we mean by ©

“The essence of abstraction is
preserving information that is Three tier web
relevant in a given context, and application
forgetting information that is
irrelevant in that context.”

- John V. Guttag

8080/tc 3306/tc]
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Automation is Abstraction

Who is the
consumer of

Which use
cases does
it need to
cover?

your
abstraction?

What do you
want your

abstraction
to be?

Do you want
to be in the
abstraction-
building
business?

Which use

cases does

it NOT need
to cover?
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Composability

C L

cisco L{V&/

ra
T4

|
i r—
S |

#Ciscolive

BRKCLD-1022

<<<<<

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

1



Composability

8&% Git push

Git users

cisco L{V&/

3 party Git
repository

~—

Git webhook

AWS Cloud

—

&

Amazon S3 SSH
Key bucket

>%

AWS Lambda AWS Lambda

W

AWS KMS key

&

—> Amazon S3

output bucket
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#Ciscolive

Who is your “customer”?

Are you trying to automate deltas
(changes) or desired state?

What is the business workflow?
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Operating Model

Service

Request = Changes

Automation added here ©

Service Request Model

cisco L{{/&/
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Source of

truth

GitOps Model
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Infrastructure
as Code and
Automation
00ISs
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“The enabling idea of
infrastructure as code is that the
systems and devices which are
used to run software can be

treated as if they, themselves,
are software.”

Kief Morris, Infrastructure as Code
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... It depends
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One tool to<rule them all?
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What is Ansible?

ANSIBLE ARCHITECTURE

MODULES PLUGINS ‘ \ )

ANSIBLE PLAYBOOK NETWORKING

cisco L{{@/

« Open-source Configuration
Management Tool

- Commercial offerings from RedHat

- Declarative (when possible) and
idempotent

- Can manage a wide range of systems:
VMSs, network devices, cloud instances, etc.

- Agentless
- Python server-side dependencies

- Stateless - Need “undo” run book
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What is Terraform?

Open-source Infrastructure Provisioning

. HashiCorp Tool
Hi

Terraform Commercial offerings from HashiCorp

Declarative and idempotent
Immutable infrastructure concept

aws

@

=P - Can manage a wide range of systems:
- “ o B = VMs, network devices, cloud instances, etc.
Plan Apply [com}
Praconst fremrctar € ? - Agentless, single binary file

:
[

Zero server-side dependencies
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Cisco Intersight: Automate

Create automated workflows to...

* Accelerate delivery of apps and infrastructure

* Reduce risk with standardization

e Simplify cross-domain orchestration . Create
Extensive .... custom
library of automation
ready-to-use and
Automate anything, anywhere Lasks and integration tasks

Orchestrate infrastructure and workloads, across on-prem and
public clouds

Easy-to-use, low-code orchestration
Create and execute complex workflows with a GUI-based
designer

. Simple drag-and-drop
Boost IT operations workflow authoring
Benefit from a library of curated tasks and workflows

“With consistent and repeatable workflows offered by Cisco Intersight,

IT teams can save time and decrease operational costs.” - ESG
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Cross-domain orchestration with Intersight

Create New VMFS Datastore o v

cisco M./ #HCiscolLive  BRKCLD-1022

e

-

Extensive library of
ready-to-use tasks and

workflows )

~
Create custom

automation

and integration tasks
J

-

N
Simple drag-and-drop

workflow authoring
J
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Coming back to the Operating Model

Service

Request == Changes Source of

truth

Automation added here ©

Service Request Model GitOps Model
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Coming back to the Operating Model

Service Request Model

cisco L{V&/

Service
Request

Service
Request

Service

Request

+*
i

Operator

+
Y

Operator

#Ciscolive

Makes
Changes

Ansible

Intersight
Orchestrator

Ansible

Intersight
Orchestrator

BRKCLD-1022

Makes
Changes

Makes
Changes
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Coming back to the Operating Model
GitOps Model

nnnnnnnnn

"W Terraform
Sync

»
»

Source of
truth

cisco L‘V&~ #CiscolLive BRKCLD-1022 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Data Centre and
Hybrid Cloud
Architecture
Best Practices
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Common cloud experience

IT Service
servicenow Management / servicenow
Operations
Automation
Operations
Compute
Infrastructure
Network
\ J
=] = o
L= 100 @ o
Data center Edge Colocation Public cloud
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Hybrid cloud experience

Developer 0o _
o (Chief Consumer) f‘ﬂ? ?ﬂ%’éﬁﬁss'e'lgﬁi

servicenow

Operations

Compute
Infrastructure
Network
\_ J J
(=] =
== 000
Data center Edge Colocation Public cloud
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Puzzle Pleces

&

Intersight

Terraform

Nexus Dashboard
Orchestrator

Terraform

cisco L{V&/

Manager
Non-REST API

&

ACI

Terraform

UCS UCS Integrated

&

Nexus Dashboard
Fabric Controller

Terraform

HCiscolLive  BRKCLD-1022

Management Controller

&

NX-0OS

Terraform
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Coming back to abstraction

cisco L{V&/

Multi-DC

Application Segmentation

L4-7 Services

Network Segmentation

Network Virtualisation

Interface Configuration

NN NN NN

Device Configuration

NN A A AN

HCiscolLive  BRKCLD-1022
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Coming back to abstraction

* OARRRE
* 0ARRR
AN
<l

|

Nexus Dashboard ACI Nexus Dashboard
Orchestrator Fabric Controller
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The policy dividend - UCS example

Template Profiles
. Contains all settings
Blueprint for one or : .
. and identifiers for a
more Profiles
server

Policy Pool
Bucket of settings with List of identities
a specific focus IP, MAC, WWN, ...
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The policy dividend - ACI example

Containers of switches and their interfaces Configurations to be reused

Leaf 101 i o
eaf 10 — Interface Policy Group

Policy
CDP enabled

Policy
Speed 10G, Auto Neg On

Policy

> [ i = O i =i =i

L Interface Policy Group wm o E

. Policy
CDP enabled

. Policy
Speed 10G, Auto Neg On

. Policy

Leaf 102
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Take advantage of Endpoint Security Groups

| g - )

BD 1 BD 2 BD 3 BD 4
192.168.1.254/24 192.168.2.254/24 192.168.3.254/24 192.168.4.254/24

EPG 1-1 EPG 2-1 EPG 3-1 EPG 4-1
(VLAN 2011) (VLAN 2021) (VLAN 2031) (VLAN 2041)

192.168.1.11 192.168.2.11 192.168.3.11 192.168.4.11

ESG web ESG app
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Split Automation

main.tf

filter_rela

DevOps

Application Network Profile

Tenants
VRFs .

IP Addressing Data center Cloud
External
Connectivity

HCiscolLive  BRKCLD-1022
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Service

Catalogues
and [TSM
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Available ServiceNow Integrations

Cisco Intersight -
ncident Management
Integration

servicenow

Incidents

Alarms
Advisories

o

Intersight

cisco W‘/

Service Graph
Connector for Cisco
Intersight

servicenow

CMDB

Inventory
Contract status

_ﬂ—
|

—I—

Intersight

Cisco Nexus

Cisco Nexus

Dashboard Integration | Dashboard Insights

Incidents

i

Nexus
Dashboard

Application

servicenow

Incidents

Anomalies
Advisories

=)

—0—
-

Nexus
Dashboard
Insights
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Cisco ACI Cisco ACI Application
Orchestration

servicenow

CMDB
Orchestration
Physical /
Application
Topology
APIC APIC
(llke) mm (ilke)
<=1 = ==
Co = 9
APIC Nexus Dashboard

Orchestrator / APIC
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ServiceNow Incidents in Nexus

A des’ Nexus Dashboard

= Connector for ServiceNow

Overview

Incident Management

Incident Management

Configuration Filter by attributes

Number State  Priority Assigned To
INC0000001 2 - High Charlie Whitherspoon
INC0000004 @ 1-Critical Bud Richman
INC0000005 @ 1 - Critical Bud Richman
INC0000006 @ 1 - Critical Howard Johnson
INC0000008 @ 1-Critical ITIL User
INC0000009 @ 1 - Critical David Loo
INC0000010 @ 4-Llow Don Goodliffe
INC0000011 @ 3 - Moderate ITIL User
INC0000012 @ 5- Planning David Loo
INC0000013 @ 1 - Critical David Loo

10 Rows

Cisco

.&‘/

Short Description

Can't read email

Forgot email password

CPU load high for over 10 minutes

Hangs when trying to print VISIO
document

Printer in my office is out of toner
Reset my password

Need Oracle 10GR2 installed
Need new Blackberry set up
Customer didn't receive eFax

EMAIL is slow when an attachment is
involved

#CiscolLive  BRKCLD-1022

Updated

2022-01-26 07:22:42

2021-04-16 13:16:24

2021-04-16 18:02:00

2021-04-16 13:15:59

2021-04-16 13:16:02

2021-04-16 13:16:04

2021-04-16 13:16:35

2021-04-16 12:56:31

2021-04-16 12:56:12

2021-04-16 12:54:48

Page

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Dashboard

Feedback Help v admin ~

(Actions v )
Updated By
admin
admin
system
admin
admin
admin
admin
admin

admin

admin

of 5 & < 1-100f222207 > »
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ACI| Automation from ServiceNow

Welcome | offf Cisco_Sample_Workflow

= Cisco_Sample_Workflow - Checked out by me ® > B @ v E Orchestration Packs
» (S] Global
@ Begin
Begin v @ Cisco ACI Orchestration
Always \ @ CiscoAClLogin ® R
Login to APIC Catch All
. @ Create Tenant ®
Success & [
Failure B— Create Tenant Create
= - @ Create Application ®
Success F— Profile >
Failure T  Create Application Profile Delete
Create Application ®
Sruflcess . o] EEC v Login
S = Create EPG

Success _]

Failure B— > @ CiscoAClLogin - v10

v @ Cisco ACI Orchestration
> Catch All

v Create

Create Action Rule Profile -
>0,

> @ Create Application EPG - v4 |

Create Application Profile -
>@

FE End

End
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NDO Inventory Data in the CMDB

SerVicenow Service Management

Network M

=

W NDO Inventory
Sites

Schemas

Templates

Policies

*

cisco L{{@/

)

Schemas

= Schema Name

ndo-schema

®
@ SN ndo schema
®

Actions on selected rows...

Search SchemaMame ¥ | Search

= NDO
Test NDO|[10.1.105.15

Test NDO ||10.1.105.15

Test NDO||10.1.105.15

#CiscolLive  BRKCLD-1022

= SchemalD

62e0d5031c000014bbcT6327

62e0e0e81c0000c5bccT632e

62dfdd5b1c00001c9dcT6325
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Dependency tree visualization

cisco L{{@/

Schemas ¥
ndo-schema(62e0d5. ..

Templates ¥
ndo-schema || Templ...

Sites ¥ Tenant ¥

apic_v42(62a4345a4... NDO_tenant1 ||
L30ut ¥ VRF ¥
NDO_tenant1]|I3out NDO_tenant1||vrf1

#CiscolLive  BRKCLD-1022
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NDFC and ACI Inventory Data in the CMDB

Cisco

(o)
&

.&‘/

Fabric Interfaces

© 0 0 e

©

© 0 e e e ©

©

Search Mode

= Name

leaf101||SAL18474KNC]||eth1/32

STANQWIWNAS||Ethernet1/26

9FS1AFVTVEH)|Ethernet1/63

95GI2RVDSH]|Ethernetl/54

95GI2RVEDSH]|Ethernet1/63

leaf101||SAL18474KNC]|ethl/28

leaf101][SAL1B474KNC][eth1/19

STANQWIWNAS||Ethernet1/38

9TANQWIWNAS||Ethernet1/22

9CTE3TURL2L||Ethernet1/7

95GI2RVIDSH||Ethernetl/50

95GI2RVEDSH]|Ethernet1/59

leaf101|[SAL18474KNC]||eth1/24

leaf101][SAL1B474KNC]|eth1/15

¥ | Search

= ACI Cluster

Crest APIC|

192.168.10.102

(empty)

(empty)

(empty)

(empty)

Crest APIC||

192.168.10.102

Crest APIC|
6 102

(empty)

(empty)

(empty)

(empty)

(empty)

Crest APIC |

192.168.10.102

Crest APIC|
192.168.10.102

= Interface Name

eth1/32

Ethernetl/26

Ethernet1/63

Ethernetl/54

Ethernet1/63

eth1/28

ethl/19

Ethernet1/38

Ethernetl/22

Ethernet1/7

Ethernet1/s0

Ethernetl/59

ethl/24

ethl/15

= Fabric Node Name

leaf101||SAL184T4KNC

leaf101||SAL184T4KNC

leaf101||SAL184T4KNC

leaf101||SAL184T4KNC

leaf101||SAL1847T4KNC

iscovery source

Cisco ACI

Cisco NDFC
Cisco NDFC
Cisco NDFC

Cisco NDFC

Cisco ACI

Cisco ACI

Cisco NDFC
Cisco NDFC
Cisco NDFC
Cisco NDFC

Cisco NDFC

Cisco ACI

Cisco ACI

#Ciscolive

= switching State

disabled

disabled

disabled

disabled

disabled

BRKCLD-1022

= speed

inherit

10Gb

10Gb

10Gb

10Gb

inherit

inherit

10Gb

10Gb

10Gb

10Gb

10Gb

inherit

inherit

= Mode ¥ = ConfVLAN

trunk

trunk

trunk

trunk

trunk

trunk

trunk

trunk

trunk

trunk

trunk

trunk

trunk

trunk
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= Layer

Layer2

Layer2

Layer2

Layer2

Layer2

t0200f1,161 B PP

= Usage

discovery

INTERFACE_ETHERNE

INTERFACE_ETHERNE

INTERFACE_ETHERNE

INTERFACE_ETHERNE

discovery

discovery

INTERFACE_ETHERNE

INTERFACE_ETHERNE

INTERFACE_ETHERNE

INTERFACE_ETHERNE

INTERFACE_ETHERNE

discovery

discovery



Dependency tree visualization for Switches

Fabric Firmware v Fabric Power Supply... ¥ Fabric Fan Tray ¥ Fabric Power Supply... ¥ Fabric Fan Tray v Fabric Fan Tray ¥ IP Switch v Fabric Fan Tray ¥
n9000-14.0(1h) 10.23.248.85_Leaf1|... 10.23.248.85_Leaf1|... 10.23.248.85_Leaf1|... 10.23.248.85_Leaf1|... 10.23.248.85_Leaf1]... 10.23.248.85_Leaf1|... 10.23.248.85_Leaf1|...

T/

Leaf and Spine ¥
10.23.248.85_Leaf1|...

N\

Fabric Interfaces ¥ Line Module ¥
99 Fabric Interfaces ... 10.23.248.85_Leaf1|...
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ACI| EPGs Inventory Data in the CMDB

SEerviCeNOW. senice Mansgement @ toncttercot - O, (F @) &

= * o Kt

Network M ®

B O = Name = ACICluster = EPG Name = Application Profile Name = Tenant Name = Discoverysource ¥ =DN = Deleted
¥ Application Inventory
(D ndo-main||Test API|[Test EPGs ic_vd2 Test_EPGs ndo-main|[Test_AP1 ndoe-main Cisco NDO! false
Tenants
. I
Crest APIC|| uniftn-g6qen/ap-g6qen/epg-
[ 6 6 6 6 6 6 Ci ACI fall
Application Profiles @ ssqenlasaenliggsen 19216810102 109" 96qenlgsgen LRl sco q6qen ase |
Application EPGS Crest APIC|| uni/tn-esha_tenant/ap- !
() esha tenant|demo apl/demo_epg demo_epg esha_tenant|[demo_ap esha_tenant Cisco ACI - false
192.168.10.102 demo_ap/epg-demo_epg.
External EPGS I
. I
Crest APIC tn-md_test/ap-
Een (D md testlmd test|jtest acc epg i= Il test_acc_epg md_test||md_test md_test Cisco ACI uniftn-md_test/ap false
192.168.10.102 md_test/epg-test_acc_epg |
Endpoints
. I
Crest APIC uni/tn-relmé/ap-relmé/epg-
s @  rcm)ircime|jrcimé Il relmé relmé|relme. relmé Cisco ACI K /ap-relmS/epe: o\
192.168.10.102 relmé |
Bridge Domains ‘
Crest APIC|| : uniftn-fsyuy/ap-fsyuy/epg-
@  tspuyllfsyuyfsyay feyuy fsyuy|[fsyuy Tsyuy Cisco ACI false
Cloud Context Profiles el iy
(el Crest APIC uni/tn-zplja/ap-zplja/epg-
@ | 2plja 2pljalzplia zplia Cisco ACI /in-zpliajapzpliafepe o\
192.168.10.102 zplja
Subnets |
. I
Crest APIC uniftn-b73z9/ap-b7329 /epg-
Contracts (D b1329||b7329||b7329 Crest APIC]| b73z9 b7329||b7329 b7329 Cisco ACI d /o fPE (e
192.168.10.102 b73z9
Contract Subjects
. I
Crest APIC tn-infra/ap-ave-ctlfepg-
§ (@  infraljavectrifjave-ctrl fes | avectrl infralave-ctrl infra Cisco AC uniftn-infra/ap-ave-ctifepg- ¢\ .
Filters 192.168.10.102 ave-ctrl |
Filter Entries § |
Crest APIC|| uni/tn-Im891/ap-Im8sljepg-
(D  Ims91||imso1||imso1 (m891 1m891]|im891 Im891 Cisco ACI false
192.168.10.102 Im891
Service Graph Templates I—
Regi Crest APIC|| uriftn- |
res
eglons (D 1490 aniket test || oxists 0., o " g ePplication epg sample 1430 aniket test tenant|jnobody.exists o... 1450 aniket test tenant Cisco ACI 1490_aniket_test_tenantfap- false
I nobody... |
Multicast Route Map Policies
(@ test tin||d (It Crest APIC| d test_tfrd|d test_tirl CiscoACI uniftn-test_tir1/ap- fal |
W Health Fanltsand Alarms est tfrl|/demo ap|/demo epg s IR lemo_epg est_tfrl|/demo_ap est_tir. isco e alse

®

cisco 'p/_/
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Service Graph Connector for Cisco Intersight

ServiceNow

» Cloud-based platform for IT management

workflows

Service Graph Connectors

* Import third-party data into ServiceNow

CMDB

» Ensures data quality, timeliness, and
consistency

* Works out-of-the-box and complies with
ServiceNow Common Service Data Model

* Synchronize inventory data between Cisco

Intersight and ServiceNow

cisco L{V&/

servicenow.
N\

Inventory

CISCO INTERSIGHT
INFRASTRUCTURE
SERVICE

Uucs Storage, Network
C/B/X-Series Virtualization
BRKCLD-1022 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Service Graph Connector: Features

servicenow ‘ Store Q, intersight service graph
° Popu Iate C M D B USl ng Se erce Apps and Solutions  ServiceNow Products  Integrations  InnovationLab  Events
graph
Listing Type = Integrations (1)
« Assets, Event, Change
resreriens Service Graph Connector for
Ma nag ement :;:;\:;:j;r:lcer«mw ‘éllls.‘l:loh CISCO Intersipght. .
. . . b Vis bl|!T‘,l' and menitering for Cisco
« Supports for all Intersight claimed el st Intersignt
devices inCluding 3rd party B Cisco Systems Inc ﬁﬁf"ﬁﬁ
Servers, Storage, Nexus, MDS
Switches Offered By ~
+ Intersight License Tier: Advantage eeeton

Certified and listed on ServiceNow store

cisco L‘V&~ #CiscolLive BRKCLD-1022 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



Service Graph Connector: Key benefits

o )

Enhanced Visibility

» Automatic view of Data
Center Infrastructure
inventory and
relationships.

* Insight into servers,
storage, network devices,
and virtual machines.

J

cisco L{V&/

o @4\

Actionable Insights

- Understanding
dependencies between
workloads and
infrastructure.

+ Quick response and
effective incident

management.

#Ciscolive

BRKCLD-1022

-

/—@4\

Faster Time to
Resolution

 Proactive prediction and

prevention of service
outages.

- Faster incident resolution

and improved service
availability.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Service Graph Connector Overview

ServiCenaOw Al Favorites History Workspaces  Admin Guided Setup 77 Q Search

Uses the Intersight API
0% Cisco Intersight Integration with CMDB
* APl access can be Read-Only
Configure the connection
«  Additional RBAC within ®

Enter Secret Key

0/ 4 Tasks completed

SerVICeNOW 0% In this section, the below details need to be provided:
. APIKeyID Configure Intersight Connection
+ secretkey Test Connection
a + Connection details

A p p F e a t u re S Statust Not started Once you setup these details. Please test connection by importing 20 test records.
* Device Inventory and Sync

* Relationships between
Configuration Items

(FIs/Chassis/Servers/Virtualizatio
n)

Configure the Scheduled Import 0/1 Tasks completed

a By default, the "SG-Cisco Intersight Data" scheduled import is disabled. Configure the Scheduled Import Job

» Reconciliation Engine (avoids W
duplicate Cls)

Unlock by completing Configure the connection
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ServiCenoOw Al Favorites Workspaces Dependency Views
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Intersight Incident Management Integration
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ServiceNow :: Infrastructure as Code

AN

ove

ServiceNow

IN PRODUCT
Cloud Provisioning and
Governance: Terraform Connector
Cloud Provisioning and Governance
connector for Terraform

WWWWww

¥ Terraform

HashiCorp Inc

oC

ServiceNow
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Ansible Spoke

Simplify and accelerate how you
integrate with Ansible

WWWww

oC

ServiceNow

Terraform

Infrastructure as code for provisioning,
compliance, and management of any...

* KTy

IN PRODUCT
Flow Templates for DevOps

Add DevOps automation to low-code
apps fast

W WW
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One more thing ...
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~5 stahnma
@stahnma

Everybody has a testing environment. Some people are lucky enough
enough to have a totally separate environment to run production in.

8:07 AM - Aug 22, 2015

W / https://twitter.com/stahnma/status/634849376343429120
CISCO (4
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Where to start?

“Start with the
things that change
often”

cisco L{{/g‘/

“Start with the
things that are
simple”

#CiscolLive  BRKCLD-1022

“Start with the
things that are a

common source of

errors”
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Understand your abstrac’uons and operatmg model
| J — . "
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Let your customer and desired abstraction
drive your infrastructure architecture

l
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Thank you
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