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Overview
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How to know if you need mDNS?
Quick mDNS Check

TACENT-2019 5

Service-based protocol that enables service 
discovery at layer 2 and layer 3 levels, by learning, 
caching, and distributing services.

Works over UDP

Port 5353 224.0.0.251
01:00:5E:00:00:FB

Services Based

Multicast

Gateway
Mode

Bridge
Mode
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Let’s Choose a mDNS Mode
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Bridging mDNS

Vlan 10

Vlan 10

• Works only within layer 2.

• Multicast is not needed.

• Service providers can be Wireless or Wired.

• MDNS services are not cached on the controller.

• Default mDNS mode.

• It works in different deployments:

Central 
Switching

FlexConnect 
Local 
Switching

Anchor - Foreign RLAN Wired Guest

TACENT-2019
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Let’s choose a mDNS Mode
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Gateway mDNS 

Vlan 30

Vlan 10

• Works within a layer 3 network.

• Requires Multicast.

• Service providers can be Wireless or Wired.

• MDNS services are cached and support filtering.

• TAC Recommended. 

• It works in different deployments:

Vlan 20

TACENT-2019

Central 
Switching

FlexConnect 
Local 
Switching

Anchor - Foreign RLAN Wired Guest
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Let’s Choose a mDNS Mode
mDNS Bridging vs mDNS Gateway Summary
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Bridging Gateway

Supports Layer 2

Supports layer 3

Services Cached

WLC Multicast Need

Supports Wired Service Provider

Supports Wireless Service Provider

Supports Filtering

Recommended

Gateway
Mode

Bridge
Mode

TACENT-2019



mDNS Bridging 
Mode
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mDNS Bridging
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Workflow mDNS Bridging Mode

Wireless client 
request service
Wireless client sends 
a query for mirroring 
service to the TV.

WLC forwards 
the packet
The WLC forwards 
the mcast packet to 
wired and wireless in 
the same Vlan as the 
wireless client.

Service Provider 
responds
The TV responds 
with a mDNS 
Response packet 
towards the wireless 
client.

Mirroring Service 
and mDNS mcast
Mirroring service 
name is 
_airplay._tcp.local 
and it is sent to 
mDNS mcast IP ADD 
224.0.0.251.

Service Provider 
found
The TV gets the 
mDNS request for 
_airplay._tcp.local.

Vlan 10 Vlan 10

TACENT-2019
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mDNS Bridging
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Configuring mDNS Bridging Mode

• Go to the WLAN.

• Click on Advanced tab.

• Configure mDNS mode.

• Click on Apply.
• Bottom right.

TACENT-2019



mDNS Gateway 
Mode
Central Switching
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Workflow mDNS Gateway Mode
mDNS Gateway – Central Switching
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The AP 
forwards the 
packet to the 
wireless client 
that contains 

the answer for 
_airplay._tcp.l

ocal.

Wireless client 
gets the 
mDNS 

response for 
_airplay._tcp.l

ocal.

The WLC 
answers to 
the wireless 

client by 
sending an 

mDNS 
response with 

the service 
over capwap.

The WLC 
listens and 
queries the 

Service 
Providers over 

wired and 
wireless (WLC 
capwap mcast 

IP ADD).

Wired and 
wireless 
service 

providers 
provide 
service 

answers.

The WLC 
caches the 

services and 
providers and 

save it in 
database.

Wireless client 
sends an 

mDNS query 
for a service 

such as 
_airplay._tcp.l

ocal.

WLC Services Cache Wireless Client Gets the Service

TACENT-2019
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mDNS Gateway - Central Switching
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Configuring mDNS Gateway Mode

• The WLC will utilize Multicast with the Aps.

• This capwap mcast packets will carry inside the

   mDNS mcast packet.

• Mcast-Mcast mode is the recommended mode.

• Mcast-Unicast is supported as well.

• Configure the proper WLC mcast IP ADD.

• If the AP and WLC are in different Vlans enable 

   mcast routing on wired.

TACENT-2019
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mDNS Gateway - Central Switching

15

Configuring mDNS Gateway Mode

• Enabling mDNS Gateway, it comes disable by default.

• Transport type can be IPv4, IPv6 or both.

• Default active query can be from 1 – 120 minutes.

• Active query lets the WLC query services every

   query timer configured interval to validate the

   already learnt services and learn new ones.

TACENT-2019
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mDNS Gateway - Central Switching

16

Configuring mDNS Gateway Mode

• Some Service Providers have specific services that are not well known.

• The Service Definition allows you to add services manually.

• These services can then be used in the Service Policy to allow wireless clients to use 
them.

TACENT-2019
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mDNS Gateway - Central Switching

17

Configuring mDNS Gateway Mode

• Add to the Service List the services of your

   preference (here one can add the Service

   Definition manually added services too)

• Create an IN and OUT Service List.

TACENT-2019
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mDNS Gateway - Central Switching
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Configuring mDNS Gateway Mode

• Create a Service Policy.

• Add the Service List created in previous step.

• This Service Policy will be configured later in the WLAN-Policy and SVI.

• Configure any Location if desired.

TACENT-2019
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mDNS Gateway - Central Switching
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Configuring mDNS Gateway Mode

• Assign the mDNS Service Policy in the

   WLAN-Policy.

• Configure mDNS Gateway at the WLAN/SSID

   level under the Advanced tab

TACENT-2019



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

mDNS Gateway - Central Switching
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Configuring mDNS Gateway Mode

• Configure SVI Vlan in the WLC.

• If the service provider is on wired or wireless

   the SVI must exist for that Vlan.

• Enable mDNS Gateway in the SVI Vlan.

• Assign a mDNS Service Policy
• If no Service Policy assigned 
   the default service policy
   will be assigned automatically.

TACENT-2019
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mDNS Gateway - Central Switching

21

Configuring mDNS Gateway Mode

Configured Not 
Configured

Global Multicast Enabled (mcast-mcast recommended)

Global mDNS Gateway Enabled

mDNS Service Definition (if needed)

mDNS Service List (IN and OUT)

mDNS Service Policy

WLAN-Policy assigned with mDNS Service Policy

WLAN/SSID mDNS mode Gateway

SVI Vlan Configuration

mDNS Gateway - Central Switching Configuration 
Checklist

TACENT-2019
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mDNS Gateway - Central Switching
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Troubleshooting mDNS Gateway Mode

• ACL to filter packets (change 231.21.21.1 for the correct mcast IP ADD of your WLC):

• Configure the pcap as follows (capture is named mdns):

• To start or stop the monitor capture:

• Download the capture from WLC GUI:

(config)#ip access-list extended mdnstshoot
(config-ext-nacl)#permit udp any nail eq 5353
(config-ext-nacl)#permit ip host 231.21.21.1 any
(config-ext-nacl)#permit ip any host 231.21.21.1
(config-ext-nacl)#permit ip host <AP IP ADD> any
(config-ext-nacl)#permit ip any host <AP IP ADD>

#monitor capture mdns interface <Tw/Ten/Gig/Port-channel> both access-list mdnstshoot buffer size 80

#monitor capture mdns start/stop

Capturing mDNS Packet Capture using EPC

TACENT-2019
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mDNS Gateway - Central Switching

23

Troubleshooting mDNS Gateway Mode

Capturing mDNS Debugs using Radioactive Trace

Wireless Client
RA Trace

Add the Wireless
Client Mac Add

Click the checkbox
Hit Start button

Click on Generate
Select the time

Click on the
download button

Reproduce the issue

TACENT-2019
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mDNS Gateway - Central Switching
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Troubleshooting mDNS Gateway Mode

• Wireless client RA Traces provide wireless client facing information, if further troubleshooting is needed
    for mDNS, for example, database/cache services learning process in the WLC TAC will go deeper by
    running the following trace:

• Once the issue is reproduced while the trace runs it can be collected as follows:

• It is required to set the trace back to notice level as follows:

• The traces will be in .bin format copy the file to your server and share with TAC and it will be decoded.
• Once the tracing is decoded look for the wncd logs under the tmp > rp folder the file name will initiate
    with wncd_x_R, example:

#set platform software trace wncd <number> chassis active R0 mdns verbose

#request platform software trace archive last X minutes/hours/days target bootflash:mdns

#set platform software trace wncd <number> chassis active R0 mdns notice

wncd_x_R0-0.15471_0.20240429105348.bin_decoded.log

TACENT-2019
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mDNS Gateway - Central Switching

25

Troubleshooting mDNS Gateway Mode

Vlan 20
Vlan 10

WLC Services 
Query

Service Provider
Answer

WLC Cache 
Services

Wireless Client 
Service Request

WLC Share 
Services

• Mcast-mcast capwap packet
• 802.11 mDNS Mac Add
• IP Add source SVI
• Udp 5353 mDNS service query 

Wireless 
Service 
Provider

TACENT-2019
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mDNS Gateway - Central Switching

26

Troubleshooting mDNS Gateway Mode

Vlan 20

Vlan 10

• mDNS query sent over wired
• Destination is mDNS mcast IP ADD
• Vlan 20
• Specific queries sent
• Active query sent for any unknown service
• Udp 5353 mDNS service query 

Wired 
Service 
Provider

WLC Services 
Query

Service Provider
Answer

WLC Cache 
Services

Wireless Client 
Service Request

WLC Share 
Services

TACENT-2019
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mDNS Gateway - Central Switching
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Troubleshooting mDNS Gateway Mode

Vlan 20
Vlan 10

Service Provider
Answer

WLC Cache 
Services

Wireless Client 
Service Request

WLC Share 
Services

• Capwap packet response
• Source service provider
• Destination mDNS IP Add
• Udp 5353 mDNS service answer
• Service provider in different Vlan
• Services advertised 

WLC Services 
Query

Wireless 
Service 
Provider

TACENT-2019
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mDNS Gateway - Central Switching
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Troubleshooting mDNS Gateway Mode

Vlan 20

Vlan 10

• mDNS response from service provider
• Over wired Vlan 20
• Destination Mac Add mDNS mcast
• Services advertised
• Udp 5353 mDNS service response 

Service Provider
Answer

WLC Cache 
Services

Wireless Client 
Service Request

WLC Share 
Services

WLC Services 
Query

Wired 
Service 
Provider

TACENT-2019
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mDNS Gateway - Central Switching

29

Troubleshooting mDNS Gateway Mode

Vlan 20
Vlan 10

Service Provider
Answer

WLC Cache 
Services

Wireless Client 
Service Request

WLC Share 
Services

• The WLC analyzes the mDNS packet response
• Saves the services advertised
• Indicates if the service is wireless
• Provide information about the Service Provider

WLC Services 
Query

Wireless 
Service 
Provider

From CLI the services in
the database can be seen with the command

#show mdns-sd cache

TACENT-2019
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mDNS Gateway - Central Switching
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Troubleshooting mDNS Gateway Mode

Vlan 20

Vlan 10

• The WLC analyzes the mDNS packet response
• Saves the services advertised
• Indicates if the service is wired
• Provide information about the Service Provider

Service Provider
Answer

WLC Cache 
Services

Wireless Client 
Service Request

WLC Share 
Services

WLC Services 
Query

Wired 
Service 
Provider

TACENT-2019
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mDNS Gateway - Central Switching
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Troubleshooting mDNS Gateway Mode

Vlan 20Vlan 10

Service Provider
Answer

WLC Cache 
Services

Wireless Client 
Service Request

WLC Share 
Services

• Wireless client sends an mDNS query
• Asks for service _airplay._tcp.local
• AP sends over capwap the mDNS request
• Udp 5353 mDNS service query 
• The WLC computes it and process it
• Confirms it is allowed in the mDNS policy

WLC Services 
Query

Vlan 20

WLC
&

Client

TACENT-2019
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mDNS Gateway - Central Switching
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Troubleshooting mDNS Gateway Mode

• The WLC finds the service in the database
• The WLC responds via capwap
• 802.11 wireless client Mac Add
• mDNS source IP add is the WLC SVI in Vlan 10
• mDNS source IP ADD same Vlan as wireless 

client
• Udp 5353 mDNS service query 
• The Service was previously learnt in Vlan 20

Service Provider
Answer

WLC Cache 
Services

Wireless Client 
Service Request

WLC Share 
Services

WLC Services 
Query

Vlan 20

Vlan 10
Vlan 20

WLC
&

Client

TACENT-2019
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mDNS Gateway - Central Switching
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Troubleshooting mDNS Gateway Mode

Working Not Working

Is pcap and/or debugs showing service queries from WLC?

Is pcap and/or debugs showing service responses from SP?

Is GUI and/or show commands showing services in cache?

Is pcap and/or debugs showing service queries from clients?

Is pcap and/or debugs showing the WLC providing services?

Service Provider
Answer

WLC Cache 
Services

Wireless Client 
Service Request

WLC Services 
Query

WLC Share 
Services

WLC
&

Client

Service

Provider

TACENT-2019



mDNS Gateway 
Mode
Anchor-Foreign
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mDNS Gateway – Anchor - Foreign
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Workflow mDNS Gateway Mode

AnchorForeign

mDNS
Gateway

• The flow of the mDNS packets will be the same explained

   so far in mDNS Gateway mode.

• If the Anchor WLC is configured as the mDNS Gateway

   then it will be the one with the services in cache and

   providing mDNS services.

• The Foreign WLC will need to have Bridging mode enabled

   in the SSID and Anchor SSID in Gateway mode. 

• mDNS must be enabled globally in both WLCs.

TACENT-2019
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mDNS Gateway – Anchor - Foreign
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Workflow mDNS Gateway Mode

AnchorForeign
mDNS

Gateway

• The flow of the mDNS packets will be the same explained

   so far in mDNS Gateway mode.

• If the Foreign WLC is configured as the mDNS Gateway

   then it will be the one with the services in cache and

   providing mDNS services.

• The Anchor WLC will need to have Bridging mode enabled

   in the SSID and Foreign SSID in Gateway mode. 

• mDNS must be enabled globally in both WLCs.

TACENT-2019



mDNS Gateway 
Mode
mDNS-AP



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

mDNS Gateway – mDNS-AP
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Workflow mDNS Gateway Mode

Vlan 30

Vlan 40

Vlan 50

Trunk allowing
Native Vlan and
Vlan 40 and 50 

Vlan 40 and 
50 do not 

exist in WLC

AP mDNS 
Services Sharing
The AP advertises to 
the WLC the mDNS 
services learnt at the 
remote site.

WLC Services 
Caching
The WLC saves in 
database the services 
advertised by the AP.

Wireless Client 
Service Query
The wireless client 
asks for the needed 
service.

WLC Shares 
Services
The WLC learn the 
services and place 
them in cache/data 
base.

TACENT-2019
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mDNS Gateway – mDNS-AP
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Configuring mDNS Gateway Mode

• Configure mDNS-AP Service Policy of your preference.
• default-mDNS Policy is pre-configured.

• Configure the AP to be an mDNS-AP.
• Configuration can only be done via CLI
• Vlans can be added and deleted as needed.

#ap name <AP Name> mdns-ap enable vlan <1-4096>

#ap name <AP Name> mdns-ap vlan add <1-4096>

#ap name <AP Name> mdns-ap vlan del <1-4096>

TACENT-2019
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mDNS Gateway – mDNS-AP
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Configuring mDNS Gateway Mode

Configured Not 
configured

Global Multicast Enabled

Global mDNS Gateway Enabled

mDNS Service Definition (if needed)

mDNS Service List (IN and OUT)

mDNS Service Policy

mDNS-AP Service Policy Selected

WLAN/SSID mDNS mode Gateway

WLAN-Policy assigned with mDNS Service Policy

Enable mDNS AP and add remote Vlans via WLC CLI

Remote Aps switchport mode trunk

mDNS-AP Config Checklist

TACENT-2019
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mDNS Gateway – mDNS-AP
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Troubleshooting mDNS Gateway Mode
WLC Services 

Caching
Wireless Client 
Service Query

WLC Shares 
Services

Vlan 30

Vlan 40

Vlan 50

Trunk allowing
Native Vlan
And Vlan 40
and 50 

Vlan 40 and 
50 do not 

exist in WLC

• The AP advertises the WLC about the 
remote service providers.

AP mDNS Service 
SharingWired 

Service 
Provider

TACENT-2019
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mDNS Gateway – mDNS-AP
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Troubleshooting mDNS Gateway Mode
Wireless Client 
Service Query

Vlan 30

Vlan 40

Vlan 50

AP mDNS Service 
Sharing

WLC Services 
Caching

• The WLC saves in cache the news service.
• The service will show as wired.
• The WLAN and Vlan will be the Vlan ID at the 

remote site allowed in the mDNS configuration.

WLC Shares 
Services

Vlan 40 and 
50 do not 

exist in WLC Trunk allowing
Native Vlan
And Vlan 40
and 50 

Wired 
Service 
Provider
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mDNS Gateway – mDNS-AP
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Troubleshooting mDNS Gateway Mode

Vlan 10

Vlan 40

Vlan 50

AP mDNS Service 
Sharing

• The wireless client request a mirroring service.
• The inner capwap shows the wireless client IP Add.
• Also the mDNS mcast IP Add is the destination.
• The port us UDP 5353.

Wireless Client 
Service Query

WLC Services 
Caching

WLC Shares 
Services

Vlan 40 and 
50 do not 

exist in WLC

Wireless 
client 
query

Trunk allowing
Native Vlan
And Vlan 40
and 50 

TACENT-2019
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mDNS Gateway – mDNS-AP
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Troubleshooting mDNS Gateway Mode

Vlan 10

Vlan 40

Vlan 50

AP mDNS Service 
Sharing

• The WLC processes the response against the mDNS 
policy.

• Provides the mDNS response with the proper service.
• The source IP Add if the WLC Vlan 10 SVI.
• Within the debug it can be noticed how the service 

shared by the WLC was learned from the device in 
Vlan 40 at the remote site (192.168.40.2).

WLC Services 
Caching

WLC Shares 
Services

Wireless Client 
Service Query

Vlan 40 and 
50 do not 

exist in WLC
Trunk allowing
Native Vlan
And Vlan 40
and 50 

WLC 
Service 

Response

TACENT-2019
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mDNS Gateway – mDNS-AP
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Troubleshooting mDNS Gateway Mode

Vlan 30

Vlan 40

Vlan 50

AP mDNS Service 
Sharing

• The WLC processes the response against the mDNS 
policy.

• Provides the mDNS response with the proper service.
• The source IP Add if the WLC Vlan 10 SVI.
• Within the debug it can be noticed how the service 

shared by the WLC was learned from the device in 
Vlan 40 at the remote site (192.168.40.2).

WLC Services 
Caching

WLC Shares 
Services

Wireless Client 
Service Query

Vlan 40 and 
50 do not 

exist in WLC

Wired 
Service 
Provider

Trunk allowing
Native Vlan
And Vlan 40
and 50 

TACENT-2019



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Troubleshooting mDNS Gateway Mode
mDNS Gateway – mDNS-AP

46

mDNS-AP Show 
Commands from WLC

TACENT-2019

Here some useful 
commands to check 
from WLC CLI the 
mDNS –AP Learning 
and Configuration
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mDNS Gateway – mDNS-AP
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Troubleshooting mDNS Gateway Mode

Working Not Working

Is pcap and/or debugs showing the AP sharing services with the WLC?

Is GUI and/or show commands showing services in cache?

Is pcap and/or debugs showing service queries from clients?

Is pcap and/or debugs showing the WLC providing services?

WLC Services 
Caching

Wireless Client 
Service Query

WLC Shares 
Services

AP mDNS Service 
Sharing

WLC
&

Client

Service

Provider
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mDNS Gateway 
Mode
Local Switching
FlexConnect
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mDNS Gateway – FlexConnect Local Switching
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Workflow mDNS Gateway Mode

Vlan 40

Vlan 50

Flex Connect
Local Switching

AP Listens 
for Services
The AP listes for 
mDNS packets 
over wireless and 
wired.

AP Shares 
Service with 
APs
The Aps inform to 
other Aps about 
the services learnt 
(same site tag).

AP 
Response
The AP responds 
to wireless clients 
in different Vlans 
for mDNS Services 
in cache.

AP Updates 
WLC
TheAP updates 
the WLC via 
capwap about the 
services.

AP Saves 
Services
The AP saves the 
services coming in 
the mDNS 
packets.

APs in same 
site tag share 
services via 
IGMP

Master mDNS 
Flex AP

Vlan 40

Vlan 50

TACENT-2019
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mDNS Gateway – FlexConnect Local Switching
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Configuring mDNS Gateway Mode

• Configure an mDNS Flex Profile.

• Assign the Vlans of the Service Providers.

• Configure a Flex Profile.

• Assign the mDNS Flex Profile.

TACENT-2019
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mDNS Gateway – FlexConnect Local Switching
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Configuring mDNS Gateway Mode

• From the Site Tag disable the checkbox 

   for Enable Local Site.

• Assign the Flex Profile created in the

   previous step.

• mDNS services are shared among Aps

   in the same Site Tag.

• From the SSID double check the mDNS

   mode is Gateway.

TACENT-2019
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mDNS Gateway – FlexConnect Local Switching

52

Configuring mDNS Gateway Mode

Configured Not 
configured

Global Multicast Enabled

Global mDNS Gateway Enabled

mDNS Service Definition (if needed)

mDNS Service List (IN and OUT)

mDNS Service Policy

mDNS FlexConnect Profile

WLAN/SSID mDNS mode Gateway

WLAN-Policy assigned with mDNS Service Policy

FlexConnect Profile assigned with mDNS Flex Profile

Sita Tag assigned with FlexConnect Profile

Remote Aps switchport mode trunk

mDNS FlexConnect Config Checklist
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mDNS Gateway – FlexConnect Local Switching
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Troubleshooting mDNS Gateway Mode
AP Saves the 

Services in Cache
AP Shares the 

Services with APs
AP Sends Updates 

to the WLC
AP Shares 
Services

Vlan 50

Vlan 50

Flex Connect
Local Switching

Vlan 40

Vlan 50

AP Listens for 
ServicesWireless 

Service 
Provider
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mDNS Gateway – FlexConnect Local Switching
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Troubleshooting mDNS Gateway Mode

Vlan 50

Vlan 50

Flex Connect
Local Switching

Vlan 40

Vlan 50

AP Listens for 
Services

AP Saves the 
Services in Cache

AP Shares the 
Services with APs

AP Sends Updates 
to the WLC

AP Shares 
ServicesWired 

Service 
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AP Shares the 

Services with APs
AP Sends Updates 
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Vlan 50
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ServicesWLC

Services
Cache

From CLI the services in the AP database
can be seen from the AP itself with the 
command

#show mdns cache
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Working Not Working

Is pcap and/or debugs showing the AP listening to the SP?

Are the show commands on the AP showing services in cache?

Is pcap and/or debugs showing the AP sharing services with APs?

Is pcap and/or debugs showing the AP sending updates to the WLC?

Is pcap and/or debugs showing the AP providing services?

AP Saves the 
Services in Cache

AP Shares the 
Services with APs

AP Sends Updates 
to the WLC

AP Listens for 
Services

AP Shares Service 
with Client

WLC
&

Client

Service

Provider
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Complete a minimum of 4 session surveys and the Overall Event Survey to be 
entered in a drawing to win 1 of 5 full conference passes to Cisco Live 2025.  

Earn 100 points per survey completed and compete on the Cisco Live Challenge 
leaderboard. 

Level up and earn exclusive prizes!

Complete your surveys in the Cisco Live mobile app.
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: ralhoura@cisco.com, 
timpadil@cisco.com

63TACENT-2019

http://www.ciscolive.com/on-demand
mailto:ralhoura@cisco.com
mailto:timpadil@cisco.com
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