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Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session

How

ﬂ Find this session in the Cisco Live Mobile App
o Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

Q Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until June 13, 2025.
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Mike Hicks is a recognized expert in network and
application performance, with more than 30 years
of industry experience supporting large, complex
networks and working closely with infrastructure
vendors on application profiling and management.
He is the author of "Managing Distributed
Applications: Troubleshooting in a Heterogeneous
Environment" (Prentice Hall 2000) and "Optimising
Applications on Cisco Networks" (Cisco Press 2004).
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ThousandEyes Internet Intelligence
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The Challenge




End-to-end visibility

Is essential to IT
resilience
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Signals need to be considered in context




Five insights
to improve IT resilience
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* Prevention

* Preparation

* Detection and Diagnosis
* Remediation

* Optimization
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Prevention




Prevention

Insight 1: Resilience is a daily practice

Typical org: Alert-driven,

break/fix approach to monitoring

and assurance

Best practice org:
End-to-end visibility is
embedded into day-to-day
operational workflows
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Preparation




Preparation

Insight 2: Outages will happen, impact doesn’t have to

Typical org: Offload business continuity to
vendors and hope for the best

Best practice org: Assume

the worst is inevitable and put concrete,
validated steps in place, such as failover
automation or response playbooks
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Global content delivery network provider experienced a global outage

One outage. Two outcomes.

5-hour outage

Major national BANK A Major national BANK B
Lagged in awareness and Has continuous visibility to its
struggled to identify and service, which enabled auto
respond, leading to significant switchover to working routes, and
business loss. minimal customer impact
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Detection and Diagnosis

Insight 3: Today’s
service

architectures require
Internet-scale
perspective

Typical org: May recognize
issue but not able to see full
scope and scale

Best practice org: Leverage
collective data to gain broader
understanding of the true root
causes of issues
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Linkedin https://www.linkedin.com Agents: All ~ Submit Feedback

Page Load Web Metrics: Page Load Time ~ Wed, Mar 6 20:50 - 20:55 UTC (1yearage) < > > 24h

HTTP Server Web

Agent to Server MNetwork 20:00 2015

Routing

Page Load Time Overlay m Agents Average Page Load Time

<1ms

Map Table Waterfall Select An Agent =

Average Metrics
Completion 19.047619047619047%
DOM Load Time I 2006 ms

Page Load Time I 3176 ms

Errors and Warnings

@ Amsterdam, Netherlands — Page load timeout
2024-03-06 20:50:44
Ashburn, VA — Page load timeout
2024-03-06 20:52:14

Atlanta, GA — Page load timeout
2024-03-06 20:51:36

Brussels, Belgium — Page load timeout
2024-03-06 20:50:52

Chicago, IL - Page load timeout

2024-03-06 20:50:44

Pagel1of 4

Unique Agent Stats 9

o N
21 Submitted data

Page Load Time (ms)

21 Assigned to selected tests | 12000
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Remediation




Remediation

Insight 4: Mitigation of external outage impact is possible

Typical org: Wait for Best practice org: Take responsibility for
Internet and SaaS outages service delivery and implement mitigation
to resolve actions to ensure business continuity
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If know where something is but can’t reach it ....

» QOutage affected parts of Comcast's
network.

Path Visualization

» Disrupted applications and services | e e Ll
including Webex, Salesforce, and AWS. =  ——— N

 Significant traffic disruption in _ _
ComcaSt'S netWOf'k baCkbOne. Target Server Showing data from Tue, Mar § 10:48 - 10:48 UTC

nads salestorce. com: B0

 Especially in Texas, impacting traffic U Vitisaeson

. . Showing: 1of 1 Test = 1of 197 Agents ~ (Show AU of 1 Server ~ Hide IP Address labols ~
from California and Colorado. Gy AgenishyAgent  Miarocasty P Adduas v Destiatons by Daran -
Highlighting:  Forwarding Loss > 10 % | = Link Delay > 100 ms { 1 ink ) =

Solecting: k Infa (2

« Mitigation was achieved by “avoiding”
part of the network.

Dutage Detected (I nodes) =
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Optimization




Optimization

Insight 5: Know what good looks like

Typical org:
Only meaningful metric
IS user complaints

Best practice org:

Know how they

compare to baselines . \ ¢
across different _-4
industries and providers I
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Page Load Web Metrics: Availability ~ Mon, May 12 23:15-23:20 UTC (1dayago) < > > 24h 7d 14d

HTTP Server Web |T m

Agent to Server Network Apr 16 Apr 19 Apr 22 Apr Z ! [ May 10 May 13

Routing

Availability overiay Agents

20:00
Map Table Dependent Applications

Status by Phase
DNS

Connect

SSL

Send

Receive

HTTP Errors from 28 agents

Errors and Warnings

@ Berlin,_Germany (Vodafone) —HTTP - 500 Internal Server Error
2025-05-12 23115010
Cancun, Mexico (Telmex) — HTTP — 500 Internal Server Error
2025-05-12 23:15:19
Chen India (JIO) —HTTP - 500 Internal Server Erro
2025-05-12 23:15:09
Chicago, IL — HTTP - 500 Internal Server Error
2025-05-12 23:15:24
Chicago, IL (CenturyLink) —HTTP - 500 Internal Server Error
2025-05-12 23:115:21

Page10of 6

Unigque Agent Stats

40 Submitted data

40 Assigned to selected tests
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Embed end-to-end Leverage Internet-scale
1 visibility into daily IT 2 iInsight to accelerate
operations Incident response and
improve digital performance

]
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Complete Your Session Evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

2o
00

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

N
Level up and earn Complete your surveys
exclusive prizes! in the Cisco Live
mobile app.
Y,
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Continue your education
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Contact us at: acmedina@cisco.com , mhicks@cisco.com
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Thank you CISCO Live !
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