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Cloud, Mobility, & Al/ML are changing everything

Industry Trends

Artificial
intelligence

Enable Advanced
analytics, predictive
maintenance and
intelligent automation
to proactively detect
and resolve issues

© 2025 Cisco and/or its affiliates. All rights reserved.

Cloud
acceleration

Increasing demand
for Cloud
management, cloud
security, & XaaS due
to flexibility,
scalability and
simplified operations

Mobility
first

WiFi 6/6E/7, private
5G, high
performance
networks

BRKARC-2098

Sustainable, Smart
buildings

Convergence of IT
and OT systems,
reduce carbon
footprint

Secure
infrastructure

Digital
transformation
driving need for

secure infrastructure
with Zero trust
architecture
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Is Your Network Ready for the New Era?

I[P Display/DMS Printer¥ IP Camera LED Lights AP PC/Laptop IP Phone

Does the platform Does the platform Does the platform Does the platform Does the platform let
support new PoE make it easy to support enough ensure secure you adapt to new
devices efficiently? provision Programmability? network access? connectivity

and scale? requirements?
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Catalyst 9000 Switching Campus
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Cisco Catalyst 9000 Switching Portfolio

Catalyst
Catalyst 9600X

9500X  — R el

Catalyst
Catalyst 9400X

9300X
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Catalyst 9600 Series

9500 Series EML

Catalyst
9200CX

Catalyst
9300 Series
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Catalyst Catalyst Catalyst Catalyst Catalyst Catalyst
2960-X/XR 3650/3850 4500-E Series 3850-XS/4500-X 6840-X/6880-X 6500-E/6807-XL
Access Switching Core Switching
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Catalyst 9300X / 9300
Catalyst 9400X / 9400
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Catalyst 9200
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Catalyst 9200 Series

Cisco 10S-XE Lite

E UADP 2.0 Mini

HAY A" A" A7 AT AVHINAY AV A" AV AV AVVMMNAT a4V AV AV AV AVEIIAY AV AV AV AV awvme @l s e W

3t

Cisco Enh dsS i Smart building read
6MB g nhanced Security mart building ready
Up to 100GE StackWise MACsec 128  Green builds, 802.3bt PoE
Packet Buffer Bandwidth 160/80

Cisco Catalyst 9200 Series

highlights

UADP 2.0 mini

Cisco I0S XE Software

Limited-scale SD-Access

MACsec-128 link encryption

Trustworthy solutions

Perpetual/Fast PoE

Programmability

Cold patching

Full Flexible NetFlow
streaming telemetry

Right Sized Switching for simple Branch Deployments

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco Catalyst 9200 Series

Lead with Catalyst 9200/L for simple branch deployments

Cisco 10S® Fixed Uplinks Modular Uplinks

XE Lite

Recommended for small scale SDA deployments

C9200L-48T/ C9200L-48P/ C9200L-48PL 2 C9200CX-8UXG-2X
09200 48PB
Multicore roe '"—-m'== _— .
—d e — TR —
DEEE n!
C9200L-24P/ C9200L-24T C9200-24T/ C9200-24P
/ C920024PB 2 C9200CX-12P- 2X2G
X86 POE+ & mGig models POE+ & mGig models ]
UADP 2.0 : — . —
Mini ¥ ——— [ C9200CX-8P-2X2G
C9200L-48PXG-4X/2Y Cc9200-48PX¢ L
"ty I . e e . w |
C9200L-24PXG-4X/2Y C9200-24PXG  C92000X-12T-2X2G
Modular . . : : Catalyst 9200 Family Highligh
fans Higher Efficiency AC FRU Power Supplie Modular Uplinks y y Highlights
FRU Fan . FRU PSU : FRU Uplinks 1
: Silver Platlnum Platinum Platinum : ,
i Rated @ Rated @ Rated @ Rated | Cold Patching
| |
1 - | i e
meawea TETT
| I ~
: : 4x 1G 4x 10G 2x 25G 2x 40G
| 125WAC 600WAC 1000WAC 715WDC¢

1.C9200 1G SKUs support 1/10G uplinks while C9200 mGig will support 10/25/40G uplinks 3 9200CX Supports MACsec-256
2.C9200 32 VN SKUs only support 1/10G uplinks and these SKUs cannot be stacked with other C9200 SKUs



Lookup tables

9200 9200L
MAC 32k 16k
Host Route 10k 8k
IGMP Groups 1k 1k
Indirect Route 4k 3k
Multicast Route 1k 1k
SGT 2k 2k

Netflow Entries: 16k per ASIC

© 2025 Cisco and/or its affiliates. All rights reserved.
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9200 9200L
Security ACL 1k 1k
« PACL
+ VACL
« RACL
QoS ACL 1k 1k
Netflow ACEs 128 128
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Catalyst 9200CX Series Switches

Next Generation of Compact Catalyst Switches

Flexible Deployment Option
Cisco I0S-XE Lite

Fabric or Traditional 2-Tier

.??/o Architecture options

C9200CX-12P-2X2G

Flexible powering
Traditional Outlet, UPOE+

100-277V~
35-

— $ Deployment flexibility

Any space, mount or enclosure

Cold patching * ’a =) Fiber to the edge
' Shorter copper runs

Perpetual/Fast PoE

Full Flexible NetFlow

6MB Up to 60GE Enhanced Security ildi
\ \  Smart building ready Small branches
A Packet Buffer Bandwidth MACsec 256  Green builds, 802.3bt PoE /ﬁ\ Zero touch provisioning

Catalyst 9000 Feature Richness Packed in a Compact Form Factor

© 2025 Cisco and/or its affiliates. All rights reserved. BRKARC-2098 12 cisco



Catalyst 9200CX Compact Family

AC Power Supply Units

Powered by
12 and 8 Port PoE+ Models 12 Port Data-Only Model ) .
U Cisco I0S-XE Lite

C9200CX-12P-2X2G C9200CX-8P-2X2G C9200CX-12T-2X2G | \
T :':ﬂ'.;‘l‘ Ik 1 e v ¥ (hassnticting 2 o :’.’;‘; por s wa s sy s powEnss i ‘ ; . bl I
|- !_nl = ﬂ | l- , .- . L) : I
I MACsec-256
* 12 x 1G PoE+ * 8x 1G PoE+ * 12 x 1G data
* 2 x 1G copper and 2 x SFP+ uplinks * 2 x 1G copper and 2 x SFP+ uplinks * 3 x 1G copper and 2 x SFP+ uplinks I I
* Internal AC power supply * Internal AC power supply I
*  240W PoE power budget *  240W PoE power budget »  Fully Powered by 802.3bt Class 6 I
60W Uplink I
- OR External 80W Power Supply | Full Flexible NetFlow
| | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] n I I
Wi-Fi 6/6E with Catalyst 9100 Series APs | |
, - |
mGIQ/UPOE Model PoE power Link speed Link Layer I Cold patChmg
consumption Discovery I I
C9200CX-8UXG-2X Protocol (LLDP) I Perpetual/Fast PoE I
*. B $$ ol - - m ’ BB Bonjour Service Peering [
B0 = S ey SR .t 91361 802.3bt (UPOE) ! 5G 47.3W - /
1
: I
4x mGig/10G + 4x 1G 1 : UADP 2.0 Multicore  Cisco I0S®
Mini X86 CPU XE Li
8x 802.3bt Type 3 Class 6 60W (all ports) co162I 802.3bt (UPOE) | 2.5G 25.5W : - 8 e
| et
2x 1/10G SFP+ i : o @
I
Internal AC power supply c9164l 802.3bt (UPOE) : 2.5G 30W : X86
240W PoE power budget : :
C9166 802,30t (UPOE) | 5G 30.5W - s il
~ /



Catalyst 9200CX Compact Family

HVDC Power Supply Units

HVDC 1G/PoE+

C9200CX-8P-2X2GH

00c 99 7370 W

C9200CX-12P-2X2GH

Listsl swee @ | itttlsses @

Litssl @

8 x 1G PoE+ * 12 x 1G PoE+

2 x 1G copper and 2 x SFP+ uplinks 2 x 1G copper and 2 x SFP+ uplinks
Internal HVDC power supply Internal HVDC power supply

240W PoE power budget 240W PoE power budget

HVDC mGig/UPOE

C9200CX-8UXG-2XH

Carencx wing 11 4

4x mGig/10G + 4 x 1G (802.3bt Type 3
Class 6 60W all ports)

2x 1/10G SFP+

Internal HVDC power supply

240W PoE power budget

P — ~
£9200CX-12P-2X2G-N N
/

Powered

p Receptacle by AC 0 r

\
N\ 100-277v- 120-418V ===, hVDC
N1.37A, 50-60Hz 3.17-0.89A ,
N —
< =
ey ————

Cabling Options?3

Ring terminal to SAF-D-GRID

Powering Options

AC (110-240VAC)

alraln
cisco
1 Need a plenum rated enclosure

2380VDC, commonly used in DC micro grids and Class 4 deployments

3 Cables not provided with switch



Why High Voltage DC?

Smart Building

Battery |
Bank i
AC Grid .

AC or DC

DC Micro Grid

Clean 3““‘»- HVDC - 380VDC
Energy

Higher voltage helps reduce conductor material (less copper) or improve transition efficiency:

Controllability

Better voltage regulation

Benefits

Considerably lower power losses compared to 120VAC when transporting over long distances:

. Offshore power needs/Undersea power lines

. Power transmission for longer distances

______________________________________________________________________________________________________________________

© 2025 Cisco and/or its affiliates. All rights reserved. BRKARC-2098 15



Flexible Design Options with the Catalyst 9200CX

3 or 4-tier Architecture

- —
| 3 ”‘-'_-'u!-.'z

1 9600/9500H
(SVL)

40/100G

1

1

1

1

1

1
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- 9300/9300)( ! R R ! |\ T A e T !
! 1

I
e ot o o e e e |
Rl |
1
I

________________________

____________________________

 Access 9300/9300X! 1/10G
 —— Sm—— ——— S—— " 1
C9200CX

\————————————————————— —————— ’
1o | Access

| : ! |
R o . T : !
P — owiues  [gE— G o et
| | | '
: ! :

I

I

: \

S B
I

I

Lt @ H wses ®
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Bringing Flexible and Compact Access Switching to the Enterprise Campus

alraln
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Catalyst 9200CX - Next Generation Compact Switches

Market-Leading Encryption
Network Visibility

SD Bonjour Services

Programmability

Application Visibility

SDA Fabric

-

H = 5@.. @
Catalyst® 3560CX models Catalyst® 9200CX models

AES 128-Bit MACsec AES 256-Bit MACsec

Limited Flexible NetFlow Full Flexible NetFlow

Not Available Bonjour Service Peering

YANG Models

Basic Scripting with Python (RESTCONF, NETCONF, gNMI), ZTP

Streaming Telemetry
(NETCONF Dial-In and gRPC Dial-Out)
SD-AVC w/ NBAR2

Smart Logging, Limited Flexible Net Flow,
and AVC

EOE

SDA Extended Node Capability SDA Edge Node Capability (16VNs)

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst 9300

CISCO Live !



Cisco Catalyst 9300 Series

Expanded Catalyst 9300 Series with Catalyst 9300X &
Fixed Uplink Switches Flexible Uplink Switches
oo ) (__ssooL )

C9300X-24Y

_ UPOE & mGig models | +—— — = EEIEmG
C9300L-48UXG-2Q =g TS ]
mGig with UPOE - e o C9300X-12Y C9300X-48HXN

— = B = b L

C9300X-24HX

UPOE Models = '-M=E E
S e e I EEREERESS T 4

Copper Data

QSFP 4x 100/40G * 2x 100/40G QSFP 8x 10G-Mgig 8x 25/10/1G

Semmmm—————— Modular Uplinks ~  SEEEEEEtEts !

4xmGig  4x 1GSFP  2x 1/10/25G SFP/SFP+ 2x 40G QSFP

P

N e ~

715WDC 600W AC 1000W AC

h New Platinum Rated PS “'" omemmssss Platinum Rated Power Supplies juinisiaiaiieinisininisies = Modular Fans

C UPOE )( FrontPanelssp* ) ( Cisco StackPower ) - ( stackwise®1T )" 100G Uplinks )
-

C UADP 2.0 )(__1x1G App Hosting ) ([ StackWise® 480G CiscoUPOE+ ) ( 100GHWIPsec )

e e O

T
c
4
w )
o
I W
o
o
~
N
N
o
o)
o
——————
t‘
&
(3]
s
>
o
.’\.'
s
a
s
>
Q
[w)

o
.’\.'
>
=)

s
>
o
l-.
©
=)

(=]

s
>

o
| P —

(" StackWise® 320G ) C Cisco UPOE+ ) ~ (HighestmGig density ) ( 2x10G App Hosting )

*Available only on C9300LM



Catalyst 9300X -High Performance Access Switch

.. ’
( ; alh 3
: L} ® [ )
[
1/2.5/5/10/25/40/100
500GE G 1T
Bandwidth Supports Different Stacking Capacity
Speeds

O""" ___)

] Enhanced App
100G Encryption Hosting

2 x 10G App Gig ports

QAT Engine
(HW Acceleration)

l UADP 2.0sec

LECS IR AT

PPPPPPP

\ ] \ )

48 x mGig-10G + 90W UPOE+ Flexible Uplink Options

ol I 1l I h
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Investment protection with Catalyst 9300X

External storage

(240-GB SSD) T Redundant fans Redundant power

.........
.................
..................

Data stack cables StackPower Optional power
1T Stacking BW cables supplies (AC+DC)

Common components and stacking backward compatible with

Catalyst® 9300 Series

© 2025 Cisco and/or its affiliates. All rights reserved. BRKARC-2098 21 cisco




Higher Speeds driving Multi-Gigabit Access

Future Proof with Speed and More Power Over Ethernet

-~

(2024)
(2021)
(2019)
(2013)
(2009)

(2004)

(2003)

(1999)

\_

0
oOC
e
oo
o0
oo
oo
0

'

Wi-Fi 7 Data Rate: 23 Gbps

Wi-Fi 6E: Data Rate - 9.6 Gbps(max)

Wi-Fi 6: Data Rate - 7 Gbps(max)

Wi-Fi 5: Data Rate - 3.4
Gbps(max)

Wi-Fi 4: Data Rate - 600
Mbps(max)

Wi-Fi 3: Data Rate - 54 Mbps(max)

Wi-Fi 2: Data Rate - 54
Mbps(max)

Wi-Fi 1: Data Rate - 11
Mbps(max)

Wi-Fi Standards driving High

Throughputs

~

© 2025 Cisco and/or its affiliates. All rights reserved.

Driving higher
speeds at Access
Layer

I

~23
Gbps

~9.6

Gbps
= Up to

2X
~2.4
Gbps

Wi-Fi 6/6E Wi-Fi 7

. Max Client Data Rate

. Max Access Point Data Rate

BRKARC-2098
*CW9178I Model

Cisco UPOE®+
(low voltage)

Up to 10G
speed

(C9300/X, C9400X)
MultiGigabit Capable Switch

Multigigabit
(up to 10Gbps)

60W UPOE

Cat 6/6A
Cables

(LacP &
PoE Redundancy)

22
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Catalyst powered smart buildings

Catalyst Center Analytics Cisco Spaces Open Analytics Tools Meraki Dashboard

s P r— B

J
~ Y,
Sustainability + Programmability + Analytics + Productivity
( R v ~
: i i . | -
UsB-c | X — e ————— @ Cisco UPOE+ 90W | @ @
USB-C powe o U_.l._t J Cisco StackPower g B ! Daisy-chaining
(_ Vlaptop charging + data) : I;'_.l._t & PoE HA (P/FPOE) = =_" P IS = i (Cost saving with soW)
- ' i R O Spaces loT GW = 2gE- 1 e | N
- & [ m e
H I\ ,I POE UHD IP HVAC
-------------------------------------------- Displays Cameras VAVs

UPOE Pass-through High Power
(for extended reach 60W) PoE End-points
g J g

. IP and Sensors . Wi-Fi
Wall Commercial LED I::j an (\ > . iy
@ Switches @ POE Fixtures Wi-Fi @ (Light, Motion, —~" Access 'éllls'élc;'

Camera CO02/CO, etc.) ° Point

© 2025 Cisco and/or its affiliates. All rights reserved.




Catalyst 9300 Stacking Support

Modular Uplink Fixed Uplink
Catalyst 9300 (non -B) and Catalyst Catalyst 9300L models
9300X models
i -] e . N — g ———— T e e T [

Modular Uplink
Catalyst 9300X models (10/25G Fiber)

0 0
Q " _g
: :
L = o -
S —a S
] (7]
00 % o
00
Stacking supported among Catalyst 9300X models and mixed stacking Stacking supported among
between Catalyst 9300 and Catalyst 9300X models Catalyst 9300L models only

Mixed stacking is not supported between Catalyst 9300, 9300X, and 9300L

models




Operational Resiliency with Extended
Fast Software Upgrade  C9300-17.3.2
| C9300X-17.7.1

Data plane
< 30 < 30 seconds -: ——
ds of S gﬂﬁg m of traffic impact
Seio?f_s - !!'_'_‘ for all ports in
| R R ratric N5 | e snssas® g
AdaAAE AMAAA oo bk Skl B ‘:W
T svvery S M |pa— Eﬁ% L eepe

{ t f
Features/Protocols: L2, L3 (OSPF, ISIS, BGP), IGMP, LACP, etc.

alraln
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Flexible Layer 2 and Layer 3 Access Designs

spanning-tree
root °

xFSU switch cannot

have more than one

forwarding port for a
VLAN

I

w

Q port-fast
° e
-
—
A

Full protocol support: https:

S— ¥ x ] spanning-tree

C9300
Stack
é port-fast
Q
R
P
=
i

Routed Access

root
C9300
Stack
Enable port fast on Q
downlinks

Additional NSF/Graceful restart
configuration required

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKARC-2098
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_standalones/b-extended-fast-software-upgrade.html

Enhanced xFSU Pre-checks

C9300 Switch#|show xfsu eligibility
Reload fast supported: Yes

The following features are configured which do not support Graceful reload.

This could result in interface flaps or longer traffic loss during XFSU.
LR R B I I i e I b i I e I b i I e b b b I e b b b b e b b b b b I b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b I b b b

1. LISP
LR R R Rk I I I S S S S S S b b 2 b b b R R R I I S I S S S S S S b b b R b b R R I S S S S S b S b S b b Sh b b b R b S S S S Y

The following features are configured without the necessary GR support This may cause
control protocol flaps, leading to longer traffic loss during XFSU.

LR R R I S S S I I b b R I I I S I S S S S S S 2 SE b b b b b b h S Y

1.0SPF is not configured in GR Mode. Required
Config "ip ospf retransmit-interval "greater than 9 seconds.

R RS R SR SRR SRR SRR SRR R R R R R R R R R R R R R R R R R R R R R R R R I I

\ 4

Performs pre-check

Y

Configuration Check
User is notified if current
configuration does not meet
the required GR criteria or
any supported protocols,
which could result in traffic
loss.

Eligibility Check Status

Autoboot Enabled Yes

Install Mode Yes

Spanning Tree Eligible R
MacSec Eligible g

FATLED: FPGA on switch 1 does not support XFSU, please upgrade
FPGA via normal install or upgrade hu-programmable fpga

XFSU Eligibility Summary

FPGA Check

FPGA version is lower than
supported. Recommends to
do a normal upgrade

s xFSU Eligibility

el
=
0n
(@]
=
—
[
Q
H-
o
i
[
M-
ﬂ
<
2
o
|
=
=
H
@
H
w
[
=
v

Shows if reload or upgrade can proceed.
If criteria above aren’t met, the process is aborted.

IOS XE 17.15.3

xFSU Prechecks:
License/Ring

Status/STP/MacSec

————— ‘— -~ NEW

|

Configuration Check :

|

| :

|

FPGA Check :

|

|

|

|

|

|



Catalyst 9300X - Hardware based IPsec

/

©

S

100G L3 HW
Encryption

Encryption Authentication

AES-128-CBC HMAC/SHA1

AES-128/256-GCM GMAC

Tunnel Mode

Encapsulation - ESP
IKEv2

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco Catalyst 9300X models

X86 2.4-GHz
quad-core CPU
ASIC 0 Packet buffer (16 MB) ASIC 1 Packet buffer (16 MB) FP'GA
( I v ) ( : ) DRAM - 16 GB
> Forwarding controller < —> Forwarding controller <+
Reassembly # 540G Reassembly *
crypto — crypto USB 2.0
L Tngsskrel -+ |
USB 3.0
L T Core 0 ) L T Core 0 )
Network interface Network interface Mgmt console
A y A A A A A A f2x1OOG
Tszwoegggg glg|g|g glg|g|g
vy v 4x 100/40G
PHY 2x 100/40G
4 8x 25/10G

8x Multigigabit

iy

© 2025 Cisco and/or its affiliBKARCIZA88eserved.
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24-port Multigigabit UPOE model block diagram

C9300-24UXB SKU

X86 1.8-GHz
> quad-core CPU
\
Packet buffer (32 MB) Packet buffer (32 MB) FReA
“ ASIC 0 acket bu ASIC 1 acket bu DRAM - 8 GB
( | 4 N | 4 e | 4 N | ¥ R Flash
— Forwarding controller — Forwarding controller — Forwarding controller —‘ — Forwarding controller —‘ 16 GB
Reassembly Reassembly Reassembly Reassembly
crypto crypto crypto crypto
‘_
Ingress B Ingress B Ingress B Ingress B
FIFO FIFO FIFO FIFO
Core 1 Core 0 Core 1 Core 0
| | L] L) L] | L]
Network interface Network interface
10G x 4, 40G x 1
10G x 4 10GX4# 10GX4,40GX1
l \ 4 l l l l v
Mgig Mgig Mgig Mgig Mgig Mgig
PHY PHY PHY PHY PHY PHY 406 Y 40G PHY
0 1 2 3 4 5 !
TX0-3 ] ] [ TX 0-3 ] I [
Cage 1 Cage 1 Cage 2
“ n
alraln
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Cisco Catalyst 9300 - buffer complex composition

UADP 2.0

0.5to0 1.0 MB

0.5 MB

0.75to 1 MB m Egress (AQM)
B Common
B Stack (SQS)

Temporary

Ingress(IQS)

Catalyst 9300/L models
* Total of 16 MB buffer on switch

+ 8 MB packet buffer per core is shared by ingress and
egress data paths

© 2025 Cisco and/or its affiliates. All rights reserved.

0.5t0 1.0 MB

0.5 MB

1.5to 3.5 MB

Catalyst 9300B models

Total of 32 MB buffer on switch

H Egress (AQM)

m Common

m Stack (SQS)

Temporary

Ingress(1QS)

16 MB packet buffer per core is shared by ingress

and egress data paths

BRKARC-2098

0.5t0 1.0 MB

0.5 MB

1.5to 3.5 MB
B Egress (AQM)

B Common
® Stack (SQS)
Temporary

Ingress (IQS)

Catalyst 9300X models

* Total of 16 or 32 MB buffer on switch depending on Singl
or Dual Asic switch

* 16 MB packet buffer is shared by ingress and egress
data paths

alraln
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Lookup tables
~ Forwardingresources

Cisco Catalyst Cisco Catalyst Cisco Catalyst

. ™ . .
Cisco Catalyst Cisco Catalyst Cisco Catalyst 9300X Series 9300 Series 9300B Series

9300X Series 9300 Series 9300B Series
VA 8,000 5,000 18000
addresses 32,000 32,000 64,000 Security ACL
entries
Host/direct 24,000 24.000 48.000 * Port ACL
routes (PACL)
IGMP groups 8,000 8,000 16,000 - VLAN ACL
(VACL)
~PhTeliee: 15,000 8,000 64,000 . Router ACL
routes
(RACL)
'r\gﬂ'ttécsa“ 8,000 8,000 16,000
QoS ACL 4,000 5,000 18000
SGTs 8,000 8,000 8000 entries

NetFlow NetFlow entries: 128,000/64,000/64,000 per UADP 2.0 XL/2.0/2.0sec ASIC

alraln
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Flexible design options with the Catalyst 9300X
In 2- or 3-tier architecture

Branch

(SVL)

40/100G 40/100G

40/100G

40/1 At AT
_____________ ?/_ 006 | T N Mixed
Mixed stack : : L stack —
S ; ; - S
o : \ e
P i Consi I | I i | i T s i
| ,_ _ miTmEmEE L ' R .
RIS s ! i SRR R i ga:m ,,

Bringing 10/25/40/100G with StackWise-1 Terabit to access

alraln
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Introducing Cisco C9350

Smart Switches




Introducing C9350 Series m

New Hardware launch

. T oalial, X86 CPU
Higher Bandwidth @ Cisco 105 XE cisco ® Flexible Speeds

1.3 TERABYTES 10M/100M/1/2.5/5/10/25/50/100G
A100 X86

@Cisco 2022

Higher Scale @

4 X MAC Scale
4 X ACL Scale
6 X Route Scale

@ Advanced Security

Crypto-Ready*, PQC Resistant

Highly Resilient @ 48 x mGig & 10G + 90W PoE Flexible Uplink Options @ Smarter & Intelligent
NG-StackWise, StackPower, 1G/10G/25/50/100G Enh. App-Hosting, Unified
Redundant PS/Fan’s & xFSU* Management

alraln
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Introducing C9350
Re-designed for flexibility

0 New stacking architecture with 1.6 Tbps bandwidth
1500M-1M-3M

(
1
1
1
1
1

- e e e e e = e e e e e Em e e e e e e e Em e e e mm e e e Em e e e e e e e =y

=)

Enhanced StackPower with improved power draw ;J-
30CM-150CM

SSD - up to 240 GB

or

Fan Options for Flexible Deployments

3 x Power supplies

" Supports redundant, combined and cold redundant modes

~1600W AC PS
Titanium Rated

850W AC PS 500W AC PS
Platinum Rated

Up to 4800 Watts.

Highest Power Budget in the
Industry

*Applicable for the data only skus

Cold redundant mode ‘hibernates’ redundant power supply when power requirement is low <5W consumption



Cisco 9350 Series Portfolio

N\

50G at access

e e e == — - - G|gab|tSKUs Modular Uplink
| - i . | = i

l |
| I
1 | I
I C9350-24P/48P C9350-24U/48U |
| 24/48x 1G/100M/10M copper 24/48x 1G/100M/10M copper I o et
] 30W PoE+ AR I C9350-NM-4C
1 ! 4x40/100G
WOUW o SRR RO
1 W ek saasaa
i vvvwew = |
I IIOSTSTENeE NC 3y | | W 1| | % AT o FPTHD I
| ELlLll ﬂﬁf{{gﬂfﬂ}ﬂﬁ:{:}l == I
| C9350-24T/48T I -
I 24/48x 1G/100M/10M copper C9350-NM-2C
Data only I 2x40/100G
\ | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | |
| | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | I
| I
I |
' C9350-48HX C9350-48TX I
| 48x 10G mGig 24/48x 10G mGig I C9350-NM-8Y
l 90W UPOE+ Data only I 8x10/25G or
I \ | | | | | | | | |

il \ultiGigabit SKUs o

© 2025 Cisco and/or its affiliates. All rights reserved.

Note: Uplinks/PSU’s/Stack Cables are not backward compatible with C9300(X) series

cisco



Unified Experience: The New out-of-box Experience

Effortless Onboarding: Catalyst or Meraki mode, hands-free!

Migration

Single Unified Product

One box, your choice, hands free
No CLI conversion or -M SKUs needed! alualn
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Cisco C9350-48HX/TX models
48 port 1/2.5/5/10G copper

800G 800G > X86 2.4-GHz
) quad-core CPU
|
— Sy’ vtz ASIC1 [ L
- DRAM - 16 GB |
Flash 18 GB
USB 2.0
|
USB 3.0
Mgmt Console
4 2x 100G
VVYVYY VVYVYY | OO/ OG
4x 1 4
P PHY 2x 100/40G
8x 25/10G
or 4 x 50G
8x1OG 8x10 8x10 8x10 8x10 8x10 l l l l
Cage 1 Cage 2
25 48
alraln
cisco
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Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
17@ West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [IOSXE], Cisco L3 Switch Software (CISCO9K_IOSXE), Version 17.18.1eft6, RELEASE SOFTWARE (fc1)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2025 by Cisco Systems, Inc.

Compiled Wed 23-Apr-25 22:38 by mcpre

This software version supports only Smart Licensing as the software licensing mechanism.

Please read the following carefully before proceeding. By downloading,
installing, and/or using any Cisco software product, application, feature,
license, or license key (collectively, the "Software"), you accept and

agree to the following terms. If you do not agree, do not proceed and do not
use this Software.

This Software and its use are governed by Cisco's General Terms and any

relevant supplemental terms found at
https://www.cisco.com/site/us/en/about/legal/contract-experience/index.html.

If you have a negotiated agreement with Cisco that includes this Software, the L3
terms of that agreement apply as well. In the event of a conflict, the order

of precedence stated in your negotiated agreement controls.

Cisco Software is licensed on a term and/or subscription-basis. The license to
the Software is valid only for the duration of the specified term, or in the
case of a subscription-based license, only so long as all required subscription
payments are current and fully paid-up. While Cisco may provide you
licensing-related alerts, it is your sole responsibility to monitor your usage.
Using Cisco Sofmgmtbr: port 1(oobnd®) entered blocking state

tware without a mgmtbr: port 1(oobnd@) entered disabled state

valid license isoobnd®: entered allmulticast mode

not permitted aoobnd®: entered promiscuous mode

nd may result inmgmtbr: port 1(oobnd@) entered blocking state

fees charged tmgmtbr: port 1(oobnd®) entered forwarding state
o0 your account. Cisco reserves the right to terminate access to,
or restrict the function_

! Secure Shell Xterm Zmodem | Z0C2505_r07r12-ts0104.log




Cisco C9350 Series Switches

New stacking architecture for the new generation of campus switching

Standard Ethernet Stacking based
on SPF(Shortest Path First)/VxLAN

Sub-Second Stateful Switchover
with SSO & NSF

Highest Stacking Density in the Industry

User friendly stacking design
Eliminate mandatory long stack cable
requirement

Isolated bandwidth loss in event of
failure




New Architecture for StackWise

Example - 6-member stack

Current StackWise architecture

Ring-based stacking

Qf Q; » Spatial Re-Use Algorithm

Best Effort Bandwidth

* Non-Flexible Cabling

:: Configuration

© 2025 Cisco and/or its affiliates. All rights reserved.

Next Generation StackWise architecture

Standard SPF/VXLAN based stacking

* Flexible Cabling Design
*  Guaranteed Bandwidth

« Based on Proven L3 SPF

D \ Algorithm & VXLAN

« ECMP & Low Latency

Ensures minimal latency, high throughput, and consistent Packet forwarding

llI'l'lll
42 clIsco



Cisco C9350 Series - Enhanced StackPower+

Enhanced Stackport Circuitry for
reliable power distributions

New Stack Cables of Handling
Higher Current(55A)

Support for up to 4 Switches
in a single StackPower Group

Zero-Footprint RPS Power Pooling 1+N Redundancy Priority Power Allocation
Built-in power redundancy, Shared power across switches Inline PSU backup for with unused PSUs
without extra hardware for efficient use higher reliability and uptime on standby

StackPower+ delivers over 30% more power via StackPower ports



Securing the Switch - Hardware to Software

——————————————————————————————————————————————————————————————————————————————————

.....

Replace RSA/ECC with DSA-87 for signature verification

7 K>

Trust Anchor Module  Microloader Bootloader
X (TAm)

Power On

e L L L L T T T

<

alraln
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Cisco 9350 - Energy Management

With SmartPower

— Catalyst Center/ Meraki Cloud - Policy Management*
4 )

g Level1
=) L lin
e @ & @
S =
= Level 3
o Room OS Wireless AP Smart Smart lights
4 Level4 Desks
(@)
- L J
IE
I§
. Level 7
9 Level 8 Negotiate over LLDP | |
9 |
4 Level 9
& —

Level 10

Endpoint integrations with switch
i i i "', A o ol K7 8 & Example: Set SmartPower level for IP phone to 7
e mEmEEE & E S Screen on phone turns off to preserve power

: . IP Phone integration available today
Global control for device optimization

Example: Set SmartPower level to 7
All port LED, SFP and unused PSUs are tuned off

* roadmap

Achieving NetZero Goals with Intelligent SmartPower Framework



C9350 Enhanced Application-Hosting

Unlocking emerging use cases

e App-Hosting Deployment & Management

1
1
1
1
1
1
1
1
1
1
1
1
1
1
U

\
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

-------_l

Infrastructure to host Catalyst
multiple Cisco Center
Signed Applications

IT Operations &

Security App’s
VA e
(Gi0/0) Mgmt-Bridge

1
WIRESHARK @) Q
ThousandEyes&
2x 10G AppGig Ports

Datapath ASIC | Kkibana perfs@NAE @32
\_ W, S

3rd Party App Hosting
(25+ certified apps)

A

1
1
1
1
|
1
1
1
|

J

1
1
1
1
1
1
1
1
1
1
1
1
1
1
\

S
1

1

1

1

1

1

1

1

1

1

1

1

1

1

S |
1

1

1

1

1

1

1

1

1

1

1

J
4

App-hosting HA
with Stacking (1+1)

_-— Expanding capabilities for the next generation
alraln
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Cisco Catalyst 9400 Series

Industry Leading Modular Access

IEEE 802.3bt
90W PoE
compliant

Redundancy
iS now
~_ table stakes

480G BW
per slot with

~~~~~

Sup2XL

gy _-_‘_—,“ = T -

S o ——

(

e
-slot 7-slot 10-slot
Copper Line Cards Power Supplies
N N [ r
* Sup-1: Access * 48x 10G mGig UPOE+ » 48x 10G SFP+ + 3200W AC
- Sup-1XL: Access 48X 5% mGig UPOEE’) - 24x 10G SFP+ - 2100W AC
_ ¢ 24x mGig + 24x UPOE . .
SUP-1XL-Y: Access . 48x 10/100/1000 UPOE+ 48x 1G SFP 3200W DC
« SUP-2: Access/Distribution « 48x 10/100/1000 UPOE * 24x 1G SFP
» SUP-2XL: Access/Distribution « 48x 10/100/1000 POE+
R 48x 10/100/1000 Data L
.

.

N

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKARC-2098

48
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Cisco Catalyst 9400 Series

High Performance, Flexibility and Investment protection with C9400X

C9410R
_ C9407R

UADP 2.0

Catalyst® 9400 SUP-1/XL/XL-Y

<
‘ Up to 480G/slot 1/2.5/5/10/25/40G Flexible ASIC
' Up to 240G/slot 1/2.5/5/10/25/40G No Oversubscription* + 100G Templates
Y, J
N N D
Up to 96,000 MACs Up to 32 MB Up to 128,000 MACs Up to 36 MB 100G IPsec
Up to 64,000 routes packet buffer/ASIC Up to 256,000 routes packet buffer/ASIC Encryption
J y y

~ DATA 1G SFP POE+/UPOE UPOE +

C9400-LC-48S : sz sees " 4
Coe00Ttenast SEHHC= s C9400-LC-24XS

Unmatched flexibility Maximum investment protection 100G leadership in access



Cisco Catalyst 9400 Series

Chassis Options

Supervisor
Line Cards ’\ 2
10/100/100M 96
Max LC ports
by speed 1/2/5/10G 96
1/10G SFP 96
10G SFP
Max SUP 25G SFP
ports by
speed 40G QSFP
100G QSFP
BW per LC slot [ 80/240/240/480G
(SUP1/1XL/2/2XL) \

W:17.5"/ D:16.25in- / H:

; : (W/D/H)
Dimensions 6RU

Power supply
PoE per slot
Cooling

4 PS (N+1 and N+N)

240
8 (SUP1) _ 4 (supP2)

2 (SUP1-XL) — 4 (SUP2)
2 (SUP1-XL) — 4 (SUP2)

4 (SUP2)

W:17.5" /D:16.25™ /H: 1I0RU W: 17.5" / D:16.25 "™ / H: 13RU

8 PS (N+1 and N+N)

4800W
Side to Side (Front to Back for PS)

8 PS (N+1 and N+N)



Catalyst 9400 Supervisor Modules

Supported on all Chassis Types

C9400X-SUP-2XL
480G/slot High-end Access

C9400X-SUP-2
240G/slot Extended Access

O =
alraln
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C94OOX_SUP_2/2XL Cisco 10S® XE

17.11.1

Gen 2 supervisor modules with UADP 3.0sec

3x UADP 3.0sec ASICs
« SUP-2XL - 480G per slot (full duplex)
+ SUP-2 - 240G per slot (full duplex)

« 2.4-GHz 8C Intel® Broadwell DE-NS CPU
« 16-GB DDR4 DRAM

” @ Ai:l :_7 4 ‘
RJ-45 mgmt port K2
USB3.0 Type A port o

§ 480- to 960-GB M.2 drive (optional) gL E==EsemEEEREEREREEEEE
(installed inside of the supervisor) . -

USB Type B-Mini + RJ-45 console
port

1G support on 10/25G ports
Ny (SFP-1G-LH SFP-1G-SX)

SUP-1XL feature parity

alraln
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Architecture

Supervisor

Forwarding features Control plane

embedded CPUs container
HA communication
1 1
Passive backplane
Up to 480G bandwidth per slot
[ 1 1
Line card Line card Line card

alraln
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Sup 2 / 2XL Uplinks - Dual Supervisors

) G e T R [ 00 VU S O D A G D S W WA PO, (1) T L W v v, eV 1

\. J
) RO ) WD MDD M W § " — . v— A w— » w— } VNN WL WOUU) VR NI USNE SSEE WD WL W SN 1
\. J

Active Disabled

alraln
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Sup-1/Sup-1XL/Sup-1XL-Y Uplink - Dual Sup _Active_

Disabled

C9400-SUP-

C9400-SUP-

Supervisor Module

alraln
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New Line Cards for Sup2/2XL - Gen 2 Line Cards

C9400X-SUP-2XL

Catalyst 9400 Multi-Gigabit Ethernet S

| 1_U ]UUL_ILJJL_i
m FEE) *HTWWE

VAV AVAV

- |
e e Rt T

e e o ! [ et e it e e ) ) i ) i () e ) et i M it e g ) M G S G S S G G

A Y AV AVYAYAYAvVH BAY AV AV AVAYAVS
x= 1 106116 ==
SV W Y VO S W WY

© 2025 Cisco and/or its affiliates. All rights reserved. Note: Same Supervisor model required in dual SUP/SSO configuration. 56 cisco



25G & 40G/100G Line Cards on C9400X

¥ I0SXE17.12.1

Enabling Collapsed

09400 LC 12QC Access & Distribution
e Transition with SUP2

Higher speed downlinks
for High-end Access
expanded designs

8x 40G ports 4x 40/1 OOG ports

Catalyst 9400 Fiber Optic Ethernet Switching Module

Supported with SUP-2

& SUP-2XL Only

4x 10G ports 20x 10/25G ports

© 2025 Cisco and/or its affiliates. All rights reserved. BRKARC-2098 57 cilsco



Bandwidth Boost with Gen2 Supervisors

(9 I
: Cisco C9400X
Cisco C9400 SUP 1/1XL SUP2XL
R R e )

C9400-LC-48HX UPOE+ i i

] Not Supported ]
C9400-LC-48XS Fiber i ]
C9400-LC-48UX UPOE | 80/240 80/ 120 80 240 240
C9400-LC-24XS Fber | 80/240  80/120 80 240 240
C9400-LC-48HN UPOE+ 1 .80/12Q.....80/120.______ 80 280 10 I——

Bandwidth in Gbps Bold indicates Line Rate

3x Bandwidth Uplift for Gen1 LCs (80G -> 240G) on 10 Slot Chassis w/ SUP2XL

2X Bandwidth Uplift for Gen1 LCs (120G -> 240G) on 7 Slot Chassis w/ SUP2XL

alraln
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Concurrent 60W/90W POE Port Density with C9400-LC-48HX

With 3200W Power Supply in Combined Mode(Fully loaded PSUs):

& p
| FUUSES SUUUTD YUUUIY SIIVSS |
- {

i—== C9404

Total 96 ports 240 ports
Ports
UPOE + 96 ports 226 ports 224 ports
90W (Fully loaded chassis) (Up to 4 fully loaded LCs + 34 Ports)  (UP to 4 fully loaded LCs + 32 Ports)
UPOE
240 ports 336 ports
60W 96 ports (Fully loaded chassis) (Up to 7 fully loaded LCs)

(Fully loaded chassis)

ol I 1l I h
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Catalyst 9400X

- Custom SDM Templates

SDM templates and scale numbers | Featuwre(ACL)TCAM Forwarding (FIB) Hash

Double width fields ensures IPv4

and IPv6 have the same scale

L2 and L3 Multicast can have a total —
of 48K FIB Resources

Space for Some features can be
disabled completely by setting scale

\ to 0 /
/ ACL ingress and egress are split \

between two cores

Due to space reserved for IPSec SA
table, max ACL on core 1 is 25K

Maximum Security ACL size
possible is 25 + 27 = 52K

All features need dedicated space.

Unicast routes (LPM & Host, IPv4/IPv6) N 64K-256K 112K
MAC address entries N 32K-128K 64K
L2 Mukticast groups N 0-32K 16K

_[ L3 Multicast routes (Pv4/IPv6) N 0-32K 16K
Flexible Ingress N 0-64K 32K
NetFlow Egress X 0-64K 0
SGT, MPLS X 0-64K total 32K SGT, 16K MPLS

\ 0 setting is not allowed /

SPAN Ingress 0.5K
Egress 0.5K
CPP 0.5K
IPsec 1K
MACsec SPD 0.25K

10s-xe17.11.1 &

16K
16K
16K
16K
32K
32K
32K

_I: (Ingress N\ ak27k gk 2Kk

Not Customizable

Not Customizable
Not Customizable
Not Customizable
Not Customizable

/ .
,‘\~ Customizable Resources



Catalyst 9400 Deployment Flexibility

C9400X enables dense 10G SFP+ aggregation and multigigabit access use cases

Campus Dm; Em: Branch
- == C9600/C9500H , -
. (SVL) : A

40/100G 40/100G 40/100G
Dense 10G Agg Collapsed Agg

Dense (Up to 384 pOI'tS) 10G SFP+ Agg (48XS) ) Mixed SFP+, SFP, RJ45 LCs ) OH(%}/ Mixed SFP+, SFP, RJ45 LCs
o Lﬁ'_“&‘ﬁmé ﬂ’bfm‘ﬁ
Dense mGig
e oy

Access

alraln
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Expanding IPsec Capabilities to Modular C9400X
p I0S-XE 17.6.2

C9300X-12Y

S | T, | Bama s B
AAAa | i S T NN
Boany | Imimi

9300X-48HX

AES-128-CBC HMAC/SHAT1
AES-128/256-GCM GMAC
Tunnel Mode
ESP Encapsulation
Internet Key Exchange Version 2 (IKEv2)

100G L3 Encryptio

C Static virtual tunnel interface )( Multicast Routing )
C IPv4/IPv6 N NAT Traversal™ )
C OSPF/BGP )( L3 segmentation over IPsec)

C Policy Based Routing )( L2 segmentation over IPsec)

@ 25 runneis /38458 )

100G L3 Encryption

- I0S-XE 17.10.1 * C9400X support with 17.11

HSEC License required for IPsec

alraln
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Software Upgrades with ISSU

Dual supervisors (Required)

Catalyst® 9400 Series

m * Uplinks on both Active and

. 1 Standby supervisors are
RNk forwarding traffic

SSO < - Convergence takes less

than 200 ms during the
switchover

- _Asic

\ Line card

© 2025 Cisco and/or its affiliates. All rights reserved. BRKARC-2098
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Power Redundancy

-~

Combined
(default)

\

-~

Redundant

\

Load sharing on active PSs
Standby PS in output disabled

Standby PS becomes active
System enters alarm state

AN

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKARC-2098

FailedPS | Active |

Standby

64

alraln
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Power redundancy: N+1 and N+N

» Default active is PS1 through 4, and standby
is PS5 through 8

« Standby power slots are configurable

» Default active is PS1 through 7, and standby
is PS8

» Standby power slot is configurable

© 2025 Cisco and/or its affiliates. All rights reserved.

SW (config) #power
N+N Redundant
N+1 Redundant

SW (config) #power
<1-8> standby

SWR (config) #

SW (config) #power
N+N Redundant
N+1 Redundant

SW (config) #power
<1-8> standby

SWR (config) #

redundancy-mode redundant ?

N+N (N is active, N is standby)
N+N (N is active, 1 is standby)
redundancy-mode redundant N+1 °?

slot in N+N mode

redundancy-mode redundant ?

N+N (N is active, N is standby)
N+N (N is active, 1 is standby)
redundancy-mode redundant N+1 °?

slot in N+1 mode

[ Active ] [Standby]

BRKARC-2098

alraln
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Cisco Catalyst Access Switching Positioning

Secure, resilient campus Business-critical branch

—d =5

@ Border + Control plane

== s ﬁuwaﬁaﬁ-‘ -
Catalyst® 9400 CEETEAY Catalyst9300X Catalyst 9300L models R &= Edge
models Fabric-in-a-Box
@ @ @ @ @ Branch_in_a_Box External router catalyst 9200 Senes
hnd Bhind No router
SD-Access @ @ @ @ @
SD-Access

extended nodes SD-Access SD-Access
Choose Catalyst 9400 Series or Catalyst 9300 Series Choose: A) Catalyst 9300 Series fixed uplink Consider Catalyst 9200 Series

modular uplink models (C9300X and C9300) models models (09309|- "_19d_<_5|5) with external router (C9200 and C9200L models)

Designed for security, mobility, 1oT, and cloud » Full security with visibility « Extend automation and policy

High availability, ETA, application hosting

B) Catalyst 9300X models for complete
branch solution

» High availability, ETA, application hosting Limited VRFs

+ |Psec, firewall, additional app hosting

Entry point for IBN

SD-Access, fabric edge, Full
NetFlow

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. BRKARC-2098 66 cilsco



CISCO Live !




Cisco I0OS XE - A Modern Operating System

(Djg: Cisco I0S subsystems

10S Control Plane Resiliency and High Availability

sub-systems

Common Infrastructure & HA

Management Interfaces

Cisco I0OS XE database

Programmability and Open models

Module Drivers

¢

10X + Docker containers

S 3rd-party App hosting

Protected Memory

Open, Model Driven & Secure Operating System

BRKARC-2098

alraln
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~

Open I0S-XE
DevOps Toolkit \

/ Open I0S XE \ DevOps Toolkit \ ﬁ)pen 10S XE Litﬁ /
10Sd Hosted Apps Provisioning . Model Driven ) [ Provisioning 4 Model Driven R

Automation Programmabilit Automation Programmabilit
Common Common Infrastructure / [---] -]
Cont | Cont s P iyt
Infrastructure / S

‘ . [s]8] th m.
COn Wireshark <4 > \ =l=1-[=[| / [ o - ]
Ke I el / \ P =

Model Driven

| ———————— Telemetry

python \ o=l )

Model Driven
Telemetry

@ N7V N

IOS-XE DB

\ / \ @ \L/wvﬂ\y \

Catalyst 9200/9200CX

Catalyst 9k Family - 9300/9400/9500/9600
alraln
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Software Maintenance Upgrade

SMU is a package that can be installed on a system to provide a
fix or a security resolution to a released image.

Patching can also be performed using
Cisco DNAC

C9300-Access.cisco.com (172.26.192.131) Image Update
Date: Duration: 4 minutes 20 Status: @ Successfully Activated catak_iogfe.17.03.04.SPA.bin
 Hot Patching - does not require « Bundle SMU - One single SM@ T i I—
explicit reload after installation to file containing and applying
get activated. (not traffic-affecting) multiple SMU fixes on the :
baCkend_ > @ SMU Distribution 1 minute 51 seconds
. Cold Patching - requires a system . Independent SMU - One single B
reload after installation to get SMU file tailored to address a o e rettn o vt
activated. (traffic-affecting). The specific bug or vulnerability. e o
9200 family supports only this. > @ sowaton -

Self-sufficient
and reliant bug with

fix solution for 371 SMU files
PSIRT, CFD & available

IFD

Reduces time
and scope of
testing

EMR Releases
Hot Patching




Cisco innovations in Power over Ethernet (PoE)

Deliver a robust low-voltage infrastructure

2-event classification Perpetual PoE*

* Fast power negotiation without * Uninterrupted PoE power during » Bypasses Cisco I0OS® control
Link Layer Discovery Protocol control plane reboot plane boot
(LLDP)z » Restores power to Powered

« Physical layer negotiation Device (PD) within 30 seconds
< 1 second of power resumption

P
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Time Sensitive Networks with Catalyst 9k

CHP® CHE® CHEG
S ))) =))) )))

Peer-to-Peer Time Sync
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Precision Time Protocol

Hardware Timestamping

Transparent / Boundary Clock

Industry Standard - IEEE 1588v2

< 100ns Accuracy
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End-to-End Encryption in Enterprise Campus with IPsec
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Graceful Insertion and Removal (GIR)

Hardware
replacement

Protocol

exchange
IS-1S,BGP,

Layer 3 OSPF
Software

Layer 2
upgrades

Shutdown
Shutdown A

Configuration

changes

alraln
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Comprehensive Automation Lifecyle with Catalyst 9000

GOAL:
Get device/s into an operational
state

Provisioning Automation Tools:
PXE

ZTP

PnP

Python Scripting

© 2025 Cisco and/or its affiliates. All rights reserved.

DE\A)
Install

Day 2
Optimize

BRKARC-2098

GOAL.:
Add dynamic services, optimize
behavior and trouble shooting

Tools:

YANG Operational Data Models
Telemetry

App Hosting

alraln
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End to End Catalyst 9000 for Traditional Campus Networks

Catalyst 9500/9600 Catalyst 9500/9600 Catalyst 9500/9600

Fixed & Modular Form Factors Fixed & Modular Form Factors Fixed & Modular Form Factors

= =

Core/ Core/
- Distribution - Distribution

Distribution Ry = N\
Catalyst 9400/9500
Fixed & Modular Form Factors
— —
Access
Access
- - = - - LTS e =
Catalyst 9200/9300/9400 Catalyst 9200/9300/9400 Catalyst 9200/9300/9400
Fixed & Modular Form Factors Fixed & Modular Form Factors Ixe odular rorm Factors

alraln
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End to End Catalyst 9000 for Fabric Based Networks

Core Core/Spine

Catalyst 9500/9600

VXLAN Overlay VXLAN Overlay

ccess/Leaf
Catalyst 9300/9400/9500/9600

SDA LISP FABRIC BGP EVPN FABRIC
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Meeting customers where they are

© 2025 Cisco and/or its affiliates. All rights reserved.

>
Cloud
management

Prefer cloud-enabled delivery for
simplicity

'L'.'_.;é!;' Meraki

On-prem
management

Use cases require on-prem delivery

cisco Catalyst

BRKARC-2098

78

alraln
cisco



Catalyst 9000 collateral

Guides and learning material

SUBSCRIBE

& CatalysTv

24 subscribers

N Cisco Catalyst TV

HOME VIDEOS PLAYLISTS CHANNELS DISCUSSION ABOUT Q

Uploads  » PLAY ALL

IPXE Day 0 Automation

Cisco YANG Suite - The Wait  Cisco UPOE+ and PoE.
3views + 5 days ago LrS Lrogils

COK Precision Timing PTPv2  Application Hosting with
y:

No views « § days ago 2views - 5 days ago 1 view - 5 days ago 2 views + 5 days ago

Cs.co/CatalystTV

\

J
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eBook - Cisco Catalyst 9000 Switching Family

Updated:

Table of Contents

Preface

Authors
Acknowledgments
Organization of this book
Intended audience

Book w netn;

What is new in
Introduction
The Catalyst 9000 Family of S.

ASICs — tho power of program... +

Cisco 10S XE

High Avadability

BRKARC-2098

Catalyst 9000 communities' blogs

Sustainability and Efficiency

Net zero and Sustainability isn't just a transportation sector goal; it's a crucial objective for any energy-dependent industry.
ncy, leading
witches for

nating this, many companies prioritize energy effic
hybric

em to transform legacy buildings into modern, sustainable

workspaces. with tailor-made Cisco Catalyst

smart buildings ensuring resilient and intelligent last-mile

power delivery, incre

next-gen spaces. Time Synchronization

Demonstrating the if Defined by IEEE 802.1AS, the Generalized Precision Time Protocol (oPTP) provides timing and synchronization for time-sensitive
the area of a Manha appiications on Layer 2 devices. gPTP is a simplified version of the PTP defauit profile, and it's purpos is to make sure that all the
reducing 23 million AVE de onization with each other. Like PTF, in AVE domain, one device is selected as the Grand Master, while the
reduction of 5%. The other device: with that Grand Master (see Image 1)

0.648 linear feet/sq {

Audio Player

Grand Master
AVB Switch-1 Clock
(e.g., TP5000)

AVB Switch-3

@ Parent port
Client port

AVB Talker AVB Listener

Selection SIGOAIN 10 eS1abISh Parent/Member hirarchy

.
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Complete Your Session Evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

o0
0@

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

N
Complete your surveys
in the Cisco Live
mobile app.
Y,
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(A

Book your one-on-one
Meet the Engineer
meeting

N
(3] I
0000 VY
MMM
Attend the interactive Visit the On-Demand
education with DevNet, Library for more
Capture the Flag, and sessions at
Walk-in Labs www.Ciscolive.com/
on-demand
J
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http://www.ciscolive.com/on-demand
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