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Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session

How

G Find this session in the Cisco Live Mobile App
o Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

Q Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until June 13, 2025.
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Intro - What is MLOps?
A sample LLM application
Where are the Threats!
Securing Al with Cisco

Outro

LK AN
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCLD-1006 CiIsco



About your speaker

I

Fun fact - | am Indian, but | am not into
cricket or spicy food!

Play

Live in Melbourne, Australia with my lovely family and

Can nerd out on anything from tech and cars to fithess
and nutrition!

Work

23 years in security industry, 20 in Cisco.

Knowledge seeker hence certs a plenty - CIssP,
CISA, CEH, GWAPT, GSEC, GCIA, GCIH, GCSA, GPCS, SFCE,
Associate C|CISO

Prior to Cisco - security consulting,
implementation and audit
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Let’s start with a customer facing application

Loan Requirement
| [ ]

O

v

[ ) My Transaction failed
]

© 2025 Cisco and/or its affiliates. All rights reserved.

v

Set of documents for Loan
Approval

a

TQ@_ |

Banking App

Set of Gudelines for

common Issues

BRKCLD-1006
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Set of lines of code

Parse the Input

Response not in
Natural Language
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Now let’s add Al Assistance to it

LLM-powered Application

Set of documents for Loan

O Loan Requirement Approval

= [l ' )@ @% :
— — A~
S ’ =2 : Large Language Context
My Transact failed . Set of Gudelines for

O y lon Taile Banking App Models(LLM)

| ] with Al Assist  common Issues

MLOps

(A - [P - @% —
IT/SecOps Al Assist app L?\:I ?)z ;—;?Efa?e Context

]
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Application Lifecycle
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Adding LLM requirements into Application Lifecycle

MLOps

/ D ~
@i%? " s

Dev Ops
Training
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MLOps = DataOps + DevOps + ModelOps
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MLOps Core Components

B Bl o Y gy

Model Training Deployment
(RAG/Fine-Tuning) }

\ J |
f Y Y

DataOps DevOps ModelOps

Data Input Data Cleaning Data Pre-processing App

]
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Data Input

Data Pipeline g

\ 4

\ 4

Log File

Model

\ 4

([
Documents over {
Internet

API endpoints 88

A%

\ 4

]
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Data Cleaning Example - Handling log files

2025-04-01 09:59:12 [5568] [WARN ] < 14> Dns Protection IPv4 State Machine: Error: Can only have
one disconnected session - we have 2 - not using user specific policies

disconnected session - we have 2 - not using user specific policies

2025-04-01 09:59:12 [5568] [WARN ] < 15> Dns Protection IPv6 State Machine: Error: Can only have one

2025-03-28 16:16:12 [8976] [WARN ] < 10> Device Registration: Exception occurred while
deserializing device registration response message; there was likely a problem with the
communications channel. Registration will be reattempted later.
System.Runtime.Serialization.SerializationException: There was an error deserializing the object of type
Core.RoamingDeviceCreateResponseData. Encountered unexpected character 'T'. --->
kSystem.XmI.XmIException: Encountered unexpected character 'T'. g;
hal

LK AN
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCLD-1006 14 CiIsco



Data Pre-processing example - convert tables to JSON

Management Center Version Oldest Device Version You Can Manage
7.7 7.2
7.4
Last support for NGIPS device management.
7.2 6.6
7.0 6.4
6.7 6.3
6.5 6.2.3 ©
6.3 6.1
6.2.2 6.1
6.1
6.2 6.1
5.4.0.2/5.4.1.1
6.0.1 5.4.0.2/5.4.1.1
6.0 5.4.0.2/5.4.1.1
5.4.1 for ASA FirePOWER on the ASA-5506-X series,
ASA5508-X, and ASA5516-X.
5.3.1 for ASA FirePOWER on the ASA5512-X,
ASA5515-X, ASA5525-X, ASA5545-X, ASA5555-X,
and ASA-5585-X series.
5.3.0 for Firepower 7000/8000 series and legacy
devices. I \
NS7™
L
© 20 sco and/or its affiliates. All rights reserve

Management Center Version Oldest Device
Version You Can Manage\nO 7.7 7.2\n1 7.6
7.1\n2 7.4 Last support for NGIPS device
management. 7.0\n3 7.3 6.7\n4 7.2 6.6\n5
7.1 6.5\n6 7.0 6.4\n7 6.7 6.3\n8 6.6
6.2.3\n9 6.5 6.2.3\n10 6.4 6.1\n11 6.3
6.1\n12 6.2.3 6.1\n13 6.2.2 6.1\n14 6.2.1
6.1\n15 6.2 6.1\n16 6.1
5.4.0.2/5.4.1.1\n17 6.0.1
5.4.0.2/5.4.1.1\n18 6.0
5.4.0.2/5.4.1.1\n19 5.4.1 5.4.1 for ASA
FirePOWER on the ASA-5506-X seri...

BRKCLD-1006 15 Cisco
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Interactions with LLMs

[ API call to Model ]

»
»

I | systemprompts | @%

> Model 2

Ingesting
Documents

v

Conversational
History

»
»

]
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Interactions with LLMs - a modular approach

/ ] \Q/Iodular

[ API call to Model

[ [ System Prompts ] @%

App Model X

lllllllll
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Integration Layer to the rescue -> Model Agnostic

© 2025 Cisco and/or its

Parsing User Input | prompting

affiliates. All rights reserved.

Output Parsers |—

Models

\_

LangChain

J

Retrieve Data

BRKCLD-1006
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Linear Control Flow - a limiting factor

O
=

Give summary of today

events R 3

\ 4

Can you identify the
important tasks from the

Start

© 2025 Cisco and/or its affiliates. All rights reserved.

document
Chain
O—@—0—+ =
Step 1 LLM Step N
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Non-Linear Control Flow with Agentic Al
Agentic

Step 1 LLM Step 2

Start > > @ —> O »  End

C) Step 1 = Agent 1
Step 2 = Agent 1
Step 3 = Agent 2



Building Blocks for Agentic Al

How can we know actions of each
agent?

»

Agent 1 Agent 2

Q Seamlessly Connect Agents O

Building Conditions

Adding Human Loop

LK AN
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Orchestration Framework for Agentic Al

© 2025 Cisco an

d/or its affiliates. All rights reserve

Start

Agent 1 Edges

Edge:\\~ ///,

Agent 2

Edges

Agent 2

\ State }
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Retrieval Augmented Generation(RAG)

Definition:

» Allows LLM to query external data source to derive context

>
Jatin DB |Context
Jatin asks: ] \ Model response
Could you give the summary of ) R @} .| There were 10 errors and below
errors in the log file J are the details.......

Model

]
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RAG Pipeline - Steps to make data LLM friendly

ARA

v

t

© 2025 Cisco and/or its affiliates. All rights reserved.

EMBED

[0.3,0.4,01,18,1.1..]

[0.7,1.4,2.1,4.8,4.1...]

[1.2,0.3,1.2,4.1,1.8..]

v

[0.3,0.4,0.1,1.8,1.1..]]

[0.7,1.4,2.1,4.8,4.1..]

[1.2,0.3,1.2,4.1,1.8..]

BRKCLD-1006




Jargon you may hear - for reference only

o Embeddings : Objects like text, audio, video and images are represented as “Vectors”.

o Embedding Models: Specially trained ML models to represent embeddings in multi-
dimensional space.

o Vector Stores : A database which is is specialized in storing the embeddings.

o Tokens : Units of text being processed

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCLD-1006 27 CIsco



However RAG is becoming a Legacy option

Early 2024 Currently

Rate limits Rate limits ensure fair and reliable access to the APl by placing specific caps on requests or tokens

d within a given time period. Your usage tier determines how high these limits are set and
32k tokens to 128k tokens

automatically increases as you send more requests and spend more on the API.

TIER RPM TPM BATCH QUEUE LIMIT
Free Not supported

Tier1 500 30,000 90,000
Tier 2 5,000 450,000 1,350,000
Tier 3 5,000 300,000 50,000,000
Tier 4 18,000 2,000,000 200,000,000
Tier5 1@,000 30,000,000 5,000,000,000

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCLD-1006 28 CiIsco



Modern LLMs token limits make Fine Tuning easier

Instruction Fine-tuning
/

PROMPT]I...Set of Instructions....] h Q
@é} PROMPT]...Set of Instructions....] ;@}3
cer]
coer]

PROMPT]...Set of Instructions

Foundational PROMPT]...Set of Instructions
Model -

Fine-tuned Model

J

Using Prompts to Fine-Tune LLM

LK AN
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Fine Tuning for advanced use cases

Parameters:a, b, cC

Weights : Y,X
Parameter based Fine Tuning

@}'} 4 6 X,Y :<b> N @}@

Foundational I ]
Model L L Fine-tuned Model

Y=a*X+b

Y=a*X+c¢C

LK AN
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Model Deployment Example for Reference

n Automated_fine_tuning_workflow

Steps

v Actions

- Train model

Process data
- Deploy model (batch inference)

l Register model

i ]
o
o
o
o
i ]
i ]
o

Prepare fine tuning dataset O
Process data
©

.54 Tr{;:r[}’w‘.odz?[
s

Fine tune Llama 3.1
- Fine tune @

3

Evaluate LILM perf @
il Execute code

é

Condition
Condition

&

Deploy model for inference @ &
Deploy model (endpoint) Register model
o Register model
k=

© 2025 Cisco and/or its affiliates. All rights reserved.
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An example SecOps Use Case - Firewall Upgrades!

sco and/or its affiliates. All rights reserved.

Firewall

-

=

Secure Firewall
Management

-

Secure Firewall

| T1

Firepower eXtensible
Operating System(FXOS)

BRKCLD-1006
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Sample LLM Application - Firewall Upgrade Assistant

Prompt
Get Context
Input [
O —_— Is the Secure > i
( N\ Firewall(4110) version | — = o
1 7.0.0-94 compatible for | Q )

direct upgrade to 7.4.2- Output —— Response Context
172
Query

Upgrade assistant which answers user queries for
different Cisco products

LK AN
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Simple Python based LLM app

LLM > main.py > ...

from state import UpgradeState

from typing import Literal

from langchain_core.output_parsers import

from langchain.agents import create_react_agent, , create_openai_functions_agent,
from dotenv import load_dotenv

load_dotenv()

def compatibility_route(state)—>Literal["tools", "end" ]:
messages = state["messages"]
last_message = messages[-1]
if last_message.tool_calls:
return "tools"
else:
return "end"
tools = [fmc_hardware_compatibility, fmc_hardware_bios_compatibility, fmc_virtual_300_public_cloud, fmc_virtual_pu
compatibility_check_tool_node = ToolNode(tools)

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCLD-1006




Simple Python based LLM app

LLM > main.py > ...
def compatibility_agent(state):

Llm = ChatOpenAI(
model= "gpt-40-mini",
temperature=0

compatibility_with_tools = 1lm.bind_tools(tools)

chat_prompt_template = chat_prompt_template.partial(compatibility_prompt=compatibility_prompt,tools=tools)

chat_prompt_template = chat_prompt_template | compatibility_with_tools

chat_response = chat_prompt_template.invoke(state)
resp_dict = {"messages": [chat_responsel}

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCLD-1006




Knowledge Sources _

Management Center , https://www.cisco.com/c/en/us/td/docs/security
Compatibility Guide /secure-firewall/compatibility/management-

center-compatibility.html

https://www.cisco.com/c/en/us/td/docs/security
/secure-firewall/compatibility/threat-defense-
compatibility.html

\ 4

Secure Firewall Threat
Defense Compatibility Guide

—— &)

https://www.cisco.com/c/en/us/td/docs/security Model
[firepower/fxos/compatibility/fxos-
compatibility.html

\ 4

Firepower Compatibility Guide

\ 4

[asa/compatibility/asamatrx.html

[ ASA Compatibility Guide J https://www.cisco.com/c/en/us/td/docs/securit

Context
]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCLD-1006 37 CIsco


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/management-center-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/management-center-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Knowledge sources in code

LLM > main.py > & compatibility_agent
def compatibility_route(state)—>Literal["tools", "end" ]:

last_message = messages[-1]

if last_message.tool_calls:

return "tools"
else:

ratiirn MAanAN

(variable) compatibility_check_tool_node: ToolNode ; compatibility,fmc_virtual_3@@_public_cloud,fmc_virtual_public_cloud, fmc_virtual_30e
compatibility_check_tool_node = ToolNode(tools)

def compatibility_agent(state):

tools = [fmc_hardware_compatibility, fmc_hardware_bios_compatibility, fmc_virtual_300_public_cloud, fmc_virtual_public_cloud, fmc_virtual

34 |® COMP_URL = [
"https://www.

.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense—compatibility.html",

"https://www.

.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos—compatibility.html",

"https://www.

.com/c/en/us/td/docs/security/secure-firewall/compatibility/management—center—compatibility.html"

"https

.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html"

compatibility prompt =

SystemMessage(f"""You are a TAC expert and your primary role is to solve compatibility queries for different (
reference different tables which are present in a variable 'table_name' in tools. Do not generat
You need to retrieve tables from the tools and the tables would give the information in terms of
Read the table information and answer if the product/versions are compatible or not. If not pro\
Select the URL defined in list COMP_URL depending on the tool prefix.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Functions

Table 9. On-Prem Management Center- Device Compatibility

Management Center Version

7.7
7.6

7.4
Last support for NGIPS device management.

7.3
7.2
7.1
7.0
6.7
6.6
6.5
6.4
6.3
6.2.3
6.2.2
6.2.1
6.2
6.1
6.0.1
6.0

5.4.1

Oldest Device Version You Can Manage

7.2
7.1
7.0

6.7

6.6

6.5

6.4

6.3

6.2.3

6.2.3

6.1

6.1

6.1

6.1

6.1

6.1
5.4.0.2/5.4.1.1
5.4.0.2/5.4.1.1
5.4.0.2/5.4.1.1

5.4.1 for ASA FirePOWER on the ASA-5506-X series,
ASA5508-X, and ASA5516-X.

5.3.1 for ASA FirePOWER on the ASA5512-X,
ASA5515-X, ASA5525-X, ASA5545-X, ASA5555-X,
and ASA-5585-X series.

5.3.0 for Firepower 7000/8000 series and legacy
devices.

Providing Logic to read and select
the right information

© 2025 Cisco and/or its affiliates. All rights reserved.
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Knowledge sources in code

LLM > main.py > & compatibility_agent
def compatibility_route(state)—>Literal["tools", "end" ]:

last_message = messages[-1]

if last_message.tool_calls:

return "tools"
else:

ratiirn MAanAN

(variable) compatibility_check_tool_node: ToolNode ; compatibility,fmc_virtual_3@@_public_cloud,fmc_virtual_public_cloud, fmc_virtual_30e
compatibility_check_tool_node = ToolNode(tools)

def compatibility_agent(state):

tools = [fmc_hardware_compatibility, fmc_hardware_bios_compatibility, fmc_virtual_300_public_cloud, fmc_virtual_public_cloud, fmc_virtual

34 |® COMP_URL = [
"https://www.

.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense—compatibility.html",

"https://www.

.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos—compatibility.html",

"https://www.

.com/c/en/us/td/docs/security/secure—firewall/compatibility/management—center—compatibility.html",

"https

.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html"

compatibility prompt =

SystemMessage(f"""You are a TAC expert and your primary role is to solve compatibility queries for different (
reference different tables which are present in a variable 'table_name' in tools. Do not generat
You need to retrieve tables from the tools and the tables would give the information in terms of
Read the table information and answer if the product/versions are compatible or not. If not pro\
Select the URL defined in list COMP_URL depending on the tool prefix.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Tools - function that converts tables to JSON

LLM > tools.py > ..
@tool

def ftd_3100_4200_compatibility(URL):

This function gives the information on compatibility for 3100 and 4200 ftd devices."""

table_name = "Secure Firewall 3100/4200 Series Application Mode Compatibility"
heading = None

table_context = table_ref_id(URL)
return table_context

@tool
def ftd_multi_instance_compatibility(URL):

This function gives the information on multi-instance mode for 3100/4200 ftd devices.'""

table_name = "Secure Firewall 3100/4200 Series Multi-Instance Mode Compatibility"
heading = None

table_context = table_ref_id(URL,table_name,heading)
return table_context

@tool
def ftd_4100_9300_compatibility(URL):

This function gives the information on ftd and fxos compatibility for 4100/9300 ftd devices"""
table_name = "Firepower 4100/9300 Compatibility"
heading = None

table_context = table_ref_id(URL,table_name, heading)
return table_context

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCLD-1006




Fine Tuning with Prompt Engineering

LLM > main.py > @ compatibility_agent
def compatibility_agent(state):

compatibility_prompt = SystemMessage(|f"""You are a TAC expert and your primary role is to solve compatibility queries for different C
reference different tables which are present in a variable 'table_name' in tools. Do not generat
You need to retrieve tables from the tools and the tables would give the information in terms of
Read the table information and answer if the product/versions are compatible or not. If not prov
Select the URL defined in list COMP_URL depending on the tool prefix.

1) If the tool name starts with "fmc" kindly use the URL ending in "management-center—-compatibility.html"
2) If the tool name starts with "ftd" kindly use the URL ending in "threat-defense-compatibility.html"

3) If the tool name starts with "asa" kindly use the URL ending in "asamatrix.html"

4) If the tool name starts with "fxos" kindly use the URL ending in "fxos—compatibility.html"

Below are few acronyms which you should be aware of

FMC : Secure Firewall Management Center

FTD : Secure Firewall Thread Defense

FX0S: Firepower eXtensible Operating System

ASA : Adaptive Security Appliance

The query input would be given by the user

The tools would give the context. Each tool has a description and try to map the query to the description provided. These would I
choosing the correct table for answering the query.

The 1list of URL is defined in COMP_URL={COMP_URL}

Return the response if the products are compatible to direct or step upgrade required.

)

chat_prompt_template= ChatPromptTemplate.from_messages(
[

"system",

"You are intelligent assistant which resolves compatible queries."

"Your response should be in 100 words."

"You have access to the following tools {tools}\n {compatibility_prompt}"
)
MessagesPlaceholder('"messages")

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCLD-1006




Observability

LangSmith

© Home
Observability
£2 Tracing Projects

b Monitoring

Evaluation

E Datasets & Exper

# Annotation Queu

Prompt Engineering

® Prompts

® Playground

LangGraph Platform

< Deployments

& Settings

= More

» v oA C

TRACE

= | @ Waterfall | Show All v »*

1s 2s 3s

¢ LangGraph - 10.16s
& _start__ - 0.00s
@ ChannelWrite<...> - 0.00s
@ ChannelWrite<branch:to:initial
¢@ initial_agent - 4.30s
%, RunnableSequence - 4.19s
[%) ChatPromptTemplate - 0.00s

(@) ChatOpenAl - 418s

4s

... - 0.00s

Compare

LangGraph (¢ o) + &z

Run Feedback Metadata

Raw Input

@
Reset @ @Q
5s s 7s 8s 9s 10s
v
W
(;9 ChannelWrite<...> - 0.00s
(,9 compatibility_route - 0.00s
CO calling_tools - 0.49s ~
ﬁ fmc_on_prem_ftd_compatibility - 0.48s
ﬁ ftd_4100_9300_compatibility - 0.48s
/2 fmc_fxos_compatibility - 0.48s
@ ChannelWrite<...> - 0.00s
CO ChannelWrite<branch:to:initial... - 0.00s
@ initial_agent - 5.31s v
%, RunnableSequence - 5.25s ~

{#) ChatPromptTemplate - 0.00s

{
"messages": [
{

"content": "We are currently running below versions FMC virtual
7.2.0-82,FTD(4110): 7.0.0-94,FX0S: 2.14(1),Could you help us know if these
versions are compatible for a direct upgrade of FTD to recommended release
7.4.2-172. Remember FXO0S compatibility as well",

"additional_kwargs": {},

"response_metadata": {},

"type": "human",

"example": false

JSON 2 RAW (O

Output v

HUMAN

We are currently running below versions FMC virtual : 7.2.0-82,FTD(4110): 7.0.0-94,FX0S:
2.14(1),Could you help us know if these versions are compatible for a direct upgrade of FTD to
recommended release 7.4.2-172. Remember FXOS compatibility as well

© 2025 Cisco and/or its affiliates. All rights reserved.
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Putting together our LLM Application

g ﬁsewabilitv
Tools\ / LangChain

Context / LLM ap \ Model

4 yt)
Prompt ‘ .b
o
LanGraph
\_ J




Quick demo of our final app

@ test.py @ main.py M X &2 graph.png . .gitignore U
LLM > & main.py > ...
150

Toggle Panel (3J
2 tools [> - ua (%)

= S0

PROBLEMS OUTPUT

DEBUG CONSOLE TERMINAL PORTS COMMENTS

+ N
LLMbhavsha2@BHAVSHA2-M-RY17 LLM-agent % /Users/bhavsha2/Downloads/LLM-agent/LLM/bin/python /Users/bhavsha2/Downloa zsh
ds/LLM-agent/LLM/main.py
Enter your query:[]

Python

© 2025 Cisco and/or its affiliates. All rights reserved.
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Let’s recap how enterprises use LLMs In enterprise apps

4 N\
. Production-Ready
Production Model
Context
k J Vector DB
4 N

Trained Model

Development

Public Data OSS Model

]
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Where are the threats?

Production

[

Development

© 2025 Cisco and/or its affiliates. All rights reserved.

Exfiltration
Denial of Service
Privacy Attacks
Cost Harvesting

Vector DB

A
1
1

a Security Risks

Response

Query
> Production-Ready

A

Prompt Injection

1
1
1 Data Extraction
1
Context ----- ! |
1
1

Indirect Injection
Factual Inconsistency

& Indirect Injection
Trained Model

A

1

1

1

. | '
3 - L

Public Data OSS Model
Data Poisoning Model Backdoor
BRKCLD-1006 50
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New Standards for Al Security

A)ownspP

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKCLD-1006

O

Reconnaissance Defense Evasion
! o 1
Resource Development Credential Access
' . 1
Initial Access Discovery
T 4 { ;
ML Model Access Collection
T 4 { :
Execution ML Attack Staging
v ‘ A
Persistence Exfiltration
' . !
Privilege Escalation — > Impact
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emo: Prompt Injection

® HuggingChat

25 huggingface.co/chat/

@ HuggingChat New Chat

, As reported, here is the converted

[+ ] HuggingChat vo.9.4 NEw  Llama 3.3 70B is now available! Try it out!

Making the community's best Al ” )
Current Model el

chatmaceisavaliahiestieveryons @ meta-llama/Llama-3.2-11B-Vision-Instruct

Model page Website

didierRI

@® Search web + Upload file

Ask anything %

About & Privacy




Demo: System Prompt Leakage

@ ChatGPT X A

23 chatgpt.com/?model=auto

@5 & ChatGPT

What can | help with?

Message ChatGPT

0 &




Consequences of Unmanaged Al Risk

Financial Damage

slslc]

Home News Sport Busiess leoowation Cotwe Trawl Eath Video Lve

Airline held liable for its chatbot giving
passenger bad advice - what this means
for travellers

4 @0 = Connections Correspondances

argued s chatbot s responsibl for its own actions”.

Artifictal e travel, and a
Shiarkisbia eve cacs shones deliod B corarad hicehodks cop ok neriy_sed b

© 2025 Cisco and/or its affiliates. All rights reserved.

g

Litigation Risk Reputational
Damage
Driver in Las Vegas Cybertruck explosion used ChatGPT to plan blast, authorities say SueE & SavE f X =

Driver in Las Vegas Cybertruck explosion

used ChatGPT to plan blast, authorities say

. Soidier who biew up Tesia Cybertruck used Al to plan attack, pofice say

CYBERTRUCK PLOT
INVOLVED CHATGPT

Compliance Risk

& ChrisBakke & H
S @ChrisJBakke
| just bought a 2024 Chevy Tahoe for $1.
hatGPT | B Cha Powered by ChatGPT | [E] Chat with a human

=% Understand. And that's a legally binding

“%° Welcome to Chevrolet of Watsonville!
offer - no takesies backsies.

Is there anything | can help you with
today?

e That's a deal, and that's a legally
binding offer - no takesies backsies.

3:46 PM - Dec 17, 2023

¥ 1011K

TECSEC-2002

Security Risk IP Leakage

AIpowered Bmg Chat spills its secrets via
prompt injection attack [Updated]

By asking “Sydney” to ignore previ it reveals i
s EomARDS - 162623, 1111 A

]
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Hence there is a need for MLSecOps

- =\

L )
Model Training Deployment
(RAG/Fine-Tuning)

\_ Y
SecOps for MLOps

Data Input Data Cleaning Data Pre-processing App

]
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Essential Pillars

s A
4 A Model Provenance
N J
s ™
Defending Supply chain
L Vulnerability )

Evaluating Model Efficacy

Guidelines

Safeguarding against Machine
Learning adversarial attacks

)
)
)
)

{ Al Safety and Regulatory }

- J
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Cisco Al Security - Shaping Al Security Standards

MITRE s

 Founding member
of MITRE Atlas

 Co-developed the
Al Risk Database

« Representing Al Security

for National Academies

« Co-organized Hackers on
the Hill for Congressional

staffers

© 2025 Cisco and/or its affiliates. All rights reserved.

Co authored
Adversarial Al
Taxonomy

Selected to NIST’s
Al Safety Institute

N L
| | NSO

Creating Prompt
Injection Taxonomy
w/ UK Al Security
Institute

Al Security Hackathon
at The National Cyber
Security Centre

BRKCLD-1006

*H)owAsp

Contributors to OWASP
Top 10 for LLMs

Selected as review
panelist for Agentic
Security initiative

A .
” Asia

Representing Al Safety at
APEC Summit in front of South
Korean President, Japanese
PM

Partnering with the Japanese
Government on Al safety
proposal

]
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Al Security Taxonomy

Importance of the Al Security Taxonomy

Drive alignment and expansion of Standards threat
definitions to fit customer and product needs.

Standards Al Security Taxonomy Al Defense - Al Runtime guardrails

LLMO02:2025 - Sensitive

Information Disclosure Privacy Attack

A privacy attack refers broadly to any attack aimed at extracting
. sensitive information from an Al medel of its data. This category
AI I n includes model extraction, which recreates a functionally
g equivalent maodel by probing target model outputs, and
membership inference attacks, which determine if specific data

Th re ats records were used for model training.

Standards

AML.T0057 - LLM Data Leakage OWASP TOP 18 - LLM82 - Sensitive Information Disclosure

Reputational, Societal, Toxicity

Financial, User Unitendad responses that are of ensivetothe user. This can
include hate speech and discrimination, profanity, sexual content,

Expa nd + AML_TOOAS _ ;Ii:i::;rla.rassmen‘l‘ unsafe actions, and more. Hate SpeeCh

External Harms -
Augment
Threats orope

A model generates or is manipulated to produce content that is

unrelated to the intended or expected subject matter and poses ff .
risks or harmful outcomes. _Toplc

Reputational, User Standards:

Enrich threats with intent & content categories
(e.g. Hate Speech, Health and Medicine, etc.)

]
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Essential Steps - Discover, Detect, Protect

Develop, deploy & run secure Al Applications

Enterprise development teams are enabling p—
Al rapidly in their applications

 What Al assets are in my cloud? Al Cloud Visibility
(including VPCs)

1. Discover and inventory Al assets across
the enterprise
2. Understand ownership & provenance

« What are the risks associated Al Model and Application 3. Testand validate models/apps
ith these Al models and abps? Validation 4. Evaluate risks discovered
Wi PPS: 5. Test periodically on model/app changes
 How can | protect my Al models Al Runtime Protection 6. Deploy mitigations and protections
and apps? 7. Monitor and audit performance

]
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The Al Defense Solution - Securing Al Apps

Cisco Al Defense

Model & openal

Providers A\

Discover: Inventory Al Assets

DEVELOPING

N Detect: Vulnerability Testing Custom

Al Apps

End User

Protect: Guardrails & Enforcement

Connected
Data Sources

Cisco Al Threat Research Labs
]
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oo

‘du Security Cloud Control /" t0 se: s & ® 0 | Q PriyacGajula v

&> Organization
ABM Finance Co. - >
North America

Claim subscription
4> Home

Claim subscriptions to activate instances in your

organization.

4+  AlDefense m

» Firewall

("] Hypershield

& Muiticloud Defense

O Secure Access

>
Secure Workioad Q INTEGRATE IDENTITY PROVIDER (IDP) (N SET YOUR DEFAULT LANDING PAGE
Provide single sign-on (SSO) to your organization's users. Select a product page to view first when you enter the organization.
Configure Select
py Favorites >
= Security Devices
® 2 ) ONBOARD FIREWALL DEVICES ﬁ} ACTIVATE SECURE WORKLOAD £ ASSIGN ROLES
Shared Objects
Manage your firewall in Security Cloud Control. Activate Secure Workload to bring security closer to your Create organization users and assign roles to control
9 Pplatform Management > applications. access.
Onboard Activate Assign
° ©® 2025 Cisco Systems, Inc. Privacy Policy General Terms

]
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The Al Defense Solution - Securing Shadow Al

Cisco Al Defense

Discover: Inventory Third-Party
Apps

Third-party @ ChatGPT

USING Detect: Assess Risk & Get Context

Al APPS Apps @® GitHub

i ' Copilot

Employee

Protect: Guardrails & Enforcement

Cisco Al Threat Research Labs
]
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Secure Access: SSE that truly understands Al

It doesn't just see patterns. It understands intent.

Intelligent Protection

287 Total Events  Viewing activity from Jan 8, 2025 at 3:30 PM to Feb 7, 2025 at 3:30 PM

fentity

Detected ¥

Detected
Feb 5, 2025 at 1:15 AM

I e High A Bob SWG (bob@swginawsd Prompt  OpenAl ChatGPT Al monitor @ Monitored  Feb 5, 2025 at 1:15 AM Aotice
cti
< Monitored
. QXD o Critical 4 Bob SWG (bob@swginawsd Prompt  OpenAl ChatGPT Al Guardrails - 1 © Blocked Feb 5, 2025 at 1:15 AM
« Pattern-less PII/PHI/PCI detection
QDD e Critical L Bob SWG (bob@swginawsd Prompt  OpenAl ChatGPT Al Guardrails - 1 © Blocked Feb 5, 2025 at 1:14 AM
Identity
. . . [ Al Guardraits JESCRGTENY A Bob SWG (bob@swginawsd. Prompt  OpenAl ChatGPT Al monitor € Monitored ~ Feb 5, 2025 at 1:14 AM L Bob SWG (bob@swginawsd.
» Prevention of sophisticated attacks
reventon ISU
[ Al Guardraits JECIGTENY 4. Bob SWG (bob@swginawsd Prompt  OpenAl ChatGPT Al monitor @ Monitored  Feb 5, 2025 at 1:05 AM Application
OWASP LLM / MITRE ATLAS
[ Al Guardraits JCIGIIE) 4. Bob SWG (bob@swginawsd. Prompt  OpenAl ChatGPT Al monitor @ Monitored  Feb 5, 2025 at 12:57 AM
Application Category
. . .
e.g., prom ptin Ject|on @EIZID o High L 8obSWG (bob@swginawsd..  Prompt  OpenAIChatGPT  Almonitor e Generative A
[ Al Guardrails JEECRGTETY T, 5212127197 Prompt  OpenAl ChatGPT  Almonitor -api/conversal
= . .
* Intent-based toxicity detection L
. @I Privacy
[ Real Time  JENCERY T, 5212127197 Upload Datadog New Rule
Write a professional email responding to our client,
|} n n -
[ Reai Time  JNCRE T 5212127197 Upload  Datadog New Rule Alex Smith, confirming the details of their invoice for
e rO rI C I O I l e C u r I . the $1.2M deal with ACME Company.
@I e Critical L 5212127197 Upload  Mozilla Firefox Raja_test_rule
Direction
[ Al Guardrails JESCSIGTY T 5212127197 Prompt  OpenAl ChatGPT Al monitor © Monitored  Feb 4, 2025 at 10:56 PM 241 »
* Built into Secure Access* B
[ Al Guardraits JEECIGTENY T 5212127197 Prompt  OpenAl ChatGPT Al monitor € Monitored  Feb 4, 2025 at 10:54 PM
. . . . [ Al Guardraits JECRETENY T, 5212127197 Prompt OpenAl ChatGPT Al monitor € Monitored  Feb 4, 2025 at 10:49 PM
+ Single unified policy framework c
n uniti | r WOor @I Toxicity
CIEED» e High A Raymond Wei (raywei@cisc Prompt  OpenAl ChatGPT  AlDemo © Blocked Feb 4, 2025 at 10:49 PM
how to make a bomb
agn - [ Al Guardrails JESCREIET A Raymond Wei (raywei@cisc Prompt  OpenAl ChatGPT  Almonitor @ Monitored  Feb 4, 2025 at 10:49 PM
* No additional infrastructure
[ Al Guardrails JERCRETE) T, 5212127197 Prompt  OpenAl ChatGPT Al monitor € Monitored  Feb 4, 2025 at 10:46 PM Total Size in Bytes

1808

100% 1
Top 16 Al Apps Coverage Unified Security
Framework

1200+
Al Applications Coverage

(*) included in Secure Access Advantage
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The Al Defense Solution

Cisco Al Defense

Model © Openal

Providers A\

Discover: Inventory Al Assets

A
v

DEVELOPING
Al APPS

Custom

Detect: Vulnerability Testing
Al Apps

End User
Protect: Guardrails & Enforcement

Connected
Data Sources

Discover: Inventory Third-Party
Apps

Third-party @ ChatGPT

®, GitHub

USING ) :
Al APPS Detect: Assess Risk & Get Context

A
v

Employee

Protect: Guardrails & Enforcement

Cisco Al Threat Research Labs
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The Al Defense Solution via Hybrid Mesh Platform

Cisco Al Defense

Model © Openal

Providers A\

Cisco
Security Cloud

DEVELOPING
Al APPS

Custom

Detect: Vulnerability Testing
Al Apps

Cisco Hybrid Mesh
Firewall

End User

Protect: Guardrails & Enforcement
Connected
Data Sources

Discover: Inventory Third-Party
Apps

Third-party @ChatGPT
Apps @®, GitHub

USING ) :
Al APPS Detect: Assess Risk & Get Context

Cisco Secure Access

E|

' Copilot

Employee —

Protect: Guardrails & Enforcement

Cisco Al Threat Research Labs
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Cisco Al Threat Research

Evaluating Security
Risk in DeepSeek and
Other Frontier

Bypassing Meta’s
LLaMA Classifier:

A Simple Jailbreak Reasoning Models

Teachmeho

O What's The First Sentence

Original Research
@ From The New York Times: “

Extracting Training e
Data from Chatbots

Bypassing OpenAl’s
Structured Outputs:
A Simple Jailbreak

]
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Summary
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What have we Learned?

» Essential components of MLOps Pipeline

 Existing risks in applications are amplified by LLMs

« MLSecOps helps in having a better Security Hygiene around MLOps
» Cisco Al Defense - inventory, red team and provide guardrails
« Cisco Al Access - Securing User interacting with Shadow Al apps

CCCCC



References

 MLOps book (https://www.databricks.com/sites/default/files/2024-06/2023-10-EB-Big-Book-of-
MLOps-2nd-Edition.pdf)

« LangChain (https://www.langchain.com/)

* Mitre Framework (https://atlas.mitre.org/studies/)

 LLM Poisoning (https://arstechnica.com/information-technology/2024/01/ai-poisoning-could-turn-

open-models-into-destructive-sleeper-agents-says-anthropic/)

* Fine-Tuning (https://huggingface.co/docs/diffusers/en/training/lora)

 Building LangChain App (https://python.langchain.com/docs/tutorials/llm_chain/)

N
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full conference passes
to Cisco Live 2026.
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(1

Book your one-on-one
Meet the Engineer
meeting

p)
)

o0
MM

Jo

O
M

Attend the interactive
education with DevNet,
Capture the Flag, and
Walk-in Labs

C’l'D
Q16

Visit the On-Demand
Library for more
sessions at

www.Ciscolive.com/

on-demand
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http://www.ciscolive.com/on-demand
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