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About your Speaker

« Christopher Stokes

* Principal Engineer

« Based out of Austin, TX

« Cisco employee since 2007
e 25 years in IT industry

 Focus on DC Networking

How | spend my free time:
 Family
* Fishing
. “Fixing” Things ©
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About your Speaker

« Laxmi S Vellanki

* Network Engineer

» Cisco employee since 2008
« 17+ years in IT industry

* Focus on DC Networking

How | spend my free time:
» Gardening
* Playing Volleyball
 Being a Mom
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Why is Al Important?

« Changing the world
* It’s everywhere

 New market opportunities

* Improving our products

« Empower our services

ol I il I [N
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Business Priority

]
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Ask from Leadership

Build Al-Ready Data Centers leveraging Cisco platforms and Ethernet technology to support
Cisco product and business innovation, reference architectures and IT operational excellence

Al Infrastructure Validation:
* Deploy clusters to validate design using Cisco’s technology stack
Al Cluster Deployments:
e 256 NVIDIA H100 GPUs: Performance benchmarking for high-demand workloads
512 NVIDIA H200 GPUs: Enable scalable Al for business applications
* 96 NVIDIA H200 GPUs in UCS C885 servers: Power Cisco’s internal cloud workloads
* HyperFabric-Enabled Cluster: Optimize Al performance with ultra-low latency interconnects
Support Al Use Cases:
* Facilitate engineering and business Al model training
* Enable LLM (Large Language Model) use cases across Cisco products
* Power Al applications for business and IT automation
GPU as a Service:
* Provide scalable, on-demand GPU resources to meet diverse Al needs

]
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Evolving Al Infrastructure: From SONIC to Nexus

Cluster 1: SiliconOne/H100
32 x Nvidia DGX (256 GPU)
Technology:

Cisco 8100 with Silicon One ASICs
SONIC Operating System
Nvidia H100 GPUs
NetApp AFF A900 nodes

© 2025 Cisco and/or its affiliates. All rights reserved.

Cluster 2: Nexus/H200
64 x Nvidia DGX (512 GPU)
Technology:
Cisco Nexus 9000 with NX-OS

VXLAN DC Fabrics

NDFC and NDI for Fabric Build and
Management

Nvidia H200 GPUs
NetApp AFF A900 nodes

Cluster 3: Nexus/UCS
12 x UCS €885 (96 GPU)
Technology:
Cisco Nexus 9000 with NX-OS
VXLAN DC Fabrics

NDFC and NDI for Fabric Build and
Management

Nvidia H200 GPUs
NetApp AFF A900 nodes

BRKCOC-3005

Cluster 4: Nexus/H200
32 x Nvidia DGX (256 GPU)
Technology:
Cisco Nexus 9000 with NX-OS
VXLAN DC Fabrics

NDFC and NDI for Fabric Build and
Management

Nvidia H200 GPUs
NetApp AFF A900 nodes

Cluster 5: HyperFabric Al
32 x UCS €885 (256 GPU)
Technology:

Silicon One ASICs
VXLAN DC Fabrics

HyperFabric Al controller Build and
Management

Nvidia H200 GPUs
VAST Storage
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Al Cluster Fabric

Requirements




Where We Began

Learning and Upskilling the Team

* Internal/External Research

 DevNet

« Training VODs/Classes

* Procured Lab Test Devices

« Partnerships with Cisco and NVIDIA Engineering Leadership

 Divide and Conquer

DU LU A
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Unique Challenges of Building Al Fabrics

* Low entropy -> inefficient load balancing
« Stringent latency requirements for some Al jobs

 Need for lossless fabric
« Training jobs could run for long periods

* Very high bandwidth flows
« Large amount of data sets being moved around

» Synchronized and bursty traffic causes transient oversubscription
« Links can get saturated in microsecs

« Versatility challenge
« Different traffic patterns, workloads and communication algorithms

* Security requirements
* Massive volumes of data, need protection for the entire model/Al
application, runtime protection and input validation

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOC-3005
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The Al/ML Workload Cycle

Send results of computation
Different collective communication patterns
All Reduce (Aggregate/reduce everyone’s data
and send to everyone

GPU Execute Instructions

High Bandwidth capable GPUs can saturate
network links

Synchronize

Wait for all GPUs to complete
Synchronizes all GPUs
Compute stalls, waiting for the slowest path
Job Completion Time (JCT) influenced by the worst-case tail latency

]
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Your Al/ML Training is only as fast as the slowest GPU

The network can become the bottleneck

Traditional DC Traffic Pattern Al (All-to-all Collective) Traffic Pattern

Barrier Operation

Job Complete
Cumulative Traffic /—\_/\_/\_/\_ Cumulative Traffic

GPUs Stalled

Waiting for other GPUs to complete
(Due to network congestion
from poor load balancing)

Individual Flows \ 7%% Individual Flows

Few synchronous high BW flows
Synchronization magnifies long tail
latency and bad load balancing decisions

Many asynchronous small BW flows
Chaotic pattern averages out
to consistent load

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOC-3005




Explicit Congestion Notification (ECN)

* Purpose: Provides congestion notification in Congestion
IP networks — SYPEIENEER
=
* Function: Enables end-to-end congestion _,%_,F‘—@
notification between two endpoints ¥ =
 Mechanism: CNP
» Utilizes 2 LSB of the Type of Service field in the
IP header
» Upon congestion, it triggers the transmitting
device to reduce the transmission rate using a ECN Behavior

Congestion Notification Packet (CNP) without

halting traffic Non ECN Capable

ECN Capable Transport (0)

ECN Capable Transport (1)

Congestion Encountered

]
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Priority Flow Control (PFC)

Flow Control Mechanism - 802.1Qbb

» Also Known As: "Lossless Ethernet"
* Function: Enables Flow Control on a Per-Priority basis
* Alternate Name: Per-Priority-Pause
» Key Benefits: Lossy Traffic @ Lossless Traffic

* Allows both lossless and lossy priorities on the /
same wire.

» Ensures traffic can operate over a lossless priority
independently.

« Other traffic on different priorities continues to
transmit, relying on upper layer protocols for
retransmission.

Ethernet Wire

]
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Al Ethernet Fabric LB Options

Stateful Spray & Re-order in Spray & Re-order
Load Balance Stateless ECMP Flow/Flowlet SmartNIC in leaf
Fabric Congestion Congestlo_n Congestion Reaction with congestion Congestion
M REEEN BT score to adjust distribution Avoidance
anagement ECN/PFC )
Link Failure Software Hardware
J?b Ll Good Better Best
Time
Coupling between
. \ Y \
NIC and Fabric © ©s ©

Place in Network

Frontend & Backend, Training & Inference

© 2025 Cisco and/or its affiliates. All rights reserved.
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Foundational Principles for
our Al Clusters

. ——
'. ‘
Focus on application performance Ly
=
@} Intelligent buffering, low latency, telemetry / visibility %
JLrd = = \&
ij _r: Dynamic conges tion avoidance for various @ mm}mmnnmmimmfhmi.mnm}a '
workloads ; Eiz
@ Dedicated front-end / back-end networks. Non-blocking
fabric

@ Leverage Automation for Day O to 2 operations

]
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Al Fabric Architecture
and Design




Al Cluster Fabrics

Scalable Dedicated Environments

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOC-3005




Al Fabric Desi

Design #1

’ / Storage Network ™~

/—
L
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Cisco Network

DCC Network
DGC GW1 [TEJ DCC GW2

\

Storage MGR1

=y

~

Storage SW1 ——  Storage SW2

Storage SW3

DGX1 e DGX16

8 leafs
1 L8

Inter-GPU back-end network

BRKCOC-3005

P Front-end network .

NetApp Cluster 5 hosts

Cluster
MGR5

INB MGMT
SW2

Management
Network

— OOB Flow
—— Inband Flow

22
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Al Fabric Design

Design #2 - Converged Front End

Cisco Network

DCC GW1 DCC GW2

Storage network Border Leafs Front-end network
Edge
‘ " Leafs
Edge leafs _— “
4 spines Management
Network

/
i

/
NetApp
Storage

-

_— — ——
Pt

S1 S2 8 spines

0O0B Flow
—— Inband Flow

Inter-GPU back-end network# 1

]
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Al Fabric Design

Logical Topology

Cisco

: R B
Enterprise Internal N - - Controllers
Network | |
Restricted Common-services

Controllers-vrf Enforces admin-only access and
Al fabric orchestration NDI, NDFC restricts management protocols and

sources

Common-services-vrf Shared infra services _ Blocks unauthorized access; allows only

- access tools -
Restricted-vrf . . Compute nodes used for Model Segregates restricted data; enforces

Workload isolation based on Data .
Classification training & inference jobs granular north-south policies to prevent
lateral movement

]
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Al Fabric building blocks

Inter-GPU back-end network

Objective - High-speed data transfer between
GPUs for distributed Al training workloads

Network Highlights
« ROCEvV2 Support (GPU Direct RDMA)
* 400Gig non-blocking bandwidth per GPU
« Scalable Units with RAIL optimized design
* QoS with ECN and PFC
« DSF

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOC-3005

Inter-GPU back-end networl
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Al Fabric building blocks

Front-end Network

Objective - Enable clients to access the Al cluster, stage Cluster Front;ehzgsnetworzluster

data, and schedule jobs on GPUs L) L

Network Highlights

INB MGMT INB MGMT

swi Sw2.

« Mirrors traditional datacenter network architecture

 Hosts UCS Cluster Manager for Al/ML job orchestration and
fabric controllers

 High-speed 100G Ethernet connectivity

* Front-end switches connected to the broader Cisco enterprise
network

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOC-3005 26 CIsco



Al Fabric building blocks

Storage Network

Storage Network

Objective - Ensure high-throughput delivery of massive data |
volumes from large-scale storage infrastructure to GPUs | St |
with speed and reliability )

Storage SW1 - Storage SW2

Network nghllghts Storag|e SW3 { Storage SW4
« Fabric for GPU-to-storage server communication

« High-speed 100G Ethernet connectivity

* Enables client and DGX access to periodic data snapshots

]
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Al Fabric Data Center

Entire DC Layout

« Utilized existing cabinets, power, and cooling

« 32 DGX Units distributed for high power and
cooling

» Direct connections with long patch cords to
save time and cost

]
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Al Fabric Data Center

Compute cabinets

« Distributed DGX hardware (~10 kW per cabinet)
« Newer DCs optimized for 25kW (2 Nvidia) per cabinet

* Maintained N+1 power and cooling redundancy

* Reduced cost and deployment time

Heat Gauge

MPAF Actual

7.279 (kW) Manufacturer Max

10 (kW)
MPAF Commited
7.279 (kW)

Real-Time Power g?l::'{l‘;imi[

0.346 (kW)

Heat Threshold
6 (kW)

]
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Al Fabric Data Center —

Front-end network Cabinets ==

Network Row Optimization

* Centralized network and storage hardware e S
O Reduced Cab“ng and patchlng Comp|eXIty
* Ensured failover and power redundancy S
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Al Fabric Capacity planning

Inter-GPU back-end network

]
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Al Fabric Capacity planning

All Al fabrics

© 2025 Cisco and/or its affiliates. All rights reserved.

GPU Nodes

Inter-GPU back-end network

8 leafs, 4 spines

8 leafs, 4 spines

16 leafs, 8 spines

8 leafs, 4 spines

8 leafs, 4 spines

BRKCOC-3005

Front-end Network

Layer2 Network
2 - Cisco 8102-64H

Storage Network

Layer2 Network

4 - Cisco 8102-32FH

12 Leafs, 4 Spines

12 Leafs, 4 Spines*

12 Leafs, 4 Spines*

*Converged VXLAN front end network

32
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Sonic Al Fabric Build




Sonic Al Fabric Build

Inter-GPU back-end network

 High-speed data transfer between GPUs

* RAIL optimized design with L3 connections
« iBGP with Route Reflectors

« 2x400Gig LAG Leaf to Spine connectivity

« 400Gig non-blocking bandwidth per GPU

e (Cisco 8101-32FH-0O
e Then 8122-64EH-0O

« QoS with ECN and PFC
« Then Distributed Scheduled Fabric

]
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Sonic Al Fabric Build

Front-end network

» Dedicated client access to the network

« Layer 2 between the DGX and UCS Managers

* Inband MGMT switches connected to Cisco Network
* Cisco 8102-64H-0 switch,100Gig ports

5 Management UCS hosts

« Simple Linux Utility for Resource Management
(SLURM)

N
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Sonic Al Fabric Build

Storage network

© 2025 Cisco a

Dedicated client access to data snapshots
Netapp Storage, A900 series

Layer 2 network, 400Gig Links between
storage switches

Two 100Gig links to NetApp and DGX

Cisco 8101-32FH-0

nd/or its affiliates. All rights reserved. BRKCOC-3005
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Sonic Al Fabric Build

Overview

First fabric built on Silicon One ASICs
Utilizing SONIC as the NOS

Ethernet-based architecture

32 Nvidia compute nodes (8 GPUs each)

12.8T throughput per back-end leaf(8101)
« 51.2T throughput per back-end leaf (8122)

32 PetaFLOPS Al performance per node
4 NetApp AFF A900 nodes

© 2025 Cisco and/or its affiliates. All rights reserved.

DCC Network

Storage network (400Gb) . | Front-end network (100Gb)

‘ Inter-GPU back-end network (400Gb) £35S ONIC i
Leaf Layer 2 -

Spine Layer iisassssssssssssss e T

]
BRKCOC-3005 37 CIsco



Cisco Network Gear for Sonic Al Fabric

ASIC
Rack Units
NOS
Ports

Total Throughput

Use Case

Port Speed

© 2025 Cisco and/or its affiliates. All rights reserved.
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8101-32FH-0O / 8122-64EHF-0O 8102-64H-0 93108TC-FX3H
Silicon One Silicon One Cloud Scale
1RU / 2RU 2RU T1RU
SONiIC SONIC NX-0S
32xQDD / 64xOSFP800 64xQSFP28 48x10GBASE-T
12.8 Tbps / 51.2 Tbps 6.4 Tbps 1.8 Tbps
Inter-GPU back-end network Management
Storage Network Flromi=erel ehet network

400Gbps / 800Gbps

100 Gb/s

1/10Gb/s

BRKCOC-3005
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Optics for Sonic Al Fabric

QDD-400G-DR4-S QSFP-100G-SR4-S QSFP-100G-SM-SR MMS4X00-NS-FLT

Vendor Cisco Cisco Cisco Nvidia

800G
Speed 400G 100G 100G Duplex 400G-DR4
Fibre Mode Single Mode Multimode Single Mode Single Mode
Max Cable Distance 500m 70m 2000m 100m
?yb;g SEINEEE MTP/MPO-12 MTP/MPO-12 Duplex LC Duplex MPO-12
Ulsa B Compute Fabric Storage and DCC GPU Node

(Leafs/Spines) Inband Mgmt

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOC-3005 39 CIsco



Cisco 8000 Network Configuration

» Native sonic cli * Modify the config_db JSON File

adningsvlngend-sonic-8k-1:~ sudo config interface ip add Fthernetl 172.20.12.1/30 3:$§9fgxlzge"4's°"ic'sk_l:/Etcls°"ic$ pud

, , - ' admin@svingen4-sonic-8k-1:/etc/sonic$ 1s | grep config_db.json
admin@svlngend-sonic-8k-1:~§ sudo config interface ip add Ethernet24 192.168.20.1/24 config_db. json

adnin@svingend-sonic-8k-1:~$ sudo config save -y admin@sv1ngen4—so?ic—8k—1:/etc/sonic$ grep -A 5 INTERFACE config_db.json
: : o "INTERFACE":
admin@svlngend-sonic-8k-1:n$ Ethernetl": {},
"Ethernet16|172.20.12.1/30": {},
"Ethernet24": {},
"Ethernet24|192,168.20.1/24"; {}
admin@svlngend-sonic-8k-1:~§ show ip interfaces 5

Interface  Master  IPv4 address/mask  Admin/Oper  BGP Neighbor  Neighbor IP . .
admin@svlngen4-sonic-8k-1:~$ sonic-cfggen -j /etc/sonic/config_db.json

Ethernet16 172,20.12.1/30 up/up 8101-2 (‘default’, '172.20.12.2') :gmi:gzz}:gzzizzg:iE:gtzi;:z sudo config save -y
Ethernet24 192,168.20.1/24  up/up 8101-2-vian20  ('default’, '192,168.20.2') Running command: /usr/local/bin/sonic-cfggen -d —-print-data > /etc/sonic/config_db.json
admin@svingend-sonic-8k-1:~$

]
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Cisco 8000 Automated Provisioning
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Q OS CO nf| g u rati on "TC_TO_PRIORITY_GROUP_MAP": {

"CISCO0": {
” ” IIGII: Ilall' _ .
QUEVE": 1 nqns g "PORT_QOS_MAP": {
"Ethernet@|0": { . ’ .\ .
"scheduler": "scheduler.@" "2 "o, Etherneto": {

y, ngm, ugw "dscp_to_tc_map": "CISCO",

“Ethernet@|1%: { wgus wgu "pfc_enable": "3,4"
"scheduler": "scheduler.0" - [} - ! r

y ugu, ugn "pfc_to_queue_map": "CISCO",

"Ethernet@|2": { ngt: mgm, "pfcwd_sw_enable": "3,4",
"scheduler": "scheduler.@"

X ngn. ngn "tc_to_pg_map": "CISCO",

"Ethernet®|3": { HWRE?E';:EEHE;: { "tc_to_queue_map": "CISCO"

"scheduler": "scheduler.1", b . }
mwred_profile": "CISCO_LOSSLESS" ecn”: "ecn_green_yellow", 1y '

}’ ::qreen_drnp_prnbablLlllty::: "5, ) "TC_TO_QUEUE_MAP": { "Ethernetl@@": {

“"Ethernet@|4": { green_max_threshold™: "4134304%, "dscp_to_tc_map": "CISCO",
"scheduler": "scheduler.1",

"wred_profile": "CISCO_LOSSLESS"

"green_min_threshold": "1848576", "CISCo™: {
"wred_green_enable": “true", "pt: "Q", "pfc_enable": "3,4",

¥, "wred_yellow_enable": "true", nqny omq “"pfc_to_queue_map": "CISCO",

"wellow_drop_probability™: "a@", " w, n .
"yellow_max_threshold": "6144000", t2ty M2, pfcwd_sw_enable™: "3,4%,

“yellow_min_threshold”: "@" n3yu, sge "tc_to_pg_map": "CISCO",

H AU, g n "tc_to_queue_map": "CISCO"
"CISCO_LOSSLESS": { 4" 4 ' -t0-q —map

"een": “ecn_green_yellow", "5ty "5", )

"green_drop_probability": "5", "Gg': "6", "Ethernet104": {

QI"EEI"I_H’]E.iX_ThrEE.hﬂ].d : "dpeooea", ll7ll. "7” "dSCp_tO_tc_map": ”CISCO“,
"green_min_threshold": "3@80088", '

"wred_green_enable": "true", "pfc_enable": "3,4",
"wred_yellow_enable": "true", "pfc_to_queue_map": "CISCO",

"wellow_drop_probability™: """, 1" . 1 T
"yellow_max_threshold": "6144000", pfcwd_sw_enable”: “3,4",

"yellow_min_threshold": "@" "tc_to_pg_map": "CISCO",
"tc_to_queue_map": "CISCO"
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ONIiC Day 2 Ops - Grafana Dashboards

5 5 Signin
= Home > Dashboards » Basepod > SONIC 0S - Silicon One SW Sl () Lastthour v @ Q Smv A
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Nexus Al Fabric Build




Collapsed Front-end and Storage Network

New Design on Nexus

 Client and Data Access
« 8 Management UCS Hosts
« NetApp Storage, A900 series

« VXLAN over BGP, 400Gig Leaves and Spines

Service

. 100Gig links to NetApp, DGX and UCS pe—— </ == ,_£f~teaf§

* Nexus N9K-C9364D-GX2A

*  Nexus N9K-C93600CD-GX

]
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Nexus Al Fabric Build

Overview

 Utilizing NX-OS as the NOS

* Our first VXLAN DC Fabrics

« NDFC and NDI for Fabric Build & Management
« Ethernet-based architecture

» 400G non-blocking compute fabric

« 64 Nvidia compute nodes (8 GPUs each)

* 51.2T throughput per Back-End leaf

« 32 PetaFLOPS Al performance per node

4 NetApp AFF A900 nodes

© 2025 Cisco and/or its affiliates. All rights reserved.

DCC Network

Storage network (400Gb) ﬁ:.======—==g Front-end network (400Gb)

e

Inter-GPU back-end network (400Gb)

BRKCOC-3005

TP m——— |
Tole—

)
w%\‘

Inter-GPU back-énd network (400Gb)
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Cisco Network Gear for Nexus Al Fabric

ASIC
Rack Units
NOS
Ports

Total Throughput

Use Case

Port Speed

© 2025 Cisco and/or its affiliates. All rights reserved.

N9K-C9364D-GX2A

N9K-C93600CD-GX

N9K-C93108TC-FX3H

Cloud Scale Cloud Scale Cloud Scale
2RU TRU TRU
NX-0OS NX-0OS NX-0OS
64xQSFP-DD 28xQSFP28, 8xQSFP-DD 48x10GBASE-T
25.6 Tbps 12 Tbps 1.8 Tbps
Inter-GPU back-end network Front-End network Leafs Management
Front-end network (Spines) Management network GWs network

400Gb/s

100 Gb/s

1/10Gb/s

BRKCOC-3005
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Optics for Nexus Al Fabric

Vendor

Speed

Fibre Mode

Max Cable Distance

Fibre Connector
Type

Use Case

© 2025 Cisco and/or its affiliates. All rights reserved.

QDD-400G-FR4-S

QSFP-100G-DR-S

QSFP-100G-FR-S

Cisco Cisco Cisco
400G 100G 100G
Single Mode Single Mode Single Mode
2000m 500m 2000m
Duplex LC Duplex LC Duplex LC

Leaf to Spine
links

UCS Mgmt Nodes

Nvidia Storage and
In-Band Links
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Nexus 9300 - NDFC Fabric Setup

Nexus Dashboard

Fabric Setup
1. Run Fabric Creation Wizard

2. Select Fabric Template '
3. Define Fabric Parameters — : --

Fanirie Haaith

Select Type of Fabric

r VXLAN EVPN >

| General Parameters I?EIJ\ ication

Data Center VXLAN EVPN

Data Center VXLAN EVPN
Enhanced Classic LAN

General Parameters  Replication VPC Protocols Security Advanced Manageability Bootstrap Configuration Backup  Flow Monitor
Campus VXLAN EVPN

Checking this will disable Dynamic Underlay 1P Address Allocations

- - - BGP Fabric

10.2.0.0/22 Typically Loopback0 IP Address Range

Typically Loopback] IP Address Range

Custom Network

Fabric Group

Anyeast of Phantom RP IP Address Range

2 10 assign Numbered and Peer Link SV1 1P

2020.0000.00aa

for VXLAN lo MPLS SRILDF Handoff

Typically Loopback® IPvE Address Range

Typically Loopbackl and Anycast Loopback IPV Address Range

1PvEs Address range to assign Numbered and Peer Link SV1 1Ps




N ex u S 9 3 O O S et u p Host Name llP Address serialNumber |[Model Software
ripS- S fefabl-swi042 |10 115‘-

I FDO2833034E__|N9K-C93600CD-GX__ N |10.3(6)
rip5- @ fefabl-sw1041 |10.115 QD FDO2833037Q__|N9K-C93600C0-GX__ I [10.3(6)

- ripS- QR fefabl-sw1032 |10.115 QD teat FDO2833036) _[NIK-CS3600CD-GX___[10.3(6)

POAP and Conflgure Network rip5-@g -fefabl-sw1072 |10.115 @EED |leaf FDO2833031Z__|N9K-CI3600CD-GX___|10.3(6)
s . rip5-g®-fefabl-sw3622 |10.115 @ [border FDO2833033E__|NOK-CI3600CD-GX___|10.3(6)

PreProvision Switches rtp5- @ fefabl-sw3904 |10 115D |border spine |FDO283507P1 | N9K-CI364D-GX2A 0.3(6)

rtp5- @-fefabl-sw1031 [10.115 4 |leaf FDO28330VYS _ |N9K-C93600CD-GX 10.3(6)

Discovery phase r1p5- e fefabl-sw1071 |10.115. QRN [leat FDO28300FZF | NOK-C93600CD-GX 10.3(6)

C 3 rps- fefabl-sw3B21 rlO.llS.Q border FDO28330313 NSK-CS3600CD-GX 10.3(6)
Boot up with COnflg np5 :n_-'.ml sw3903 |10.115 R |borde FDO283507NX__|N9K-C9364D-GX2A 10.3(6)
o _.C rtipS4N-fefabl-sw1022 |10.115. leaf FDO28330335 N9K-CS3600CD-GX 10.3(6)
Provision overlay (VXLAN EVPN)  [ESrmsesramm— FDGZ83003IM[NSK C3060060-6X 1036
rtp5- @-fefabl-sw38 le.ilS.- border FDO28330338 NSK-C93600CD-GX 10.3(6)
rtpS- @ fefabl-sw3902 10.115 @D [borde _[FDO283400UY  |N9K-CI364D-GX2A 10.3(6) |

npS-@lP-i o

tpS-lil-f

enR

AETATE

4

{
i
2
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t
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Interface and QoS setup

 Define VPC Pairs

« Define Interface configurations (Interface Wizard)
« Define QoS Policy (standard templates)
 Deploy policy

‘ All Fabrics » rtpS-prod-ai_fe_vxlan ‘

o

@

A
......... L
7\«

5-a...-sw3903 rtp5-a...-sw3902

]
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Nexus 9300 - NDFC Fabric QoS Setup

Edit Template : Al_Fabric_QOS_400G_950_WRED

Edit Template : Al_Fabric_Q0OS_400G_950_WRED

@ Template Properties

o Template Content

Al_Fabric_QOS_400G_950_WRED Al_Fabric_Q0S_400G_950_WRED © NoErrors

@ Template Properties 22 policy-map type queuing QOS_EGRESS_PORT
23 class type queuing c-out-8g-q6
i 24 bandwidth remaining percent @
# Copyright (c) 2023 by Cisco Systems, 25 class type queuing c-out-8g-q5
# All rights reserved 9 Template Content 26 bandwidth remaining percent @
27 class type queuing c-out-8q-q4
## 28 bandwidth remaining percent @
##template content 29 class t)_/pe queuipg_c out-8q-q3
30 bandwidth remaining percent 50
31 random-detect minimum-threshold 950 kbytes maximum-threshold 3000 kbytes drop-probability 7 weight @ ecn
class-map type qos match-any ROCEv2 32 class type queuing c-out-8q-92 Y Y Y g
match dscp 26 33 bandwidth remaining percent 0
class-map type qos match-any CNP 34 class type queuing c-out-8q-ql
match dscp 48 35 bandwidth remaining percent @
36 class type queuing c-out-8qg-q-default
policy-map type qos QOS_CLASSIFICATION 37 bandwidth remaining percent 50
class ROCEv2 38 class type queuing c-out-8q-q7
set qos-group 3 23 priority level 1
class CNP 41 policy-map type network-qos qos_network
set qos-group 7 42 class type network-qos c-8g-nqg3
class class-default 43 pause pfc-cos 3
set gos-group 0 44 mtu 4200
45 class type network-qos c-8q-nq-default
policy-map type queuing QOS_EGRESS_PORT 46 mtu 9216
class type queuing c-out-8q-q6 47
bandwidth remaining percent @ ( ) 48 priority-flow-control watch-dog-interval on
class type queuing c-out-8q-q5 ’ 2

s o5 50 system qos
bandwidth remaining percent @ 51 service-policy type network-qos gos_network

class tYpe quemng_c out-8q-q4 52 service-policy type queuing output QOS_EGRESS_PORT
bandwidth remaining percent 0

class type queuing c-out-8g-q3
bandwidth remaining percent 50

|//H emplate variables

CoONOWUVHAS WNE
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Nexus Day 2 Ops - NDFC Inventory and Events

sl Mexus Dashboard %

Douuoo
Bouuueg
UPeouwwou

Ftha

Fabric Gurrent Version(s) Posicy Fabric Type

830101 N o LAN
© Manage

23tz

Policies
EETETT

ic Software

Image Sub
Platform  Bits Image Name ImageType o0 NOS Version Size (Bytes)

]
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Nexus Day 2 Ops - NDI Performance Monitor

réarisce Datals for #thA753 on ripS-M- befak 2 rw 1605

PipS- -t labd - 05

]
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Nexus Day 2 Ops - NDI Performance Monitor

alran .
cisco. Nexus Dashboard Insights

Interface Details for eth1/30 on rtp5-ab40-befab2-sw3904
ast  Trends and Statistics Anon

§. Real-Time Unavailable:

Congestion Score

@ Healthy

Score Over time

Nexus Dashboard

Interface Details for eth1/1 on SP-1-G-08

Congestion Details

WRED\AFD\Drops Multicast  Trends and Statistics Anomalies
9) Real-Time Active: Data i ayed in real time for grap
nd Exg

Bookmarks Congestion Score
V' Major

Score Over time

Queue Scores

Congestion Details

WRED\AFD\Drops

Queuves

{30]
o ve

]
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Use Cases




A Sample of Current Usage

Team

Use Case

Business Outcomes

Al Defense

Custom model training to improve Al Defense capabilities

Protects against the safety and security
risks introduced by the development
and deployment of Al applications

Sales

16 (Sales)+15 (marketing) use cases, e.g.Sales Al agent

One stop for all sales queries, client
status before sales client visits etc

Webex Audio
& Video

Improving codec development for noise cancellation and lower
bandwidth data prediction

Improved Webex features - gesture
recognition, background, face
landmarks, etc

HR

LLM training - create a bot or assistant that utilizes natural
language processing and task-oriented frameworks to provide
personalized and specific information to employees.

Elevating overall employee experience
for HR services by building an ask P & C
agent

CX
Engineering

Parse/collate data and provide sales teams with high probability
leads targeting existing customers

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOC-3005

Increase renewals rate; reduce renewal
attrition




Lessons Learned




Al presents challenges for IT teams

\.
le, tlghtly
pled with
twiorking

com LG
') -\

INFRASTRUCTURE DEMANDS

Rapid growth in data Unfamiliar application Insufficient IT automation Greater cybersecurity threats
volume and variety stacks and new, complex and observability
infrastructure patterns

New operational silos Shortage of Disorienting Al hype High entry cost
technical expertise and lock-in issues

]
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Cisco IT Al Fabric Key Takeaways

Principles Requirements Solutions

. : : . . Use a needs-based approach
lterative Approach J Achieve simplicity Crawl Walk Run

CLOS Fabric Design
Fabric Design Non-Blocking and Scalable 2 Tier Fabric Nexus for Enterprise
SONIC for Hyperscalers

Priority Flow Control
Explicit Congestion Notification
Ultra Ethernet

Fabric with lower latency and effective

Lossless Fabric congestion management

Need efficient load balancing despite low

Distributed Scheduled Fabric
entropy

Load Balancing

o apage Operator needs visibility to a erf, Need well integrated application and
Visibility ’ yoceep 5 op

network utilization and adverse events network monitoring tools; telemetry

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOC-3005 60 CIsco



Future Plans

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOC-3005 61

]
Cisco



Complete Your Session Evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

2o
00

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

N
Level up and earn Complete your surveys
exclusive prizes! in the Cisco Live
mobile app.
Y,

© 2025 Cisco and/or its affiliates. All rights reserved.
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(1

Book your one-on-one
Meet the Engineer
meeting

N
(2] o
0000 VY
MNMMNM
Attend the interactive Visit the On-Demand
education with DevNet, Library for more
Capture the Flag, and sessions at
Walk-in Labs www.Ciscol ive.com/
on-demand
Y,
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Contact us at: chstokes@cisco.com, lvellank@cisco.com
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http://www.ciscolive.com/on-demand
mailto:chstokes@cisco.com
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Thank you CISCO Live !
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