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Cisco Webex App

8199 o (T -

Questions?

< Catalyst 9000 Series Switching Family =...

Use Cisco Webex App to chat
with the speaker after the session

technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

Kenny Lei
Cisco Systems, Inc. | Technical Market...

Categories

How

Technical Level

Intermediate (596)

ﬂ Find this session in the Cisco Live Mobile App

Networking (220)

e Click “Join the Discussion”

Breakout (453)

Webex

e Install the Webex App or go directly to the Webex space

w Join the Discussion

‘Il |

@ Enter messages/questions in the Webex space

Enter your personal notes here

Webex spaces will be moderated by the speaker until June 13, 2025.
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Safe harbor statement

This presentation contains “forward-looking” statements

that involve risks, uncertainties and assumptions. If the risks or
uncertainties ever materialize or the assumptions prove
incorrect, our results may differ materially from those expressed
or implied by such forward-looking statements. All statements
other than statements of historical fact could be deemed
forward-looking, including, but not limited to, any projections of
financial information; any statements about historical results that
may suggest trends for our business; any statements of the
plans, strategies, and objectives of management for future
operations; any statements of expectation or belief regarding
future events, technology developments, or enforceability of our
intellectual property rights; and any statements of assumptions
underlying any of the foregoing.

© 2025 Cisco and/or its affiliates. All rights reserved.

These statements are based on estimates and information
available to us at the time of this presentation and are not
guarantees of future performance. Actual results could differ
materially from our current expectations as a results of many
factors, including but not limited to: the unpredictable nature of
our rapidly evolving market and quarterly fluctuations in our
business; the effects of competition; and any adverse changes
in our indirect channel relationships. These and other risks and
uncertainties associated with our business are described in the
company’s annual report on Form 10-K. The forward-looking
statements in this presentation are made as of the date of the
initial publication of this presentation, and we disclaim any
obligation to update these statements at any time in the future.

LTRCOL-2000 4 cisco



The Webex App

One easy-to-use and secure app to call, message, meet and get work done.
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Q Search, meet, and call

co): Welcome to Cisco live.
> Lo co): Thank you for coming to this session on how to deploy the Webex app.

Shane Long (Cisco): Let's get started.

B ° THSEEA NN
- ~ 7
§ Mute (%) Share ® Record ¢ © o

[ Stop video
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Full Webex meetings

experience
Webex meetings platform evolution

Enterprise Grade Calling
Unified CM
Webex Calling Multitenant

Modern messaging capabilities
Powerful 1:1 and 1:many messaging
and sharing capabilities

Customizable app experience
Enable the features and services that
you need

llI'l'lll
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Webex - Basic Architecture
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Webex - User, Identity & Calendar
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Webex - Unified CM Calling & CCUC
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Corporate
Network
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DNS Identity Active Directory
Provider Directory Connector
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Unified CM &
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>N ¢
«Nd-

Unity Connection

Expressway-C
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Webex - Webex Calling Multitenant
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Webex Organization Checklist

, User and :
Org Basic AuthN & Erens Licensing Settings App Deplo
Setup AuthZ Templates y
Management
v Verify Domain v Enable SSO v' User Sync v License v' Org Settings v' Desktop
v’ Claim Domain v' Configure OAuth  v* Claim Users Templates v’ Messaging v" Mobile
v" Org Contacts v' Meetings v' Continuous
v' Calling Monitoring
v" Vidcast

1 alraln
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Authentication

Basic Authentication Single Sign On
 Email & Webex password * Any auth type supported by the IDP, MFA
* Duo Integration « Common user identity across all services/platforms

- UPDATE - Support for Multiple IDPs per org (Extended
Security Pack is NOT required)

Identity
Provider

o

Webe Webe

% tme:
. demoicom

[ —

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198 12 cisco



Single Sign On

« SSO allows for a single user authentication,

granting access to multiple platforms &
Identity services
‘W‘def

~
-

II \\ R \‘\\\ “~\\\\\
1 \ . \
1 \ . \\ \
| ! ‘, : \‘
| 1 P 1 . Il 3rd party ]
\ i Unified i Unity , ANebex Suite
,: CM ; Connection Content
q [\ Masnag_ement
L 4 <N ervices
-) | -) 6 2% Microsoft 365
Webex «-> «N4- [ 43

b tme:
& demo:com

© 2025 Cisco and/or its affiliates. All rights reserved.
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Authorization (OAuth)

« The Control Hub Admin can define the OAuth

settings for the Webex App

Configure token policy for all the Webex clients

el [t ( \ ime— e ® « The Refresh Token TTL defines the duration a
3 2 : j : j j user can use the app on a device without having
. o |lo G e | (6 Jees e ) e to reauthenticate
w | @ ||© (0 oo | (00 Juwes (o s
woer | @ | |€@ (e ) rows (o Jwens (o0 ) moe | « Webex App can auto extend its Refresh token

b /- 7 N each login (achieving a perpetual Refresh token)

« Admin can use this tool to BLOCK users from
signing into their company managed Webex
App on a specific OS

Q
@
w

alraln
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Authorization (OAuth)

The Control Hub Admin can define the OAuth
settings for the Webex App

Configure token policy

Configure token policy for all the Webex clients

Gl o et  The Refresh Token TTL defines the duration a user
«© © e Jree B Jwen e can use the app on a device without having to
Andioid | 1440 h [ 100 tok [ 1080 minut .
© © : : e : reauthenticate
Windows [ @] [ ©) [ 1440 | n [ 100 | token(s) [ 1080 | minut
MAC a [ O] [ 1440 | n | 100 J token(s) | 1080 | minute(s) .
—— « Webex App can auto extend its Refresh token

each login (achieving a perpetual Refresh token)

« Admin can use this tool to BLOCK users from
signing into their company managed Webex App
on a specific OS

(o]
@
(7]

« EXAMPLE: “/ do not want my users to be able to
use the Webex Web App (web.webex.com)”

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198 15 cisco



Webex User Provisioning

User
Directory

Create, Update, Delete

Users and Groups

webex Control Hub

Users

£, Users &2 Groups © Licenses

Onw®P =g

ceeSE>B

B®

& Contacts

Webex

Webex Attributes Details
Image sourced from a
avatar
resource server or directory binary data
buildingName
c
departmentNumber
displayName How user name is displayed in Webex

ds-pwp-account-disabled

employeeNumber

employeeType

externallD

Used to specify a users Azure ID

facsimileTelephoneNumber

givenName

jabberlD

Used for XMPP messaging

locale

manager

mobile

(o]

ou

phoneNumbers;type-work_extension

physicalDeliveryOfficeName

postalCode

preferredLanguage

sipAddresses;type-enterprise

sn

st

street

telephoneNumber

Default Work Phone Number

timezone

Appears in People Ingsights profile

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKCOL-2198

title

uid

Used to sign into Webex, can be
mail or UserPrincipalName

16
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Webex User Search/Resolution

 Webex App will perform directory searches
(6 against the Webex Directory Search Service
© (DSS)

Ken Holland

Active on 05/20/2025

0% © « User Search
. o = Email kholla:'c:a@:);:edenwcom * User Name ReSOIUtion
+19195552172  Phone Number Reverse Lookup
Create a space D eetings Webex .
G E o » Avatar Display

« NEW: Phone Number Search

* Ensure all necessary user attributes are
synced to Webex via user provisioning
process

ol I 1l l h
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198 17 cisco



Webex User Account Management Solutions

Directory Connector

Microsoft Azure Active Directory Wizard

SCIM

SAML JIT
Self Registration

CUCM User Sync

Social Login

CSV file

API

Manual

Meetings Site User Linking

© 2025 Cisco and/or its affiliates. All rights reserved.

Automatic method for creating, updating and deactivating user accounts and groups
via Active Directory or AD LDS

Automatic method for creating, updating and deactivating user accounts and groups
via Microsoft Azure

Automatic method for creating, updating and deactivating user accounts via SCIM
compliant systems (e.g. Okta)

Automatic account creation based on SSO login
User can self register to create their Webex account in a claimed org

Create Webex user accounts based on CUCM endusers (via CCUC)

Automatic account creation via sign in to third party service for claimed domain
(Apple, Google, Facebook, Microsoft)

Admin can create and update users by importing a CSV file into Control Hub

Admin can create, update delete and list users by using Webex API’s

Admin can use Control Hub to manage user accounts

Automatically link Site Admin user accounts to Control Hub

BRKCOL-2198 18
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Webex App Contact Search

% Webex Directory Search Service

Provisioned by control hub, directory connector etc

Webex Contacts D
Contact Management

@ W

-
(M
L

Webex Users Devices Webex Bots
Users that have Video devices and Interactive Chat
been provisioned in phones that have bots created in

Webex service been provisioned in Webex

Webex service

© 2025 Cisco and/or its affiliates. All rights reserved.

T 0
S

Personal Contacts Org Contacts

User created and Admin created custom
viewable contacts, held in contacts, stored in
Webex available across Webex, searchable by
clients. all users in the

organization
Add up to 200,000 org
contacts per org

BRKCOL-2198

Platform Contacts
Device/service contacts

&

Local Contacts

Platform specific contacts

IOS/Android contacts
Outlook contacts
Mac Contacts

Device favourites

alraln
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Org Contacts

* Org Contacts are contact objects that can be imported into a

Webex organization

» Org contacts can have a number of attributes including

* Display Name

* First Name, Last Name

* 5 x Phone Numbers

» Title, Company, Address

* Group ID

» Control Hub admin can import Org Contacts via csv file or via

/contacts API

» Org Contacts can be searched for discovered by every user in the

organization.

* If a Group ID is specified, only members of that Webex Group can search
for and discover that Org Contact

» Personal Contacts can only be discovered by the user who stores

the Personal Contact

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKCOL-2198

MMMMMMMMMM
& Users
& Groups
@ Locations

@ Workspaces

Q Al-powered smart search

» o g @)

Users
& Users © Licenses Contacts & Admin roles
| @ search || Filter v | 4contacts
Create or edit via CSV
[] Name Contact Sou
Netherlands Line N/A N/4  Update Unified CM / LDAP sync settings
Rite Aid 30m NfA
[]  Taxi service transportation@example.com +1 Webex
[J  vincent Van Gegh 1.40812E+12 +3 Webex
o - o ~
© comments | [EFIENEY
=P H @ o
Analyze
Data

org-contacts-template +

P ——
Cospaysosngs | B W @ - ————+ 1o

llI'l'Ill
20 cisco




Hide from Webex App Search

= webex Control Hub

< Q Carter Bell Summary  Profile  General  Calling  Hybrid Services ~ Devices  Vidcast

Licences % Caliing Call on Webex (111 call, non-PSTN)
& Users Webex Calling Professional
tomer experience  Essentials
Edit licences
Admi s
Security voke f
sign in ag:

eeeeeeeeeee

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198

« When enabled, the user and their registered
devices cannot be searched from the
Webex App

 This setting also hides users and devices
from search results on Video endpoints

« This does NOT make a user uncontactable -
you can still call or message the user if you
know their details

llI'l'Ill
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Hide from Webex App Search

= webex Control Hub

« When enabled, the user and their registered
W = ‘ devices cannot be searched from the
s ' | -Wzn::g:h:;p,;f:z;s::‘ : \Webex App

Edit licences

~ « This setting also hides users and devices
L - from search results on Video endpoints

.
~ « This does NOT make a user uncontactable -
to sign in again. Learn more. |
|

“““““““““““ you can still call or message the user if you
know their details

« EXAMPLE: “/ do not want my CEQO to be
searchable from the Webex App”

ol I 1l I h
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198 22 cisco



Search by Phone Number

« Up until now, users could perform a forward §,  Working from home & s (Qawd %)
directory lookup in the Webex App. E.g. search
query which would search for users WebexID, :
Firstname and Lastname
= d'to be on page 4?
@ Clarissa Smith
- Search by Phone Number allows users to search by B 1onn smith
a phone number in the global search bar, dial pad,
Calling Dock and transfer/conference dialog.

Spring campaign
R

Team 1408'ers 13:45

20 people

(E'_ Matthew Baker
b San Jose Yesterday

(.-ﬁ\ Kristin Stone
o Yesterday

« Search will perform "start with" and "ends with"
search on the phone number fields of the P
organization users, org/personal contacts and local
device contacts.

P

Project Energize

A Pelly Cann
& call Settings &5 & @ L1 Multili Work: +1 408-890-1234

« Delivered in 45.4

ol I 1l l h
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License Template

) Overview Users
s center
£ Users &3 Groups Licenses [EE Contacts
ex Experience Licenses 3

ytics Lie

Troubleshooting 10 nEw users () Messaging

Leam Mors
Reports
3 Meeting
Users
Workspaces
— %, Caling
& Apps rid Services
Account

Modify a8

Organization Settings

@ Group-based management

o the Groups list f
73 Updates & Migrations

Messaging

Meeting -

B ™

5sic Messaging
Advanced Messaging

Basic Space Meetings
Advanced Space Meetings
Webex Assistant for Meetings
Vebex Meetings Suite

m  Host Account

Call on Webex (1:1 call, non-PSTN)

Microsoft Exchange/Office 365

How does automatic licensing work?

licensing model per
. Organization

. Group

. User

MESSAGING

MEETINGS

CALLING

License Templates allow for configuring of a common

Modify organization licenses assignment
Select the license you want to assign to your users.

o ~ Subscription: Basic Messaging

(0D Messaging

Basic Messaging
Meeting [+]

A Subscription: Enterprise Trial
Calling
S 9 o Advanced Messaging
511 of 1000 assigned

) ContactCenter 0

(> Hybrid Services @

© 2025 Cisco and/or its affiliates. All rights reserved.

Modify organization licenses assignment
Select the license you want to assign to your users.

—~ ~ Subscription: Basic Space Meetings
() Messaging [2]
Basic Space Meetings Crres
] Meeting (4]
A Subscription: Enterprise Trial
Callin P
9 o Webex space meeting Webex Assistant for Meetings

82 of 1000 assigned

D

Contact Center 0

i

® Advanced Space Meetings
509 of 1000 assigned

<

O

Hybrid Services @
[[] Real-Time Translations
16 of 1000 assigned

tmedemo webex.com @ No Account
© Host Account

516 of 3000 assigned

© Attendee Account

Messaging

Meeting

Calling

Contact Center

e 6 ¢

~ Subseription: Call on Webex (1:1 call, non-PSTN)

Call on Webex (1:1 call, non-PSTN)

>

Subscription: Register to Unified Communications Manager (UCM)

[7] Register to Unified Communication Manager (UCM)

>

Subscription: Enterprise Trial

Webex Calling

a

© Professional

© Basic

BRKCOL-2198
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Service Entitlement

- P -
‘-.' D+ 1 Search, meet, and call } 1 Search and meet

« Services can be selected as needed in
S R the license template

@ https://ucdemolab.

My number: 5033

2 Search or dial a number [:]1] ° Permutations Of Ca"ing, Messaging
Start a meeting Join a meeting Schedule and Meetings Can be Configured

Meetings Meeting content

05/28/2025

O My Computer When you schedule or are invited to a Webex meeting, it"...

L O

ﬁ Audio Video

o

@ Call settings

Calling Only Mode Meetings Only Mode

ol I 1l l h
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Settings Templates

Create a Settings Template to
control specific settings for

« General (Organisation Settings)
= * Vidcast
. * Meetings
. + Messaging
. Calling
General Template Vidcast Template

nnnnnnnnnnnnnnnnnnn

Templates can be
applied to groups so
streamline
configuration

A AIAAR

A

AAAAAAA AAA
iaasaAARA AARA
A AANAN

[ ]

Meetings Template Messaging Template Calling Template

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198 26 cisco



Calling




Webex App Calling

- F=H webex

Call On Webex - Webex
(free basic VOIP calling) (lOng?dmCM ) Calllng
f Fremise Dedicated
Instance

Webex
Calling
Multitenant

Webex for
Broadworks

00

Webex App provides flexible calling deployment

models to meet your organizations needs

© 2025 Cisco and/or its affiliates. All rights reserved.
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Webex App Calling

Calling experience is defined via user

Modify organisation licences assignment I Icensin g
i%:w I‘Ce“_ce = War;oasgigr:tj:;?;; Call on Webex (1:1 call, non-PSTN) call on Webex
- Mesting ° Call on Webex (1:1 call, nan-PSTN) [} BaSiC and free 1 : 1 in_app Ca”ing Service
o ~ Subscription: Register to Unified Communications Manager (UCM) °
e e On by default
o :::,T:es . ~ Subscription: Enterprise i L i )
——- Register to Unified Communication
Professional
Manager
« Unified CM on-premise
« Webex Calling Dedicated Instance
Webex Calling

0 bisiguaer | Webex Calling Multitenant

Webex for Broadworks is managed by your
Service Provider

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198 29 cisco



Webex Calling Multitenant

Recommended Sessions

Session ID

BRKCOL-2043

BRKCOL-2787

BRKCOL-2698

BRKCOL-2081

BRKCOL-2079

BRKCOL-2084

Title

Mastering Webex Calling: Everything You Need to Know

Planning and Designing Successful Cloud Calling Deployments with Webex Calling

Webex Calling Multi-Tenant Architecture

Understanding the Core Webex Calling Multi-Tenant Features

Leveraging Tools to Successfully Migrate from UCM to Webex Calling Multi-Tenant

Getting the best out of Webex Calling ... when migrating from Unified Communications Manager

When

If you missed it see it
on ciscolive.com

If you missed it see it
on ciscolive.com

If you missed it see it
on ciscolive.com

If you missed it see it
on ciscolive.com

Thursday 8.30am

Thursday 1.00pm

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198
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Webex - Unified CM Calling & CCUC

pr—
Corporate
Network
Eﬁ
|
Exchange Expressway-C
e R R
|
DNS Identity Active Directory
Provider Directory Connector

> ¢
«53-»

Unified CM &
ccuc

>N ¢
«Nd-

Unity Connection

Expressway-C

© 2025 Cisco and/or its affiliates. All rights reserved.

HTTPS

LDAP
—y  SIP
——) CTI
Azure/Okta
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.. Calendar Service
p
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T

| T
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i
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Cloud-Connected UC (CCUC)

u n Troubleshooting

Operations
Dashboards

Provisioning
» User Provisioning
» Unified CM Device Provisioning

Analytics

Certificate
Management Web RTMT Borderless CTI Rich Presence

Touchless . . . -
L Directory Svc Azure MS Teams Migration &
Provsionns clory Sve A MO Tearms et & Calling Features

* Phone Presence for Webex App
' - Borderless CTI
» Centralized Call History

Unified CM Unified CM

IM & Unity.
Connection
Presence . .
Microsoft Teams Integration

« Call History
« Voicemail (Unity Connection)

Endpoints GO Q = @
& Headsets ::: Q Q * Presence Sync - Webex <-> Microsoft

alraln
32 cisco
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Unified CM Calling Architecture

WebeXx

Webex Services
Authentication
Meetings
Messaging
Directory
Presence
Contact List

Call On Webex

VVVYVYVYYY

Configuration
> Unified CM Enablement (in License)

> Client Calling Settings

© 2025 Cisco and/or its affiliates. All rights reserved.

.B

_cisco-uds._tcp.domain.com
_collab-edge._tls.domain.com

00

BRKCOL-2198

. i ~ CTI
Service Profile = UC Service
=  Voicemail
A . UCsService
4 o) ~  jabber-config
L - -\, |
Desk Phone
R
Home
Cluster Desktop Device (CSF)
User
association
to devices Mobile Device (BOT, TAB, TCT)
Devices D
Y End User
U, - Group

Group Membershi o g::,up

llI'l'Ill
33 cisco



Unified CM Calling First Time Sign In

* Unified CM On-Premise and Webex Calling Dedicated Instance

User signs into Webex App Webex App Webex App User is Webex App
Webex. downloads user connects to a challenged for downloads
license LB A_pp Webex App Unified CM BOZES 19 authentication. Webex App Unified CM ngex Clal
forms Voice erforms DNS node to Homecluster Alread connects to a user orofile registers to a
Authenticates Services P Discovery performm Publisher Node. B s E C Unified CM in (Seni i o SIP node within
via IDP/SSO. Usar s (feansad Domain homecluster Cluzaeark;lségso to IDP - no homecluster jabber-config the cluster
for Unified CM discovery action for user etc.)

cbhell@tmedemo.com tmedemo.com

Voice Services Domain
RHS of email address entered in the Webex App first screen or domain name specified by admin in Control Hub

DNS Discovery

Webex App sends 2 DNS SRV queries to locate Unified CM or Expressway-E
_Cisco-uds._tcp.tmedemo.com

_collab-edge._tls.tmedemo.com

Homecluster Discovery

Process to find the users cluster in a multi cluster Unified CM deployment. Webex sends 2 queries to Unified CM using
the email address the user entered in the Webex App first screen e.g. cbell@tmedemo.com
https://ucmFQDN:8443/cucm-uds/clusterUser?username=cbell

https:// ucmFQODN :8443/cucm-uds/clusterUser?’email=cbell@tmedemo.com

alraln
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https://ucmfqdn:8443/cucm-uds/clusterUser
https://ucm.domain:8443/cucm-uds/clusterUser
https://ucmfqdn:8443/cucm-uds/clusterUser
https://ucm.domain:8443/cucm-uds/clusterUser
mailto:chopkins@tmedemo.com

Homecluster Discovery

Ensure there is an attribute match

alaln  Cisco Unified CM Administration Skip
cisco

For Cisco Unified Communications Solutions

& Starting on February 14th 2025, delayed claimed users can't transfer old Webex conversations to their new System » CallRoufing v Media Resources ~  Advanced Features w

Device ppli * UserM ment =  Bulk A

o Qverview

2 Alerts centre ¢ Users End User Configuration

LE Save x Delete Ell} Add New o Revoke Refresh Token

AONITORING e Carter Bell

r Status
. e Active - Member of TME Demo

al Analytics ® Status: Ready
W Troubleshooting _ User Information
3 Reports Summary  Profile  General Meetings Calling Messaging Hybrid Services  Devices User Status Active Enabled LDAP Synchronized User

User ID* cbell
7 Customer Journey D... Self-Service User ID |11}'o |

User details Name Carter Bell PIN | P || Edit Credential

Confirm PIN | . |
AANAGEMENT Primary email cbell@tmedemo.com Last name* Bell
(U ; M_lddle name

Location TME Demo F'_ﬁt name Carter

1 Groups - Display name Carter Bell

Title Support Representative
® Locations Preferred email language © English - American English Directory URI chell@tmedemo.com

. . . Telephone Number +14085551170
Using location settings

I Workspaces 9 9 Home Number
) Mobile Number
= Devices Preferred meetings site @ tmedemo.webex.com SRR EISATT-E
. Mail ID cbell@tmedemo.com ]
15 Apps = o
o Aeeount . Name labels Status: Enrolled | Organisation Department Meetings Webex

User Locale [< None > v
[ I T

alraln
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Voice Services Domain

Edit UC Manager Profile

 Voice Services Domain can be specified in situations
where the email domain does not match the domain UC Manager Profil
where _cisco-uds or _collab-edge SRV records are
located

Profile Name

» Voice Service Domain is created inside a UC Manager
Profile - multiple UC Manager profiles can be created

«  UDS Server setting is where the Unified CM FQDN is
specified manually (bypassing service discovery). This
can be used in situations where the email does not
match the Unified CM UID nor mail attributes. NOTE - a
Voice Services Domain specified via email or UC

Manager Profile is required for MRA _cisco-uds._tcp.us.tmedemo.com
_collab-edge._tls.us.tmedemo.com

alraln
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Unified CM Calling Configuration

webex Control Hub

o Groups Calling
v Locations Numbers Virtual lines Call Routing Managed gateways Features PSTN Service Settings Client Settings

o In-call feature access Turn on available features when joining a Webex cal

Set the organisation default. To make exceptions, go to user settings or calling
templates.

Sharing content

Reqguest control O
@ civecontrol @
@ screen sharing

& Migrations Video

@ video on desktop

Answer calls with video

@ video on mobile

Answer calls with video

Vidcast

Additional features
Contact Centre @) Move calis to meetings ©
&2 Connected UC @D Dvisplay a call recording indicator for automatic recording @
Hybrid @ Display the multi-call window @

© For multi-line users only ©

L IME Demo () Forallusers

Remember
You can use templates to
manage Client Settings for
different groups of users

© 2025 Cisco and/or its affiliates. All rights reserved.

Call Settings

« Control how calling options are displayed when a user selects to
make an audio or video call. Remove a calling option that you do
not want to present to your users (e.g. Call on Webex)

Calling Behavior
+ Manage UC Profiles to configure a Voice Services Domain

Unified CM Settings

« Option to disable Webex App certificate validation
« Enable automatic Unified CM device provisioning (via CCUC)

Unified CM SIP Address Routing

e Control how SIP URI calls are routed

In-call feature access
« Control mid call settings

Microsoft Teams integration
« Configure MS Teams integration features such as presence
interop (via CCUC)

Do Not Disturb (DND) status sync
« Enable/Disable synchronization between deskphone and Webex
App DND (via CCUC)

37
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User

The user will use their email address
or UPN to sign into Webex App.
Webex App will use this address to
locate user in Unified CM

e.g. sign into Webex App with
chopkins@tmedemo.com

Unified CM user account must have
one of the following attributes
matched

User ID: chopkins
Mail ID: chopkins@tmedemo.com

© 2025 Cisco and/or its affiliates. All rights reserved.

Unified CM Calling Configuration

Service Profile

Voicemail

Voicemail Profile

Primary | ucxn-pub.tmedemo.com A |

Secondary | usxn-sub.tmedema.com v

Tertiary | <None= v

Credentials source for voicemail service™® [ Mot set

v

Deskphone Control Mode

~CTI Profile

Primary
secondary [cm-subz v

Tertiary

Calling Feature Configuration

—Jabber Client Configuration (jabber-config.xml) Profile—

Common | common0l-webexapp W
S —
wosie

» User and Device Configuration

Device
Platform Device
Type
Windows CSF
Mac CSF
Linux CSF
VDI CSF
iPad TAB
Android Tablet TAB
Chromebook TAB
iPhone TCT
Android Phone BOT

38
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Unified CM Calling Configuration

Webex App will use the Jabber Client Configuration

UC Service Configuration

BES x Delete
L

Copy |:D= Add New

Related Links:

Parameter

Description and Values

Supported platforms

E911EdgelocationWhiteLList

Parameter: E911EdgeLocationW!

Desktop and maobile

[UC Service
UC Service Type: Jabber Client Configuration (jabber-config.xml)
Product Type:  Jabber
Hame* [Multiline-shane ]
Description [3abber config created for both desktop and mabile |
Jabber Config i
Section Parameter
[Gptions. v [muttiline1 vl
[optiens ~] [multiline2. ~]
[optiens 2l [DockedWindowvisible ~|
[options 2l [ DockedWindowPosition ~|
[optiens v [ i ncing v
[euen <) \ 2 |
Policies v EnableSIPURIDialling v
[Policies ~] [EnableGroupCallPickup v
[Policies v [EnablecaliFickup v
[Policies ~] [ EnableRuntGroup ~]
[Policies ] [TelemetryCustomeriD ~|
[ Policies v [TelemetryEnabled v
[Phone v [ EnableEs110nPremLacationpolicy v
[Phone ~] [ EnableEs11EdgeLocationPolicy ~]
[Phone ] [Es11EdgeLocationWhiteList ~|
[Phone v [Enablemeetingpowerup |
Client v pChatShare v
[ client ~] [Persistent_chat_Enabled ~]
[ Client ] [ Persistent_Chat_Mobile_Enabled ~|
[ Directory v [PresenceDomain v
[Directory v [udsPhotouriwithTaken v
[ Not Selected — ~]|

Paramater Description
Specifies the ringtone name

Specifies the ringtone name

Displays the docked windaws

The position of the docked windows

Enables bridge conferencing

Enables SIP URI dialling

Enables pick up incoming calls

Enables call pickup group

Enables hunt group

Specifies the source of analytic information.
Enables to gather the analytics data
Enables E911 onPrem location policy
Enables E911 edge location policy

A whitelist of SSIDs separated by a semicolon

Enables screen capabilities
Enables persistent chat feature

Specifies if persistent chat is available in the mobile device
Specifies the domain of the presence node

Specifies a photo URI with a directory attribute

Ascent

true

true

true
true

true

true

true

true

true

http://www.tmedemo.com,

5l[5][5 | [ oo B Bl o
EES bIES KIE g 5 -
AL g6 = s % &
& 5 7 5 g

z H
El g & B 2
g E g 2
g 5 ~ [
E 3 3 T
& &

y
8 &

b

g

2 L4

Operations

Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
[ |add [ |add custom

Any Jabber parameters that are not applicable to the
Webex App will be ignored

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKCOL-2198

Specifies a whitelist of up to 30 Service Set IDs
(SSIDs) separated by a semicolon.

You must configure this parameter when the
E911EdgelLocationPolicy parameter is sel to true.
Then the client monitors users who connect to the
corporate network through Expressway for Mobile
and Remote Access network.

Example:

<Frebl R IRl oot icnPol icytn e/ Brablegl Bl ocat ionfol iy
<E91rigel ooatiorii telist>SSIDL SSIE</ FAL IFrge cratiorkh telist>

EnableCallPark Parameter: EnableCallPark Desktop

Specifies whether the call park feature is available in
the client.

To access the call park feature, users can choose the
More option in the call window.

» true (default)—Call park is enabled.

+ false—Call park is disabled. There is no call park
option under the More button.

EnableCallPickup Parameter: EnableCallPickup Desktop and mobile

Specifies if a user can pickup a call in their call pickup
group.
» true—Enables call pickup.

+ false |

ables call pickup (default).

See Deployment guide for Calling in WebexApp
(Unified CM) for a full list of parameters

https://www.cisco.com/c/en/us/td/docs/voice i
p_comm/cloudCollaboration/wbxt/ucmcalling/u
nified-cm-wbx-teams-deployment-quide.pdf

alraln
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Webex App Subsequent Logins

Webex OAuth

Remember the Webex OAuth
Refresh token?

Configure token policy for all the Webex clients

108 () J

ndir [ Q) [ 1240 J | 100 | tokents ) | 1080 J minutels)

Wini [ O] [ 1440 J hourts) | 100 ]t ) | 1080 ) minute(s)

© (ato_ ) reurts (o0 oo (00 ) miwset « The Refresh Token TTL defines the duration that a
e © v Lo Joowo (o0 J e user can use Webex services (use the app) on a

device without having to reauthenticate

« Webex App can auto extend its Refresh token each
login (achieving a perpetual Refresh token)

Default refresh token TTL: 1440 hours = 60 days _ . _
*  When consuming Unified CM services, we must also

configure the Refresh token TTL for Unified CM,
Expressway and Unity Connection

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198 40 cisco



Webex App Subsequent Logins

Unified CM OAuth

limlin  Cisco Unified CM Administration

€IS€0  ryr Cisco Unified Communications Solutions

LT RGN ) A EW BT Cisco Unified CM Administration

shalong

System v  Call Routing v  Media Resources v  Advanced Features = Device v  Applicaion v  User Management v  Bulk Administration =  Help

Enterprise Parameters Configuration

(G o= SettoDetaull G Reset 2 Apply Conig

v | Go

« The Unified CM Refresh Token TTL defines the duration

that a user can use Unified CM services via the app, on a
device, without having to reauthenticate

Cisco Jabber =
’VNever Start Call with Video * [False v| False ‘
| ( Pirectory Number Alias * NOTE: OAuth refresh token flow is disabled by default and
DSCP for LDAP (all services using Directory Number Alias port) * [default DSCP (0DOODO) | default DSCP (000000) ‘ . .
| dtob bled f b
—— will need to be enabled for the best experience
|| | Dfwth Access Token Expiry Timer (minutes) * ‘50 | 60
Client OAuth Refresh Token Expiry Timer {days) * ‘59 | 60
Physical Phone OAuth Refresh Token Expiry Timer (days) * ‘120 | 60 ° f d b f. d
| ——— | | ‘ A common Refresh token TTL should be configured on
‘ S50 Losm Eehavior for i0s * [ senatice brosser [0S oo () W Use embedded browser {(WebView) b (C b) U -f. d C U H C 1 d
0auth with Refresh Login Flow * |Enabled v|| Disabled We eX ontrOI Hu H nl Ie M, nlty OnneCtlon an
Use 550 Tor RTMT T [False v] True E
Ofuth Access Token for Devices * [Implicit: Already registered devices ~| Implicit: Already registered devices Xpressway
rDirectory Search Parameters
Directory Search Scope * &ll Users in the System
Search Behavior for Users with no Customer Mapping_ * Only search within Users with no Customer mapping
~Phone Migration
When Provisioning_z Replacement Phone for an End User * ‘ Retain Existing Phone(s) v| Retain Existing Phone(s)
\| | Security Profile for Migrated Phone * [secure | Secure v
Default refresh token TTL: 60 days
alraln
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Webex App Subsequent Logins

Unified CM OAuth

Unified CM/Webex App now can auto extend the Unified

Al Cisco Unified CM Administration _ CM OAuth refresh token
cisco For Cisco Unified Communications Solutions

System + Call Re + Media Resources + Advanced Features » Device » Application + User Management +  Bulk Administration + Help

, Webex App will auto refresh the refresh token after 50% of
e s g Byrost 2 aopycoms the tokens’ lifetime

P

s Configuration

P » The refresh should never expire as long as the Webex App is

one - NEW = trnuies + 60 | active inside the tokens 50% timeline

Client piry Timer (days)_* ‘50 ‘

Phys Token Expiry Timer (days)_* ‘60 ‘

Res for Third's 3‘ Client ‘ ‘

s/ _eegin Behavior for i0S ™ se embedded browser (WebView, v H

B et Locin Ho ® e — When enabled a user will have perpetual access to Webex
Lose S350 fun 1801 ¢ e 9 App Unified CM services from a device without having to
OAuth Access Token for Devices * | Implicit: Already registered devices v .

[ e senons rorroeh oo * e =) reauthenticate - as long as the user uses the App regularly

r Directory Search Parameters

Directory Search Scope * All Users in the System

Search Behavior for Users with no Customer Mapping_* Only search within Users with no Customer mapping
r Phone Migration Reql“rements

When Provis:ni:gai%plazeient Phone for an End User * [ Retain Existing Phone(s) v ° Unified CM 1 4.0 SU4 or Unified CM ’I 5

Security Profile for Migrated Phone * \ Secure ~ \

Phone Migration User Identification Prompt * | Use Enduser Primary Extension v ° EXpreSSWay X1 4-3- 1

+ OAuth Refresh Token flow and Auto Renew Refresh token must
be enabled

alraln
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First Time Login

('\

Signing In...

®)

Config cache,
OAuth tokens

© 2025 Cisco and/or its affiliates. All rights reserved.

Service cache, l

Webex

The first-time Webex App login is a serial login

1. Webex App connects to Webex cloud
2. Webex App connects to Unified CM

Webex App will store details of these sessions to

local disk

BRKCOL-2198
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Subsequent Logins

ins o Call pickup

Config cache,
OAuth tokens

© 2025 Cisco and/or its affiliates. All rights reserved.

Service cache, T

Webex

Webex
OAuth
Token

Unified
CM OAuth
Token

» After the first-time login on a device,
Webex App connects to services in parallel
(based on cached config and OAuth
tokens)

llI'l'Ill
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Calling Redundancy

Webex * On a subsequent login, if Webex services are
inaccessible (e.g. WAN outage, loss of internet access),
Webex App will still be able to register to Unified CM for
calling

Q Search, meet, and call

Create a space
o

» Features dependent on Webex services will be

unavailable during this time e.qg.
* Presence
« Directory search (previous directory lookups will be cached
locally)
* Move call to meeting

Unified
CM OAuth
Token

Service cache,
Config cache,
OAuth tokens

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198 45 cisco



Push Notification Support (Cloud Delivered)

«  Webex App for iOS and Android relies on Push
Notifications to receive incoming call alerts

« Once Webex App is put to background, the mobile
Notification device OS may terminate the app process to preserve
Serviee battery life/memory, meaning Webex App does not
maintain a session with Webex/Unified CM

notify

*  Push Notifications are automatically enabled on Webex
Services.

«  Push Notifications need to be enabled by the admin on
Unified CM

Incoming Call

Push NS Register

Enabled and get
incoming
call

. Android and iOS devices need an internet connection
(to FCM/APNS) for Push Notifications to function
successfully

Heartbeat *  Push Notification carries Display Name and Display
— ‘))) Number of calling party

*  TIP: Ensure OAuth RT is enabled on Unified CM and
Expressway for a better Push Notification Experience

alraln
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Local Push Notification Service (Apple Only)

Incoming Call

Register and get
incoming call

Enabled

Websocket Conditions
e signedin

on provisioned wifi
network

active Oauth RT
120s keepalive)

Heartbeat

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198

In public internet constrained environments, cloud based
push nonfictions may not reach the device meaning users
will not receive incoming call notifications e.g. Cruise Ships,
Hospitals etc

Unified CM and Webex App for iOS support Local Push
Notification Service (LPNS)

In this mode, Webex App on the iOS device will maintain a
minimal heartbeat (channel) with the Unified CM node

On an incoming call Unified CM will send a wake command
via this channel to the iOS device directly, meaning the
device does not need an internet connection

The Webex App will then be waked, and will reregister to
the Unified CM node via SIP to receive the active call
information

llI'l'Ill
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Local Push Notification Service (Apple Only)

UC Service Configuration

G Save x Delete Copy l::} Add New

| Phone | | EnableMeetingrowerup | |true |
[Client V] [ pChatShare Vl Enables screen capabilities [true I
[Client V] [ Persistent_Chat_Enabled Vl Enables persistent chat feature [true I
[Client V] [ Persistent_Chat_Mobile_Enabled Vl Specifies if persistent chat is available in the [true I

mobile device
[Directory V] [ PresenceDomain Vl Specifies the domain of the presence node [tmedemo.com l
[Directory V] [ UdsPhotoUriWithToken Vl Specifies a photo URI with a directory [http://www.tmedemo.coml
L "
[Phone v | LocalPushSSIDLIst ~|  Local Push enabled SSIDs separated by a [ciscolive;blizzard I
semicolon | |

-
LPNS Requirements

*  LPNS requires Unified CM 14su3 and above

*  Voice Calls only

. Not supported for users connecting via MRA

*  Websocket from iOS to Unified CM on TCP 9560

»  Ensure Unified CM Tomcat cert is CA signed and trusted by iOS device
(Max expiry = 397 days as per Apple LPNS requirements)

*  OAuth RT must be enabled
*  LPNS settings do not affect Android devices

« Jabber 14.2 + also supports LPNS

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198

LPNS is only supported on specified wifi SSIDs (in
jabber-config)

When the iOS device is running on one of the specified
SSIDs, LPNS will be enabled for Webex App (onboard
cloud Push Notification first)

Local Push Notifications and Cloud Push Notifications
can be enabled on Unified CM simultaneously. LPNS
will be attempted first and if that is not successful
APNS will be used.

Add wifi SSIDs to the jabber-config to enabled LPNS

« Upto 10 SSIDs can be added

alraln
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Calling Dock

Previously known as the Multi Call Window

« Calling Dock can be enabled to save
on screen real estate

« Call Dock can attach to any screen
edge

«  Webex App running from System
Tray

Windows Only

1] t - ENG 16:45
EE Q Search L R Cf > SR o TV ® s &

alraln
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Calling Dock

 The Calling Dock can provide quick
access to lots of calling power user
functionality

* Newly added includes
. Directory Search and call
. Dialpad
. Device Pairing
. Multi Line Monitoring
. Hunt Group/Pickup/Queue login/logout
+ etc

am & ENG 16:46
28 Q search Lﬁ_elt Ae T AO® s &

alraln
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Multiline Support on Desktop and Mobile

« Allows users to handle multiple lines on both
iIOS and Android devices.

« Users can choose which line to use for
outbound calls.

« Displays the line on incoming call notifications

Multiline Support Desktop VDI Mobile Number Minimum Version

of lines
Unified CM v v v 1+10 * Unified CM 15 SU2
(Including DI) « Webex App 45.4
Webex Calling v v v 1+9 + Webex App 45.4
(Multitenant and
Webex for
Broadworks)

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198

01784 445044

My phone

Multi Line Entry Point in the
Dialpad

Call as

Line ID Selection

lllllllll
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Highlight to Call

Keyboard shortcuts * This feature allows the user to highlight a number
foul e e Ok = o ool e E o ey ke from another application and use a keyboard

Command; , " shortcut sequence to make a call with the Webex
Learn more about keyboard navigation App

Description Shortcut Global &

Users can edit the keyboard shortcut sequence

Meetings & Calls €
Leave or end the meeting or call Ctrl + L |

Answer Call Ctrl + Shift + C

Users also have an option to review the selected
number before calling

Decline call and reply with a text Ctrl + Alt + A
Toggle Calling dock window on or off | Ctrl + Shift + X
Hold/Resume Call Ctrl + Alt + H

Decline Call Ctrl + D

Windows and MacQOS

Highlight to call | Ctrl + Alt + Shift + H |

Transfer Call Alt + T

Reset to default Cancel

ol I 1l l h
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Centralized Call History

With Common Call History, the Webex
App Call History is populated with
placed, missed and received calls
Webex « Allows the Webex App to have a
Retrieve call consistent call history even if the app is

Update call

history history not running when calls are made
CCucC
Enabled — .
« CCUC required
" calling w
My number: 84689 @ Al T Lzl 1910272025, 22:20 - Service Management
& searchorda - ., Analytics (/ Enabled
ma ke, Bordarless CTI * ( Enabled
receive , Directory Service * ( Enabled
mlss Ca” Centificate Management (: Enabled
Operational Metrics * . ( Enabled
Presence Status Sync * (: Enablad
Webeax app Provisioning for Unified CM Calling * ( Enabled
Centralized Call History * ( Enabled
Deploymaert Insights * r Enabled

CCUC Service Enablement (in Control Hub)

Audio Video

ol I 1l I h
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Cisco Al Assistant in the

Webex App




Cisco Al Assistant for Messaging (Desktop)

Space Summaries

« Al Assistant to summarize spaces, unreads, and
threads across multiple languages

 Coming to Webex App for mobile in 45.7

Rewrite Message
« Al Assistant that can be used to format or rephrase
an outbound message

Message Translation

« Al Assistant to translate messages within a space
to your preferred language. Choose from over 140
languages

ol I 1l I h
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Step Away from the Meeting

Ken Holland's Personal Room @ Meeting Info

Stepped away

Unmute Vv Start video v 2 Al Assistant (© Record & Participants O Chat

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198

Step away from the meeting

User can click on the coffee cup to step away
from the meeting

When stepped away, users audio and video
devices are muted, and other participants will
see a Stepped away avatar

Automatic Step away from the
meeting

When a users camera has not detected a face
for 5 seconds, the user is automatically placed
into stepped away

Off by default, can be turned on by user

After stepping away for > 60s, the user is
prompted if they want to “catch up”

llI'l'lll
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Cisco Al Assistant for Meetings

In Meeting Summaries
Al Assistant to summarize what was discussed in the
meeting Ken Holland's Personal Room @) Meeting Info 1047 & (8o

° ,I H “ " - N

OK, here’s a snapshot of what's
happened so far in the meeting.

Ask me Anything
» As the assistant anything about the context of the meeting

Custom Dictionary | , P
« Add words or acronyms that are not part of the standard i * :

? 9 what day does Cisco Live finish
dictionary so they can be transcribed more accurately (e.g. $ 14 :

medical jargon) s : oid 0 | "

Summarize more A\

Was my name mentioned?

Recording Summaries A

* Meeting recording can be summarized and chapterized l ‘ -
making them more consumable in a shorter time Ask me snting sbs

8 Mute v @ Stop video v Share 9 Al Assistant ) ( (@ Record ® Raise | @

Don’t forget about Al features that were added in
recent years

* Meeting Transcription

» Real Time Translations

ol I 1l I h
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Al Generated Summaries for Call Recordings

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198

Al Generated Summaries for Call Recordings

Recorded calls are accessible from the Webex

App
When the user selects to play a recording, the Al

Assistant will generate a call summary including a
full transcript and a list of action items

Available on Webex Calling only today

Desktop and Mobile

llI'l'lll
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Cisco Al Assistant Security and Privacy

 The Al Assistant is powered by a hybrid of Cisco Al

technology as well a 37 party large language model
' ' « Cisco LLM Proxy is in region and is use to build the
Webex ) ) 3¢ Party LLM prompt for the 3" party LLM
« The current 3 party model being used is GPT-3.5

Turbo via the Microsoft Azure OpenAl Service API

+ Key points
» Al services reside in same region as Webex

m organization
* LLM does not store conversations

 LLM does not use conversations for training data

alraln
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Al Assistant Admin Controls

Organisation settings > Cisco Al Assistant

« Control Hub admin can control
enablement of Al Assistant
« Al Assistant can be enabled for:
« Org
« Group
* U ser Messaging
« Al Assistant will be on by default where
applicable
« User will require an Advanced Messaging
License to be entitled to use Messaging
Al Assistant

Cisco Al Assistant & Al features

Cheose how your organisation uses the Al Assistant and other Al features across the Webex Suite,

@) Aiow Ask we anything

Need help catching up quickly? Start a conversation and ask the Al Assistant about missed meeting action items, summaries for calls and spaces, how a new feature works and more. For more help, see how to use Ask Me Anything C

@) Aiow the Assistant in Control Hub

The Assistant can support you and other admins with Control Hub management tasks by providing detailed guidance at every step of the way. For more help, see how to use the Assistant in Control Hub

Access Al-generated Messaging features through the Assistant. Wi

space summaries, save time on unread messages and conversations. You can also enhance all communications wi

h message translation and rewriting,

@) space summaries How does this work?
@) Rewiite message How does this work?

@) Vessage transiation How does this work? ©

Access Al-generated Meetings features through the Assistant. If you're late to a meeting, catch up with summaries during or after the meeting and with Ask Me Anything. For mere details, see how to use the Al Assistant in Meetings

© Turn on closed captioning in the Meeting Settings to create meeting summaries.

Internal meeting ©

External meeting @

In-meeting summaries and Ask Me Anything

Summaries and transcripts after the meeting Not applicable

@) Ersble Al-generated summaries for call recordings

Generate transcripts and summaries for the recorded calls.
More Details

© 2025 Cisco and/or its affiliates. All rights reserved.
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Webex Al Audio Codec

 Improve audio quality in poor network conditions (low
bandwidth and high packet loss), by encoding at low
bitrates and increasing redundancies

INDUSTRY STANDARD

 Webex App will use Opus as the default audio codec. The
App will automatically change encoder to Webex Al Audio
Codec if 30% packet loss is detected

6
kbps

Encoded bitrate (in kilobits per second)

* Al Audio Codec is supported for Webex Meetings, Webex
Calling (App to App) and certain Cisco devices

* Not supported for VDI, web app, Non-Noise Removal Smart audio
settings, devices with ultra low performing clients
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Closed Captions and Live transcription

Coming Soon

« Closed captions in Webex
Calling without escalating the
call into a meeting.

* Rolling closed captions/
transcription in the side panel of
Webex in-call-window.

Umar Patel

fF Work: +1888 555 1234

 Beta planned for 45.7

Umar Patel: Yes, the conference was good and the weather was nice in

° Webex Ca”ing M u Ititenant Only Houston. | also enjoyed the local restaurants.

(8 Mute v )( O Stopvideo v ) Share ) ( (® Record

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198

(& Keypad ) ( )

Transcript

@, Sonali Pritchard 00:12

“% pid you have a good time at the
conference? | hope Houston had good
weather.

@ Umar Patel 00:16

s Yes, the conference was good and the
weather was nice in Houston. | also
enjoyed the local restaurants.

, Sonali Pritchard (0[0}40]
“% Note that these designs are improving!

O Messages =

llI'l'lll
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Al Assistant for Calling: Share Summary on Transfer/Conference

Coming Soon

* When transferring or
conferencing a call, the Webex
app user can share the
summary of the call so far with
the new participant.

 User would be allowed to edit
the summary before sharing it.

 The new participant will get a
short summary of the original
call within their incoming call
toast notification

Include the call summary Preview

8 mMute v ¥ Start video Keypad D' Al Assistant @)(3) (-

ol I 1l l h
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Share Meeting Summary to Other Channels

Coming Soon

Share from Meeting container

Allows users to share their Webex meeting
summary to the messaging application they

Meetings Meeting reca

® example.webex.com, . u Se

New Feature Kickoff

A Working from home & & Connect to a device

« MS Team
alendan ® Meeti Tue Jan 21, 9:02 AM- 10:10 AM e a S
Tuesday, January 2 ° S I ac k
@ Share in Webex
® New Feati About Meeting summary Transcript Recording Chat messages Contents (2) ° E m H I
9:02 AM - 10:1f a I

& Share by Email

Meeting sum

All Hands
00 AM- 10

Monday, January

® Interview
9:45 PM - 1€

Meeting notes
Generate

Faniel introdu

ting a big

ement, improved user satisfaction metrics, and the successful integration of

seve inno new Al features.

Faniel presented the Al road or the upc

month, detaili

/ initiatives: 1)

processes, and 3)

Action items

Generated by Al As: nt « & &P

up with the CMO team o
Ming is drafting up the additional budge

Share to Slack

Planned for Desktop in 45.7

Meeting sum of checking with Sonali regarding the public beta, which

bility to their

® Project Pl
10:25 AM - 11

Meeting sum

L CEVAERTIE TSR

Feature brain

Q8 Call Settings £

trend comp
>ffi in Ci

slight decline in pre
y underlying factors and take a|

vrarianrad a cinr
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The capability will be controlled by the
Control Hub Admin
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Webex App Platform Support
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Webex App for Windows on Arm

 Webex App will be supported on Windows on Arm

« Beta: July 2025

« GA: To follow shortly after

alraln
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End of Life Announcements

Mobile OS Updates

iIOS 16 / iPadOS 16 - End of Life from September Android 11 - End of Life from April 7, 2026
2, 2025

«  Version 45.9 of Webex, which will be released on September 2, 2025, will be the last version ’ ?//grrssilc())r? t‘;’gfgﬁf V\éize':nﬁr;girg'?ﬁpp’ which will be released on April 7, 2026, will be the last
that supports iOS 16 and iPadOS 16. po :

*  Which Apps are affected:
«  ‘Webex’ Android app available on Google’s Play Store.
*  ‘Webex for Intune’ Android app available on Google’s Play Store.

*  Which Apps are affected:
«  ‘Webex’ app for iPhone and iPad available on Apple App Store.
*  ‘Webex for Intune’ app for iPhone and iPad available on Apple App Store.

L + Timeline:
* Timeline:

*  September 2, 2025: *  April 7, 2026: _ ‘ | .
«  After version 45.9 becomes generally available in September 2025, no new * After version 46.4 becomes generally available in April 2026, no new

Webex app updates will be available for existing users on iOS 16 and iPadOS Webex app updates W.'” be a.Va"?b'e for existing users on Android ”
o i . . . S Existing users can continue using it until October 7, 2026. However, it is
16. Existing users can continue using it until April 2, 2026. However, it is

strongly recommended that users always upgrade to the latest released strongly recommendeq that users always upgrade o the latest released
Versions versions & latest Android operating systems.
*  New users on iOS 16 and iPadOS 16 will not be able to download and use the * Newusers on Andr(_md 11 wil notlbe able to download and use the Webex
) . . app on Android devices after version 46.4.
Webex app on iPhone and iPad after version 45.9.

» October 7, 2026: Existing users who have downloaded Webex version 46.4 can
continue using it for an additional 6 months, until October 7, 2026. However, it is
strongly recommended that users always upgrade to the latest released versions.

*  April 2, 2026: Existing users who have downloaded Webex version 45.9 can continue
using it for an additional 6 months, until April 2, 2026. However, it is strongly
recommended that users always upgrade to the latest released versions.

. . . . , . . »  Starting October 8, 2026, Webex App version 46.4 on Android 11 will reach its end
«  Starting April 3, 2026, Webex App version 45.9 on iOS and iPadOS will reach its end of . . .
life, and users will no longer be able to use the Webex App on iOS 16 and iPadOS 16. of life, and users will no longer be able to use the Webex App on Android 11.

*  Workloads
« This is applicable for all workloads supported by Webex Suite including calling,
meetings, messaging, whiteboards.

*  Workloads
+ This is applicable for all workloads supported by Webex Suite including calling,
meetings, messaging, whiteboards.

alraln
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Webex App Release Cycle

L®

First time user/admin
install

© 2025 Cisco and/or its affiliates. All rights reserved.

WebeXx

|
0o

Periodic in app update from
webex.com

BRKCOL-2198

A new major release of Webex App is
delivered monthly

 App versioning is based on time e.g. June

2025 release 45.6.0.32551
Year : 45.X.X.XXXX
Month : 45.6.x.xXXXXX
Release : 45.6.0.xXxXxxx
Build : 45.6.0.32551

Update Management
 Desktop Update Schedule: Control Hub
 Mobile Update Schedule: App Store Setting

*Linux has a different update cadence
*Webex App for VDI is released bi monthly

69
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Webex App Support Policy for Desktop

Support Policy Goal: Ensure a high level of security and access to the latest features

Webex App supports 2 channels that an admin can choose from for automatic updates
+ Latest: released monthly

« Slow Channel: every 4 months (available on request only)

Supported Releases
« Latest: n and n-1 (current and previous month)

« Slow Channel: n and n-1 (current SC and previous SC releases) e.g. as of May 2025, 45.2 and 44.10

End of Life Version
» Version older than minimum supported version will continue to function

* EOL occurs 10 months after release date. Once EOL occurs the user must update before they can use the app
(join meetings, make calls, send messages etc)

+ Webex app version for mobile typically goes EOL after 6 months

See https://help.webex.com/en-us/article/ne3khsm/Webex-App-support-policy

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198

Webex

It's time to update Webex

User warning 30 days before EOL

Webex

Check for updates Exit Webex

User message when EOL is reached

lllllllll
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Webex App for Windows

User Install Admin Install
o

I —

00 o0 o0

* User downloads the .exe installer from * Admin installs the Webex App msi installer to

Webex.cqm Windows machines via deployment tool (e.g. SCCM)
* Runs the installer . msiexec /i webex.msi ALLUSERS=1 /quiet
« Webex App is installed to USER PROFILE « Webex App installed to C:\Program Files\Cisco Spark)\

C:\users\userID\AppData\Local\CiscoSparkLauncher

« Admin permissions required
« Admin permissions NOT required P qui

alraln
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Webex App for Windows Installation

» Installer switches can be set to configure the first time experience as well as enabling Outlook integration

Switch

Purpose

ALLUSERS=1
ACCEPT_EULA=true

AUTOSTART_WITH_WINDOWS=true

DEFAULT_THEME="Light”

DELETEUSERDATA=1

EMAIL=Smail

ENABLEOUTLOOKINTEGRATION=1

Admin install to C:\Program Files\Cisco Spark\

Automatically accept EULA so user does not
have to

App auto starts on Windows login. User cannot
change within the app

Sets theme to light. User can set their
preference in the app

Removes all existing cache is app is already
installed

Prepopulates the Webex App with user email for
login (retrieved from AD). Restricts access to
the app current Windows user only

Enables Outlook integration at install time
(registry key). Admin permissions required. On
by default

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKCOL-2198
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Example Webex App for Windows Installation

Example Installation

msiexec /i Webex.msi ALLUSERS=1 ACCEPT_EULA=true AUTOSTART_WITH_WINDOWS=true
EMAIL=Smail /quiet

Webex App autostarts with Windows login v/
User email is automatically populated v
EULA is accepted v

The next step: Authentication
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Update Management Setting

«  Webex App for desktop software update cadence is set in Webes <]

Control Hub Webex
d DefaUIt iS monthly Version: 44.3
« Admin can set a deferral up to 4 weeks

« Organizations can request that Slow channel option is enabled
(Only available upon request)
 Released every 4 months

« Software update cadence is an org wide setting. Individual users
update cadence can be overridden

& Report an issue
Recurring software Update automatically with every new version or schedule updates by cadence and deferment. @ ‘ O Check for updates '
updates for Webex app Learn more (2

Current version: June- ) Automatic updates (Controlled by Cisco)

2025 © Custom scheduled updates with deferrals User can trigger an available update

Updated on: 04/06/2025
Download Webex builds

Cadence @ Deferral ® from the help menu or from the
login screen (User cannot bypass
organization update settings)

: Latest e \ |.4weeks N

Critical patches are automatically applied. They're outside the scope
of normal updates and aren't managed by these settings.

The next scheduled update is on 01/07/2025 to version July-2025.

ol I 1l l h
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Windows App for Windows Update Process

‘ Webex
First time admin install Auto Update
* msiexec /i webex.msi ALLUSERS=1 /quiet « Webex App downloads update from webex.com
+  Webex App installed to “C:\Program Files\Cisco Spark” + Update package written to the user profile
« CiscoCollabHost.exe is the main Webex binary running from C:\users\userlD\appdatallocal\CiscoSparkLauncher|
C:\Program Files\Cisco Spark\ « The main Webex binary continues to be CiscoCollabHost.exe running

from C:\Program Files\Cisco Spark\ (the original install)

* The auto update process does not reinstall the app - it’s simply an
update package downloaded to the %appdata% directory, that is loaded
at runtime by CiscoCollabHost.exe

* No admin permissions are required to autoupdate

ol I 1l I h
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Webex App Version Inventory

Windows Software Inventory

 Windows software inventory tools typically retrieve the
installed app version from a registry key

«  Webex App will only write to the registry at first time install

« Software inventory tools may report the first time install
version of Webex App (not the active version based on e
automatic update) - o

 The latest app version on a Windows machine is written to
C:l\users\userlD\appdatallocal\CiscoSparkLauncher\version.txt

« Software inventory tools can use this file to determine latest
active version of Webex App on the machine

Control Hub Reports

» Create a Report to retrieve the versions of Webex App active
in the organization

* Report can be customized to display specific details

* Report will detail users/versions who have connected to the
Webex org

ol I 1l I h
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Website Shortcuts

P - Website shortcuts is a feature that allows

B iveovors Soon  Semoeowe  Quassancts S Smice s admin embed Cisco and 3" party web applications
into the left hand sidebar of the Webex App
© swoms « Admin can create a shortcut in Control Hub and
S publish to Webex App users at org and group levels

® Allowed Edit access

@ For organisations on the Webex Suite meeting platform, Slide access for users is controlled by the Slido

» Create and deploy up to six Website shortcuts for
the Webex App

Website shortcuts Define website shortcuts Choose up to six customised website shortcuts. Website shortcuts appear in the sidebar navigation menu of the
Webex app and launch inside an embedded browser. Arrange the default order in which website shortcuts appear in
the sidebar by going to Organisation settings..

Display name URL p—
SO e npingniecon  sesesgos 70 * NEW: Admin controls to customize how the side bar
& Digital Fax https://wxc-cisco-public.ima... Selected groups 2 0
& CallRecordings https//wxc-cisco-publicima..  Selected groups Z 0 |S Ordered
¢ . OneDrive https://tmedema-my.sharepo Allusers 7 0
@ o https://lucid.app/lucidsparkfb... Al users 7 0

Add website shortcut

Webex sidebar Customise your organisation's Webex sidebar by displaying relevant services and apps, co-brand logos and more.

customisation
Customise the default view
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Sidebar Customization - Control Hub Admin

Customise the default view

Choose how your organisation views the sidebar of the Webex app.

© 2025 Cisco and/or its affiliates. All rights reserved.

Control Hub Admin can customize the layout of the Webex App
sidebar

Tabs can be dragged to the preferred location in the list and will
be displayed as such.

Apps can be moved into “More” section and will be displayed as
such in Webex App

Messaging, Meetings, Calling and Customer Experience tabs are
controlled by licensing and cannot be moved using this tool

Sidebar customization can be locked so the enduser cannot
change admin settings

llI'l'Ill
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Sidebar Customization - Enduser

Set a status Q Search, meet, and call

Messaging Ken Holland vz

Al Direct
@ Developer

[ 6>

Fra
&
Ken Hollz

our workday

& sSharing content

2 Notifications

= Appearance
App sidebar

® Accessibility

) Keyboard shortcuts

O Integrations

# phone Service

D Messagi Shif ? ine &
Messaging Shift+Enter for a new line &

B Meetings

o

Q3 Call settings

% Calling Cancel

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198

Webex App enduser can customize their
sidebar from the Appearance menu (if
enabled by CH admin)

User can drag and drop sidebar tabs to their
desired location

If the user is enabled for Vidcast, a Vidcast
tab will be available

The user cannot change the order of
Messaging, Meetings, Calling or Customer
Experience tabs - these are set by the admin
via licensing

Available on Windows and Mac
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Admin Experience Feedback Welcome

Webex Insider

Powered by Cisco Insider

Form the Future of Webex

Participate in our continuous
research and feedback program

Already part of the Cisco Insider Program?
Expand your reach by joining the collaboration track
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Jabber Strategy

CISCO Live !



Jabber Strategy

Committed to long-term support for on-premises and air-gapped deployments
Deliver Essential Media Al intelligence to enhance audio/video experiences
Unified CMS meeting experience with the CMS web client

Deliver regulatory compliance features

Maintain compatibility with new versions of Cisco UC backend applications

Ensure compatibility with new versions of device hardware and operating systems

IMPORTANT
It is still recommended to update to the Webex App where possible
- Webex App delivers a richer and more modern experience

- Webex App delivers a path to Webex Calling Multitenant

ol I 1l I h
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Jabber Release 15.1 April ‘25

Devices and OS User Experience
* Honeywell EDA57 + Windows: Blur video background
« Samsung Xcover 7 + Option to disable DND presence

* Android: Option to disable FTE

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOL-2198

Subject to change

FIPS 140-3
Common Ciriteria
HTTP 2 support

Quality Improvements
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Jabber Future Roadmap 2H CY25 +

2H CY25
15.2

New versions of device

hardware and OS

CMS meeting unmute by
host behavior

Federal certifications: FIPS,

Common Criteria, DoD APL

Security Improvements

© 2025 Cisco and/or its affiliates. All rights reserved.
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1H CY26
15.3

» Unified meeting experience

» Mac/Mobile: Blur video background

* Video background replacement

* Noise removal

BRKCOL-2198

Subject to change

15.4

* Closed captions

* New versions of device
hardware and OS

Federal certifications: FIPS,

Common Criteria, DoD APL

alraln
cisco



Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

o0
0@

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

&

Complete your surveys
in the Cisco Live
mobile app.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(A

Book your one-on-one
Meet the Engineer
meeting

5
50
7]

(o) ¢
MM

Jo

O
M

Attend the interactive
education with DevNet,
Capture the Flag, and
Walk-in Labs

==
Qle

Visit the On-Demand
Library for more
sessions at
www.Ciscolive.com/
on-demand
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http://www.ciscolive.com/on-demand

Thank you CISCO Live |
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