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Leaf and Spine Topology

- A Leaf and Spine Topology

- Variations or Names of the same:
- Fat Tree
- Folded Clos
- 3 Stage Clos
- 2 Tier Network
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Leaf and Spine Topology

<«— More Bandwidth —»

- A Scale Out Architecture
- More Leaf = More Ports
- More Spine = More Bandwidth
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Leaf and Spine Topology

22222222222

- N+1 Redundancy

- Redundancy increases by

Building out the Topology

- On Spine failure

- 4 Spine = 25% impact
- 8 Spine = 12.5% impact

CCCCC



Leaf and Spine Topology

- Modern Application Needs

- Every (1) North to South Connection,
requires eight (8) East to West

. User Access the Frontend (Web)

. Frontend connects to App, DB,
Storage etc.
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Leaf and Spine Topology

- Optimized for East to West

- Consistent Latency from Leaf to Leaf
- Wide ECMP

- Flexibility for North to South

- External Connectivity at Leaf or Spine
layer
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Data Center Design Evolution

Various Considerations to Reduce the Fabric’s Size

12 Spines

22222222222

- What is my Failure Domain?
- What is my Change Domain?
- What is my Overall Scale?

- What is my Fabric Solution

Scale?

- What is my Fabric SLA?
- What is my Maximum Downtime?

CCCCC



What Have we Learned from the Cloud Titans?

Building Scalable Data Center Networks

H1 H2 H3 H4

Simplicity is Key Scale as you Go Fail but Fail Fast Redundant and Repeatable

Simple Design Principals Scale is Never Finite Reduce Brown-Out Exposure Risk is Never an Option

alfbal ]l
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Design Evolution

Various Considerations to Reduce the Fabric’s Size

* Increasing Scale-Out in all Tiers

* Reducing Complexity

« Simple Design Principles

 Increasing the “Finite Scale”

« Scale as You Go

» Disaggregated Redundancy

» Flexible Link and Bandwidth Distribution
» Further Possibility for Cost Optimization

3 Tier Leaf-Spine-Core (or Super-Spine)

alfbal ]l
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Design Evolution

From a Single Large Fabric to a Distributed Architecture

2 Tier Leaf Spine

alfbal ]l
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For More Information on

Design Evolution Multi-Tier Fabric Deployments

please refer to BRKDCN-2999

From a Single Large Fabric to a Distributed Architecture

s

CEKRS

3 Tier Leaf-Spine-Core (or Super-Spine)

Let’s Move Forward

alraln
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Cisco Distributed DC
Architectures

CISCO Live !



Building Distributed DC Architectures

Homogeneous Options

ACI Multi-Pod

Since 2017

VXLAN tunnel

Spine switch Spine switch
L2/L3 iVXLAN e
EVPN
Connectivity
Leaf )
switch Leaf switch
— — —  S— Pr— —_— —
o
ACI Pod1 *fj ACI Pod2
ACI Multi-Site Since 2018
VXLAN tunnel
Spine switch
s L2/L3 iVXLAN <o)
i EVPN Connectivity e
[l
Leaf
switch
m—
= =
(1'?7 ACI Fabric *ETJ)
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Border Gateways

Spine switch

Leaf switch m

VXLAN EVPN Multi-Site

VXLAN tunnel

L2/L3 VXLAN EVPN
Connectivity

Since 2017

Border Gateways

m Spine switch

""I- Leaf switch

C

NX-OS VXLAN EVPN

) C

NX-OS VXLAN EVPN

)
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Use of BGWs for Distributed VXLAN Fabrics [Pl

Without BGWs (Single Logical Fabric)

e Two Tiers

spine ([N (00D i — Y —

VXLAN Overlay

leaf (D (D ([N M O N

* Three Tiers L3 Network
or Super Spine
spine (I (I i

VXLAN Overlay

leaf (D (D (DD (M (D e

Scale Concerns
(VTEP Scale, BUM Flooding, etc.)

© 2025 Cisco and/or its affiliates. All rights reserved.

to BRKDCN-2913

With BGWs (Multi-Site)

VXLAN Multi-Site Overlay

&LS Netwo@
saw (@D (GD | e @)

Spine ([N (I8 il i

VXLAN Overlay VXLAN Overlay

leaf D (D (DD (M (IS S

v’ Scalable
v’ Easy to extend and stitch

v Flood control across fabrics
(BGW and spine can be the same devices)

alraln
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Introducing Cisco Nexus ONE
Architecture
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Cisco Nexus ONE Architecture

Cisco ACI vs Cisco NX-0OS Fabrics

Customers can choose one or more Cisco technologies for their DC network

N F oo o )
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NX-OS VXLAN EVPN
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Cisco Nexus ONE Architecture

The Challenges with Interconnecting Heterogeneous Fabrics

Customers can choose one or more Cisco technologies for their DC network

DCI? / \

VM Mobility?
Security?
Management?

\
i
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O NX-OS VXLAN EVPN
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Open NEtworking Fabric Experience

© 2025 Cisco and/or its affiliates. All rights reserved.

single user experience

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Nexus ONE Architecture

Functional Components

e Cisco Nexus Dashboard as single point of control and operations

Cisco Nexus Dashboard

o ( Cisco ACI ) g

PO"Cy |n NX_OS Nexus 9000 Nexus 9000 ACI VXLAN EVPN
(Security Groups) Border Gateways

Different fabric architectures Same outcome with common experience




For More Information on Cisco

NeXUS ONE FUtUI"e EVOlUtiOn Nexus Hyperfabric please

refer to BRKDCN-2944

Nexus Dashboard

Strategic Vision

DEH#{
VXLAN EVPN

alraln
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For More Information on
VXLAN GPO please refer to

BRKDCN-2633

VXLAN GPO

N\
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Why Group Policy Option (GPO)?

Ability to segment east- Smaller attack surface Auditing, compliance
west traffic and better security and conformance

alfbal ]l
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VXLAN GPO with NX-0OS

/ VXLAN GPO with NX-OS
Group Policy Object carried in standard VXLAN header

- BGP Extended Community to advertise policy information on
m_ m EVPN control plane advertisements

Decoupling network connectivity and security
Grouping

Classify endpoints to create security groups

Im_ - Based on IP, VLAN, VM attributes, etc. across VRFs
1T T T HE Policy enforcement
| | | | | | | | | | | | - Create contracts/SGACLs between Endpoint Security Groups
(ESGs*)
Group 1 Group 2 Possible actions: permit, deny, redirect (service chaining)
< NX-OS VXLAN EVPN @) Automation

\ - Automate using Nexus Dashboard (ND) or Open APls

Flexible security isolation

Reduce attack surface

Segment East-West traffic ‘

Automate your way



VXLAN GPO with NX-0OS

Main Use Cases

/ Creation of Security Zones \

 VXLAN GPO allows to define policies for enforcing
security policies (SGACLSs) between endpoint
security groups (ESGs)

» SGACLs are a simpler, more flexible and more
scalable policy enforcement mechanism
compared to traditional ACLs

* Provides better control over the flow of network
k traffic (both east-west and north-south)

!

s e o o

|7|:| ESG1 | |

| » | ESG2

© 2025 Cisco and/or its affiliates. All rights reserved.

/

Service Chaining

VXLAN GPO can be used to insert network

services into a packet flow based on specific policy
criteria

Service chaining steers flows through the
appropriate network services functions (such as
firewalls, load balancers, or intrusion detection
systems)

/
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VXLAN GPO with NX-0OS

Cisco GPO Control Plane Functionalities

Data Plane
(draft-smith-vxlan-group-policy)

Intexrnet Engineering Task Force M. Smith
Internet-Draft Cisco Systems, Inc.
Intended status: Informational L. Kreeger
Expires: April 25, 2019 Arrcus, Inc.

October 22, 2018

VXLAN Group Policy Option
draft-smith-vxlan-group-policy-05
Abstract
This document defines a backward compatible extension to Virtual

eXtensible Local Area Network (VXLAN) that allows a Tenant System
Interface (TSI) Group Identifier to be carried for the purposes of

policy enforcement.

Control Plane
(draft-wlin-bess-group-policy-id-extended-community)

bess W. Lin
Internet-Draft Juniper Networks
Intended status: Standards Track J. Drake
Expires: 22 April 2024 Individual

D. Rao

Cisco Systems
20 October 2023

Group Policy ID BGP Extended Community
draft-wlin-bess-group-policy-id-extended-community-@3

Abstract

Group Based Policy can be used to achieve micro or macro segmentation
of user traffic. For Group Based Policy, a Group Policy ID, also
known as Group Policy Tag, is used to represent a logical group that
shares the same policy and access privilege. This specification
defines a new BGP extended community that can be used to propagate
Group Policy ID through a BGP route advertisement in the control
plane. This is to facilitate policy enforcement at the ingress node
when the optimization of network bandwidth is desired.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Data Plane and Control Plane
(draft-Irss-bess-evpn-group-policy)

BESS WorkGroup W. Lin
Internet-Draft Juniper
Intended status: Standards Track D. Rao
Expires: 5 September 2024 A. Sajassi
M. Smith

Cisco

L. Kreeger

Arrcus

4 March 2024

EVPN Group Policy
draft-1lrss-bess-evpn-group-policy-00

Abstract

Group Based Policy can be used to achieve micro or macro segmentation
of user traffic. For Group Based Policy, a Group Policy ID, also
known as Group Policy Tag, is used to represent a logical group that

shares the same policy and access privilege. This document defines a
backward compatible extension to Virtual eXtensible Local Area
Network (VXLAN) that allows a Group Policy ID to be carried for the
purposes of policy enforcement at the egress Network Virtualization
Edge (NVE). It also defines a new BGP Extended Community that can be
used to propagate Group Policy ID through a BGP route advertisement
in the control plane. This is to facilitate policy enforcement at
the ingress NVE when feasible.

32
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VXLAN GPO with NX-0OS

Use of MP-BGP EVPN for Exchanging Security Tags

Leaf1

Eth1/1

VAN SG-100

Leaf4 VTEP
SG-200

VM2

Route Type

2

MAC / Length

0003.0000.100B/48

IP / Length

192.168.2.10/32

m Label

30002

Route-Target

65001:30002

P Next-Hop Leaf4-VTEP
SGT 200 Leafa
Y
Eth1/3
M e SG-200
\ Leaf1 VTEP
N WA SG-100
<---2> EVPN with GPO | | |
VM2
SG-200

NX-OS VXLAN EVPN

© 2025 Cisco and/or its affiliates. All rights reserved.
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Use of MP-BGP EVPN control
plane to propagate endpoints
connectivity and policy
information inside the fabric

The SGT information is
propagated as a BGP extended
community (Group Policy ID
Extended Community)

33
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VXLAN GPO with NX-0OS

Enforcing Policy on the Ingress Leaf

o » Facilitate the enforcement of policy on
S the ingress leaf node (for both
el — — — directions)
[Illh\ ﬂ_ « Security Group Access Control Lists
“ ” noress Loaf applies ”Iq (SGACLs/contracts) enforced between
the polic \
— groups
SG-100 SG-200
< NX-0S VXLAN EVPN @)

SG-100 —n—} SG-200

alraln
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VXLAN GPO with NX-0OS

Traffic Steering with Policy Based Redirection

Leaf1
VM1 e
[ IIP (T
E HE 9
1]
SGV—’\TOO
< NX-OS VXLAN EVPN

© 2025 Cisco and/or its affiliates. All rights reserved.

SG-100 —ﬂ—»

SG-200

Policy Based Redirection capabilities to
steer through one or more service
devices (firewall, load balancers, etc.)
traffic flows between different security
groups

Redirection to a Firewall service function
with NX-OS 10.4(3)F

Other use cases, including traffic stitching
through multiple services, planned for
NX-0S 10.5(x) release train

BRKDCN-2602 35
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VXLAN GPO with NX-0OS

Multi-Site Support

Policy-Aware to Policy-Aware

“Policy Aware”
VXLAN EVPN
fabric

(7]

B

(=9 (I I
“Policy Aware”
VXLAN EVPN
- fabric

C NX-OS VXLAN EVPN

)

© 2025 Cisco and/or its affiliates. All rights reserved.

C NX-0OS VXLAN EVPN

)
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Policy-Aware to Policy-Unaware

)
IPN/ISN/Core
[[ <o ] [ <o ]] - vs-viez 0
| (IS - [ - | (D il

“Policy Aware”
VXLAN EVPN

@ “Policy Unaware” ﬂﬂﬂ

VXLAN EVPN

fabric fabric

C NX-OS VXLAN EVPN ) C

NX-OS VXLAN EVPN )

alraln
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For More Information on ACI
BGWs please refer to
BRKDCN-2634

AN\

ACI Border Gateways (BGWSs)

\
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Heterogeneous Fabrics ACI 6.1(x

Introducing ACI Border Gateways

“Opening Up” L2/L3 Connectivity between ACI and VXLAN EVPN Fabrics

VXLAN tunnel

ACI Border Gateways .
L2/L3 VXLAN EVPN =D (7| Border Gateways

Connectivity

Spine switch

m MSpine switch

Leaf switch &

m- m- m. Leaf switch

Kl ACI Fabric NX-0OS VXLAN EVPN

alraln
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ACI Border Gateways

Overlay EVPN Connectivity across Domains

Full-mesh MP-BGP EVPN Adjacencies*

. o mm mm mm Em mm Em e e

~~~
e -~

NS ST~ -~ : RS
Ty T
EVPN-RID3 EVPN-RID4

- | Border Gateways

Spine switch

m MSpine switch

Leaf switch fesmm

S [ [  [ESeerswe

Ext-Prefix Ext-Prefix2

< {%i: ACI Fabric > < NX-OS VXLAN EVPN >

*No current Route-Server support

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2602 42 cisco



ACI Border Gateways

Data-Plane Overview

Cross-fabrics End-to-End Connectivity through Tunnel Stitching

VXLAN
ACI MS-Ext-VIP =
11:: ;. 3338 [[ CD [ MS_V|P ] CD ]]

PIP1 ACI MS-Int-VIP PIP2

VXLAN

ACI Fabric ) < NX-OS VXLAN EVPN

N

© 2025 Cisco and/or its affiliates. All rights reserved.
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NX-0S GPO + ACI BGWs

End-to-End Policy Domain
between Heterogeneous Fabrics

CISCO Live !



Use Case 1

Cisco ACI to Policy Unaware VXLAN EVPN




Cisco ACI to Policy Unaware VXLAN EVPN

Classification and Enforcement only on Cisco ACI

ACI BGW classifies incoming traffic to Type-2 and Type-5

an ESG* based on different selectors:

ESG2 ,mm= = =TT T ==

* Policy Tags on MAC N
« L2 VNI \
. NX-OS Border
* |P prefixes T G it i
' <----> MP-BGP EVPN Gateways
G /| Spine switch Spine switch
s — I
Classify local Q VRF in “Policy | |
resources to ESGs* Enforced” mode

Leaf switch (EER I (O 95 [T Leaf switch

| >
< 2.%3 ACI Fabric > < NX-OS VXLAN EVPN )

*Nexus ONE mandates the use of Endpoint Security Groups (ESGs) in ACI for classification
© 2025 Cisco and/or its affiliates. All rights reserved. and enforcement. EPG to ESG migration procedure (“uplifting”) should be performed upfront. 46

ESG1 [
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Cisco ACI to Policy Unaware VXLAN EVPN

Classification and Enforcement only on Cisco ACI

L2/L3 forwarding
ESG2 ——
Security Policy c
; : ACI Border. : NX-OS Border
applled in the e T -C -C
ACI| domain Gateways - = Gateways
~ Spine switch
Leaf switch & - | 1| I | : Leaf switch
ESG1 [

( = ACI Fabric ) < NX-OS VXLAN EVPN >

Policy defined on

APIC and applied
between ESGs

© 2025 Cisco and/or its affiliates. All rights reserved. 47
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Use Case 2

Cisco ACI to Policy Aware VXLAN EVPN




Cisco ACI to Policy Aware VXLAN EVPN

Classification and Enforcement in both Domains

Automatic
classification based
on received ESG tag*

with ESG tag

ESG2 -~

ACI Border -

A\

EVPN Type-2 and Type-5

= -
—-— - o

Gateways

<----> MP-BGP EVPN

EETEEE—
i
i |
[Eidizaniisraraaa|
|
S|
|

Classify local Spine switch

resources and
received external
prefixes-t0.ESGs

VRF in “Policy
Enforced” mode

Leaf switch

=l

ESG1 [

Automatic
classification based

~~ - ESG1 on received ESG tag*

~

=>

v, ¥

)

NX-OS Border
Gateways

MSpine switch

Classify local
resources and
received external
prefixes-to-ESGs

NX-OS VXLAN EVPN

) (

BRKDCN-2602

© 2025 Cisco and/or its affiliates. All rights reserved.

*Tag normalization performed on the ACI BGWs
49
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Cisco ACI to Policy Aware VXLAN EVPN

Classification and Enforcement in both Domains

No ESG tag in
VXLAN header*

ESG2 ~ R ESG1

ACI Bordery.

NX-OS Border
Gateways |

Common polic
SOy Gateways

enforced in the

Common policy
enforced in the

ACI| domain NX-0OS domain
Spine switch m
VRF in “Policy
Enforced” mode

Leaf switch

OM)) ese
- Definition of a
< {D;} ACI Fabric common policy NX-0OS VXLAN EVPN )
N—

ESG1 ESG2 *Current ASIC restriction, may change in future  «lial.
© 2025 Cisco and/or its affiliates. All rights reserved. 50 cisco



For More Information on
Unified Nexus Dashboard
please refer to PSODCN-1009

N

Unified Nexus Dashboard
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Products have evolved through the

We have em ba rked On a jou rn ey years with microservices-based

architectures & other enhancements

Towards simplification and unification

) ) N 7\ M\ M\ M\ N\
\/ \ \ \\/ \ \J \J \
2004 2008 2014 2017 2018 2019 2021 2025

Network & \
Assurance Engine \

Network ”
Insights Advisor @ @ 7
e
/”
Network e’
Insights Resources
DCNM
SAN

. Multi-Site ®
= Orchestrator ﬂmﬂ

@ 2-way
=
LAN

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2602

Unified
Nexus Dashboard
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Which leads us here...

Unified Nexus Dashboard

splunk>  servicenow ‘9 Terraform @ PWDUT % VERTIV.

ENTERPRISE

ANSIBLE

Automation

O p e ra ti O n S Visibility Analytics Zﬂ[[l; Troubleshooting éj(ll;Pt; Compliance

Access to Nexus Dashboard services/features is based on the Cisco Nexus 9000

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2602 53 cilsco



Unified Nexus Dashboard

Single Point of Management and Operation

IPN/ISN/Core
ACI Border NX-0OS Border

Gateways Gateways

Spine switch

v' Configure IP Connectivity to BGW Nodes

v' Gather Operational Status

A
1
: Interaction with Individual IPN/ISN Devices |witch
:
1
1
1
1
1
1
1
1
1
1
1
1

Leaf switch

e 8 [ e swich

1
1
:
1
ke .
& ACI Fabric : NX-OS VXLAN EVPN
:
V\ : /,v - - . -
Interaction with APIC via API S ; e a Interaction with Individual DC Switches
\A A/
v Configure External IP Connectivity to IPN/ISN Router v' Configure External IP Connectivity to IPN/ISN Router

v Provision EVPN Adjacencies to Remote Fabric(s)
v" Configure L2VNIs and L3VNIs to Extend

v" Provision EVPN Adjacencies to Remote Fabric(s)
v' Configure L2VNIs and L3VNIs to Extend
v Gather Operational Status Nexus Dashboard v’ Gather Operational Status

© 2025 Cisco and/or its affiliates. All rights reserved. Def|n|t|on Of a Common secu"ty POIIcy 57
v" Applied between endpoints irrespective of their
Tocation
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Conclusions
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Conclusions

 Building distributed infrastructures is key to the deployment of resilient
and scalable designs

* Cisco Nexus ONE Architecture aims to seamlessly interconnect and
operate a mix of heterogeneous fabrics (ACI and VXLAN EVPN)

 The three main functional components of Cisco Nexus ONE are:
1. BGW function for ACI fabrics
2. Security policies in VXLAN EVPN fabrics (GPO)

3. Introduction of centralized management and operation platforms for
heterogeneous fabric on Nexus Dashboard

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2602 66
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Recommended Sessions

Nexus ONE Architecture

« BRKDCN-2633: Deployment of Micro-Segmentation in Cisco NX-OS VXLAN EVPN Fabrics with VXLAN
Group Policy Option (GPO)

-«  BRKDCN-2634: Deployment of VXLAN EVPN Gateways with Cisco ACI for the Interconnection of
Heterogeneous Data Center Fabrics

« PSODCN-1009: Experience the Unified Nexus Dashboard

DC Design Evolution
« BRKDCN-2999: Multi-Tier Fabrics: Network Designs for the Modern Data Center

NX-0S EVPN VXLAN Multi-Site
« BRKDCN-2913: VXLAN BGP EVPN Multi-Site

ACI Multi-Pod/Multi-Site

« BRKDCN-2949: Cisco ACI Multi-Pod Design and Deployment
« BRKDCN-2980: ACI Multi-Site Architecture and Deployment

alraln
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

o0
0@

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

&

Complete your surveys
in the Cisco Live
mobile app.
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(A

Book your one-on-one
Meet the Engineer
meeting
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5
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Attend the interactive
education with DevNet,
Capture the Flag, and
Walk-in Labs

==
Qle

Visit the On-Demand
Library for more
sessions at
www.Ciscolive.com/
on-demand

© 2025 Cisco and/or its affiliates. All rights reserved

ferred comms method

69



http://www.ciscolive.com/on-demand

Thank you CISCO Live |
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