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Cisco Nexus Hyperfabric

Data center network Al

fabric-as-a-service clsco
Cisco Hyperfabric

. Design, deploy and operate on-

premises fabrics located anywhere @ @

‘ Easy enough for IT generalists,
application and DevOps teams

Cisco 6000
. Series Switches
‘ Outcome driven by a

purpose-built vertical stack

Pods of plug-and-play
data center fabrics

= = G s
‘« = ] o
Design Deplo Validate Monitor Scale Collaborate
g y
]
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Cisco 6000 series switches

Leaf: HF6100-60L4D

Spine/Leaf: HF6100-32D

bl
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A fabric that scales up... and down

Cisco HF6100-60L4D (Q200)

“A Fabric of One”
No dedicated fabric links
4x 40/100/400GDbE
60x 10/25/50GbE
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3-Switch Fabric

Fabric Links: 3 x 40/100/400GbE
6 x 40/100/400GbE

4-Switch Fabric

Fabric Links: 6 x 40/100/400GbE
4 x 40/100/400GbE

180 x 10/25/50GbE

© 2025 Cisco and/or its affiliates. All rights reserved.

240 x 10/25/50GbE
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2-Switch Fabric (Remote Fabric)

Fabric Links: 2 x 40/100/400GbE
4 x 40/100/400GbE

120 x 10/25/50GbE

Spine Switches

Leaf-Spine Fabric

|||||l|l|
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Grow your fabrics in-service (without rearchitecting)

Spine: Cisco HF6100-32D (Q200)

Spine Switches

r’s ; r’s /
2 g
= ’2el

2X Spine - 2x Leaf (min)
e« 40/100/400GbE Fabric Links
120 x 10/25/50GbE Ports
3.75:1 to 1.87:1 Max Oversubscription

© 2025 Cisco and/or its affiliates. All rights reserved.

2Xx Spine - 2-32x Leaf (typical)

 40/100/400GbE Fabric Links
120-1920 x 10/25/50GbE Ports
3.75:1 to 1.87:1 Max Oversubscription

BRKDCN-2944

Spine Switches

4x Spine - 8-32x Leaf (max)

« 40/100/400GbE Fabric Links
480-1920 x 10/25/50GbE Ports
1.87:1 Max Oversubscription

|||||l|l|
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Login to Hyperfabric

 https://hyperfabric.cisco.com/

sifiat],
CISCO

Welcome to Nexus Hyperfabric

Provide the following information to begin.

Email *

<— 1 Your CCO ID

Default organization name *

| Organization “——1— Your first organization name

| agree to the terms and conditions of Nexus Hyperfabric. ——__|

Get started

Back to login

— Check the agreement

Note: you cannot delete the organization once it’s created!

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2944 9 CiIsco
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Validate Day n
Ensure Monitor,
deployment upgrade &
matches collaborate
design from anywhere

Cloud-managed switch
» Cisco 6000 series
* Boots from cloud
D  Full visibility & control from the cloud

Complete Lifecycle Experience
Day 0 Order Day 1
Plan with Configure Plug in and
fabric designer network while register to
equipment fabric
ships
otfeete,
Cloud-managed controller clsco
» Scalable, globally distributed multi-
tenant cloud service _
 GUI, mobile, and API access I eem——
*  On-site for remote installation
£ = &

© 2025 Cisco and/or its affiliates. All rights reserved.
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Bill of Materials (BOM)

BOM (total number of switches and optics)

BOM calculations  Estimate ID requests  Assembly list

Last updated Apr 21,2025 11:10:44 am  [EEETESESTIAT) & Export CSV

Product ID (PID) Description Qty deployed Qty required Total

HF§100-32D-D Hyperfabric Switch, 32x400Gbps QSFP-DD 0 2 2
Configurable

PSULAKW-ACPE  Port side Exhaust 1400W AC Power Module with Port-side Exhaust o 4 4

FAN-1RU-PE-VZ  Port side Exhaust Cisco 8000 Series 1RU Fan with Port-side Air Exhaust 0 12 12
Ver 2

QDD-400G-5R4.2-BD 400GBASE-SR4.2 QSFP-DD BiDi module o 4 4

Product ID (PID) Description Qty deployed Qty required Total

HF&100-32D-SVC-D Cisca Nexus Hyperfabric Switch HF6100-32D SaaS 0 o 1
Subscription

HF6100-32D-SVC-E HFE100-32D Essentials Service o 0 2

ESTIMATENAME  Extimate_WC161073179.J (WC1610731790)) #

Estimate Croatod By Croatad O
WE1G10731703) Minsko Houehl & 07-Mar-2025

6100-320-0 | Invas s of 07-Ma

Hypertabric Switch, 32x400Gbps QSFP-DD Conbgurable

Edt Optices  Valiate s vied Content  Add Note  Add Subtotal

HFG100-60L40-0. alkd a5 of 07-Mar-2025 D1-04:18 PST
Hyperfabric Switch 60x50G SFP28 4x400G QSFP-DD
Configurable

Intarsdd Usw
Lo

- it Saved Conbauratr

Estimated Lead Tine ©

Copy  Remove Line

2

Inetat/Sonvice
@ s vorsion [ ExparvEman < Share BClone B Delete W Add Tag

Customer Name Price st

Cisco Systoms, e ol Price List US Avsilabiity (USD)

@ Q K8 oewercmay :

Zoro List Price ers

Hoe @D Show

e Cisca Commecce

A’ W Estimates

Assembly st BOM caleulations

Per switch inventory information

TME-fab 1-HF6 100-80L4D-leal 1 Hambe

Required parts

© 2025 Cisco and/or its affiliates. All rights reserved.

Connect to CCW to generate Estimate ID

BRKDCN-2944

Product ID (PID): HF6100-60L4D
Power Supply 2
+ 4% 100/400GDE GSFPS6-DD(16x v
100GBE breskout). 50 1025/50GhE

FPSE Hem Broduct 1D (PID) Status. Serial number Quantity
T500W AC Power Supsly CHCPWRISOONAC - 2
Heeded
S p— Fantray &
rem Product 0 (Pi0) Status. Serial number Quantity
Catalyst 8500 front to back CHSA0XFAN-TU-R — - [
{port-sida infake] sooing Fan
Optics for assigned perts 2
Hem FroductID (PID) Status. Serial number Quantity
Ethornsri_n QDO-400G-584 2-6D Hosded - 1
Ethemeriaz QDO-4006-5R4.2-6D Heeden - 1

TME-fab 1-HF& 100-320-spino2

TME-fab1-HF6100-60LA0-leof2  Hussed =
TME-fab1-HF8100-320-5pin0T  Noadod y
Nooded y
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elf-Documenting Fabric

Edit port connection for tsim-fabric-leafO

Select optics To switch
Pluggable ©®
[ QDD-400-A0C15M ] Port interface
tsim-fabric-leaf0
®——  Plug type —®
Port interface N/A
Port role
Cable type < i
AOC
Port role

Fabric

[ o a00d

® ]][ N/A v ] [ 4006 ] [ DAC v ] 9results Resetall

PID Plug type Max speed Cable type Length Description
O  QDD-2Q200-CU3M N/A 400G DAC 3M Preterminated breakout cable
O  QDD-400-CUIM N/A 400G DAC ™ Preterminated cable
O  QDD-400-CU2.5M N/A 400G DAC 2.5M Preterminated cable
O  QDD-400-CU2M N/A 4006 DAC 2M Preterminated cable
O  QDD-400-CU3M N/A 400G DAC 3M Preterminated cable
O  QDD-4ZQ100-CU1IM N/A 400G DAC ™ Preterminated breakout cable
O  QDD-4ZQ100-CU2.5M  N/A 400G DAC 1.5M Preterminated breakout cable
O  QDD-4ZQ100-CU2M N/A 400G DAC 2M Preterminated breakout cable
O  QDD-4ZQ100-CU3M N/A 400G DAC 3M Preterminated breakout cable

© 2025 Cisco and/or its affiliates. All rights reserved.

Fabric connections

&, Export CSV

TASKS

© Connect [positionSpine01]

< [positionLeaf01)

Model
HF6100-60L4D
Serial
FDO28150Q1K

5
5 -~
WZZ

Model
HF8100-60L4D
Serial
FDO28151Y6B

© Ethernet 1/1

@ QDD-400G-FR4-S

o up

Ethernet 1/2 @
QDD-400G-FR4-S @

U @

@ Connect [positionSpine01]

< [positionLeaf02)

@ Connect [positionSpine02]

BRKDCN-2944

All tasks in order

Step by step guide

() Source Switch (Port) Source SourcePlug  Role  Source Max Cable Destination DestinationPlug D Switch (Port)
Connector Type Pluggable (PID) distance Type Pluggable (PID) Type Connector
() Ciscolive-Demo-HF6100-60L4D-  QSFP-DD NIA Fabric  QDD-400-AOCTM 1 AQC QDD-400-ACCTM N/A QSFP-DD Ciscolive-Demo-HF6100-32D-
leaf1 (Ethernet]_31) spine1 (Ethernet1.1)
CiscoLive-Demo-HF6100-60L4D- v - 1) -400- 1 - CiscoLive-Demo-HF6100-32D-
O CisgoLive-Demo He QSFP-DD NiA Fabic ~ QDD-400-AOCTM 1 AOC QDD-400-A0CTM NIA QSFP-DD Clacoive Demo. e
Ciscolive-Demo-HF&100-60L4D- -| - -, 1 - - 1 - Ciscolive-Demo-HF&100-32D-
O giseotive-Demo-tt QSFP-DD /A Fabric ~QDD-400-AOCTM 1 AOC QDD-400-A0CTM NIA QSFP-DD Clscobiue Demo K
() Ciscolive-Demo-HF8100-60L4D-  QSFP-DD NiA Fabic ~ QDD-400-AOCTM 1 AOC QDD-400-A0CTM NIA QSFP-DD CiscoLive-Demo-HF8100-32D-
leaf2 (Ethernet1_32) spine2 (Ethernet1_2)
& cisco.com CiscoLive-Demo
Cable fabric Summary Issues Deployment Event viewer On-site
Instructions for connecting your switches
together to create your physical topology. = i
9 your phy pology. Shareable link v Sharable link

Easy to share quick response code containing the url to navigate to the Nexus Hyperfabric
on-site mobile friendly site

QR CODE

0
R

All tasks by category - -
]
o -
Unpack and assemble "i
Claim and bind El} rd
Port setup URL
Fabric connections
https://hyperfabric.cisco.com/on-site/org/36560975-45b3-38b4-6d1b- o
b340a9887489/fabric/db76d913-15ca-445¢c-a64b-6527012e6191/task/ Copy
Breaks & Fixes @
]
13 Cisco




Interface for remote hands

« Share workflow and status updates with
remote hands

Cable fabric

ALL TASKS IN ORDER
Step by step guide

* Reduce deployment time from weeks to -
Full instructions for setting up your topology ::nStl';.lt(]'.:tiOtr‘IS for tionnectinr? y_ourl :;W'It(ihes
sonti X ogether [0 Creale your physical topology.
h O UrS in one continuous list g g

TASKS
ALL TASKS BY CATEGORY

» Coordinate multiple installers T PY——

= [positionLeaf01)

Check parts and rack up your switches.

Claim and bind
Claim each device in your topology.

Insert pluggables HF6100-60L4D HF6100-60L4D
TICKET OPEN 093872632 Add pluggables to each device. Serial Serial
Da.te 2023_05_01 / 16432 FDO28150Q1K FDO28151Y6B
' .2 Cable fabric
ASSIQned to JwaISh@COIOSp net Connect your switches together to create @ Ethernet 1/1 Ethernet 1/2 @
your physical topology.

L . © QDD-400G-FR4-S QDD-400G-FR4-S @
Description: —_ ] )
“Install leaf switch in pod00-SJCO01” o P

Learn more
View documentation about how to use N )
Open thls ||nk -to com plete MOP Smarthands with Nexus Hyperfabric. o i"'[:z:iz:::;i;""eo”

https://hyperfabric.cisco.com/rhui/?job=ad62dae672 © Connect [positionSpine02]

] _/

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2944



Software Lifecycle Management

sl Nexus Hyperfabric

Fabi

. Editing: aqua3

Summary  lssues

Software version

Running

20250114

Devices

Device

Deployment Event viewer On-site Software management

Target

Upgrade progress

Change target ~

Latest

Switch status

o

o

o

L]

Change target ~

20250320  Latest
20250114  aqua3

20250305 aquaa

© 2025 Cisco and/or its affiliates. All rights reserved.

Pre-release Image - Subject to change

Cloud SaaS Delivery
Model:

Continuous Delivery Model: Always up-to-date

« Continuous delivery of new features and software
updates to the production cloud service.

* No user testing or software maintenance required

\
N

EDIID333I23>>D>

Devices
Device Upgrade progress Running version Switch status
aqua3-L1 © Upgrade complete 20250320 °
aqua3-L2 © Upgrade complete 20250320 °
aqua3-S1 Poot (hech  CO— 20250320 °
aqua3-S2 Postcheck CEEEEEE— ®

BRKDCN-2944
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How It Works

/> APl

Plan, deploy, manage NI

CiIscCo

il Tortugs

Cisco 6000 series switches

»
(] - >

Plug-and-Play DC Fabrics
Self discovery / standards-based
Always-on telemetry
Assertion-based monitoring

Purpose-built to make DC fabrics flexible, not fragile

]
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Automating the Underlay

 When another Hyperfabric switch is found via LLDP, Hyperfabric switches authenticate each
other. The communication between switches use Fabric port IPv6 Link Local Addresses (LLA).

* Once it’s hardware authenticated, underlay and overlay configuration is automatically done.

» Fabric port _ . .
IPv6 LLA Neighbor discovery via LLDP

*  Authenticate each other
Automatically configure BGP and VXLAN

B =

Vi o R B - Sl B v T T Ty —pp— o SR
- . . . 3 . H H
v w'e ol . o NN o pm—— | = o NN S  S——
& ~ - - - Y @fiseevisser] @ fassevfasserl @ [areavia @ lassavfansovl @ fassevfasser o assev! 8 laceart . ....v.m....
e B H T H T HE T H T R H e R ] S
® o - g CNEEES o MIN SN, o ISR o BESSEES o IS o " R o= . . 2oy
® . ° . .
3 o T— H . .
cce . . . .

Plug-and-Play Fabric Links

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2944 18 CIsco



What if we’re disconnected from cloud?

* |f at least one switch in the fabric is reachable to the cloud,
other switches can reach the cloud via other nodes.

The Internet

\\\
~

>
_>< \::\
X\

\\\
~

© 2025 Cisco an

Management Network

d/or its affiliates. All rights reserved.

Thanks to Automatic Fabric underlay

deployment!

Even if it’s fully disconnected, fabric
keeps on running and can even converge

BRKDCN-2944
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Troubleshooting Cloud Connectivity

Right pane shows the configured
information and reachability status etc

Cisco Hyperfabric Switch (cloud-managed)

: . Current Switch Status The defaUIt SWltCh .
Left pane |S to Conflgure Switch time: Thu 17 Apr 20825 06:36:28 PM UTC hostname is |tS Serlal #

Up time: 19 hours, 23 minutes

|P DNS and proxy(optional) Switch name: New-fabl-HF6180-6@L4D-leafl
)

Switch model: HF6100-60L4D
Serial number: FD028150Q1K

Connection up time: @ days, 5 hours, 16 minutes If dynamIC IP and gateway are
assigned, information is shown here

Main Menu - Please Choose an Option: IPv4 DHCP
IPv4 address: 172.31.219.137/22

Change Configuration IPv4 gateway: 172.31.216.1

Diagnostics IPv4 gateway reachable: Yes

h d . %))
Reboot Swizeh Tove DHCP DNS IP with “*” means the
vl TPvetaddress: DNS is responding (Good)

Factory-reset and Reboot Switch IPvé gateway:
Logout IPvé gateway reachable: No

DNS: %10.195.200.12 %10.195.200.67

T S DNS status: 2 Responding to DNS query; 2 Reachable CIOUd URL |S pre_conflgured
Proxy: http://proxy.esl.cisco.com:80 NO need tO Conﬂg.

Proxy status: Responding to HTTP/HTTPs

. . Cloud URL: https://hyperfabric.cisco.com .
Proxy is optional Connection status: Responding to HTTPs Check Cloud status is Connected.
Connected to Hyperfabric Cloud

Claim status: Claimed

Claim status.
If the switch is not claimed yet,
you can see claim code here

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2944 20 CiIsco



Current Switch Status ‘thsehr Nexus Hyperfabric @A @) [ Tt o
Switch time: Sat 08 Mar 2025 02:44:59 AM UTC
Up time: 2 days, 1 hour, 6 minutes
Switch name: FD02839@9CE Inventory
Switch model: HF6100-60L4D o> Organization o
Serial number: FD0283909CE Marketing ) Device inventory
Mgmt interface: eth@
= Fabrics
. 3 2 1 claimed device not bound 10 devices bound to fabric 43 fabric nodes with no devices bound
Main Menu - Please Choose an Option: IPv4 STATIC i, Inventory

IPv4 address: 198.19.223.161/21

Change Configuration IPv4 gateway: 198.19.216.1 m

Diagnostics IPv4 gateway reachable: Yes ) Fabric 54 results

o Administration

Reboot Switch

Power Off Switch IPvé6 DHCP

Factory-reset and Reboot Switch IPvé address:

Logout IPvé gateway:

IPv6 gateway reachable: No

DNS: %198.19.254.82 . .
DNS status: 1 Responding to DNS query; 1 Reachable Claim devices

3 e <Cancel>

Proxy: Use claim code
Proxy status:
Generate claim codes on your device console and enter the generated code below to claim.

Cloud URL: https://hyperfabric.cisco.com { Enter claim codes
Connection status: Responding to HTTPs

Connected to Hyperfabric Cloud
Claim status: Not claimed

Claim code: cecilia-rent-diana-cool-tempo-sweet

\ Separate claim codes with commas or new line

Cancel m

The token is automatically
refreshed every few mins

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2944 21 CiIsco



Inventory

cisco  Nexus Hyperfabric

mihiguch@cisco.com

@ @@ ‘ /Q Marketing

10 devices bound to fabric

43 fabric nodes with no devices bound

= Inventory
h Device inventory
-
| . 1 claimed device not bound
[ Q Search J [ Fabric
o

v J 54 results

Hostname * Fabric Role Cloud Connectivity Labels Claimed on Serial number PID Switch ID
CiscolLive-Demo-HF6100-32D-spinel CiscolLive-Demo Spine @ Yes — — FLM281601TWX HF6100-32D b4-4¢c-90-da-97-90
CiscoLive-Demo-HF6100-32D-spine2 CiscoLive-Demo  gpine ® Yes — — FLM272807U9 HF6100-32D 48-80-02-99-c7-c0
CiscoLive-Demo-HF6100-60L4D-leaf1 CiscoLive-Demo | gaf ® Yes — — FDO28150Q1F HF6100-60L4D  ec-19-2e-c0-68-00
CiscolLive-Demo-HF6100-60L4D-leaf2 Ciscolive-Demo Leaf @ Yes — — FDO28150Q1A HF6100-60L4D ec-19-2e-c0-4¢-00
CiscoLive-Demo1-HF6100-32D-spine1l CiscoLive-Demol1 gpine ® Not applicable — — — HF6100-32D —
CiscoLive-Demo1-HF6100-32D-spine2 CiscoLive-Demol1 gpine © Not applicable — — — HF6100-32D —
CiscolLive-Demo1-HF6100-60L4D-leaf1 CiscoLive-Demo1 | gaf © Not applicable — — - HF6100-60LAD —
CiscoLive-Demo1-HF6100-60L4D-leaf2 CiscolLive-Demo1 | gaf ® Not applicable — — - HF6100-60L4D —
dcloud-test-HF6100-32D-leaf1 dcloud-test Leaf © Not applicable — — - HF6100-32D -
dcloud-test-HF6100-32D-leaf2 dcloud-test Leaf © Not applicable —_ — — HF6100-32D —
demo-fab-HF6100-32D-spinel demo-fab Spine © Not applicable _ — — HF6100-32D —
demo-fab-HF6100-32D-spine2 demo-fab Spine ® Not applicable — — - HF6100-32D —
demo-fab-HF6100-60L4D-leaf1 demo-fab Leaf © Not applicable —_ —_ —_ HF6100-60LAD —
demo-fab-HF6100-60L4D-leaf2 demo-fab Leaf ® Not applicable — — — HF6100-60L4D —
demo-fab-HF6100-60L4D-leaf3 demo-fab Leaf © Not applicable — — — HF6100-60L4AD —
demo-fab-HF6100-60L4D-leafd demo-fab Leaf ® Not applicable f— f— — HF6100-60LAD —

FD028150Q0Z — Unspecified @ No —_ Apr 02, 2025 10:01:51am  FDO28150Q0Z HF6100-60L4D  ec-19-2e-c0-80-00  Unclaim

© 2025 Cisco and/or its affiliates. All rights reserved.
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How do you deploy Hyperfabric?

Physical Cabling
1.  Switch-to-Switch

@e Internet)

Management Network

Management network
Server

Northbound routing

a & W N

Existing fabric for migration

5

Logical Design and Configuration

- Underlay (Automatically done)

\
\
\
N\

- Overlay VRFs, logical networks etc

X
N
X
A\

3 Party L2

, o , Network/Fabric bl
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2944 23 CiIsco
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Pre-release Image - Subject to change

Cloud Connectivity Status

 Cloud Connectivity page shows how switches are connected to cloud (it out-of-band
management interface, via another switch or front panel port)

Indicate the number of exit gateway
switches who have cloud connectivity
via its own out-of-band management
port.

e — — - - Indicate the connection path.

- Management port

« Other switches (exit gateway switch)
« In-band interface (roadmap)

Privacy poliey  Terms of service

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2944 26 CiIsco



ics / Pluggables Telemetry

Ports Optics Assertions °

5 results

@D show Al Lanes

eth1/1

PID

Serial number
Manufacturer
Type

Ext identifier

Application advertisement

SFP-10G-SR

00001234

Cisco

QSPF-DD Double Density BX

Power Class 6 (12.0W Max)

Laser temperature (°C) (O
Temperature (°C) (D
Voltage (V) (D

Vendor date

Vendor OUI

O 68
© 100
035
2022-07-18

44-7¢-7t

Vendor rev

Media interface code

Media interface technology
Media lane assignment option

Connector

a0

400GBASE-DR4 (Cn24)
1310 nm EML

1

MPQ 1x12

{1: {'host_electrical_interface_id": "400GAUI-8 C2M (Annex 120E)’, ‘module_media_interface_id": '400GBASE-DR4 (CI 124)', 'media_lane_count" 4, 'host_lane_count": 8, 'host_lane_assignment_options" 1,
‘media_lane_assignment_options": 1}, 2: {'host_electrical_interface_id'": 100GAUI-2 C2M (Annex 135G)’, 'module_media_interface_id

85, 'media_lane_assignment_options": 15}}

- 100GBASE-DR (C1 140)', 'media_lane_count*: 1, 'host_lane_count": 2, 'host_lane_assignment_options':

Application advertisement

© 2025 Cisco and/or its affiliates. All rights reserved.

Lane1 Lane 2 Lane 3 Lane 4
RX Power (1) 015 RX Power (1) 015 RX Power (D) 915 RX Power (1) 015
TX Bias (D e77 TX Bias (0 o7 TX Bias () 877 TX Bias () o777
TX Power (1) Q172 TX Power (1) 9172 TX Power () 9172 TXPower () @172
Lane 5 Lane 6 Lane 7 Lane 8
RX Power (1) 015 RX Power (1) 015 RX Power (D) 915 RX Power (1) 015
TX Bias (D 77 TX Bias (D o7 TX Bias (D o777 TX Bias (D o777
TX Power (1) 9172 TX Power (1) 9172 TX Power (D 9172 TXPower ) @ 172
eth1/2
PID SFP-10G-SR Laser temperature (°C) (D) ® 68 Vendor rev 30
Serial number 00001234 Temperature (°C) (D 9 100 Media interface code 400GBASE-DR4 (CI124)
Manufacturer Cisco Voltage (V) D 0 35 Media interface technology 1310 nm EML
Type QSPF-DD Double Density 8X Vendor date 2022-07-18 Media lane assignment option 1
Ext identifier Power Class 6 (12.0W Max) Vendor OUI 44-7c-7f Connector MPQO 1x12

{1: {'host_electrical_interface_id": '400GAUI-8 C2M (Annex 120E)’, ‘module_media_interface_id": '400GBASE-DR4 (CI 124)', 'media_lane_count": 4, ‘host_lane_count": 8, 'host_lane_assignment_options" 1,

‘media_lane_assignment_options": 1}, 2: {'host_electrical_interface_id": "100GAUI-2 C2ZM (Annex 135G)', 'module_media_interface_id": "100GBASE-DR (CI 140), 'media_lane_count": 1, 'host_lane_count" 2, 'host_lane_assignment_options’:

85, 'media_lane_assignment_options': 15}}

BRKDCN-2944
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Switch Telemetry

» Despite being a cloud managed fabric,
HyperFabric aims to provide Switch
Telemetry in near-real-time. This
includes in the beginning:

« Switch Telemetry - Port Status, Assertions,

Traffic Stats

* Interface Telemetry - Port Counters, Link
Status, Network Configuration

* Environmental Telemetry - Per Switch
sensor readings for fans, psu, etc

* Optics/Pluggables Telemetry - DOM

Statistics

© 2025 Cisco and/or its affiliates. All rights reserved.

Port detail page

« Ciscolive-Demo > Ciscolive-Demo-HF6100-60L4D-leaf1

Etherneti_2

Port configurations  Fart role Admi
Host  up
eeeeeeeeeeeeeeeeee
Port state Link st
o  SFP-10G-AOCIM -
Conne
ETH2 ( -2)
‘‘‘‘‘ I Q Port traffic
ff v
Octets
83688 519827
n 4 o
£ Bits p: d
u t packst Broadcast packets Multicast packets Discard
175 271 o 0 616 1] 0 )
n 4 ~ nd " e
ts per
Erre Unknown protos FCS Carrier transi itions
[\] 4] 0 0 "
nd n L nd na
BRKDCN-2944 28
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Assertions

Assertions provide a framework that allows
monitoring and troubleshooting of Hyperfabric.

. .
» The goal of assertions are they would be raised
raon r wou rai
Status Hostname Latch - Latched Port Type Details
based on a few different conditions: e e S PN
HF6100-60LAD-leaf1 un 0% ernetis ortlinks unexpectedly up leaf1/Ethernet1_63 to ec-19-2e-c0-80-00/Ethemet]_63

06:07:53 pm
Q Ciscolive-Demo- @ Latched 3 2 —_ VLAN le of ANs:
[l ] L] L HFE100-80LAD Teaf2 atches Jun 03, 2025 Unexpected VLAN(s) tagged Sample of unexpected VLANs:

s there a deviation from the configuration of the
1012

View VLAN membership

blueprint (i.e. interface is connected on port 3, but o s o im0z Evenens s s s 90010000

HF6100-32D-spine2

06:09:23 pm the expected fabric/host link Observed QDD-400-A0CTM

. .
th e bl u e p rl nt Says It S h O u I d be po rt 2 ) gi;ﬁ‘:]"gé'i’:;.'znbﬂ“{'ﬂ' 2 @ Latched Jun 03, 2025 Ethernet 1.2 Port pluggable ID matches with Expected QDD-400-A0CTM
= ~spine 06:09:23 pm the expected fabric/host link Observed QDD-400-A0CIM

Are end devices, or neighborships not operating as
expected.

Validation of routing, next hops, etc via IP SLA.

Customized intent (i.e. ”VLAN has traffic, BGP
neighbor is learning X routes, etc”) - Post FCS

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2944 29 CIsco



Assertions

» Assertions are statements that must be true to be green
* Designed to minimize “Alert Fatigue” of traditional alarms
 All assertions are processed “Upstairs” in Cloud

 Assertions have a “Latch”

» “Unlatched” assertions can never be false/alarm

» Assertions may auto-latch after 90 seconds

Assertions @

« User can “unlatch” a latched assertion

Latched 200 results e Unlatched 5 results
1 199 L] 3 2 0
c [<] oK@ = Unknown (o] Critical | o] Wi
Status Latch *  Latched Port Type Details
state
[} @S Latched Jun 03, 2025 Eth t1_63 Port link i tedl Disconnec t from CiscoLive-Demo-HF6100-60L4D-leaf1/Ethernet1_63 to
un o ernetl ortinis unexpectecly up ec-19-2e-c0-80-00/Ethernet]_63
06:07:53 pm
L] G2 Latched Jun 03, 2025 Ethernet11 Port pluggable ID matches with the Expected Unlatch
06:09:23 pm expected fabric/host link Observe d SFP-10G-AOC3M
L] €3 Latched Jun 03, 2025 Ethernet1_2 Port pluggable ID matches with the Expected
06:09:23 pm expected fabric/host link Observe d SFP-10G-AOC3M

]
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Event viewer

CiSCOLiVe-DemO < Switch to edit mode
Summary Issues Deployment Event viewer On site
Event Viewer ~
{ Last day ~ ] Jun 2, 2025, 10:52:27 PM to Jun 3, 2025, 10:52:27 PM
Events [ ] e-® L]
. <
Assertions <

Jun 03 4:00 AM 8:00 AM 12:00 PM 4:00 PM 8:00 PM
Viewer key
M Failed assertions ~* M Resolved assertions ™y None @ Configuration event
\
[ 3 Types ® v }
92 results
Jun 03, 2025 0/:25:23 pm ¥ Resolved assertion CUIBITIELI_14 LISCULIVE-UEINU-Mr0 IVU-DUL4U-1edl | K 15 up

Jun 03, 2025 07:25:23 pm ™ Resolved assertion

Jun 03, 2025 07:25:23 pm ™ Resolved assertion
Jun 03, 2025 07:25:23 pm “u Resolved assertion
Jun 03, 2025 07:25:23 pm ™ Resolved assertion
Jun 03, 2025 07:25:23 pm ™ Resolved assertion
Jun 03, 2025 07:24:54 pm Configuration event

Jun 03, 2025 07:23:28 pm Configuration event
Jun 03, 2025 07:22:29 pm “ Resolved assertion

~7 Failed assertion

Jun 03, 2025 07:21:39 pm

Ethernet1.13 CiscoLive-Demo-HF6100-60L4D-leaf1 link is up
Ethernet1_12 CiscoLive-Demo-HF6100-80L4D-leaf1 link is up
Ethernet1_14 CiscoLive-Demo-HF6100-60L4D-leaf2 link is up
Ethernet1.12 CiscoLive-Demo-HF6100-60L4D-leaf2 link is up
Ethernet1.11 CiscolLive-Demo-HF6100-60L4D-leaf2 link is up
Configuration pushed by cisco/shaphill@cisco.com

Configuration pushed by cisco/shaphill@cisco.com

Ciscolive-Demo-HF6100-60L4D-leaf1 is connected to cloud

CiscolLive-Demo-HF6100-60L4D-leaf1 is not connected to cloud

Created port-channels 101, 102, and 111

A

remove port channels

© 2025 Cisco and/or its affiliates. All rights reserved.
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31

]
Cisco






Cisco Nexus Hyperfabric Lifecycle

“Bind” a switch to a
fabric blueprint.

Fabric design can be done
even without switches!

Configure
Fabric

Create a
Fabric
Design

Onboard a
Fabric

Create an

Account

Monitor
and
Operate

Validate

]
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How to manage fabrics?

CCO user:
abc@cisco.com

O
=

Organizations

A user belongs to one or
more organizations

Region-B

Region-X

Org-X

Fabrics o< o< o<
Each fabric belongs
Fabric1l Fabric2 FabricX Fabric1l Fabric2 FabricX Fabric1l Fabric2 FabricX

to an organization

© 2025 Cisco and/or its affiliates. All rights reserved.
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mailto:abc@cisco.com

Managing users in your organization

aluafn
CIsco

*

Nexus Hyperfabric

Select an organization X

[ Q. Search organization name

+ Create new organization

Cisco-lab-Austin
Read Wri

Cisco-lab-London
Administrator

Cisco-lab-Richardson
Administrator

Cisco-lab-Singapore
Administrator

CiscolLive
Administrator

cisco

2o

Nexus Hyperfabric

User Management

Email
mihiguch@cisco.com

Role
Administrator

mihiguch@cisco.com
@ | 'O~ Ci ive

Organization
CiscolLive

© 2025 Cisco and/or its affiliates. All rights reserved.

31 results + Add User
Email Role User status Last login Added date
paregupt@cisco.com Read Write @ Enabled — — 5 f
rvenkatr@cisco.com Read Write © Enabled — — 5
slym@cisco.com Read Write © Enabled A

Add Users

Email

BRKDCN-2944

userl@cisco.com

Role
:’\ Administrator @ Read Write (“ Read Only

Status

c Enabled

Cancel m

]
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01
02
03
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Introducing Hyperfabric
Live Demo

How it works

Day 2 Operations
Conclusion
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Where does Hyperfabric make sense?

Single global GUI / APl endpoint for all owned fabrics

Nexus Hyperfabric

% CiIsco

|

Data Center Modernization

Al/ML/HPC fabrics*
2025

Sl Bl Bl

Ed ColLo Data Cent
ge/Colo Data Centers Manage multiple customer Data Centers

*Nexus Hyperfabric Al

]
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ing Cluster

A “small” S5M Al Train

Cable fabric

+ Storage

« 12 UCS GPU Servers (96x GPUs)

112x 800/400G Fabric Links

W

/

96x 400G Backend Links

e )
74

77

7/

48x 400G Frontend Links

189x 1/10G Management Links

445 Total Links / 980x Optics

0
AN

7

Q

O
QA \hranu
»V!‘ ‘
R

\
0

%
X

S A— A —
TR 2N~

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco Nexus Hyperfabric Al

High-performance
Ethernet

Cloud-managed
operations

Unified stack
including NVAIE

Al-native
operational model

Democratize Al
infrastructure

Visibility into
full stack Al

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco Nexus Hyperfabric Al ~

i
CISCO

On-prem Al Infrastructure

Pods of plug-and-play Cisco 6000
leaf-spine fabrics Series switches

na
L1
L1
VAST Storage
BRKDCN-2944 39
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: Pre-configured, cloud-managed networking for
Nexus Hyperfabric Cisco 60(?0 switches ’ ° SHIPPING
_ Pre-configured, cloud-managed networking, COMING
Nexus Hyperfabric Al compute, and storage, partnered with NVIDIA This year 2025

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDCN-2944 40 CiIsco



Build your fabric today!

https://hyperfabric.cisco.com/

CCCCC


https://hyperfabric.cisco.com/

Explore more for Hyperfabric (1/2)

Al Infra for the Rest of Us [BRKDCN-2677]
* Monday, June 9t 1:00 PM - 2:00 PM PDT

NorthWest Natural Gas Optimizes IT Operations with Nexus Hyperfabric [CSSDCN-1002]
* Tuesday, June 10th 11:45 AM - 12:15 PM PDT

How to Setup a Nexus Hyperfabric from Scratch [BRKDCN-2907]
* Tuesday, June 10th 2:00 PM- 3:30 PM PDT

Cloud-Managed Data Center Networking Made Easy: Introducing Cisco Hyperfabric Al [PSODCN-1008]
+ Wednesday, June 12th 12:30 PM - 1:00 PM PDT

Cisco Nexus HyperFabric Lab [LABDCN-1524]
* Walk-in Lab

]
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Explore more for Hyperfabric (2/2)

Getting Started with the Cisco Nexus HyperFabric API [DEVWKS-1381]
* Monday, June 9th 1:00 PM - 1:45 PM PDT

Set Sail on your Cisco Nexus Hyperfabric Automation Journey with Ansible [DEVWKS-1386]
* Tuesday, June 10th 10:30 AM - 11:15 AM PDT

Mastering Day 2 Operations of Cisco Nexus Hyperfabric [TACDCN-2014]
+ Wednesday, June 11th 11:45 AM - 12:15 PM PDT

How to Terraform your Cisco Nexus HyperFabric [DEVWKS-1440]
 Wednesday, June 11th 3:00 PM - 3:45 PM PDT

The Engineer Experiences for Cisco Nexus HyperFabric [DEVNET-1454]
* Thursday, June 12th 12:30 PM - 1:15 PM PDT

]
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Documentation links

« Documentation portal:
https://www.cisco.com/c/en/us/td/docs/dcn/hyperfabric/collections/hyperfabric-user-
content.html

» Getting Started: https://www.cisco.com/c/en/us/td/docs/dcn/hyperfabric/software/cisco-
nexus-hyperfabric-getting-started.html

* Nexus Hyperfabric API: https://developer.cisco.com/hyperfabric/

« Extending Connectivity to Cisco Nexus Hyperfabric:
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/extending-connectivity-to-cisco-
nexus-hyperfabric.html

LK AN
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https://www.cisco.com/c/en/us/td/docs/dcn/hyperfabric/collections/hyperfabric-user-content.html
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

2o
0Q

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

&

Complete your surveys
in the Cisco Live
mobile app.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(1

Book your one-on-one
Meet the Engineer
meeting

p)
)

(o))
MM

Jo

O
M

Attend the interactive
education with DevNet,
Capture the Flag, and
Walk-in Labs

tDl@
Q16

Visit the On-Demand
Library for more
sessions at

www.Ciscolive.com/

on-demand

© 2025 Cisco and/or its affiliates. All rights resel
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http://www.ciscolive.com/on-demand

Thank you C1SCO Live !
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