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Three Things to Remember

BRKENT-1313

1. Workflows

2. Configuration Groups

3. Network-Wide Path Insights (NWPI)
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Cisco Webex App

BRKENT-1313

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until June 13, 2025.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKENT-1313

Enter your personal notes here
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4 Ways to configure SD-WAN
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Workflow

Manual Export / Import

Catalog

Same Result: Configuration and Policy Groups
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Config Groups and Feature Profiles
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Feature Profiles

• Flexible “buckets” of configuration that can be shared across Configuration 
Groups.

• Create Feature Profiles based on features that are required
• Put profiles together to complete device configuration, like building blocks
• Build, save, and reuse

Ex: Basic Profile, WAN Profile, LAN Profile

Configuration Groups:
• Logical grouping of devices that share a common purpose within the WAN. 
• The user defines and can customize this grouping based on their business 

needs.

Ex: East/West, Americas/APJC/EMEAR, Retail Store / Distribution Centre

Feature Profiles:
• Flexible “buckets” of configuration that can be shared across 

Configuration Groups.
• Create Feature Profiles based on features that are required
• Put profiles together to complete device configuration, like 

building blocks

Ex: Basic Profile, WAN Profile, LAN Profile
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Export / Import

4 Ways to configure SD-WAN
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Workflow

Manual

Catalog
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Workflow
Library
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Workflow for Device Configuration
Create now, deploy later
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Create Associate Deploy 

Associate Deploy 

Yes/No?Yes/No?
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Demo

Workflow for Configuration Group creation:

1. Select Name

2. Pick up the deployment case

3. Use Smart Defaults
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4 Ways to configure SD-WAN
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Workflow

Manual Export / Import

Config Catalog
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Cisco Self Service Catalog Service
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• A Cisco hosted and managed, 
catalog service containing 
various device configurations. 

• SD-WAN Manager can 
communicate with this service 
and import the configuration.

• As an analogy, one can think 
of this catalog as a “Netflix-
like movie selection”, 
categorized by use-cases.
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4 Simple Steps to Use Configuration Catalog

BRKENT-1313

1.Enable Cloud Services in Settings (Smart Account needed)

2.Select the config from the catalog

3.Modify before install (change variables if needed)

4.Push the config to devices

SD-WAN Manager

SD-WAN Manager

Catalog Service

Catalog Service
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4 Ways to configure SD-WAN
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Workflow

Manual Export / Import

Catalog
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Quick access to 
Associate & Deploy

Create Configuration Group without workflow
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4 Ways to configure SD-WAN
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Workflow

Manual Export / Import

Catalog



© 2025 Cisco and/or its affiliates. All rights reserved.

Import and Export Config Groups
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• Export on one SD-WAN Manager 

• Import on another system

• Change variables and deploy
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Tagging Sites and Devices
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• Create Config Group 
with Tag Rule.

• Add new Router to the 
Config Group just by 
adding Tag!

• New: Tags for Policies 
and Topology



© 2025 Cisco and/or its affiliates. All rights reserved.

Global Config simplified with Network Hierarchy
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Network Hierarchy

• Provides a notion of ‘hierarchy’, that is, Sites, 
Regions and Areas, for the network. 

• This helps to define user-friendly site names 
which helps to achieve operational simplification.

Pools

• These pools automate System-IP and Site-ID 
assignments during device configuration 
deployment. 

• You can define the IP pool for System-IP auto 
assignments. Site ID is assigned from the 
Global_Site pool.
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UX Conversion Tool
From device templates (UX 1.0) to config groups (UX 2.0)
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• Please read Quick Start first!

• Self-Service Tool in SSP: https://ssp.sdwan.cisco.com/

• Requires SD-WAN Manager running 20.12 or higher.

• Use Case: convert UX 1.0 configuration templates and policies to 
UX 2.0 configuration groups, policy groups, and topology groups.

• Policy conversion is NOT a 1:1 process.

Conversion 
Tool

20.12 SD-WAN 
Manager

1. Read UX 1.0

2. Create UX 2.0

https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/222297-quick-start-guide-simplified-configura.html#toc-hId-39615305
https://ssp.sdwan.cisco.com/
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Demo: Config Conversion

1. Read existing UX 1.0 config

2. Convert to config and policy groups

3. Write the new UX 2.0 config to SD-WAN Manager
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Adoption
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Continue using Classic approach (templates) for 
current and new features

Running 20.9?

Evaluate New approach (configuration/policy 
groups)  and provide feedback

Continue using Classic approach (templates) 
for current and new features

Assess New approach with configuration / 
policy groups and Consider adopting it

Running 20.12?

Proof of Concept with New approach using 
configuration / policy groups and Assess

Deploy with New approach using  configuration 
and policy groups

From 20.15
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Summary: SD-WAN Configuration Made Easy
4 Ways to Configure
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• Configuration Migration Tool – read Quick Start and Try!

Workflow

Manual Export / Import

Catalog

https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/222297-quick-start-guide-simplified-configura.html


SD-WAN Monitoring 
Made Easy
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New Dashboards introduced in 20.12
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• Toggle between different dashboards such 
as Security, Devices, Tunnels, 
and Applications​

• Monitor your WAN from a global 
perspective or drill down to a site 
perspective​.

• Customizable widgets​.
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Customize Your Dashboard
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Smart: AWS suggested because 
cloud credentials detected.

10+ different Dashlets from 
Inventory to App-aware Routing.
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Application Dashboard

BRKENT-1313 32

• Robust application data 
on apps that matter most.​

• Troubleshoot problematic
applications across the 
WAN or at individual 
locations​.
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Application Catalog
Shows Signature Pack Update and even recommends to update the policies!
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SD-WAN Manager Upgrade Monitoring
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Diagnostic Center in 20.18 (Aug. 25)

• Is shown during reboot or SW Upgrade 

• Provides status information about the boot 
process in real time

• If needed, detailed service status information can 
be shown
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Security Advisories

From 20.18 (Aug. 25) SD-WAN Manager dashboard is integrated to provide 
Insights on Security Advisories and Field notices applicable to your SD-WAN fabric.
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SD-WAN Troubleshooting
Made Easy
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Interactive Topology for a Specific Site
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• Dynamic status of transport 
circuits, devices and 
service VPNs.

• Troubleshooting tools at 
your fingertips

• Detailed Video on YouTube

https://youtu.be/0Rz2BoEmdv0
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Reports
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Receive tidy, complete 
reports of WAN 
performance, on a 
scheduled basis.
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Context-Aware Online Documentation
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• Cloud-Delivered technical 
documentation.

• Intelligence to correlate 
content to the screen makes 
it easy to read related only 
content.
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Troubleshooting with Network Wide Path Insights (NWPI)
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Deep insights into 
application and network 

performance

Understand the end user 
experience – discover the 

tool TAC uses.
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Original PacketNWPI Metadata

SD-WAN Manager

[Site], [VPN], [Filter]

Network Operator

1

How NWPI Works
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1. Network operator creates trace.

2. SD-WAN Manager instructs first router to write 
NWPI metadata into SD-WAN header.

3. All routers in path use NWPI metadata to send flow 
information to SD-WAN Manager.

4. SD-WAN Manager correlates into a single view. 3
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First Packet Match & Network Wide Path Insights

BRKENT-1313 44

• Encrypted SaaS traffic

• If not detected on the 1st packet 
-> suboptimal path

• Easy validation with NWPI

• Full demo: https://youtu.be/ZcsSVckYdXA

https://youtu.be/ZcsSVckYdXA


Policies Made Easy
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All Topics like SSE 
or App Priority in 
one place

Attach Devices 
(same as with 
Config Group)

New Policy Definition introduced in 20.12 Software

BRKENT-1313 46
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Simplified QoS Policy
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All Classes summarized

Queues visualized
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Key Building Blocks:

AI Assistant for Networking
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Introduced as Beta in 20.14

Different Use Cases:

o Documentation: How to Configure

o Monitoring: “How are my tunnels doing?”

o Troubleshooting: ”Can PPR solve my problem?”
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System Architecture
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Cisco Cloud

SD-WAN Manager

Vector DB

UI

Dialog
Mgmt.

Large Language
Model

Guardrail:

Semantic
Validation

Semantic
Reasoning

Fulfillment
Engine

Network 
State

Query
•User
•Dashboard
•Permissions

Response
• Text
•Navigation

…
…

User

Query Docs

Authoritative Docs

Config Trouble
-shoot

Your
Docs

Ingestion

Workflow Development

Ops Query

Parameters

Workflow

Dialog 
Design 

Embedding
Chunking /



Summary
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Key Pieces of simple SD-WAN
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OnboardingUser Interface

Configuration

Monitoring

Troubleshooting

End-to-End
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Unified User Experience
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• Same UI framework (magnetic) across all Cisco Controllers

• Seamless navigation between different Controllers using SSO

• Cisco Networking Cloud across multiple Cisco Products
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SD-WAN Made Easy
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Intuitive and Guided workflows

Reduced Configuration sprawl 
(model agnostic, re-use, structure)

Quicker and easier with smart defaults 

Modify now, deploy selectively later

New dashboards, Applications/Sites 
performance monitor

Site and Global Topology, 
Troubleshooting tools guidance
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3 Things to Remember and one Action Item

BRKENT-1313 55

1. Workflows

2. Configuration Groups

3. Network-Wide Path Insights (NWPI)

Action Item: please read UX Quick Start Guide!
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/222297-quick-start-guide-simplified-configura.html

https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/222297-quick-start-guide-simplified-configura.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/222297-quick-start-guide-simplified-configura.html
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Learning Map for SD-WAN

Session ID: BRKENT-1313

Networking

SD-WAN

Learn how to confidently deploy and operate

Cisco SD-WAN solutions. These sessions provide

a journey from fundamentals to the latest

SD-WAN innovations focusing on design,

troubleshooting, and integrations with Cloud,

SASE, and Assurance/Analytics.

Monday, June 9 | 8:00 a.m.

START BRKENT-2108

Cisco Catalyst SD-WAN: Start

Here

Monday, June 9 | 10:00 a.m.

BRKENT-2708

Elevating the Security in your

SD-WAN

Monday, June 9 | 3:30 p.m.

BRKENT-2660

Customer Case Studies: Lessons

Learned from the Cisco SD-WAN

Design Council

Monday, June 9 | 4:00 p.m.

BRKENT-2176

Meraki MX Next-Gen SD-WAN

and SD-Internet Connectivity

Dual-Stack

Tuesday, June 10 | 3:00 p.m.

BRKENT-1656

Beginner's Guide to

ThousandEyes

Tuesday, June 10 | 4:00 p.m.

BRKENT-2283

7 Steps: Master the art of unifying

Multicloud secure Connectivity and

Design - Cisco SD-WAN +

Multicloud Defense

Wednesday, June 11 | 10:30 a.m.

BRKENT-2351

How Catalyst SD-WAN Analytics &

Insights Powers Faster Mean Time

to Innocence! 

Wednesday, June 11 | 2:30 p.m.

BRKENT-2166

End to End Segmentation with

Cisco Catalyst SD-WAN and ISE

Thursday, June 12 | 10:30 a.m.

FINISH BRKENT-3797

Advanced Catalyst SD-WAN

Policies Troubleshooting

If you are unable to attend a live session, you can watch it in the On-Demand Library after the event.
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Earn 100 points per 
survey completed 
and compete on the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
mobile app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to be entered in 
a drawing to win 1 of 5 
full conference passes 
to Cisco Live 2026.  

Complete your session evaluations

BRKENT-1313 57
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Book your one-on-one 
Meet the Engineer 
meeting

Attend the interactive 
education with DevNet, 
Capture the Flag, and 
Walk-in Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco 
Showcase for related 
demos

Continue your education

BRKENT-1313

Contact me at: https://ciscolive.ciscoevents.com/ciscolivebot/#BRKENT-1313

58

http://www.ciscolive.com/on-demand


Thank you




