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Four Stage of Assurance
&e

AN Assurance

(5%
Forecast disruptions,
optimize path, and
O] o\@/o plan connectivity
and migrations

Closed-loop actions
across digital domains
. , . and teams
Visualize, localize, and
Monitor end-to-end diagnose across every
digital experience from network segment
critical vantage points
([ J
®
([ J
Reactive monitoring
vl
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Executing Against Our Assurance Vision

Across and within network domains

o ® AN I
"o [ iy
Baseline Localize Mitigate and Predict and
and Detect and Diagnose Remediate Optimize
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[ Existing use case
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Expanded assurance view to entire organization

Network-wide Assurance
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Cliont Network devices 13 +1 2. SFO-Corp 076 -18pts.
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Org-wide Assurance
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Org-level discovery workflow
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Client Event evolved overtime for explainability and
correlated insights

Event log - catch all events

Client Timeline - descriptive client event logs

(E 2\
Eventlog o access points - cLen Try new version
Galaxy-A12 »
: | cd:14:a2 7 ient: Any /08/2025 T) i cti i . " N Sto b
Access point: c4:14:a2:fD:3:70 Client: Any Before: 06/08/2025 07:53 Overvie' onnections  Performance Roaming Timeline  Stored captures
Event type include: Eventtypeignore:  None
History Jun 7 0B:00 to Jun 8 0B:00 ~
Search  Reset filters
ACCESS POIN BAND NNECTION sTATUS ¥ e
Download as = anewer older» SSID: - I - | band - t - - -
Time (POT) ¥ Access point $SID Client Category Event type Details
Jun 8 0B:36:14 Meraki-Corp 80211 80211 disassociation o Jun g * Roamed from access point sfo12-4-ap-044-elev then had a failed connection to SSID Meraki-Guest-OWE on access point Packet capture
06:17:17 -d-ap- ; : i . : )
Jun 8 06:34:18 Meraki-Corp. Wireless problems  Connectivity problem type: NO DHCP ack, associated: true, radio: 1, vap: 0 sfo12-4-ap-013 during authentication because the client did not provide credentials. E
Jun 8 05:34:08 Meraki-Corp Wireless problems  Connectivity problem type: NO DHCP ack, associated: true, radic: 1, vap: 0 NR® L EASON (CODE 101) &
Jun 8 0G:3FS5 P Wireless problems  Association status radio: 1, vap: 0, |5 B021x: 1 more s 5 ®A3 a8 EAPoL timeout
Jun 8 06:33:53 Meraki-Corp 802.1% 802X authentication radio: 1, vap: 0, client_mac: DB BA:CS:6A:14:27, identity: wallboard sfo12
Jun 8 06:33:53 der P 021X Successful authentication [EAP success)  radio: 1, vap: 0, client_mac; DB:6A:C5:6A:14:27, identity: wallboard.sfo12 Download packet capture View in packet viewer
Jun 8 06:33:53 Meraki-Corp 8021X RADIUS response radio: 1, vap: 0, group: ms
Jun 8 06:33:53 4. Meraki-Corp 802.1X RADIUS response radio: 1, vap: 0, group:
Jun 8 08:33:53  sfo12-4 Meraki-Ce 8021 8o2mn ti h 1 104, 38, band: 5 mo » ” N "
u oabe e wek-Gorp aseoaistion G ERblns el T ) Junsg * Successful connection to SSID Meraki-Guest-OWE for a few seconds on access point sfo12-4-ap-044-slev.
Jun 8063352 sfoiz-d-ap- Meraki-Corp Wirsless problems  Association status radio: 1, vap: 0, 15 B021x: 1 mo 06:16:41
e BAND NR© ME TO CONNECT
Jun 8 08:33:51 12-4 Meraki-Corp e 8021 BO27X authentication radio: 1, vap: 0, client_mac: DBBACE:SADESF, identity: wallboard sfo12
132 5 ® A2 e * 490,
Jun 8 06:33:51 124 Meraki-Corp 802.1% Successlul authentication [EAP success)  radio: 1, vap: O, client_mac: DB-6A:C5:SA-0E8F, identity: wallboard sfo12
Jun 8 06:33:51 12-4- Meraki-Corp 802.1% RADIUS response radio: 1, vap: 0, group: more
Jun B 06:3351  sfolz-4 Meraki-Corp 80211 80211 association channel: 104, rssi- 53, band: § more R B R R R
CELEErD) | ror e = I P e O Jun 8 * Roamed from access point sfo12-4-ap-020 then had a failed connection to SSID Meraki-Guest-OWE on access point sfo12-4-
Jun sfo12-d-ap feraki-Cor ireless problems  Association status radio: 1, vap: 0, is B021x: 1 mo 16z : I : y N N
—— P P 08:16:33 ap-044-elev during authentication because the client did not provide credentials.
Jun 8 0B:33:47  sfolZ-4 Meraki-Corp B0Z1X BOZ1X authentication radio: 1, vap: 0, client_mac: DB:BA:CS:5C:55:84, identity: wallboard sfa12
CHANNEL "o e
Jun 8 08:33:47 124 Meraki-Corp 802.1X Successful authentication [EAP success)  radio: 1, vap: 0, client_mac: DB:6A:C5:5C:55:84, identity: wallboard sfo12 132 .4
iE
Jun80BATAT  5fo1z-4 Meraki-Corp 802.1% RADIUS response radio: 1, vap: 0, group: [mote
Jun 8 08:33:47 Meraki-Corp 802.1% RADIUS response radio: 1, vap: 0, group: more s
Jun 8 063347 Meraki-Corp 80211 80271 association channet: 109, rssk 48, band: 5 more »
Y B " "’ N Junsg # Successful connection to SSID Meraki-Guest-OWE for a few seconds on access point sfo12-4-ap-020, and then the client
Jun 8 08:00:32 Meraki-Gorp 80211 80211 disassociation client was deauthenticated more 06:16:05 roamed to access point sfo12-4-ap-044-elev.
Jun 8 05:00:22 Meraki-Corp 80211 8021 association channet: 104, rssi: 53, band: § more »
HANNEL 4N NR O ME TO CONNECT
Jun 8 080021 Meraki-Corp 80211 80211 association channel: 104, rssi: 38, band: 5 more
161 S ® 354 450+
Jun 8 060016 Meraki-Guest Wireless problems  Association status radio: 1, vap: 10, is.B021x: 1 more
Jun 8 0G0041S Meraki-Guest 802.1% BO27X authentication radio: 1, vap: 10, chent_mac: 0BBACS6IAAG
1 Meraki- n T fatlo hannel: 104, rssk d: 5 more » . . : : .
Jun 8 050015 ferakl-Guest foz B0z association channel: 104, rask: S0, band: $ fmory Jun8 * Roamed from access point sfo12-4-ap-014 then had a failed connection to SSID Meraki-Guest-OWE on access point sfo12- Packet capture
DTSR LR SRl G O 2 (2 B E TS SRt 227 | 06:15:55 -044-elev during authentication because the client did not provide credentials, and then the client roamed to access
Jun 8 03:41:30 Meraki-Corp 8021 Successful authentication [EAP success)  radia: 1, vap: 0, clieni_mac; DB:BA:C5:5A0EBF m point sfo12-4-ap-020, ~
Jun 8 03:41:30 Meraki-Corp 802.1% RADIUS response radio: 1, vap: 0, group: more — o .
Jun 7 21:01:54 sfo12-4-ap-0: Meraki-Corp 8021 80211 disassociation unspecified reason e 1 2.AcH e 46
30 total
J .
. .
:  Varioust pe filters
 Raw client event Iog
[ ]

 Most detailed, Expert tool

© 2025 Cisco and/or its affiliates. All rights reserved.
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Highlight the reason code and RF condition

Proactive Packet Capture integrated

10




Client 360 - Brings all the internetworking level
timeline view to the forefront of the client page

Client S
Galaxy-A12
Client connectivity Jun72025 22:58PDT - Jun72025 22:59PDT & &8 Association §g Authentication
Q offi Wireless  Jun 08, 2025, 08:01 (UTC -7)
Client connec tions
o © o 7'\
__________________ o~ s il Y D
= © = ° 26| &3 ° il
Galaxy-A12 sfo1l Applications
Client details
Status Last seen Jun 8 07:59 IPv4 address 10.96.0.249 D policy Norma |
View location
IPv6 address 2607:f598:b11a:1:71ee:1e5b:91¢8:  Bandwidth unlimited
SSID Meraki-Guest- OWE c2ac
Layer3 firewall 7
Access point sfo12-4-ap-013 MAC address 46:8c:58:e4:ce:d0
Topology Layer7 firewall 3
VLANID 1001
Signal 39db
Channel 52 Port forwarding  None
SGH
1:1 NAT IPs 50.216.158.111 (WAN1 to SFO12-ENG-
GLR1
Device type, 0S  Android )
50.216.158.113 (del
Device capable 802.11ac-2.4and5GHz | ~ VMama ge)
Wi-Fi standards 50.216.158.114 (d! d 2
f Manage)
Tool: Packet capture

Layer 2 Connectivity

© 2025 Cisco and/or its affiliates. All rights reserved.

Layer 3 Network info Network Policy

BRKEWN-2039 1

(Product Beta
\L

Client 360 for Meraki Dashboard

» Client connection and session history

Network-wide client experience with timeline

E2E network correlation and Topology

Client connection details

Easy chronical navigations of failed event
» Click to Zoom

« Integrated Tools access (e.g Packet capture,
Ping)

]
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Case - Wireless disconnection issue reported

Eeek! there is no onsite

-

messenger channel,

reported Bad Wi-Fi experience
\yesterday, in the San Diego Branch

Complaint filed via corporate Wireless expert

Wait.. it’s 3rd time
reported from SD

© 2025 Cisco and/or its affiliates. All rights reserved.

this month

Is this a network
or client issue?

el
BRKEWN-2039 12 cisco



Case - Wireless disconnection issue reported

Let’s try to get
some PCAP

0
333333333333333333



Let’s try to get some PCAP

Sniffer/Promiscuous AP
Packet capture

3rd Party Capture Tool Dashboard Packet Capture

Historical PCAP Access

Unknown Target AP channel
Multi-Channel Bonding
Encrypted Payload

Multi PCAP file concatenation

Packets bundle to Network
event correlation

Incomplete, Partial PCAP
Wired-Wireless PCAP

Missing Packet Payload
Out of Order Packets

Capture size limit

Wi-Fi 7/MLO

Multi-band/ Multi-radio
Packet Capture

capture

Difficult to share
large PCAP files

Failed to grasp
failure moment

No scheduled PCAP

]
BRKEWN-2039 14 Cisco

Remote Capture

Outdated
PCAP Hardware

© 2025 Cisco and/or its affiliates. All rights reserved.



Intelligent Capture

5e| Network ¢ Packet Captures
-HO-SF 3
oK Capture Name (Analysis)
» Network-wide
Packet capture
1) Security & SO-WAN
3 Switeh Packet capture name ~
. Time ‘Source Destination Protocol  Transaction 1D Transaction 10 Info
Wheless 1 0.000000 192.168.128.2 192.168.129.45 DNS  Oxefaf Standard query @Oxefdf A dns.msftncsi.com
2 0.398151 192.168.128.2 192.168.129.45 DNS  @xdlc? Standard query @xd1lc7 A dns.msftncsi.com
81 Systame Masager 3 0.780715 fe80::ale8:b.. ff02::1:2 DHC.. Solicit XID: @x8eaa32 CID: 000100012a84816b54el
4 1.405498 192.168.128.2 192.168.129.45 DNS  @Oxdlc? Standard query @xd1lc7 A dns.msftncsi.com
Camera
6 1.837274 192.168.128.2 192.168.129.45 DNS  @x642a Standard query @x642a A self.events.data.micros
s* Sensors 7 2.014230 192.168.128.2 192.168.129.45 DNS  Oxefaf Standard query @xefd4f A dns.msftncsi.com !
B insight 8 3.300038 CiscoMer_00:. LCFCHeFe _51:fa:5c ARP Who has 192.168.128.27 Tell 192.168.128.1 B
woc 9 3.301814 LCFCHeFe_51:.. CiscoMer_00:db:7b ARP 192.168.128.2 is at 54:el:ad:51:fa:5c -
o G 10 3.387856 192.168.128.2 192.168.129.45 IcHp Echo (ping) request 1d=0x0001, seq=34/8704, ttl
11 3.414848 192.168.128.2 192.168.129.45 DNS  @xdlc? Standard query @xd1lc7 A dns.msftncsi.com !
14 5.888320 192.168.128.2 192.168.129.45 DNS  @xfdal Standard query @xfd4l A wpud.supportlab.lknren.g!
15 6.027472 192.168.128.2 192.168.129.45 DNS  Oxefdf Standard query @xefdf A dns.msftncsi.com
17 6.888997 192.168.128.2 192.168.129.45 DNS  ©Oxfddl Standard query @xfd4l A wpad.supportlab,ikarem.i
1R 7 4720700 107 1AR 178 7 1Q2 168 170 45 NS Avdlc? Standard anerv Gvd1r7 A dne meftnrei com
Frame 1: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) 2000 ©Oc 8d db 00 db 7b 54 el ad 51 fa Sc 08 00
Ethernet II, Src: LCFCHeFe_51:fa:5c (54:el:ad:51:fa:5c), Dst: CiscoMer_@@:db:7b (@c:8 0010 gg ;: 52 %‘;’ 88 gg gg %1 5? ?? c‘: :E'l gg :g
Destination: CiscoMer_0@:db:7b (@c:8d:db:00:db:7b £ 8 A £
Source: LCFCHeFa. 511 ai5c (s4re1tdistsfarser O 0000 9:09.91 54 08 22.00:90. bk
- —— RE— 63 73 69 03 63 6f 6d 00 00 01 60 01
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: 192.168.128.2, Dst: 192.168.129.45
User Datagram Protocol, Src Port: 58977, Dst Port: 53
Domain Name System (query)
Packet Capture Analysis
The p a v
) ( ) =] v rners "
Packet capture analysis summary .
S DNS 0 © 2/3 tests tased DHCP (0 © 2/5 tests falled
- ‘ounwmm—a DHCP offers from multiple DHCP servers O Faied 5
eX ellera Ioll aC ee vce ARP (0 © 35 tosts tallea
© /% tents fubed DHCP Transactions Comploted O Falles 3
> Muttiple clients failing to resolve the same IP address e 0
[ ] © 23 tests tasea
a pt re O I tl O n fo r > = —
‘ : ' I ; l I ICMP @ © Atpassea
© Alitests passed
a8 One ARP request and multiple ARP responses. O Fated 2 Muttiple clients falling to ping the same IP address. © Passed
© 2/5 tests tated
u [ ]
WI re d a n d WI re I eSS = - 7 e i — — —
muitiple different IPs
Intermittent responses for a chent pinging an 1P address © Parsed
e R R T T T Multiple ARP responses that resolve the same 1P addressto @ Passed
multiple different MACs.
0000186004 126134 00100134301 :86:ba
80I6INT A e Ibiad 1DV
Device summary
#bout 2 hours ago from your current P saress Pobvody - Yo
\

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039 15 CIsco



Purpose-Built Packet Capture Architecture

rProactive PCAP Process |
@ Store Packet
to Ring buffer
® Mgmt.Pkt ]
mirror to PCAP process @ Packet reordering
Beacon, Mgmt., Ctrl, Data Packets D . D . D .
ONNss s ( I .
E d Pack i
< nerypted Facket Wi-Fi T @ Data Packet mirrored to PCAP Processes
Modem
\_ G— e p—— P e
Wi-Fi Chipset N Ll EEE
Data Data Data

Packet Capture doesn’t change AP or radio mode and continue to serve client without any performance impact

Management Frames from modem gets replicated and copied back into PCAP Buffer

Resequencing packet capture frame between Data Frame and Management frame in the right order

Per-Client Ring Buffer for Proactive PCAP enabled concurrent packet capture

]
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== auth 7057368
assoc 4459595
Failure step == dhcp 1088566
== dns 463860
- ip 425096
== deauth 185279
== prev_roam 57642
R _ == disassoc 45228
.- - na 7162
assoc

32%

Failure step + reason

© 2025 Cisco and/or its affiliates. All rights reserved.

auth_bad_password
assoc_rejected_temporarily
auth_eapol_timeout
auth_radius_login_failure
assoc_unspecified
dhcp_no_dhcp_response
assoc_unable_to_handle_new_sta
dns_no_dns_response
ip_timeout
assoc_invalid_pmkid
deauth_unspecified
auth_radius_timeout
dhcp_no_dhcp_ack
assoc_reserved
prev_roam_failure
disassoc_invalid_auth
assoc_na

assoc_invalid_mdie
assoc_status_invalid_IE
assoc_akmp_invalid
dhcp_dhcp_nack
deauth_invalid_auth
assoc_anti_clogging_token_req
auth_unspecified

== assoc_robust_mgmt_frame_policy_violation

BRKEWN-2039

4217981
1825328
1438180
1213490
1104719
948701
909221
462437
425096
352851
152360
146185
108728
69193
57642
43640
37172
35427
34594
28686
26802
23012
16622
15610
14496

Proactive PCAP
automatically

collect Wireless PCAP
All the time at every
connection failure

including “unknown
failure” cases

PCAP includes Mgmt,
Control and Client
connection payload

17

Proactive Packet automatically take a PCAP on all of client
failures conditions

]
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Intelligent Capture - Meraki Wireless

Dashboard

Interpreted Packet Analyzer
Intelligent Capture

New capture  Stored captures  Proactive PCAP Enablement

Engaged Conversational Interface

< All captures

€6:09:90:60:f9:d4_CK52zjY _auth_eapol_timeout

Automated Proactive Packet Capture

ource Destination Transmitter Receiver Protocol PHY type Length Info QBSS Utilization

80211b (HR/DSSS) Authentication, SN=3885, FN=0, Flags...
802 . el

802.11b (HR/DSSS) Action, SN=6, FN=0, Flags:
802.11b (HR/DSSS) Action, SN=8, FN=0, Flags:

Integrated Timeline RCA | Client 360

Deal atl

802.11b (HR/DSSS) Authentication, SN=3585, FN:

802.11b (HR/DSSS) Authentication, SN=3887, FN=0, Flags...

Scheduled PCAP J| Packet Viewer

Available

@0 6f 88 00 48 99 6b 2c Be 55 @1 00 00

> Frame 50: 263 bytes on wire (2184 bits), 263 bytes captured (2184 bits) 2e00
> Radiotap Header v@, Length 48 ee10 80 16 9e 69 ab @6 bd 9c 08 00 00 63 71 00 10 80
On_Deand ‘ Ioud Storage » 802.11 radio information 0028 00 80 80 BB fe ff 0O 00 b7 Bd BB BO BO ee 86 50
1a+4 . 0030 20 88 d4 8@ ca 9¢c 3e f7 dB 96 e6 09 90 60 f9 d4
> IEEE B02.11 Reassociation Request, Flags: ....R... 2040 8 O¢ 3o {7 dB 99 B0 @ 31 14 14 BB ca Sc
~ JEEE 802.11 Wireless Management 2050

> Fixed parameters (10 bytes) 2060

- ~ Tagged parameters (181 bytes) 0078
ACC€SS| e MS MR C API E d H > Tag: SSID parameter set: "msnjs2023e" o080
Om mon n p0|nt > Tag: Supported Rates 11(B), 12, 18, 24, 38, 48, 54, [Mbit/sec] 2090

> Tag: Power Capability Min: -7, Max: 22 00a8

3 Tag: Supported Channels 000

» Tag: RSN Information g;;g

> Tag: RM Enabled Capabilities (5 octets) Sheh

> Tag: HT Capabilities (802.11n D1.1@) wm

« Every client connection failure condition Requirement

leaves Packet as evidence | : i
« FW version: MR 31.x or newer N ——

- Packet Viewer shows exact reason why « AP HW : Wi-Ei 6 or later MR & CW APs

client failed to connect

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039 18 CIsco



Demo - Client Assurance
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AP Device Health

Don’t forget the basic

Device availability

CPU and Memory utilization -
latest & trend

Detect Memory leak or CPU
spikes

PoE / Power monitoring

Build your Own Dashboard,
Org-Wide API Ready!

/organizations/{organizationld}/wirele
ss/devices/system/cpu/load/history

© 2025 Cisco and/or its affiliates. All rights reserved.

Device status ©®

WAN appliances 94 total
@ Allonline

Cellular gateways 5 total Switches 297 total

@ Allonline © 1offline
Controllers 4 total Cameras 55 tota Sensors 877 tota
@ Allonline © 1offline © 1offline

© 3 offline

Access points 276 total
@ Allonline

System Resources

CPU® @ Good 12%

Memory © @ Good 31% (570.1 MB out of 1.8 GB)

100 100
® 75 ® 75
& >
Q
Esc E 50
o E
e - 16:59 12% £ v
S 25 s 25

0

22:00 01:00 04:00 07:00 10:00 13:00 16:00 19:00 22:00  01:00 04

[ - Reboot (Lost Power) 1

AP reboot (Feb 6 18:05-18:086)

B Planned reset W Un/Zed reset B Operational M Device Offline M Connectivity Issue

Contextual AP Uptime trend

Uptime
17h 26m

Last device boot
Feb 6 18:11:54 PST

Last boot reason
Event log [7
Documentation 7

21

]
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Suggested actions for assisted device alert remediation

Details Suggested actions 1

< & Unplanned low power mode A Active

0OC-Yamaha-PoE-Interop_CW62_802.3af-PoE-Injector - OC-Yamaha-PoE-Interop -
Jun 6 2025 at 22:07 PDT

Device Name
Port
Capability

Link Negotiation

The link negotiation is set to 100 Megabit half duplex (forced
may solve the problem.

MS120-1
3

1000 Mbps

100 Megabit half duplex (forced) — f T - ‘

Run a packet capture to collect forensics of LLDP negotiation failures.

< & Unplanned low power mode A Active
i - Jun 9 2025 at
1. Check PoE budget Details  Suggested actions 5
These steps are prioritized, but can be done in any order.
[ OC-Yamaha-PoE-Interop_CW62_802.3]
o . 1. Cable test v
ad <© Ethernet uplink speed degrade
The data rate from MS120-1/ 3 is capped at 100 Mbps
MR36H-Office / 0 - Futureishere - May 28 2025 at 21:5 2. Check that LLDP is running v
Please ch petals w 3. Cycle port on switch ~
1. Cable test 4. Check PoE budget v
2. Update link negotiation settings
5. Run LLDP packet capture ~

Certain admin privileges are required to perform this action. Please contact your admin or

A A manual override of the link negotiation on the switch support team.
on the wired uplink.

View port configuration (3 Confirm changes

3. Cycle port on switch

© 2025 Cisco and/or its affiliates. All rights reserved.
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RCA Framework features

« Automated RCA workflows
eliminated unlikely root causes

« Support MS Switches for
integrated remediations steps

« Cable test

« Switch port config check
 PoE type check

 Port cycle

 LLDP packet capture

« 3 Party switch LLDP Packet
Analysis

]
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New AP Alert RCA - Access point became repeater

This is a Cisco internal organization

& Access points &

68:49:92:98:0€:70 @ Alerting repeater

CW91661 68:49:92:98:ae:70 Sum
Live

o Access point became v
repeater. P

&
&®
L
W‘é;
%
G g ¢
Z00gie Map data ©2025 Google
Address A
SSIDs
Firmware
Firmware version locked, please contact R

© 2025 Cisco and/or its affiliates. All rights reserved.

< @ Access point became repeater O nctive <

68:49:92:98:ae:70 has switched to repeater mode to avoid losing internet connection.
68:49:92:98:ae:70 - z-pdumouli-wireless - Jun 2 2025 at 10:11 PDT

Details Suggested actions 1

1. Resolve misconfigured VLAN ~

The access point has been assigned to a VLAN that isn't configured to connect to the Meraki cloud.
The recommended solution is to match the native VLAN settings of the repeater and gateway access
points.

Access point 68:49:92:98:ae:70 68:49:92:f9:a3:30
(repeater) (gateway)

IPv4 address(es) —_ 10.30.104.119

IPv6 address(es) -

Connected switch Switch_automation/1 Switch_automation/5

Type trunk trunk

Allowed VLANs 1-1000 1-1000

Native VLAN 3° 1 Recommended

Edit manually [ Accept recommendation ]

BRKEWN-2039

Detect AP which became repeater.

RCA Engine lists all the possible
scenario and provides active RCA
steps to corresponding root
cause.

Lost gateway connectivity

DHCP doesn’t serve IP address to

it’s wired uplink port

Config change (Config

management)

AP firmware mismatch

Last resort, force AP reboot

]
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Demo - Device Assurance




RF Optimization

CISCO Live !



How’s my Wi-Fi doing? It depends...

Wi-lgio Data Transmission Efficiency: Impact of Frame Size & Environment (Conceptual Model)

Wireless performance are depending on
many factors as Wi-Fi relies on transport
conditions and clients that are unique on
each type

60

» Uncertainly of transport quality

40 A

» Over the air resource availability

Transmission Efficiency (%)

|

» Varied client capabilities

20 A

= |deal Scenario
—— Typical Scenario
— \Worst-Case Scenario

T T T T T T T
200 400 600 800 1000 1200 1400
Frame Size (Bytes)

Wi-Fi Performance is determined many factors and there is no single rule of thumbs

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039 26 CIsco



Wi-Fi designed to avoid collision, higher the Channel
utilization goes, longer the waiting time has become

|:| Control Frame . Data . Inter Frame Space

Tx Station L rrrrrr Data Tra 0
: >

Rx Station

Wi-Fi designed as CSMA/CA system - Carrier Sense Multiple Access / Collision Avoidance

Half-Duplex system, Tx and Rx can’t happen same time

Overhead can be anywhere between 20% to 80%, average ballpark of 40-50%

Duty Cycle of each frame is varied as each frame uses own MCS (Encoding size) and distance (RTT)

]
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RF Spectrum evolved to provide both top-down discovery
as well as bottom-up real-time RF neighbors

Long-term, trend-based Top-N list view

RF Spectrum

106 sfo12-4-ap-001

129 sfo12-2-ap-24

25 sfo12-5-ap-21

128 sfo12-4-ap-044-elev
5 sfo12-3-ap-32-wc
82 sfo12-4-ap-040-we
103 sfo12-4-ap-031

127 sfo12-5-ap-41-db10
46 sfo12-3-ap-22

135 sfo12-2-ap-26

0 High packet loss (> 15%) o 27 Some packet loss (5-15%)
Qs h AF 167 results
5 GHz
# AP Channel Avg ch utilization

161 (20 MHz) @
140 (20 MHz) @
161 (20 MHz) @
132 (20 MHz) @

112 (20 MHz) .

116 (20 MHz)

157 (20 MHz) @
44 (20 MHz) -
157 (20 MHz) @
52 (20 MHz) .

8.2%

13.9%

20.5%

22.2%

10.7%

]

Some APs may show “Insufficient data” for packet loss if no client has connected for a few days.
To see live utilization and details on AP Neighbors, click on the specific AP in the table below.

140 Low packet loss (< 5%)

Packetloss O Channel

Q 2.9% 6 (20 MHz)
o 1.7% 1 (20 MH2)
© 1.4% 1 (20 MHz)
O 2.4% 11 (20 MHz)
© 05% 11 (20 MHz)
© 0.3% 1 (20 MHz)
o 1.1% 6 (20 MHz)
9 83% 1 (20 MH2)
© 0.4% 11 (20 MHz)
© 1.4% 6 (20 MHz)

0O insufficient data

2.4GHz

Avg ch utilization

View old version

Download v

- Packet loss (O Cha
64.4% O 10.3%
62.5% O 9.7%
49.1% © 37%
45.3% 0 7.0%
42.4% O 87%
42.4%  © 12.6%
421% @ 2.4%
41.0% O 9.4%
39.6% © 84%
39.6% O 85%

Rows perpage |10 ~ < 2 3

Real-time RF Neighbors

AP neighbo

Interfering APs (same channel) 0

rs for sfo12-1-ap-05
137:1d:ed
5 GHz (radio 2)
sfo12-1-ap-05 on 5 GHz, ch 100 @20 MHz
Interfering APs (some overfap) 2 Non-Interfering APs 62  Total In-Network Neighbors 8
Interference based on channel overlap — Target AP ch 20 MHz 40 MHz 80 Mhz 160 Mhz Outof network AP @ QJ
1 ! 11
== 1
’ i } ‘; u \
| | =
! = L - (_
100 w4 108 W2 16 120 128 128 132 136 140 Mo 183 157 1 185 169
Interference based on RSSI @ Different channe, in network
o
S

*  Monitor RF Utilization and Packet Loss
* Proactive, discovery workflow to detect AP with
persistent problem

© 2025 Cisco and/or its affiliates. All rights reserved.
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Full-channels Wi-Fi analyzer while AP is in service
using scanning radio
Offers workflow from RF health and RF overview list

]
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AP neighbor view makes remote troubleshooting easy and
powerful - Whole band scanning and real-time updates

In network toggle to enable/disable neighboring, out of network APs/BSSIDs

/

QB nnetwork [“Son; ragion v | Total number of total neighbors AP
sfo12-5-ap-010on 5 GHz, ch 112 @20 MHz T
Interfering APs (same channel) 1 Interfering APs (some overlap) 14 Non-Interfering APs = 99 Total In-Network Neighbors 14
AP Neighbors by Channel — TargetAPch [] 20MHz [ | 40MHz [ | 80Mhz | ] 160Mhz [ ] Outofnetwork AP @) Ql
This AP: sfo12-5-ap-01
| — |
-30
...................... High Interference
-45 Ch 108
_ RSSI -39 dBm !
? -60 |
L SSID t-cstaley-dev-adp
=75 B [ I f i I_\ | I
; | I
-90 I
Channels 36 40 44 48 52 56 60 64 100 104 108 112 16 120 124 128 132 136 140 144 149 153 157 161 185 169 173 177
e

@20 MHz

]
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AP neighbor view makes remote troubleshooting easy and

powerful - AP Neighbors by RSSI

Shows neighboring APs with active clients

A
AP Neighbors by RSSI @ Different channel, in network
KT
@
- 8
c
3 °®
S 6 °
c
%J [ ) [ ]
o 4 o 00 ® o ® o
s [ o0 0 [ [ N o o o o000 00
< 3 [ ] e [ ) ( B B B ) o000 ( N ) [ o 00e o
[ ) (N B B B B N B B B O N B N BN N N B B B R B B B N N O B B N B B N N N A N )
_ U oa® 020,90
RSSI -30 -35 -40 -45 -50 -55 -60 -65 -70 -75 -80 -85 -90
High Interference (-35 « -67) Moderate (-8 to -75) Low (-75 to -90)

» Lists all neighboring APs from current radio

* Not a rogue AP view

« Showing all APs across band

« Client counts shows possible channel
consumption contributions

© 2025 Cisco and/or its affiliates. All rights reserved.

Lists all neighboring APs from current radio
Not a rogue AP view
Showing all APs across band

BRKEWN-2039




AP neighbor view makes remote troubleshooting easy and
powerful - AP Neighbors by RSSI

These three tabs are available
from In-Network APs

4 N\
Ch Acti T
#  Interference AP neighbor RSSI (dBm) Ch [uti"zation cl:;:;: X ‘(’;’:l:;] SSIDs
1 @ None 32:8d:cbh:b3:fa:5¢ o -30 52 (80 —% 0 ericn_mr
MHz)
2 @ None 8e:15:54:ab:ac:5¢ o -3 Mim(_iszc; —% 0 t-whauser-bric I, t-whause
8 @ None Oe:8d:cb:6d:f2:f2 e -54 15‘:’/”(_?2 —% 0 KEITH_SFO12_MG_WORKBENCH WiFi
9 © None b2:88:91:51:47:a0 e -54 15::’/]:_?2(; —% 0 COPY THIS NETWORK - wireless WiF
44 (80
10 @ None a6:18:98:00:fb:2a amm» -59 MI(-Iz) —% 0 devel 3 - wireless WiFi
136 (20 Meraki-Corp, Meraki-Guest,
-5-ap- o - A%
B © None sfo12-5-ap-02 61 MHz) >-4% ! > avalanche_openroaming, blizzard
12 @ None sfo12-5-ap-07 — gy 4420 9.11% 0 5 | Meraki-Corp, Meraki-Guest,
L MHz) I avalanche_openroaming, blizzard )
Interferences type - @ Overlapping @ Samech & None Multiple BSSIDs from

same AP are combined alval,

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039 CiIsco



What is radio resource management?

RRM is a Radio config optimization features that constantly update wireless’s RF
configurations to improve wireless performance.

RRM Services S
O
/-/ Ol \
< N N
Busy Hour, Transmit Power

Al Channel Planning Control (TPC) G\ :ﬁi
J U Y, ’\) ZlN
N O ™
Dynamic Channel Dynamic Band 4
Assignment (DCA) Selection (DBS)
N J U Y,

LK AN
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039 32 CIsco



First Unified Al Wireless Service - AI-RRM

Path to autonomous Wi-Fi

Al Cloud

RF Intelligence powered by the unified
Al cloud / \

] ‘ \ /“ Catalyst Center

Interferences reduction Meraki Cloud D /I |

Reduced Channel Changes

Client Experience Improvement

Common RF telemetry

| I
1 I
| |
| |
\ |
\ |

Wi-Fi Performance Improvement

I
\ I
\ /

\ /
/

Reduced Reconnection

—

Improved Application Exp.

Better Connection Quality
— Better RSSI

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039 33 CIsco
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Al-RRM leapfrogs decades of innovations

Gen.1 Per AP RRM . Gen.2 Snapshot RRM Gen.3 Trend-based, AlI-RRM
S0& -
& P @ ©292239
e' @ @ SE AL KA

SR AR R
« Each AP makes own RF changes °All APs in the same RF group

: . . * Long-term Trend-based RF
independently, at own timing makes RRM decision all at once telemetry pre-processing

* Minimal RF change from Al Busy
Hour
* AI-RRM Dashboard

« Cascading RF changes could * No cascading effect
introduce infinite change-loops
* 10~15min, RF scanning
duration for RF change

]
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Al-RRM Al process pipelines

Multi-type data o Reinforced . . i
Ingestizﬁ Normalization Classification Learning Digital Twins

B\ : N
o; e X >3
> & @

* AP Device Info - Baselining - KNN Classification
_ _ * Feedbacks from « RF Simulation
* RF Config/Profile - Remove transient « |dentify Busy Hour RF Score using Digital Twin
* RF Neighbor info event » Apply different RF * Updates AI-RRM e “What if” results
+ Client Telemetry * Minimum 2 week of optimization weights model l_Jsing RF on updated
RF telemetry data by busy or non-busy evaluations outcome RF config
 RF Events hour . Automated & RLHE recommendations

Per-Network model

]
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Closed-loop RF configuration and optimization with Al

Insight

Connected workflow of radio configure, assess and optimize

BAND CHANNEL

Summary

158 143

Active Radios Clients

Search by access point | 167 Radios

O status® Access point name
O sfo12-5-ap-37-idf-we
O [ ] sfo12-5-ap-013

O o sfo12-4-ap-41-wc

a (] sfo12-4-ap-40-idf-wc

5 ¥ All hf

ACCESS POINT TAG

All

0

-

RRM Changes

ACCESS POINT MODEL

All

Channel

64 (Auto)

128 (Auto)

124 (Auto)

136 (Auto)

Ch. Width
(MHz)

20

20

20

20

Target
power
(dBm) @

21

v

97
RF Health

RF PROFILE

All

v All

RF Performance @ Good

0%
High CCI ®

RF HEALTH SCORE

REGULATORY DOMAIN
FCC Edit

RF Coverage

@ Good

2 Very High (18) High (47 dB)

Mitigations © AP density

Refresh AFC Update au

Transmit
power
(dBm) &

19

19

19

RF Profile

2024-Dec WC Optimi

2024-Aug Optimized

2024-Dec WC Optimi

2024-Dec WC Optimized RF Profile ® 100

RF Score trend Last 24 hours

Client Score @ Good
Interference Score @ Good
Neighbor Score & Good

Noise Score @ Good

Connectivity

Map data 2025 Google Terms Report a map error

© 2025 Cisco and/or its affiliates. All rights reserved.
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What defines better Wireless Network
from the RF Point of view

s '\\‘
r;ﬁ %ZE@\ /QEQ ONLY

RF Health Co-Channel Interference Channel Changes
« RF Health algorithm debuted 2018 Interference can make your Wi-Fi When AP changes channel, client
by Javier Contreras, Principal slow or unreliable. AI-RRM can follow new AP channel if it
Engineer from Cisco. calculated below factors supports 802.11h (CSA) and on
* RF Health calculated from 9 RF * Impact Score ©GHz SSID.
me_trlcs, takes w_orst score from + Highest CCl dBm If _cllent doesn’t s_upport 802.11h,
which ever metric - Neighbor, client may experience network delay
Interference, Noise and Client * Duty Cycle from Interferers or disruption
Minimize Ch. Change will avoid
Client Score (EEacd sudden wireless connection
Interference Score & Good © Good disruption or delay
Neighbor Score @ Good 0%
Noise Score & Good High CCI ® 0
RRM Changes

]
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RF Health - Barometers for Over-the-Air RF Spectrum
quality assessment tool

7

- Side channel overlapping
- Co-channel neighbor util.

.
- Co-Channel Interference

- Side-channel interference

- Co-channel overlapping

\.

Neighbor

Score

Noise Client
score score

- Noise on same channel - Low SNR clients
- Noise on side channel - Low RSSI clients

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039 38
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RF Health - Always On Wi-Fi Audit

« Highlights problematic band and
point in time view, identify what’s
the persistent or transient issue

* Provide per-radio RF scoring,
the same algorithm used for Al-
RRM

* Provides further scoring and
iInsights on critical RF categories
-neighbors, interference, noise,
and client connectivity

© 2025 Cisco and/or its affiliates. All rights reserved.

Last week hd

Overview

Network health score @ Good

a5

\..

95
|'\QU

99!100

+1pts last week

Does the score feel right? ] 2

Learn about scores

Clients 4014total @ Good
A Wireless 3 issues

3992 Clients impacted

© Wired 3 issues

23 Clients impacted

{5GHz X
[ Q ap-01 ® ]
RF health . * APname Radio Neighbor Interference Noise score Client score
score (avg.) score (avg.) score (avg.) (avg.) (avg.)
~ @ 28/100 -2pts sfo12-5-ap-01 1 100 opts 28 -2pts @ 100 opts 100 opts O
— RF health score
May 30 2025 01:00 PDT
D10
5/100 © Poor
Neighbor score © 100/100
Interference score © 5100
A CCA busy
/100 . ]
Noise score @ 100/100
May 28 May 29 May 3 Jun 2 Jun 3
Client score @ 100/100
> & A7/100 Opts sfo12-4-ap-017 T T00 Opts I7 0pts @ 100 Opts 100 oOpts @
> & 501100 Opts sfo12-1-ap-01 1 100 Opts @ 95 Opts 100 oOpts O 50 opts @O
> 450100 oOpts sfo12-4-ap-011 1 100 opts © 75 opts © 100 opts 50 opts
> 51100 +23pts sfo12-2-ap-01 1 100 opts © 51 +23pts @ 100 opts © 100 opts @
> 4 550100 -3pts sfo12-4-ap-019 1 100 Opts @ 55 -3pts © 100 Opts @ 100 Opts @
> 4 55/100 +apts sfo12-4-ap-013 1 100 +2pts © 55 +dpts (O 100 opts @ 100 opts @

BRKEWN-2039
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Discover source of interferences and quantify the impact

>

Health score tier
« 61-100 : Good
« 31- 60 : Fair

« 0-30: Poor

Most common RF score impacting KPI

RF Settings/ Overview
Target Transmit
Ch. Width power power
O Status @ Access point name Channel (MHz) (dBm) & (dBm) & RF Profile RF Score trend Last 24 hours
O [ ) sfo12-4-ap-020 161 (Auto) 20 5-21 5 2024-Aug WiFi7 Opt
O [ ) sfo12-3-ap-19 136 (Auto) 20 5-21 5 2024-Aug Optimizec Interference Score 4\ Fair
O (] sfo12-3-ap-06 161 (Auto) 20 5-21 5 2024-Aug Optimizec & ccABusy
O [ ] sfo12-5-ap-41-db10 44 (Auto) 20 3-8 3 Basic Mixed Profile A 52
\C] ® sfo12-5-ap-16 161 (Auto) 20 5-21 5 2024-Aug Optimized RF Profile A 56
—
Assurance Overview [/ RF Health
~N
RF health ® * APname Radio Neighbor Interference Noise score Client score
score (avg.) score (avg.) score (avg.) (avg.) (avg.)
:}‘ A 32/100 +2pts sfo12-4-ap-020 1 . N 100 Opts ©
Jun 8 2025 15:10 PDT .
261100 Co-channel neighbors
— health score
10000 Neighbor score © 28/100 = .
R Co-channel neighbor with
C C ghbor with utilzation
Interference score A 60/100 utilization
N~—— " T~~~ ccAbusy S
Noise score © 100/100
RS Client score © 100/100 CCA Busy

2:30 PM 2:45 PM

3:00 PM

4:15 PM

J

© 2025 Cisco and/or its affiliates. All rights reserved.
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Causes

High channel reuse

High ch. reuse with busy
neighbor AP

Too many Rogue APs

]
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Al-RRM UX/UI Principal
Insanely Simplified, seamless RF Brain transplant

Radio settings

Overview RF profiles

Al-RRM

View old version

RRM

() Enable

Al-Enhanced RRM uses an Al engine to improve radio optimization using trend-based RRM decisions.

Flexible Radio Assignment

() Enable

FRA optimizes the 2.4 GHz band by strategically disabling redundant radios
to reduce interference.

 Just one click to turn on AlI-RRM

« Keep Everything else - RF Profiles or any other existing configs “as-is”

* No separate config page or changes required.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Al-RRM provides the best outcome within given RF Profile
settings

No changes of RF Profile from Al-RRM

APs RRM Config mgmt. Al-RRM Engine * No Changes in the
existing RF Profile

 Al-RRM optimize RF
configuration within the
RF profile policy

* RF Health and
performance evaluation
will happen all the time

 Unlikely scenario, Al-
RRM service failure, RF
optimization will fall
back to traditional RRM

Al-RRM pushes RRM config value

ol I i I LN
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039 42 CiIsco



Al-RRM provides clear reasons of what and why

Meraki Dashboard
Network > Event log > All Al-Enhanced RRM event type

New_Channel
Old_Channel
Band

Radio

Event_Reason

Auto Channel Update « hide

153/20
136/20
5
1

-Interference -82 in new
channel is less than old
channel interference -78

Auto Channel Update « hide

New_Channel
Old_Channel
Band

Radio

Event_Reason

56/20

161/20

5

1

-Duty cycle(rogue traffic
amount) 1% in new channel
is less than old channel duty
cycle 3%

Time (PDT) ¥  Access point

ssiD Client Category  Event type Details
Auto Channel Update « hide
New_Channel 153/20
. Old_Channel 136/20
Jun901:18:22 sfol2-2-ap-27 Ennence R Ay e =
Channel Change  Radio 1
RRM
-Interference -82 in new
Event_Reason channel is less than old
channel interference -78
A Al-Driven
Jun 9 01:18:22 sfol2-4-ap-030 Enhanced Auto Channel Update more »
Channel Change
RRM
Auto Channel Update « hide
New_Channel 56/20
Cld_Channel 161/20
Al- . Band 5
Jun 9 0118:22  sfo12-2-ap-37 Enhanced A} Driven !
Fgies slolas-ap-a/ e Channel Change Radio L

-Duty cycle(rogue traffic
amounti 1% in new channel

Event type include:

All Al-Enhanced RRM | x

old channel duty

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst Center
Assurance > Al Network Analytics
> Building > RRM changes

Event Reasoning
[System Driven Channel Change - Slot 0]
-Channel is changed to [124, 128] from [104, 100].

-Interference -81 in new channel is less than old channel
interference -51.

Radios Expart

43
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Al-RRM vs. RRM networks

Al-RRM uses x1,344 times larger RF statistics data to calculate next best channel

RF config | Base RF Base RF Advanced Architecture | License Tier
model Optimization | Optimization | Optimization

duration

Al-RRM RF Profile  Trend-based 2 Weeks = * Enhanced Busy + RF Health Unified Al- « MR-ADV
20,160 min Hour  RF Dashboard RRM Cloud + Advantage
* Al Channel » Before-After Subscription
Planning analytics
* Flexible Radio * Peer
Assighment Comparison
RRM RF Profile  Snapshot- 15 min * Busy Hour * RF Health Meraki Cloud + MR-ENT
(autoRF) based » Al Channel hosted » Essential
Planning Subscription

* RRM and AlI-RRM uses common RF Profile configuration
« Switching between AlI-RRM and RRM happens seamlessly

« Al-RRM services is available for MR-ENT customers as a trial services

]
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Minimize Channel-Change in Busy Hour

Busy Hour can be either
automatically or manually
configured

« Every Changes are done off hour,
using busy hour data.

Avoid client disconnection or
roaming due to channel change

© 2025 Cisco and/or its affiliates. All rights reserved.

R

Al Busy Hour

BRKEWN-2039

the Busy Hour

NS

Minimize RF changes during RF Changes

using the neighbor
info from busy hour

L L AL
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Al-RRM Before & After - Measurable Al Advantage

Typical Network examples with medium network density - (AP Density of 9)

+22% RF health score improvements

-69% less High Co-Channel Interference

Al-RRM insights 5GHz  Total radios: 38 X

@D A1-RRM impact

RF Score Last enabled May 8, 2025

n Insight: 22% RF Health Score improvement, after AI-RRM was enabled.

—o— Using AI-RRM —e— Using legacy RRM

Poor

May 4 May 5 May 6 May 7 May 8 May 9 May10 May11 May12 May13 May14 May15 M

© 2025 Cisco and/or its affiliates. All rights reserved.

High Co-Channel Interference Lastenabled May 8, 2025

n Insight: 69% less high co-channel interference radios, after AI-RRM was enabled.

—o— Using AI-RRM  —e— Using legacy RRM

30%

15%

0%
May 4 May 5 May 6 May 7 May 8 May9 May10 May 11 May12 Mayl13 May14 May15 M

@ Before AI-RRM gets enabled, using legacy RRM (autoRF)
m After customer enabled Al-RRM

BRKEWN-2039 46 Cisco




Comparison with peer networks that has same AP density
as my network

Typical Network examples with medium network density - (AP Density of 9)

+21% RF health score improvements -63% less High Co-Channel Interference

Al-RRM insights 5GHz  Total radios: 38 %
(D A-RRM impact

High Co-Channel Interference Last 14 days

n Insight: 63% less high co-channel interference radios, compared to your peer networks.

RF Score Last14 days
—o— This network —®— Legacy RRM peers

n Insight: 21% RF Health Score improvement, compared to your peer networks. 40%

—e— This network —e— Legacy RRM peers )
20%
Fair 0%

May 6 May7 May8 May9 May10 May 11 May 12 May 13 May 14 May 15 May 16 May 17 May 18 May 19 N

Poor

May 6 May7 May8 May9 May10 May 11 May 12 May 13 May 14 May 15 May 16 May 17 May 18 May 19 M

@ Before AI-RRM gets enabled, using legacy RRM (autoRF)
% After customer enabled Al-RRM
alvaln
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Demo - RF Optimization




CISCO Live !




AP provisioning steps for replace/upgrade case

Existing AP Refresh workflow

Claim new AP

2. Search claimed AP’s installed network

3.  Manually assign AP to right network

4. Go to old AP detail page, rename previous AP to old_AP Name

5. Search newly added AP, go to new AP detail page, change default AP to planned AP name

6. Add Tags to AP to assign SSID

7. Go to Configure>RF setting, Assign RF profile to newly added AP

8. Remove old AP from the network

9. Unclaim old AP from inventory to not waste cloud license

10. Connect AP to the network, wait for AP to come up online (DHCP, Cloud connectivity, FW updates)

—
—

. Place AP to the floor using AP auto locate and/or third-party tool (e.g. Ekahau, Hamina)

Repeat all steps for each new AP installation - 100s to 1000s times per network
alaln
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New - AP Zero-Touch Refresh

Fully automated, Brownfield AP
migrations H) Eerrows « voe st s o i, s S

5F012

= Spcure Connoct

- Automated Network discovery and . i e e s

Natwork-wide Thera are 10 new APs awalting deployment and thare are 10 axisting APs requiring refrosh.

assignment ——

I Security & S0-WaN

«  Auto Discovery of AP location and = s | AP Auto Deployment
configuration using “any” switch in ) Pribmite S Breehike e )
the network. Cisco Switch (MS or - . )
Cat) or 3 party switch s —

. Switch doesn’t need to be added to L p—
the network to get discovered crmes| PrOVision New APs
o Config P:
. CWo166 ure APs
. Support both Wireless network and Lo | —— D omek
Combined Network o I o S =—o
Cw9166 30:6F :ED:04:00:5E 0% J2-KLEM-3TQY | :; Tagt . “J
New AP takes the identity of the old AP §| o e | =
. . . ot 3C:6F:ED:04:CO:5E BXJ2-KLBM-3TQY [ 1 2 Tags D ~ J
New Bulk AP provisioning CSV and API ( N C—
3C:6F EDIB4:CA:SE SKJ2-KLEM-3TOY |_ (2 7ags 3 - _|
WorkfIOWS aS We" 3C:6F :ED:B4:CA:5E BXJ2-KLEM-3TQY [ (2 e - ]
3C:6F :ED:04:08:5E BXJ2-KLEM-3TOY [ (2 Tags B - ]

Save time and SSS when you upgrade
APs with Cisco !!

]
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Simplified AP Provisioning process

New! AP Refresh workflow

1. Claim new AP

Just confirm the AP config migration with a single click

10.Connect AP to the network, wait for AP to come up online (DHCP, Cloud connectivity, FW updates)
11.Place AP to the floor using AP auto locate and/or third-party tool (e.g. Ekahau, Hamina)

Bulk AP provisioning, 1000s of AP configurations in just single click action.

LN
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2> C 23 nl.lovikaur.dev.ikarem.io/o/xTQoHa/manage/organization/inventory?from=organization+inventory

vilve =)
éc; Meraki

Admin

Demo Networks

Q. Search Dashboard

Network Inventory

james_home_dev_network v vyjew deployed and available devices in your organization. You can claim new devices to
add to the list below. After selecting devices below, you can add them to a new or existing

Network-wide network.
Assurance n The new onboarding experience for cloud-managed Catalyst switches is now available. Easily onboard your Catalyst switches into hybrid or cloud operating mode. Learn more (7
Security & SD-WAN
Monitor Configure
Wireless Overview Settings Jiring refresh.

Summary | New
Orgar“ization
Alerts
Admin Change Log
Login Attempts

Wireless LAN
Controllers

Location Analytics
Configuration Templates
VPN Status

Firmware Upgrades
Summary Report
Temporary Permissions

Cloud Monitoring Info

Dri 5 T, ¢ ;

Integrations | New
AP| & Webhooks
Configuration Sync
Administrators

Camera and Sensor Roles

status v

License Info

Inventory Vv
Manage Tags

Policy Objects
Adaptive Policy
Cloud On-Ramp
Cloud Integrations
Early Access  New
Certificates

NFOs

Tagged ECOs
Training Reset Tool
Enable Splice

VPN Topology
Adaptations

se include all stack members.

View old versi

<+ Claim devices



Demo - AP Zerotouch Refresh




Cisco Al Assistant
- Wireless use-case

CISCO Live !



Cisco Al Assistant

= Al Assistant B O~ X

Which APs has client 06:3b:d5:30:97:6b roamed with in last 1 hour

O Al Assistant 10:44 am

N atIV e G e n AI _ b a S e d A g e ntl C |tr;1 ér};:zﬁi:;l;r,czr;:chi?:t\:mth MAC address 06:3b:d5:30:97:6b has associated with
N etwork Interface e b et

- SSID: blizzard
Understand W|re|ess VV|red WAN and . IP Address: 10.92.97.31
+ 0 ting System: Mac OS X 10.15
Internet networking experience persng YR
. Unfortunately, | was unable to retrieve roaming information for this client due to an
o UﬂderStaﬂd Uﬂlque ﬂetWOI’K COﬂteXtS SUCh as error in the data retrieval process. If you need further assistance or specific details,
Network Telemetry, Configuration, Firmware please etme knowt

. . .. 9
 Answers dynamic network inquiries and v
aﬂSWGI’S You
* Dynamic query parameter derivations and Check If AI-RRM has been enabled
Com pOSIte c Al Assistant 10:58 am
Al-RRM (Artificial Intelligence Radio Resource Management) has not been enabled in
the current network settings.

Documentatlon and Best How to Enable AI-RRM:

To enable AlI-RRM in Cisco Meraki, follow these steps:

Practice Recommendations

«  Acknowledge existing network configuration Wireless
and provide the best practice network [ Ask the Al Assistant a question

coniureten Available TODAY
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Assistant can make mistakes. Verify responses.

Review the Al Assistant features




Cisco Al Assistant Use-cases

Top-down discovery
* Uncertainly to certain

* Proactive Discovery

* Org-wide or Network-wide
inquiries and reply

Monitoring

« Various quires and ad-hoc
questions around all things such
as inventory, device & Network
configuration check, Firmware,
device and client log, events,
statistics and many more!

© 2025 Cisco and/or its affiliates. All rights reserved.

Bottom-up troubleshooting

Notification Driven
Client Troubleshooting

Drill-Down deep into the
RCA

Configuration

Guided workflows by Agentic
Intelligence.

Enable Al-driven multi-step and
multi-system Workflows

All based on Cisco’s validated
designs.

Create a WLAN Network to
RADIUS configurations

BRKEWN-2039

Al Assistant

Q)

How can | help today?

e a suggestion or use the text field to ask a question. | have limitations and won"

always get it right, but your feedback will help me improve

]
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Al Assistant for Networking Architecture
In a nutshell

Cisco
d —— Translation <+«— LLM — Al
Transformer Engine
Al Assistant 4
Interface «  Embeddings Generate g
« Semantic Routing JSON 2
« Context & Parameter >
generation v

« RAG - Intent Library,
Document Library

* In-bound Hallucination
Filter

© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039

Outbound
Hallucination
Filter

—

Al Assistant
Interface

]
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Demo - Cisco Al Assistant
Wireless use-case




Conclusion
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Conclusion: Al Wireless designed to offer productivity
operation efficiency

e Q tnowe Sumanse © 00 R H
RF Score  Last enabled Jun 13, 2024 = Al Assistant E Oy X
—e- Using AI-RRM  —#- Using legacy RRM

Which APs has client 06:3b:d5:30:97:6b roamed with in last 1 hour

AN\

O Al Assistant 10:44 am

In the last hour, the client with MAC address 06:3b:d5:30:97:6b has associated with
the following access point:

« Access Point Name: sfo12-2-ap-23
« Access Point MAC: 8c:88:81:fa:24:f0
« SSID: blizzard

« IP Address: 10.92.97.31

« Operating System: Mac OS X 10.15

Channel Changes  Last enabled Jun 13, 2024
e~ Using AI-RRM ~e- Using legacy RRM

: A A An
A | {\ A

Visible impact of Before & After AI-RRM

Unfortunately, | was unable to retrieve roaming information for this client due to an
error in the data retrieval process. If you need further assistance or specific details,
please let me know!

O 0 g

Al-RRM Intelligent Captures Al Assistant

+ Using Al to tune and select channels
best suited for your network « Complex troubleshooting made « Conversational Interface.

* Learning your network usage patterns simple . Multi-domain Cisco Al
to auto determine busy hours

« Save expensive issue recreation Assistant

« Optimizing to enhance client

. cycles
experience

]
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

2o
0Q

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

N
Complete your surveys
in the Cisco Live
mobile app.
Y,

© 2025 Cisco and/or its affiliates. All rights reserved.
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Q> | want to learn more. Where to go next?

[ FULL CONFERENCE ][ IT LEADERSHIP l

BRKEWN-3007 Demystifying the Role of Al in Your Cisco Wireless Deployments - BRKEWN-3007
AI_RRM Under the hOOd Vishal Desai, Principal Wireless Architect, Cisco

TeChnlcaI Al Deep_dlve Monday, Jun 9 | 2:30 PM - 3:30 PM PDT | SDCC - Upper Level, Room 6B

v

[ FULL CONFERENCE ][ IT LEADERSHIP ]

] BRKXAR-_ZOZS AgenticOps in Motion: Al Agents Powering a Unified Cisco Experience - BRKXAR-
Cisco Al Assistant | 2028

Technical Deep dive Richard Jang, Cisco - Distinguished Speaker

Tuesday, Jun 10 | 2:00 PM - 3:30 PM PDT | SDCC - Mezzanine Level, Room 14A

v

l FULL CONFERENCE | [ IT LEADERSHIP ]

BRKEWN-2399
Meraki Troubleshooting
Deep dive from Practitioner Jakub Talalaj, Customer Escalations Engineering Technical Leader, Cisco

m Thursday, Jun 12 | 10:30 AM - 11:30 AM PDT | SDCC - Upper Level, Room 6B

A4

Meraki Wireless from a Troubleshooter Perspective - BRKEWN-2399

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKEWN-2039 63 CIsco



Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(1

Book your one-on-one
Meet the Engineer
meeting

N
[%:] C’l'D
0000 V1Y
MMM
Attend the interactive Visit the On-Demand
education with DevNet, Library for more
Capture the Flag, and sessions at
Walk-in Labs www.Ciscol.ive.com/
on-demand
J
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http://www.ciscolive.com/on-demand

Thank you C1SCO Live !
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