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Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session

How

G Find this session in the Cisco Live Mobile App
o Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

Q Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until June 13, 2025.
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Key Abbreviations

B2B Business to Business

BBR . :
propagation Time
CPE Customer Premise Equipment
CSR Cell Site Router
D2D Direct to Device
EVC Ethernet Virtual Circuit
GEO Geostationary Earth Orbit
loT Internet of Things
LEO Low Earth Orbit
MEF Metro Ethernet Forum
MEO Medium Earth Orbit
MNO Mobile Network Operator
MVNO Mobile Virtual Network Operator
NR New Radio (5G)

Bottleneck bandwidth and Routing-trip

NTN
NWPI
OMP
O-ISL
PCA

PCA-UE

PE

POP

RAN
SD-WAN
SNO
TAM
TLOC

TN

UMTS

Non-Terrestrial Network

Network Wide Path Insight

Overlay Management Protocol

Optical Inter-satellite Link

Provider Connectivity Assurance
Provider Connectivity Assurance User
Experience

Provider Edge

Point of Presence

Radio Access Network

Software Defined Wide Area Network
Satellite Network Operator

Total Addressable Market

Transport Locator

Terrestrial Network

Underlay Measurement and Tracing Service
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Introduction to Starlink




SpaceX was founded in 2003
with the mission to make humanity multiplanetary.

» Leveraging our experience building rockets and spacecraft to deploy
the world’s most advanced broadband internet system from space

S T A R L I N K - Deep experience with both spacecraft and on-orbit operations and
the only provider with an orbital-class reusable rocket

ENGINEERED BY SPACEX
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2010 2015 2018 2019 2019 2020 2021 2024
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Starlink is the world's first satellite constellation operating close to earth to deliver high-sp‘ged, low

ot latency internet capable of supporting streaming, online classes, video calls, and more.
MILLISECONDS 0.0 ' \
STARLINK ROUNDTRIPS 0
GEO SAT ROUNDTRIPS 0 ‘ :

Starlink satellites are 65x closer to Earth than
traditional GEO satellite Internet providers

STARLINK ' GEO SAT




CONSTELLATION CAPACITY

> 4,000,000 GBPS %

STARLINK TODAY

‘7 7,500+ SM 135 .
SATELLITES USERS MARKETS B C'000cBrs
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Primary Path
‘ Failure
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PoP Redundancy

. Starlink PoP Locations
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STARLINK OFFERS
UNPARALLELED REDUNDANCY

“225 major Internet disruptions were
observed globally in 2024, ... cable cuts and

power outages were also leading causes.”
-Cloudflare

Immediate fail-over state

When lost connectivity could equal millions in lost revenue,
Starlink ensures instantaneous rerouting to another PoP
site to avoid service outages.

Redundant, geographically diverse coverage
Starlink provides connectivity in over 135 countries and our
coverage is rapidly expanding.

1 6 + Points of Presence 43 Points of Presence

1 40 + Gateways Sites 3 1 0 + Gateways Sites
online in North America online globally

BRKMSI-1000 10 Cisco



STARLINK NETWORK EXPANSION izpseetes sonit iy ey

* Continuously improving architecture and satellite
manufacturing scale enables higher capacity

* Anti-reflective coating protects view of the night sky once
in orbit

* Satellites deorbit at end of life, leaving no space junk
behind

* Starship will soon launch our V3 Satellites, adding 60Tbps
of capacity to the network per launch (More than 10x the
mass to LEO orbit)

70+ 5+ 90,000+

SATELLITES YEARS STARLINK KITS
added weekly satellite service lifetime Manufactured weekly

]
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STARLINK KITS

CONNECTING TO THE CONSTELLATION

MINI STANDARD PERFORMANCE

GIGABIT SPEEDS AVAILABLE IN 2026

400+ 40+ 20-100 99.9%

MBPS DOWN MBPS UP MS LATENCY Availability SLA
varies by plan, location, varies by plan, location, users far from ground auto-credits users
and operating and operating stations may experience 20% of service cost if

conditions conditions higher latency failed

alnitn
© 2025 Cisco and/or its affiliates. All rights reserved. BRKMSI-1000 12 CIsco



STARLINK NETWORK ARCHITECTURE & SERVICE

STARLINK
CONSTELLATION
L3 Service:
* Public Dynamic IPv4 Addressing
» IPv6 Addressing with Prefix Delegation ™

» 24/7 Priority Technical Support 100 Gbps+

- )\ + Enterprise Portal to manage Starlink Terminals and Optical Intersatellite
- e -,'_ - monitor network performance Links (ISLs)
’v:_l’:‘.‘“;» ':‘\;\*P -

P = Ka Band Ku Band
— 3 T
- 10 Gbps+ 10 Gbps+ 400 Mbps+ 40 Mbps+
17.8 - 19.3 GHz 27.5 - 30.0 GHz 10.7-12.7 GHz 14.0 - 14.5GHz
Downlink Uplink Downlink Uplink
Datacenter Fiber
o Cross Connects
—_ < >
0 oo
oo
Redundant
I . . .
pstream Iniermet Internet Point of Starlink Gateway Customer Site
Presence (PoP) Site Starlink User
Terminal

AES Encryption end-to-end



STARLINK NETWORK ARCHITECTURE & SERVICE

STARLINK
CONSTELLATION
L3 Service:
* Public Dynamic IPv4 Addressing
» IPv6 Addressing with Prefix Delegation el AN

» 24/7 Priority Technical Support 100 Gbps+

wors ] ) » Enterprise Portal to manage Starlink Terminals and Optical Intersatellite
- ) e monitor network performance Links (ISLs)
= e L2VPN Service:
i e g \ * Layer 2 extension with Q-in-Q Supported
e - ‘ * VLANSs and IPs defined by Customer

Private peering between Starlink and Customer

-
5 i «  DSCP Quality of Service (QoS) Honoring Ka Band Ku Band
§ o | * 1600 Byte MTU
- - A 10 Gbps+ 10 Gbps+ 400 Mbps+ 40 Mbps+
17.8 - 19.3 GHz 27.5 - 30.0 GHz 10.7-12.7 GHz 14.0 - 14.5GHz
Downlink Uplink Downlink Uplink

@ Private Network
I Interconnect (PNI)
—

A

Fiber @ Q

Internet Point of Starlink Gateway Customer Site
Presence (PoP) Site Starlink User

Customer Network

AES Encryption end-to-end Terminal
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Improved Throughput
STARLINK AND CISCO

BETTER TOGETHER Improved Security

End-to-End Observability




Cisco Starlink Validated
Solution




Convergence of Terrestrial and Non-Terrestrial Networks

O-ISL
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%:
QO

____________________________________

@ :@:

O,z

R Space orbital or A _
PO, multi-orbital AN Ground Station Metro Satelite POP Fab Cloud Operator

e i i atellite abric
R Network I N GWsite .. Transport A AN |
/ | D b | Metro . '
((( ))) () : o P [==] [=—] Nexus 9000 | | 8000  Transport | ¥
K : @ I___%QQQ___IE E i i e e ] [ |—_|E ] C/\D i
[—] I/ i J: ——] ii i i i C%\D a Peering } "Peering i E E i
: NCS 540 Satellite | : Soosoeeo- o vt O i SP 5GC Services | |
Cell St a000 Terminal | GroundSt@ton  GWRouter L | L.5GC____SDN_ OtherApps _ 4 \ S

— / Inter-connecting ‘r NNI Han MNO Network 4

'EEEE : (((J),)) GW sites & : :

RN ! POPS i SN, &

i = | = :

ABNN . T -
PEIOCI? NCS5401 Satellite | : A i
Enterprise 5000 ! Terminal X _ X ! it iml) :
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Service Lifecycle Orchestration Automation, Assurance

]
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Cisco Non-Terrestrial Networking Solutions

Private-5G SD-WAN Managed Services
* Remote site connectivity Service * Service on demand
*  Mobility

Providers

Direct-to-Device / NTN-IOT

« Smartphone services
 Connected Car

Carrier Ethernet Services
+ High Scale and mature feature sets
e MEF 3.0 Certified Platform

LEO Satellite
Service

Mobility Roaming Partnership Provider

* Broad coverage
* Global roaming

Terrestrial Infra services

* Metro Fabric Architecture

« 8000 or Nexus Based DC Fabric
*  Mature Peering solution

Security Service

+  Post Quantum Security Providers
*  Trusted Routing Products with

Mobile Backhaul

e Cell Site Router with dense

1/10G interface support
) 'g;ucsjrﬁréc:;r ' Policy-Based Routing
. «  Time Synchronization
+ Secure OS and Service Assurance
* DDoS protection «  Performance visibility across domains with
ThousandEyes

*  SLA measurement with PCA
* Improve User Experience with PCA-UE

]
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Enterprise VPN &
Telecom Backhaul

with Provider Connectivity
Assurance (PCA)




MEF Layer 2 EVC Service over NTN

@ 5G Core
é% O-CU,
UDM, PCF
?f ?f AMF, UPF
GO SO = EE
MNO
’ \: Edge IIQouter X
I ((09)) I : v
@ \ C————
: ——E=—} , Satellite SNO ; Enterprise
i ; ! CSR/  Satellite Edge Router 5 i
 pablcor | opE Temina Gateway AN i
' Private | L : : A
| | | S =T etmrd
! = E i Enterprise PE
E L ! i Carrier Ethernet Service (L2 EVC) |
Pl _em = ;
._ Enterprise | < >
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Cisco Starlink Lab Topology

O

@) EQUINIX
SRv6/EVPN STARLINK c
Overlay
& & G Ced
V% SN ®/> ’ v
SRS U PCA PCA PCA
Assurance ' N Sensor Controller Orchestrator
Sensor SFP / \
- / \
F 7 \
e — F% h % PCA
/ Sensor NID
- E .
I e e
- P SensorNID 7 EVC1: V200 =g Switch Fabric. = —
§ - r-% _ »} EVC2:v201 :
NCS 540-2 MEF L2 EVCs
(Fremont) Resiliency & Redundancy
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Assurance
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i

NCS 540-3
(Head Office)
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Cisco Starlink Lab Topology

O

SRv6/EVPN STARLINK
Overlay
9/\ - (>
TR
Assurance
Sensor SFP / \

7 \
o 2

(Ipitas) Sensor NID P 4 gvC2:V201

1 = - _ F_%, _ 'h EVC1: V200
NCS 540-2 MEF L2 EVCs
(Fremont) Resiliency & Redundancy

&

\
:. —— r% h— EVC1:v100 \ N
/
- Eveo.
NCS 540-1 CA ; C2: v1g, S )
!;// Switch Fabric .~ -

#

i

PCA
Sensor

EQUINIX

dgo ~~

PCA PCA
Controller Orchestrator

PCA
Sensor NID

N —

»

<«

Demarcation
Point

Starlink Network Insight and Assurance

Demarcation
Point

Assurance
Sensor SFP
&

i

NCS 540-3
(Head Office)

A

End to End Customer Service Insight and Assurance
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Cisco Starlink LAB

Satellite Networ

Insight

© 2025 Cisco and/or its affiliates. All rights reserved.

Geo Summary

O, Search, e.g. LA, LANYC 1 e
jeisco
e DELAY VARIATION (|
DMM RT AVG
50.5 ms
Ie\ nel_evc2 A
us_dcl
+
I" 512ms Nua
aline2_evc! VIew
I 483 ms
us_de1
Sunnyvale
Santa Clara
Cupertino
Campbell
Saratoga
Mor
Alerts over time
ALERTS RAISED
ALERT POLICY e 1l Alorts raised 378
Packet Drops 283
Delay Variation > 100ms 93
Latency Over 200ms 2
Jitter in Link
99.981 ms
90,000 I Delay vanation (max)

nn IDdayvnmum (avg)
0,000 A

Io-uy variation (min)
3 A

BRKMSI-1000

Mount Allison

Delay variation (max) 0111

5632 n

4.45

Packet Drops Jitter
Packet loss % Delay variation (max)
AVG DS DUR RT
Within SLA l <=50 (ms)
250% 43.22 %
Warning ' >50 (ms)
Caliveras Water! 250% 56.67%
Critical >=100 (ms)
00% 0.1059%
Burst Loss Link Delay
Lost burst (max) Delay (max)
MAX RT DURRT
R:v ' <=10 (number) l <=100 (ms)
00% 85.43 %
' >10 (number) l >=150 (ms)
00% 0.4767 %
>=100 (numbe >=200 (ms)
n 0.1059%
4 100%
Max Throughput over time
'Bytuum 17.9Mb IBytoem:o&vod 17.7Mt
17.9 Mb
120
9.3
) ( 3 1 ) a
Link Delay
S me I Delay (min) 1.0
200 AN N
Irmy (max) 752
vol . Delay (avg) 228
n‘l I{\LL‘, A lu WY T Jl | I ‘
A TA R RAAAAMA Rt L Al M-S AR AR
‘h V Y‘}N VAN ,'N"./"*“ VW ”'l yk;l,\ul‘u\ '*.’ﬁn'\ ! '(,'W\;\vf,\ Ty Ai/
L A I TR T T ——————————
0 08:00 )9:00 10:00 11:0 12:0 '\,“,, 14:00 | y
ol I i I [
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Geo View Summary of KPI Variations
C|SCO Sta rl | n k LAB O, Search, e.g. LA, LAINYC £ e Packet loss % Delay (min) Delay (max) Obstruction %
. DELAY VARIATION ( 5 50.1 ms 0.456 ps 0954% 144ms 756ms 0%
56.7 ms
Link with Packet Drops Jitter
eine!_ave2 oL Packet loss % Delay variation (max)
I;» do1 51.2ms DUR SD DUR RT
! <=1(% <=50 (ms)
479 ms 3 60,09 % 47.81%
>1(% >50 (ms)
oiine2_ovct 35.96 % 51.32%

I,a,d:t 450w >3 (% >=100 (ms)
3.947% 0.8772%
>=5 (%
0%

Throughput Latency
+ % Bytes sent Delay (max)
San José Mineta ] DUR'S0 ouReY
International Airport <1(Mb) <=100 (ms)
l 0% ' 89.91%
l <=10 (Mb) >100 (ms)

ta Clara University 50% 8.333%
—-— —_— <=50 (Mb) ' >=200 (ms)
50% 0.8772%
>50 (Mb) >=300 (ms)
S n I n 7 0% 0.8772%

Alerts
< {
TEAMINAL 1D LINK NAME ALERT POLICY ALERTS RAISED coLo.pc v PACKETLOSEZ|  DELAY (MIN) DELAY (MAX)  DELAY (AVG) DELAY VARIATION (A LOST BURST (
4 SOUF SO DMM RT AVG DMM RT AVG V(C DM AVG ALL RT
terminal_1wxt sjc1_primary Packet Drops 8 sjc_fremont terminal_2wxt  eline2_evc2 california 601 202 1.84% 146ms 756 ms 230 ms 479ms a
terminal wxt  sjc1_backup Packet Drops 3 sjc_tremont torminal_2wxt  eline2 evcl  california 601 201 1.81% 145 ms 703 ms 213ms 445 ms 10
torminal 2wxt  sic2_backup Packet Drops 3 sic_milpitas terminal_twxt  elinel_evc1 california 601 101 0.108% 144 ms 820 ms 249 ms 56.7 ms 6
torminal_twxt  sjc1_primary Latency Over 200ms 2 sic_milpitas torminal_1wxt  olinel_evc2 california 801 102 0.064 % 142ms 744 ms 21.8ms 51.2ms 7
terminal_1vxt sic1_primary Delay Variation > 100ms 2
Obstruction % Signal Quality Satellite Terminal Data
RbshrioticaherosTi: slguisiQually . : GESTRUCTIONPERCENTTIM  SIGNALQUALITY DOWNLINKTHROUGHPUT ~ UPLINKTHROUGHPUT
DUR RT DUR AT ARC 7
<=5 (% Poor
100% 0% sjc_fremont terminal 2wxt 0% 0.998 187.3Kbps 149.21 Kbps
>5(% Good sic_mipitas terminal_ twit 0% 1 3327 Kbps 280.04 Kbps
0% 100%
>=10 (%
0%

ol I Il I L]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKMSI-1000 24 CIsco



Cisco Starlink LAB

Correlation
Analysis on
Patterns, Trends,
Location data

© 2025 Cisco and/or its affiliates. All rights reserved.

Topology Packetloss % Color option
Element Avg Diff Vol
cisco_gt2 1.681% 0% 2

——
vi202 1.66% 0% 1
california 601 0.826% 0% 4
——
ciscof100 0.826% 0% 4
cisco_gt! 0.042% 0% 2
vi102 0.052% 0% 1
terminal_2wxt 1.61% 1% 2
——
station_a 0.826% -1% 4
vi201 1.56% -1% 1
—
terminal _wxt 0.042% 1% 2

viTo1 0.033% -1%

Distribution Packet loss %

bandwidth
1g
colo_dc

california 601 A0

customer * missing

customer a

datacenter
us_dcl

equipment_owner

Packet loss % clusters

@ AVG < 0.826% AVG < 161%
vI202
cisco_gt2
sjc_fremont el
vi102
sjc_milpitas
cisco_gt!
vii01
Session

gt2_vlan202_sim-G442-6442-1-2-5LM
gt2_vlan201_sim-G442-6442-1-1-SLM
gt1_vlan102_sim-G442-6391-1-2-SLM
gt1_vlan101_sim-G442-6391-1-1-5LM

BRKMSI-1000

166%

5]
™

1.66%

\i

=

terminal_2wxt

station_a
terminal_Twxt
branch_name vlan
sjc_fremont - 202
sjc_milpitas ~ 201
102
101

california 601

ciscof100

Y Include . Exclude ()Grapn correlation {3

terminal_id

terminal_2wxt

terminal Twxt

eline_
elii
el
elii

elil

25

IR

Packet loss %

Table  Showing top 4 sessions

1Categories

Packet loss %

=TT

gt2_vlan201_sim-G442-6442-
1-1-SLM

gt1_vlan102_sim-G442-6391-1-
2-SLM

gt1_vlan101_sIm-G442-6391-1-
1-SLM

Trends

Packet loss %

0.868%

Trend clusters

1.56%

0.052%

0.033%

Global line @

Packet loss %

Cisco



Cisco NCS 540 and 8000 Series Platforms

Infrastructure Security

-

»

N

&)

.

&l
@
7

@

Immutable Hardware Root of
Trust

Secured boot anchored in
Hardware

Session Key Service for
Quantum-resistant Security

Edge Protection: fastest attack
detection & Mitigation

Unique Operation Security
features

Platform Advantages

/

© 2025 Cisco and/or its affiliates. All rights reserved.

2

MEF 3.0 Certified

Varied connectivity options for
terrestrial and non-terrestrial
convergence:
1G/10G/25G/50G/100G/200G/
400G

Rich Carrier Grade Features
including SRv6/EVPN and
Timing Sync and Secure ZTP

Carrier Grade Scale

Integrated Insight

-

BRKMSI-1000

.

DEIj,

[

S

SR-PM and SR-IPM

Network End-point liveness
monitoring

Integrated Packet loss, latency
and jitter measurement reduced
number of monitoring protocols

Intelligent Packet Routing and
traffic load-balancing

]
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Agile Services Networking

Cisco’s vision and strategy

NI
CIsco

A network architecture for Al connectivity that enables service providers to monetize
the delivery of assured services and networking

< Al-powered automation and assurance >
Edge Functions Q
O Busi . éf - Edge
usiness services S 0 - S
e e— A%
NTN I\ Public cloud \ Internet _
L . ol o Public cloud
Distributed peering (« ,ﬁ ) r \ ] ﬁ T
Subscriber services Mobility T i I s
o™ [ o \ o ] o T 4L Internet
O 56 services Edge inference L '..-° J Data center J
Residential / o C/\j =]
. . ‘—j ;' Data center
Security services = o =
Enterprise
« Routed optical networking >
Better performance ’ ‘ Simplified networking ’ ‘ Efficient transport ’ ‘ Increased resilience
]
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Cisco SD-WAN with
Starlink Broadband Internet




SD-WAN Test Scenarios

SD_WAN SD-WAN Fabric

Fabric

ernet
== \

i Active i Standby Active . Active i B ﬂctive i

bre ¥ ¥ A “Rotive

4, "4, R "4,

Solo NTN Link Backup to terrestrial Bandwidth augmentation Multiple NTN Links

SD-WAN
Fabric

© 2025 Cisco and/or its affiliates. All rights reserved. BRKMSI-1000 29
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Improving Application Experience

Problem

1. LEO satellite networks can experience higher
latency and packet loss than traditional
networks due to factors like atmospheric
interference, satellite handoffs, and network
congestion

2. Satellite communication report average packet
loss of 1-2%, with occasional spikes up to 4%
or more

3. TCP's reliability mechanisms are designed to
handle some degree of packet loss, but even
1% packet loss can significantly degrade
application performance (70.7% decrease
observed)

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKMSI-1000

App-QoE Solutions

Application-Aware routing can re-route traffic to
terrestrial links (when available) in when packet
loss over satellite exceeds a particular threshold
of loss or latency

Packet Duplication policies that replicate traffic
flows over multiple links to reduce the impact of
loss on a single link

Forward Error Correction policies that reconstruct
lost packets

TCP optimization policies that proxy local TCP
connections and multiplex over optimized (BBR2)
connections between WAN edge routers

Compression policies such as DRE/LZ which
reduce the amount of traffic sent over the WAN

]
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Performance Results

Test Name Single iPerf Flow Multiple iPerf Flow

TCP Baseline 30-50 Mb/s Download 50-57 Mb/s download
5-7 Mb/s upload 9-12 Mb/s upload

Packet Duplication 50-60 Mb/s Download 60-80 Mb/s Download
5-7 Mbps upload 9-11 Mb/s upload

Forward Error Correction (FEC) 50-80 Mb/s Download 120-140 Mb/s Download
5-7 Mb/s upload 10-12 Mb/s upload

TCP Optimization 150-200 Mb/s Download 220-255 Mb/s Download
5-7 Mb/s upload 15-18 Mb/s upload

FTP Baseline 4.33Gb file in 4min 10 Sec (8.5Mbps)

FTP DRE/LZ + TCPopt 4.33Gb file in Tmin 26 Sec (50Mbps)

]
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Overlay Visibility with
ThousandEyes




SD-WAN visibility needs; beyond the overlay

Internet

Public Cloud

©)

Google Cloud Platform
Microsoft
/ Azure aWS
N’

SaaS Apps —

| Pay
] Office 365

salesforce

Monitor SD-WAN
tunnel endpoint

Monitor Branch to
Cloud & SaaS apps

Private MPLS

Monitor Branch
to Internal Apps

=]

Enterprise
Enterprise Cloud Data Center
Agent Agent

]
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Internet Outages Overview

Powered by ThousandEyes Internet Insight

= Cisco SD-WAN Internet Outages

Internet Outages Overview 3

Outage Bvents ] - IR el Y (R
35 23

NTT America, Inc.
1 hour ago, affecting 1location

Shaw Communical tions Inc. =
1 hour ago, affecting 1location "°\I
Near Atlanta, Georgia,

Microsoft Corporation
1 hour ago, affecting 1 location

NTT America, Inc.
2 hours ago, affecting 1location

Rackspace Hosting

3 hours ago, affecting 1 location TATA COMMUNICATIONS (AMERICA) INC
b h 4 Affected IP Addresses

LIQUID-AS

3 hours ago, affecting 1location

Microsoft Corporation
4 hours ago, affecting 1 location

1-70f 35 >

4 Thousand

T [ il ™ ‘ IH
03:00 08:00

[l Affected IP Addresses

@ e
(2]
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Leverage insights on Internet outages to

manage user’s digital experience

Detect ISP outages across the Internet

5 Discover the number of impacted

locations and IP addresses

3 Gain insights into historical trends in

Internet outages

4  Preliminary insights with SD-WAN

Manager; ThousandEyes Internet
Insights* for real-time insights into SaaS
apps & networks

]
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Predictive Path Recommendations

A Closed Loop Automation

 Predictive Path Recommendations (Powered by Thousand
Eyes WAN Insights) generates predictive insights of
recommended paths for application by leveraging telemetry
from SD-WAN network.

« User can simply click on apply recommendation on SD-WAN
Analytics and it triggers closed loop automation on SD-
WAN Manager to update the centralized policy to use the
recommended path for the specific application.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKMSI-1000

C

Cisco Predictive Network

( ThousandEyes >
4 @} )
WAN Insights
| Validate
e
| Modeing
o |ngestdata ............
e — .

Catalyst SD-WAN

SD-WAN Manager

Automate

SD-WAN Analytics

Telemetry

35
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Underlay Measurement and Tracing Service (UMTS)

(OoE Score
Benefits v

Gain visibility into the exact underlay path

against SD-WAN tunnel .
. . . IP address .39.133.
(including hop-by-hop metrics) e
Location bangalore, ind
Latitude 12.97

Site:101 Site:103

Longitude 77.59
H Ig hllghts Packet Loss (%)
Min: 10.00 Max: 15.00 Avg: 13.33

Latency (ms)

« Zoom into the specific time period
showcasing drop in application

. B ite:104
health (QoE) trend line Site:102 Site:10
* View the hop-by-hop underlay path :default 1.39.133.10
along with loss and latency metrics
at every hop ‘ ® 1.1.1.101:default:1.1.1.104:biziipsec @ 1.1.1.101:default:1.1.1.102:default:ipsec @ 1.1.1.10T:default:1.1.1.103:biz:ipsec

* View associated loss, latency
besides underlay path

Packet Loss (%) Latency (ms)

S~

11.00 12:00 3:00 14:00 11:.00 12:00 300 14:00

]
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Network Wide Path Insight (NWPI)

NWPI Metadata
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Original Packet
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NWPI provides network wide insights such as packet

trace with network path info, path performance
metrics and helps to validate policy design.

* Identifies application performance issues:
* Flow Asymmetry
» Bi-directional TLOC color Inconsistence
* QoS congestion,
* Local or WAN Interface drops
» SLA violation
« Path Change
* Flow Reset

« DPI packet classification status (First Packet Match failure etc.)

* Provides complete insight summary

« Path insight - path selected and what features/policies have

determined that routing decision.

« Application Performance Insight = SLA violations

« QoS Insight - congestion Alarms

« Auto-on task can be configured to trigger the trace automatically.

BRKMSI-1000
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Summary




Cisco validated design with Starlink
provides ready to deploy solution

O O
SRI
Improves User Experience
and service throughput

-

J

Jo. o(

OnO

YAC

Simplifies Deployment with
network insights

\ J

Reduces Risk with
enhanced security

© 2025 Cisco and/or its affiliates. All rights reserved.
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Further reading and Learning Map

Cisco Non-Terrestrial Networking
www.cisco.com/go/NTN

Jun 10t | 1:00 pm

BRKSEC-2173
Starlink Security Advanced

Jun 10t | 2:00 pm

BRKNWT-2505

Practical LEOsat Deployments - Technology
Use Cases and Outcomes

Jun 10t | 4:00 pm

BRKENS-2611

Deploying Catalyst and Meraki to Support Any
User At Any Location

© 2025 Cisco and/or its affiliates. All rights reserved.

Jun 12t ] 1:00 pm

BRKSPG-2046

Unifying On-The-Move Wireless Networks
Across 5G, Wi-Fi, and Satellite for Emergency
Services using SRv6

40
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Complete Your Session Evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

2o
0Q

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

N
Complete your surveys
in the Cisco Live
mobile app.
Y,

© 2025 Cisco and/or its affiliates. All rights reserved.
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(1

Book your one-on-one
Meet the Engineer
meeting

N
[%:] C’l'D
0000 V1Y
MMM
Attend the interactive Visit the On-Demand
education with DevNet, Library for more
Capture the Flag, and sessions at
Walk-in Labs www.Ciscol.ive.com/
on-demand
J

© 2025 Cisco and/or its affiliates. All rights reservi
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Thank you C1SCO Live !
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