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Intro
Automation in action - prepare the Demo
Services as Code and Automation

Break

vV Vv Vv Vv VvV

Network as Code domain automation

Session Flow

» Network as Code for ACI
» Network as Code for SDWAN
» Network as Code for Catalyst Center (SDA) with ISE

» Next steps in automation

» Summary with Q&A

.Apply and automat ‘ Break

.Destroy 'Talk Al
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Short Hint:
“My English might be bad but
although sexy”

Source: Henning Bornemann -
“Thank you for Deutsche Bahn”

© 2025 Cisco and/or its affiliates. All rights reserved. ... BRKOPS-2142 5  CIsco



Welcome to Cisco Live! Is this
vour first time to Cisco Live San
Diego?

® The Slido app must be installed on every computer you’re presenting

from slido


https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design

| am ...

",

\ ﬁ\ And you ?

...a hetwork admin



Who is Markus Harbeck?

Personal

= Location: Eschborn, Germany (near Frankfurt) living in Bavaria

= Interests: My family, my two kids, my dog, horseback riding, motor cycling, hiking,
flying drones for fawn rescuing

My Background
CLI Junkie since 1996 for all Routing and Switching
= Joined Cisco October 2010

X,EP'A} C' ) {c CDE) = Before: 12 years, operations, engineering, application engineering
= Orchestration and Cross Domain
CCIE #8087 CCDE #20130015 = Analytics, assurance, automation and migration projects

- first guy who compared horses and (SDN) intend

O S Yl My kids view on cross
-‘:;__E‘ NI -~ domain network design

Copyright by Hanna

© 2025 Cisco and/or its affiliates. All rights reserved. 8 CiIsco



You can do everything yourself with infinite time and money

Unique design

Long build time

Questionable outcome

Extensive skillset

Service as Code to let you

r A focus
No warranty

No anticipated costs

Focus on build

]
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What are your top challenges?

11

My network as designed
doesn't match reality and all
networks look different

11

I'm questioning network and
security compliance

© 2025 Cisco and/or its affiliates. All rights reserved.

11

Network changes consume
too many resources with too
many errors take too long

11

I'm challenged to apply
automation

BRKOPS-2142

11

| spend more of my time
reacting to network needs

11

Skill shortages and low
iInnovation

10
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Network operations challenges

Lack of
version control

Difficult to track changes
Potential configuration
drifts

Inconsistency

Hard to audit and roll
back

Difficult troubleshooting

Lack of
automation

« Each deployment or
provisioning becomes a
unigue manual process

« Automation is complex

« Each deployment or
provisioning becomes a
unique manual process

Y

Lack of pre-production
testing and validation

« changes made to the
infrastructure and
services are not
thoroughly tested before
being deployed in a
production

« High risk off issues

« Unexpected downtimes

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKOPS-2142
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LAB Time = Yes let's start with a demo
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BLN14-Ubuntu-DC1
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22.2.253.

VRF PROD_2:prod
BLN14-Ubuntu-
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Demo Logical view
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LAB / Demo Architecture view

( Plan / Design )

( Data Model )

A 4

C Test and Validation Input )

e e
> Network as Code )
e C Automation >
4 N N
I/lﬂ ?%i =l
Identity Services Engine Catalyst Center Catalyst SD-WAN Manager APIC
;C SDA [/ Campus )—/ ) SD-WAN - ACI Data Center
\

© 2025 Cisco and/or its affiliates. All rights reserved.
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Automation “apply”
- End to end

Demo
The Demo environment - empty?



Expected Outcome - stay tuned we get there

( Network as Code )

/ C Automation

\/
)

3 2 1

a ¥ I=)

I

Identity Services Engine Catalyst Center Catalyst SD-WAN Manager APIC
F{ SDA [/ Campus }—/ | SD-WAN -~ ACI Data Center
. |IP connectivit —
22.2.162.xx 22.2.162.xx | Yy -
Ubuntu-Branch 1 Ubuntu-Branch 2 e . 22.2.253.3 22.2.253.4
VRF PROD_1:prod VRF PROD_2:prod

BLN14-Ubuntu-DC1 BLN14-Ubuntu-DC3

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142 16




What is

Services as Code? (SaC)
Network as Code

an introduction

CISCO Live !



...as Code what?

Service as Code

&
7

The services around Network as
Code
Asses, Plan, Design, Integrate,
Document, guide and support

© 2025 Cisco and/or its affiliates. All rights reserved.

Automation

Life cycle

BRKOPS-2142

Network as Code

Based on Infrastructure as Code -
enhanced by Cisco to simplify
automation

18
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Full digitization cycle

= Implementation & Change

Code Repo | Pre-Checks | CI/CD

Validation / Test <=

Cisco Customer Experience ,
-0 Qoo Documentation
\ < Data Model - Per architecture best practices >
h\ P Al

-;;- Ope'rations

N
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142 19 CIsco



”Increase Efficiency with Service as Code for scalable, repeatable infrastructure automation.”

Any idea ? Stay tuned - but its very Manua -

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142 20 CIsco




Technical phases

Plan and Design Implement Test Production
Use Blueprint Change in Changes
Declare requirements Production Run Post checks

Translate into Data
Merge Test Branch into
Main and configure the
production network

©

Branch and Test Run Post Inform admin

with pre Checks Validation Send information e.g. to

Validate applications and Webex Teams
actual state of the
network

Test the Configuration in a
test branch, validate and
ensure quality and function

]
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Our service journey

Assessment
Q Infra of customer state to implement as Code capabilities

Infra
Existing DevOPS vs Cisco supported Framework definition

Integration
D Integration Into IPAM, ITSM, existing DevOPS tools
D Implement
Implement Build Main and Test branches (CICD)

Test, Validate and Governance
Build Test and Validation setup for pre change and

implementation phase

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142 22 CIsco
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NetOps Tools "
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DevOps tools periodic table

Aja

Atlassian Jira
Align

TP

Targetprocess

12

Broadcom
Rally

24

Microsoft
Teams

Atlassian
Confluence

So

New Relic Stack Overflow

74 s s|78

Elastic ELK r OpenStack Mattermost

Enterprise Free Freemium Open-source

..Simpler ?

© 2025 Cisco and/or its affiliates. All rights reserved.

. AiOps/Analytics . Continuous Integration

. Artifact/Package Management . Database Management

. Deployment
. Enterprise Agile Planning . Testing

Issue Tracking/ITSM . Value Stream Management

. Release Management

Cloud
Formation

Hc

HashiCorp
Consul

. Source Control Management

HashiCorp
Packer

m

Ct

Compuware
Topaz

Rho

Red Hat
OpenShift

46

Ak

Amazon EKS
Enterprise

Azk

Azure AKS

82

Gk

Google GKE DBmaestro

97

Ab Acb

Atlassian

AWS
CodeBuild

BRKOPS-2142

GitLab SCM

Cloud Foundry

tools/
https://digital.ai/learn/devops-periodic-table/

25
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Cisco


https://xebialabs.com/periodic-table-of-devops-tools/
https://digital.ai/learn/devops-periodic-table/

Different mindsets

REQUEST

N

Change management mindset DevOps Mindset
Avoid failure - change is risky and complex - Embrace failure - change is good - active
- empowered accountability - collaboration- empowered accountability

limited feedback systems - manual - feedback systems - automation

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142 26
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Are you using Infrastructure as
Code already?

® The Slido app must be installed on every computer you’re presenting

from Slido


https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design

CISCO Live !




Evolution of the network administrator

Traditional Work Scripting Network Management DevOPS network
(NMS) or SDN Controller administration

= Configure devices = |nitial automation steps » |ntend automation =  Automaton
nuall : .
manuaty =  Often snowflakes done = Still many Ul = CICD and versioning
= High invest of time by individuals interactions - Rollback and validation
= Error-prone = Risky and hard to
maintain
Vg o
DNV
- J N\ J N\ ;“{Yﬁ‘ J N\

‘ L 1

1980-2000 or today © 2000s - 2010 2010~ il

© 2025 Cisco and/or its affiliates. All rights reserved. CIsco



Support the journey

Simplify > @andard%




Tie Islands of automation together
End-to-end Automation delivers business value

-N
# Multiple operating systems and platforms (>10) # APIs & Scripts (>10,000) (\,' Orchestration software, cross-team collaboration

# Different types of automation tools (>50) 'ﬁ Manual activity (>1,000)

L} L}
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142 31 CIsco



Reduce and use complexity

Compliance
(Software &
Configuration)

L
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142 32 CIsco



Start with "blue-prints”

Reusable Use cases

Business relevance

Best praxis's, defaults and
reusability

New kind of CLI

Automate only what makes sense

ol I i I LN
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142 33 CIsco



Some DevOPS

CISCO Live !



Three Pillars of DevOPS

sco and/or its affiliates. All rights reserve

GITlab

HashiCorp

¥ Terraform

CCCCC



HashiCorp

Terraform Workflow Stages \Hu Terraform
Write Init Plan Apply Destroy?
Write your Download Generate Apply Remove all
code and initialize "terraform- changes into resources
environment statefile” real
(providers, by calculate infrastructure
modules, required
backend, ...) changes

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKOPS-2142
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GIT Branch Flow “

*GIT is not an acronym GITlab
=GIT is a "Version Control System”

*GIT can be used for source code, single files, or many YAML
files

New features, parallel development, Test "branches”

[ main 0.8 ]————9[ main 0.9 ]————9[ main 1.0 ]

0.7 plus feature 0.8 plus feature 0.9 plus feature
"crystal ball" "blue ball" "green ball"

]
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Pipeline principals

Git
wleévxéorﬁnhil.oﬂel Version Control
aC definitions System

 ——~

_’ — ofy —

© 2025 Cisco and/or its affiliates. All rights reserved.

GitLab triggers
pipeline @ terraform plan
terraform apply @
gitlab
Pipeline pre-checks
validation post-checks
validation
BRKOPS-2142 a5 '::Ills'élc:'



Pipeline to CICD

terraform plan

terraform apply

pre-checks
validation

post-checks
validation

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142

APIC

ollo)
C i

39
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Service as Code
The specialty

CISCO Live !



CX

Data Model - example tenant config

Product Configuration Model
API - native

"totalCount™: "1",
"imdata": [
{
"fvTenant": {
"attributes": {
"annotation": ""
"descr": "",
"dn": "uni/tn-CX",
"name": "CX",
"nameAlias": "",
"ownerKey": "",
"ownerTag": ""
"userdom": ":all:"
I
"children": [
{
"vnsSvcCont™: {

"attributes": {
"annotation": "",
"userdom": ":all:"

}

}
I
{
"fvRsTenantMonPol": {

"attributes": {
"annotation": "",
"tnMonEPGPolName": ""
"userdom": ":all:"

}

}
I
{
"fvEpTags": {

"attributes": {
"annotation": "",
"userdom": ":all:"

}

}
I
{
"fvCtx": {

"attributes": {
"annotation": "",
"bdEnforcedEnable": "no",
"descr": "",
"ipDataPlaneLearning": "enabled",
"knwMcastAct": "permit",
"name": "VRF2",
"nameAlias": "",

+200 Lines of Configuration

© 2025 Cisco and/or its affiliates. All rights reserved.

TF-
Provider

Infrastructure as Code Model

TF provider - native

resource "aci_tenant" "tenant CX" {
name = "CAB"

}

variable "vrfs" {
default = {
VRF1l = {

name = "VRF1"
b,
VRF2 = {
name = "VRF2"
}
}
}
resource "aci_vrf" "vrfs" {
for_each = var.vrfs
tenant dn = aci_tenant.tenant_CX.id
name = each.value.name
}
G

20 Lines of Configuration

BRKOPS-2142

TF-
Module

C/’ Data Model

apic:
tenants:
- name: CX
vrfs:

- name: VRF1
- name: VRF2

6 Lines of Data

Drives all pit stops as single “source
of truth”

Same look & feel across architectures
Highly simplified and abstracted

Best Practices baked in

Possibility to expand to 3™ parties

Usable via NAC-API in ITSM “no
Code”

Toolset independent “Open Source”

passive part of Digital Twin

]
41 Cisco




The key element is data and abstraction ‘ Example AC |

» Every Controller or every device configuration follows a data structure
 Data needs to be human and machine readable

APIT
/ Tenant \
VRF Policy Universe Fabric Hypervisors
KBD 22.2.253.0/27 ) ' . |
oA (\élﬁ‘c' Tenants VLANSs Domains
EPG-one €Y (EPG-two Gy | A i1
VLAN 2501 J VLAN 2502 Applications |

N

N

-

~ -
~ -

~~~~~~~~

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142 42 CiIsco



Include important settings by default’s

defaults:
apic: * Lessons learned
fabric_policies: « CVD and best practice

ep loop protection:
admin state: disabled
detection intervall: 60
detection multiplier: 4
action: bd-learn-disable

tenants:

vrfs:
name suffix: ' VRF'
data plane learning: enabled
enforcement direction: ingress
enforcement preference: enforced

Customer requirements

Eliminate

Standardize

Simplify cases

N
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142 43 CIsco



0

50.0m (48m)

50.0m (5Tm)

g Startpunkt |
50.0m (50m)

B : i !
+ & e+ Z
@) Y 50.0m (50m)
e
O

”Increase Efficiency with Service as Code for scalable, “
repeatable infrastructure automation.”

Planning, versioning and automation is key! GITlab
I

alnl
44 cisco
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Automation “apply” via Pipeline

CISCO Live !




NW as Code for ACI Model as Blueprint for our |laC

~

Access Policies Pod Policies Interface Policies

Fabric Baolicies Node Policies Tenants

150+ Low-Level Terraform Modules

= = S - - alualn
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142 46 Cisco



Back to the concept

< Plan / Design >

( Data Model )

A 4

C Test and Validation Input )

o e
> Network as Code )
e C Automation >
4 N N
I/Iﬂ 23% =l
Identity Services Engine Catalyst Center Catalyst SD-WAN Manager APIC
;( SDA / Campus )—/ N SD-WAN - ACI Data Center
\_

© 2025 Cisco and/or its affiliates. All rights reserved.
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Application Centric Infrastructure building blocks
Built on Cisco Nexus 9000

Cisco APIC (3 or more)
Centralized policy model, * «[=1-

network automation (/J,\)

Single open API for N — — . Flexible: Modular and fixed
entire system - e — L spine options

(Terraform, Ansible,

: = - - fabric, CLOS fabric
Integrated overlay | Distributed gateway
" T - " Built-in distributed stateless

firewall, multi-tenant security

Physical, virtual and WAN interconnect IP storage Network service
container workloads (NVMEOF, iSCSI appliances
(VMW, HyperV, NFS) (FW, LB, IPS)

Hadoop, AIX, K8S etc)

A
s Price ‘ Performance [-—] Port density </> Programmability ‘ % Power efficiency

48

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142
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An Example: Network as Code for ACI flow

DECLARE COMMIT, VALIDATE, BUILD DEPLOY

00
aln 7
Customer Engineers ..’

J/ Terraform

ﬂ Visual Studio Code @ v GitLab @% [ACI l\/lodule] [Nexus l\/lodule] @

li,iﬂ?
o

apic:
node_policies: OPTIONAL %
ne e {-} demo_bd1.yaml

f‘g'ldi;'lleaF v CX TeSt
serial_number: SN-1-101 {-} demo_bd2.yaml - = Automation Manager ‘q
name: leaf-101 E
oob_address: 10.51.77.94/24 =
oob_gateway: 10.51.77.254 > *
update_group: MGL {.} demo_tenants.yaml
fabric_policy_group: all-leafs ITSM Approval and Governance

access_policy_group: all-leafs

id: 316l Ex. Servicenow
pod: 1 *

role: leaf

type: remote-leaf-wan N Network as Code ACI
serial-number: ABC123U568 Project ID: 79 (& @
name: RLEAF3161 =

- name: Marketing Insights

tenants: - 37 Commits  §” 2 Branches ¢’ 0 Tags c:E:; Nexus Dashboard

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142 49 CIsco



The key element is Data and abstraction

» Objects having dependencies to each other,
as well sequence to create is important

 ACl-as-Code will take care

/Tenant PROD_1

~

vrf_one
22.2.253.0/27 2.2.253.32/27
bd-one | bd-two  crs
epg_one “0 || epg_two ©u
VLAN 2501 VLAN 2502

o

/Tenant PROD_2
vrf_one

AN

22.2.252.0/27

VLAN 2503

bd-orie ol bd-tw
epg_one < ||l epg_
VLAN 2504

© 2025 Cisco and/or its affk .

Policy Universe
|

Tenant PROD_1

Application Profile BD
| L

EPGs EPGs

~
S -
) -
~~~~~~~~~~~

-
~ -
~ -

BRKOPS-2142

Contracts

AR

Tenant PROD_2

50
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Example for Network as Code workflow

Test

w

/ GIT push to GitLab triggers Input validation Terraform Plan NDI Pre-Change Notification \
feature branch pipeline and linting Analysis
O~ >
S g
Operator GIT merge to

master branch

N _ /

AN
Prod w ps—

Notification Run NDI Delta CXTM based Deployment GitLab triggers
N Analysis Testing pipeline
\\\ * T ACI
AN o (A
SN E% (—E—)
---------- > —8 (,i\)

Test Reports alialn

©® 2025 Cisco and/or its affiliates. All rights reserved. Infrastructure 51 cisco



DEMO Time

APIC

;(ACI Data Center)—/

© 2025 Cisco and/or its affiliates. All rights reserved.

po >

=T = L I = R R T S

Bos bR W W W W W W W W W R R R R R R RS R R R B S S S
bW RSO0 Dn s WK @O 0= L WRKRESWDODR-=1O0UW0DLEWNRE @

AClyaml @

AClyaml » {} apic > [ Jtenants > {} 0 > [ J130uts > {} 0 > [ Jnode_profiles > {} 0 > [ ]interface_profiles » {

apic:
tenants:
- name: PROD_1
description: Cisco Live blue-print-1
vrfs:
- name: prod
enforcement_direction: egress

bridge_domains:

- name: bd-one
vrf: prod
subnets:
- ip: 22.2.253.1/27
application_profiles:
— name: production
endpoint_groups:

- name: epg-one
bridge_domain: bd-one
physical_domains:
— DOM_PHY_SERVER
static_ports:
- node_id: 1011
pod_id: 1
port: 13
vlan: 2501
13outs:
# Transit to Services as Code Demo — SDA Munchen Hofbrauhaus
- name: '13o0-sdwan-1'
vrf: prod
domain: DOM_L30_CORE
description: Towards SDWAN BGP AS 64927

node_profiles: # Node profile and corrspondong link profile for IPv4
- name: '130_ipv4_NodeProfile'
nodes:

- node_id: 1801
pod_id: 1
router_id: 22.2.255.1

- node_id: 1002
pod_id: 1
router_id: 22.2.255.2

]
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First run of Services as Code -
whats your impression?

® The Slido app must be installed on every computer you’re presenting

from Slido


https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design

Automation “apply”

CISCO Live !




Network as Code for SDWAN

( Data Model )

( Plan / Design )

A 4

C Test and Validation Input )

e e
> Network as Code )
e C Automation >
4 N N
I/Iﬂ ?%i |: == :|
Identity Services Engine Catalyst Center Catalyst SD-WAN Manager APIC
;( SDA / Campus )—/ ) SD-WAN - ACI Data Center
\

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco SD-WAN Solution Overview

SDWAN
Manager

O [

rd
Orchestrator ... 3 Party
-7 .. Automation
vAnalytics @ @ @

Controller Controllers

Management/
Orchestration Plane

Control Plane

M-  ©
WAN Edge Routers

0*********0

Cloud Data Center Campus Branch ColLo

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142

Data Plane
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Network as Code for SDWAN overview

Data Model

Feature

Feature Profiles
Templates

Policy Objects Sites

Localized Centralized Device
Policies Policies Templates

SD-WAN Terraform Provider
]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142 57 Cisco
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SDWAN as Code

-

Repository

git

‘&3 YAML Files - source of truth N

‘ ‘§’ Terraform (Provider and data model) ‘

\

\Y4

[ @ Catalyst SD-WAN Manager ]Provisioning

SOSSS

Delivered

© 2025 Cisco and/or its affiliates. All rights reserved.
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Network as Code for SDWAN flow

DECLARE COMMIT, VALIDATE, BUILD DEPLOY

° o o
SRR <

NetDevOps Engineers 0 Jinja

ANSIBLE
Terraform @ B
» data .
cedge_device_templates.yaml| %

[SD—V\/AN Manager API] —_—

cedge_feature_templates.yaml

localized_policies.yaml
policy_objects.yaml OPTIONAL %
sites.yaml @ ‘9

mim CX Test E

Automation Manager = 5
7 |
@ =
ITSM Approval and Governance =
L]
Ex. Servicenow eSS
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142
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“Increase Efficiency with Service as Code for scalable,
repeatable infrastructure automation.”

—_— e i

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142 CiIsco

...automated flight and crisp views



Demo Time - Network as Code for SDWAN

( Data Model )

( Plan / Design )

( Test and Validation Input )

e . 2y
> Services as Code )
e ( Automation )
4 N\ 4 N
I/Iﬂ 23-%; =l
Identity Services Engine Catalyst Center Catalyst SD-WAN Manager APIC
;( SDA / Campus >—/ ) SD-WAN - ACI Data Center
\

© 2025 Cisco and/or its affiliates. All rights reserved.
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DEMO Time

[ SD-WAN

© 2025 Cisco and/or its affiliates. All rights reserved.

Catalyst SD-WAN Manager

-

SDWAN.yaml 1 @

ers > maharbec > Documents > 06 - LAB > _SaC > 21- AAC090 > SDWANyaml > {} sdwan > {} edge_feature_ten

1 —

2 # SD-WAN Sites

3 sdwan:

< sites:

5 - id: 221

6 routers:

7 — chassis_id: C8300-1IN15-4T2X-FD02724M1K8

8 model: C8300-1N1S-4T2X

9 device_template: DT-C8300-1N1S-4T2X-SINGLECPE-Branchl
10 device_variables:

11 site_id: 221

12 system_ip: 1.22.4.21

13 system_hostname: CI83k-BER-HQ1

14 sdwan:

15 [ edge_feature_templates:

16 aaa_templates:

17 — name: FT-CEDGE-AAA-©1

18 description: Local auth

19 authentication_and_authorization_order:

20 - local

21 bgp_templates:

22 — name: FT-CEDGE-BGP-VPN1-ACTIVE

23 description: VPN 1 BGP

24 ipv4_address_family:

25 default_information_originate: true

26 maximum_paths_variable: wvpnl_bgp_ipv4_maximum_paths
27 redistributes:

28 - protocol: omp

29 optional: false

30 route_policy: RM-SITE-BGP-OUT-ACTIVE

31 neighbors:

32 - address_variable: vpnl_bgp_ipv4_neighborl_address
33 address_families:

34 - family_type: ipv4-unicast

35 maximum_prefixes: 1000

36 next_hop_self: false

37 ntp_templates:

38 — name: FT-CEDGE-NTP-81

39 description: Base NTP template; no auth key; no ntp master
40 servers:
41 - hostname_ip: 10.49.216.10
42 prefer: true
43 source_interface_variable: ntp_server_source_interface
441 vpn_1id: @

]
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Automation “apply”

Network as Code for Catalyst
Center (SDA) with ISE

CISCO Live !



Network as Code for Catalyst Center (SDA) with ISE

( Data Model )

( Plan / Design >

< Test and Validation Input )

e ) 2y
> Network as Code )
e ( Automation )
4 N\ 4 N
|/|ﬂ 23% =1
Identity Services Engine Catalyst Center Catalyst SD-WAN Manager APIC
;C SDA [/ Campus )—/ N~ SD-WAN -/ ACI Data Center
\

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco SD-Access

The ACI Policy Model - Add External Connection

[ Identity } Cisco ISE  Cisco Catalyst Center

Services

Fabric Border
Nodes

Intermediate
Nodes (Underlay)

Fabric Edge
Nodes

© 2025 Cisco and/or its affiliates. All rights reserved.

[ Automation }

o
= E

Fabric Wireless
Controllers

Control-Plane
Nodes

Fabric Wireless
Access Points

BRKOPS-2142

Network Automation - Simple GUI
and APIs for intent-based Automation
of wired and wireless fabric devices

Network Assurance - Data Collectors
analyze Endpoint to Application flows
and monitor fabric device status

Identity Services - NAC & ID Services
(e.g. ISE) for dynamic Endpoint to Group
mapping and Policy definition

Control-Plane Nodes - Map System that
manages Endpoint to Device relationships

Fabric Border Nodes - A fabric device
(e.g. Core) that connects External L3
network(s) to the SD-Access fabric

Fabric Edge Nodes - A fabric device
(e.g. Access or Distribution) that connects
Wired Endpoints to the SD-Access fabric

Fabric Wireless Controller - A fabric device
(WLC) that connects Fabric APs and
Wireless Endpoints to the SD-Access fabric

]
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Data abstraction for SDA fabric

» Every Controller or every device configuration follows a data structure
» Objects having dependencies to each other, as well sequence to create is important
» Catalyst Center as Code will take care

Network Settings [Dict] Fabric [Dict]

Layer 3 Virtual Networks /

IP Pool reservation
local VNs

Local IP Transit

Anycast Gateways

N,
© 2025 Cisco and/or its affiliates. All rights reserved. RN -~ 66
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Network as Code for Catalyst Center flow

DECLARE COMMIT, VALIDATE, BUILD DEPLOY

2 —

PR 3

Customer Engineers ..’

J/ Terraform

ﬂ Visual Studio Code @ v GitLab @% [Catalyst Module]

CatalystCenteryaml ® - . I OPTIONAL
Users > maharbec > Documents > 06 - LAB > _SaC > 21 - AACO '{} deVICeSyam

CX Test
N
13 fabric.yaml | Automation Manager

L7

- n: Live German
] ’ : Glaba
‘ o o 6 sssing —> {3 sites.yaml %
N JpJarent_namer Global/Cisco Live Gemany ITSM Approval and Governance

Ex. Servicenow
Catalyst as Code

Project ID: 79 (&

ns_servers:
o - 18.49.216.10 <©-37 Commits §* 2 Branches <’ 0 Tags
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DEMO Time

D) D

Identity Services Engine Catalyst Center

;C SDA / Campus >—/

© 2025 Cisco and/or its affiliates. All rights reserved.

CatalystCenteryam| @

Users » maharbec > Documents » 06 - LAB » _SaC > 21- AAC090 >
1 J—

CatalystCenteryaml > {} catalyst_center > {

2 catalyst_center:

3 sites:

4 areas:

5 - name: Cisco Live Germany

6 parent_name: Global

7 cli_credentials:

8 network_settings: DE_Settings
9 - name: Munich Branch F52

10 parent_name: Global/Cisco Live Germany
11 buildings:

12 - name: Hofbrauhaus

13 network_settings:

14 ip_pools:

15 - name: Munich

16 ip_address_space: IPv4

17 ip_pool_cidr: 22.2.144.0/22
18 dhcp_servers:

19 - 10.49.216.10

20 dns_servers:

21 - 10.49.216.10

22 ip_pools_reservations:

23 - name: MUC_CORP

24 prefix_length: 27

25 subnet: 22.2.144.0

26 type: Generic

27 fabric:

28 transits:

29 - name: TRANSIT-MUC-SDWAN1

30 type: ip_transit

31 routing_protocol_name: BGP

32 autonomous_system_number: 64927
33 fabric_sites:

34 - name: Global/Cisco Live Germany/Munich Branch FS2/Hofbrauhaus
35 authentication_template_name: Closed Authentication
36 fabric_type: FABRIC_SITE

37 13_virtual_networks:

38 — name: MUC_SDA_VN_CORP

39 anycast_gateways:

40 - name: MUC_CORP

41 vlan_name: VLAN_CORP

42 vlan_id: 2021

43 traffic_type: DATA

44 wireless_pool: false

]
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Demo Time - Outcome

( Network as Code )

f C Automation

\/
)

3 2 1

q 2%{; =1

»

Identity Services Engine Catalyst Center Catalyst SD-WAN Manager APIC
~(spAa/campus ) - SD-WAN ACI Data Center
. |IP connectivit
22.2.162.xx 22.2.162.xx | Yy -
Ubuntu-Branch 1 Ubuntu-Branch 2 T L LT T T T T TP TP 2 22.2.253.3 22.2.253.4
VRF PROD_1:prod VRF PROD_2:prod
BLN14-Ubuntu-DC1 BLN14-Ubuntu-DC3
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“Increase Efficiency with Service as Code for scalable, repeatable
infrastructure automation.”

i
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Next Steps in
Automation

CISCO Live !



e e e e e e e e

Network as Code

. Implementation & Change
" Code Repo | Pre-Checks | CI/CD

Cisco Customer Experience

Data Model - Per architecture best practices

Easy consumption of many architectures in the same way
i Digital Infrastructure interaction - API :
[ ACI NDFC SDWAN ISE Cé?;ﬁ?ésrt Firewall Meraki NX-0S 10S-XR 10S-XE Splunk Thg;zznd 3rd parties\
RS Xl || dE | B2 || & | O | & @ D

____________________________________________________________________________________________________________________________________________

Shown in this presentation Al
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Network as Code - Cross Domain Automation

{ Service Catalog g} L Workflow Engine J L Chatbot / Al Assistant @}’}J
& & &

{NAC—API Standardized API to integrate northbound systems %J

T U T U T U T U 4 U

- N
Repos | </> J> J> S> K
N J
- P - ~
13 o g
ACI <= SDWAN 22% Campus @J ISE Firewall E[
N y, N y,
/or its affilia erve: BRKOPS-2142 lélllslé



Network as Code - Cross Domain Automation

[ Self Service O] User Interaction

v ( Start Render ACI  Render FW  Deploy ACI DeployFW\
T SRR
&) intersignt Cloud Orchestrator v
gg NAC-API ACI YAML FW YAML
q \_ _J
Source of Truth L 4 Source of Truth 2 4
Automation Engine "&’ Automation Engine ‘&’

\% 4

(=) (=
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Services as Code value insights (1)

11

My network as designed
doesn't match reality and all
networks look different

11

The date model ensure
constancy across your IT

© 2025 Cisco and/or its affiliates. All rights reserved.

11

Network changes consume
too many resources with too
many errors

11

Network changes are
automated and simplified to
release resources and avoid
errors

BRKOPS-2142

11

| spend more of my time
reacting to network needs

11

Network / IT needs are
abstracted and simplified

76
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Services as Code value insights (2)

11

I’'m questioning network and
security compliance

11

The services as code journey
ensures compliance and
enables easy audits

© 2025 Cisco and/or its affiliates. All rights reserved.

11

I'm challenged to apply
automation

11

Cisco enables your

automation journey for and
with youl!

BRKOPS-2142

11

Skill shortages and low
iInnovation

11

Leveraging the power of
NetDevOps let you enhance
your skills and innovate

]
77 Cisco



Services as Code benefits

o

Version control

Configuration files can be
versioned,

- track changes,
- collaborate,

- roll back to previous
versions if needed.

"
2 1®)
Automation

« Code-based configuration
allows for automation of
provisioning, deployment,
and scaling processes.

* Infrastructure can be
created or modified
programmatically, making it
easier to manage complex
and dynamic environments.

T

D[

= =

Testing and validation

- Configuration code can be
tested, validated, and
integrated into continuous
Integration and continuous
deployment (CI/CD)
pipelines,

- improving the reliability and
quality of infrastructure
changes.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Why buy Cisco Service as Code? ' | [ ..less |

3 months than 1

to ...

Scalable and proven

Open and
interoperable

Faster, cheaper @
Time-to-Value @
Network
as Code
Evergreen supported Built using
lifecycle best practice

Compliant out of the box

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2142 79
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CISCO Live !




Optimized and aligned

Unique design

Long build time

\_
4
Questionable outcome
Extensive skillset
\_
4
No warranty
No anticipated costs
\_

Focus on build

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKOPS-2142

\

Reusable and proven
design

Time 2 Market optimized

J

r

Defined outcomes

Leverage existing skills

N\

Cisco CX Supported

Cost efficiency & control

Focus on USE

81
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Building Blocks for Service-as-Code

_— CX Best Practices documented in scripts and templates

and available via Cisco CX Service-as-Code offer. These

_ are the key differentiator for Cisco’s automation services.
Available via:

« AS-T for solution deployment, best practises and on-
Services-as-Code Data Model

boarding
« LCS for continues support operation, TACSW
Lifecycle Management and support for complete tool

7 4 S chain
_ ACl-as- SD-WAN- Catalyst Center
8 c Code as-Code & ISE-as-Code
=) \ /
£3 : . -
83  Fw-as- || NDFc-as- || Meraki-as- | Solution Specific data model and specific tools, owned by
Code Code Code | CXPM.

A\ \, v
DemEln ReETe TarEerm e I_» Automation library malntalr_led by Cisco and available as
open-source. These are available and customers are
m -

already using them to build custom automation solutions.

Network

]
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Services as Code
streamlines
operation and
enhanced business
efficiency.

My volunteering (hobby)
with and for
sustainability

LK AN
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References

« ACI/Nexus-as-Code - Public:
https://cisco.com/go/nexusascode

* jac-validate: Used for pre-deployment

« Demo Repository vali ion
https://qgithub.com/netascode/BRKDCN-2673-Demo alidatio _
. * terraform-provider-sdwan: Terraform
 ACI Terraform Provider -
https://reqgistry.terraform.io/providers/CiscoDevNet/aci/latest prO\”der for SD-WAN
o Pre_Change Validation Tool ° terraform_dean_naC_dean: Terraform
https://github.com/netascode/iac-validate modules for SD-WAN as a Code

 Test Automation Tool
https://qithub.com/netascode/iac-test

e NX-0S, IOS-XE, IOS-XR Terraform Providers
https://reqgistry.terraform.io/search/providers?g=netascode

 If you want to have more details, please contact us via session
Webex room

]
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https://cisco.com/go/nexusascode
https://github.com/netascode/BRKDCN-2673-Demo
https://registry.terraform.io/providers/CiscoDevNet/aci/latest
https://github.com/netascode/iac-validate
https://github.com/netascode/iac-test
https://registry.terraform.io/search/providers?q=netascode
https://github.com/netascode/iac-validate
https://github.com/netascode/terraform-sdwan-nac-sdwan

Action items for you after this
session

As Angus said: }
Have a Dl’ink asS COde on me

Relax its sounds more complex than it is
© Therefore:

Download Network as Code and start
enjoying
Play with the Data Model
Apply against your LAB or simulator
Send us feedback

o - alaln
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Complete Your Session Evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

2o
0Q

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

N
Complete your surveys
in the Cisco Live
mobile app.
Y,

© 2025 Cisco and/or its affiliates. All rights reserved.
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(1

Book your one-on-one
Meet the Engineer
meeting

N
[%:] C’l'D
0000 V1Y
MMM
Attend the interactive Visit the On-Demand
education with DevNet, Library for more
Capture the Flag, and sessions at
Walk-in Labs www.Ciscol.ive.com/
on-demand
J

© 2025 Cisco and/or its affiliates. All rights reserved

bec@cisco.com

lllllllll
87 Cisco


http://www.ciscolive.com/on-demand

Thank you C1SCO Live !
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