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Cisco Webex App

BRKOPS- 2142

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click òJoin the Discussionó

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until June 13, 2025 .
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Enter your personal notes here
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Break

Talk

Session Flow

Intro

Services as Code and Automation

Network as Code domain automation

Network as Code for ACI

Network as Code for SDWAN

Network as Code for Catalyst Center (SDA) with ISE

Next steps in automation

Summary with Q&A

Automation in action ðprepare the Demo

Break

Apply and automat

Destroy
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Short Hint:
òMy English might be bad but 

although sexyó

Source: Henning Bornemann ð

òThank you for Deutsche Bahnó

BRKOPS- 2142 5
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Welcome to Cisco Live! Is this 
your first time to Cisco Live San 
Diego?

The Slido app must be installed on every computer youõre presenting 
from

https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
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I am é

éa network admin

And you ?

BRKOPS- 2142 7
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CCIE #8087  CCDE #20130015

Who is Markus Harbeck?
Personal
Á Location: Eschborn, Germany (near Frankfurt) living in Bavaria 
Á Interests: My family, my two kids, my dog, horseback riding, motor cycling, hiking, 

flying drones for fawn rescuing

My Background
Á CLI Junkie since 1996 for all Routing and Switching
Á Joined Cisco October 2010
Á Before: 12 years, operations, engineering, application engineering
Á Orchestration and Cross Domain
Á Analytics, assurance, automation and migration projects

Ą first guy who compared horses and (SDN) intend

My kids view on cross 
domain network design

Copyright by HannaCopyright by Saskia
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You can do everything yourself with infinite time and money 

BRKOPS- 2142 9

Unique design

Long build time

Questionable outcome

Extensive skillset

No warranty

No anticipated costs

Focus on build

Service as Code to let you 

focus
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What are your top challenges?

BRKOPS- 2142 10

Iõm challenged to apply 
automation

Iõm questioning network and 
security compliance

My network as designed 
doesn't match reality and all 
networks look different

Network changes consume 
too many resources with too 
many errors take too long

I spend more of my time 
reacting to network needs

Skill shortages and low 
innovation
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Lack of 
version control 

Lack of 
automation

Lack of pre - production 
testing and validation

ÅDifficult to track changes

ÅPotential configuration 

drifts

ÅInconsistency

ÅHard to audit and roll 

back

ÅDifficult troubleshooting

ÅEach deployment or 

provisioning becomes a 

unique manual process

ÅAutomation is complex

ÅEach deployment or 

provisioning becomes a 

unique manual process

Åchanges made to the 

infrastructure and 

services are not 

thoroughly tested before 

being deployed in a 

production

ÅHigh risk off issues

ÅUnexpected downtimes

Network operations challenges 

BRKOPS- 2142 11
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LAB Time Ą Yes let's start with a demo

BRKOPS- 2142 12

Gi 0/0/24

Gi 1/0/13

DATA CENTER 1

SD- WAN Fabric

HQ

Gi 0/0/1

BranchSDA

Ten0/1/1

SDWAN
Cisco SDWAN Manager

APIC

SVR Leaf
1011

Border Leaf 1011

Border Leaf 1012

Campus - MUC
Cisco Catalyst Center

DC
APIC

Eth1/1

Eth1/1

Ten0/1/1

C8300

eBGP

eBGP

Physical Demo Topology

BGP AS 65003 BGP AS 65013 BGP AS 64629

22.2.162.XX
Ubuntu- Branch 2

22.2.162 .XX

Ubuntu- Branch 1
22.2.253.3

VRF PROD_1:prod
BLN14- Ubuntu- DC1

22.2.253.4
VRF PROD_2:prod

BLN14- Ubuntu- DC3

EN
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bd- one 22.2.253.1/27

MUC_SDA_VN_CORP

Demo Logical view

BRKOPS- 2142 13

SDWAN BGP AS 65013SDA Site MUC BGP AS 65003 DC ACI BGP SD 64929

Logical Demo Topology

Tenant PROD_1

epg- one

l3o- sdwan - 1 
eBGP

ext- epg - sdwan - 1

VPN1

VPN- VRF1
eBGP

VPN1 LAN1
eBGP

IP Transit eBGP
MUC- SDWAN

VLAN_CORP 22.2.162.0/24

SGT branchuser1

22.2.162.xx
Ubuntu- Branch 2

22.2.162.xx
Ubuntu- Branch 1

22.2.253.3
VRF PROD_1:prod

BLN14- Ubuntu- DC1

22.2.253.4
VRF PROD_2:prod

BLN14- Ubuntu- DC3
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LAB / Demo Architecture view

BRKOPS- 2142 14

Network as Code

Plan / Design

Automation

Test and Validation Input

Data Model

Catalyst SD- WAN Manager

SD- WAN

2

APIC

ACI Data Center

1

Identity Services Engine

SDA / Campus

Catalyst Center

3



Demo
The Demo environment ðempty?

Automation òapplyó
End to end
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Expected Outcome ðstay tuned we get there

BRKOPS- 2142 16

Network as Code

Automation

Catalyst SD- WAN Manager

SD- WAN

2

APIC

ACI Data Center

1

Identity Services Engine

SDA / Campus

Catalyst Center

3

22.2.162.xx
Ubuntu- Branch 2 22.2.253.3

VRF PROD_1:prod
BLN14- Ubuntu- DC1

22.2.253.4
VRF PROD_2:prod

BLN14- Ubuntu- DC3

IP connectivity
22.2.162.xx

Ubuntu- Branch 1



What is 
Services as Code? ( SaC)
Network as Code
an introduction
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éas Code what?

BRKOPS- 2142 18

Based on Infrastructure as Code ð
enhanced by Cisco to simplify 

automation

The services around Network as 
Code

Asses, Plan, Design, Integrate, 
Document, guide and support

Automation

Service as Code Network as Code

Life cycle
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Data Model - Per architecture best practices

Code Repo | Pre - Checks | CI/CD

Implementation & Change

Requirements

Design

Operations

Validation / Test

Documentation

Full digitization cycle

BRKOPS- 2142 19
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Any idea ? Stay tuned ðbut its very Manual

óIncrease Efficiency with Service as Code for scalable, repeatable infrastructure automation."

BRKOPS- 2142 20
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Technical phases

BRKOPS- 2142 21

Plan and Design
Use Blueprint

Declare requirements
Translate into Data

Implement 
Change in 
Production

Merge Test Branch into 
Main and configure the 

production network

Test Production 
Changes

Run Post checks

Run Post 
Validation

Validate applications and 
actual state of the 

network

Branch and Test 
with pre Checks

Test the Configuration in a 
test branch, validate and 
ensure quality and function

Inform admin
Send information e.g. to 

Webex Teams



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Our service journey

BRKOPS- 2142 22

of customer state to implement as Code capabilities
Assessment

Existing DevOPS vs Cisco supported Framework definition
Infra

Into IPAM, ITSM, existing DevOPS tools
Integration

Build Main and Test branches (CICD)
Implemen t

Build Test and Validation setup for pre change and 
implementation phase

Test, Validate and Governance

Assess

Infra

Integration

Implement

Test and Validate



Challenges and optimization
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NetOps Tools

BRKOPS- 2142 24

MRTG

3com FTP Server

Ping

Traceroute

éSimple ?
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DevOps tools periodic table

BRKOPS- 2142 25

Source: https://xebialabs.com/periodic - table - of- devops -
tools/

https://digital.ai/learn/devops - periodic - table/

éSimpler ?

https://xebialabs.com/periodic-table-of-devops-tools/
https://digital.ai/learn/devops-periodic-table/
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Different mindsets

BRKOPS- 2142 26

DevOps Mindset

Embrace failure - change is good - active 
collaboration - empowered accountability 

- feedback systems - automation

Change management mindset

Avoid failure - change is risky and complex -
- empowered accountability -

limited feedback systems - manual

REQUEST
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Are you using Infrastructure as 
Code already?

The Slido app must be installed on every computer youõre presenting 
from

https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design


Manual vs Automated
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Evolution of the network administrator

DevOPS network 
administration 

Á Automaton

Á CICD and versioning

Á Rollback and validation

Network Management 
(NMS) or SDN Controller

Á Intend automation

Á Still many UI 
interactions

Scripting

Á Initial automation steps

Á Often snowflakes done 
by individuals

Á Risky and hard to 
maintain

Traditional Work

Á Configure devices 
manually

Á High invest of time

Á Error- prone

1980 - 2000 or today J 2000s - 2010 2010 - Just started
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Support the journey

BRKOPS- 2142 30

Simplify Eliminate Standardize Automate
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Tie Islands of automation together
End- to- end Automation delivers business value

BRKOPS- 2142 31

Multiple operating systems and platforms (>10) Orchestration software, cross - team collaboration

Different types of automation tools (>50)

APIs & Scripts (>10,000)

Manual activity (>1,000)
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Reduce and use complexity

BRKOPS- 2142 32

AutomationWorkflowService 
Catalog

Compliance
(Software & 

Configuration)
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Start with "blue - prints"

BRKOPS- 2142 33

Reusable Use cases

Business relevance

Best praxis's, defaults and 

reusability

New kind of CLI

Automate only what makes sense



Some DevOPS
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Three Pillars of DevOPS

BRKOPS- 2142 35

GITlab
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Terraform Workflow Stages

BRKOPS- 2142 36

Write

Write your 
code

Init

Download 
and initialize 
environment
(providers, 
modules, 

backend, ...)

Plan

Generate 
"terraform -

statefile "
by calculate 

required 
changes

Apply

Apply 
changes into 

real 
infrastructure

Destroy?

Remove all 
resources
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GIT Branch Flow

main 0.8 main 0.9 main 1.0

0.7 plus feature 
"crystal ball"

0.8 plus feature 
"blue ball"

0.9 plus feature 
"green ball"

New features, parallel development, Test óbranchesó

BRKOPS- 2142 37

ÁGIT is not an acronym

ÁGIT is a "Version Control System"

ÁGIT can be used for source code, single files, or many YAML 
files

GITlab
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BRKOPS- 2142 38

Git
Version Control

System

Network Model
IaC definitions

YAML

gitlab
(on- prem)

Pipeline

GitLab triggers 
pipeline

pre- checks
validation

terraform plan

terraform apply

post- checks
validation

Pipeline principals
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BRKOPS- 2142 39

Pipeline to CICD

pre- checks
validation

terraform plan

terraform apply

post- checks
validation



Service as Code 
The specialty
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{

"totalCount": "1",

"imdata": [

{

"fvTenant": {

"attributes": {

"annotation": "",

"descr": "",

"dn": "uni/tn - CX",

"name": "CX",

"nameAlias": "",

"ownerKey": "",

"ownerTag": "",

"userdom": ":all:"

},

"children": [

{

"vnsSvcCont": {

"attributes": {

"annotation": "",

"userdom": ":all:"

}

}

},

{

"fvRsTenantMonPol": {

"attributes": {

"annotation": "",

"tnMonEPGPolName": "",

"userdom": ":all:"

}

}

},

{

"fvEpTags": {

"attributes": {

"annotation": "",

"userdom": ":all:"

}

}

},

{

"fvCtx": {

"attributes": {

"annotation": "",

"bdEnforcedEnable": "no",

"descr": "",

"ipDataPlaneLearning": "enabled",

"knwMcastAct": "permit",

"name": "VRF2",

"nameAlias": "",

...

resource " aci_tenant " " tenant_CX " {

name = "CAB"

}

variable " vrfs " {

default = {

VRF1 = {

name = "VRF1"

},

VRF2 = {

name = "VRF2"

}

}

}

resource " aci_vrf " " vrfs " {

for_each = var.vrfs

tenant_dn = aci_tenant.tenant_CX.id

name      = each.value.name

}

apic :

tenants:

- name: CX

vrfs :

- name: VRF1

- name: VRF2

Product Configuration Model
API - native

Infrastructure as Code Model
TF provider - native

+200 Lines of Configuration

20 Lines of Configuration

6 Lines of Data

TF-
Module

TF-
Provider

ÅDrives all pit stops as single òsource 
of truthó

ÅSame look & feel across architectures

ÅHighly simplified and abstracted

ÅBest Practices baked in

ÅPossibility to expand to 3 rd parties

ÅUsable via NAC-API in ITSM òno 
Codeó

ÅToolset independent òOpen Sourceó

Åpassive part of Digital Twin

Data Model

CX Data Model ðexample tenant config

BRKOPS- 2142 41
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The key element is data and abstraction

BRKOPS- 2142 42

ÅEvery Controller or every device configuration follows a data structure

ÅData needs to be human and machine readable

Tenant

VRF

BD
22.2.253.0/27

EPG- one

VLAN 2501

EPG- two

VLAN 2502

API

Root

Policy Universe

Tenants

Applications

VLANs Domains

Fabric

Nodes

Hypervisors

Example ACI
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Include important settings by defaultõs

BRKOPS- 2142 43

ÅLessons learned

ÅCVD and best practice

ÅCustomer requirements

ÅEliminate

ÅStandardize

ÅSimplify cases

---

defaults:

apic :

fabric_policies :

ep_loop_protection :

admin_state : disabled

detection_intervall : 60

detection_multiplier : 4

action: bd- learn - disable

tenants:

vrfs :

name_suffix : '_VRF'

data_plane_learning : enabled

enforcement_direction : ingress

enforcement_preference : enforced
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Planing is key!!!

óIncrease Efficiency with Service as Code for scalable, 
repeatable infrastructure automation.ó
Planning, versioning and automation is key!

BRKOPS- 2142 44

GITlab



Network as Code for ACI

Automation òapplyó via Pipeline
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ACI Terraform Provider

150+ Low - Level Terraform Modules

Nexus- as- Code Terraform Modules

Effectively communicate changes withé

Email & ChatOps Integrations

Imports YOUR current configuration using the..

Brownfield Import Module

Access Policies

Fabric Policies

Pod Policies

Node Policies

Interface Policies

Tenants

Ensure compliance withé

Nexus Dashboard Integration

Avoid configuration errors withé 

Semantic Pre- Change Validation

Verify every change withé

Context- Driven, Automated Testing

Integrate into YOUR CI/CD environment using theé

Platform Agnostic CI/CD Modules

Cisco Services (CX) Best Practices

NW as Code for ACI Model as Blueprint for our IaC

BRKOPS- 2142 46
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Back to the concept

BRKOPS- 2142 47

Network as Code

Plan / Design

Automation

Test and Validation Input

Data Model

Catalyst SD- WAN Manager

SD- WAN

2

APIC

ACI Data Center

1

Identity Services Engine

SDA / Campus

Catalyst Center

3
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Application Centric Infrastructure building blocks

BRKOPS- 2142 48

Non- blocking 40/100/400G 
fabric, CLOS fabric

Flexible: Modular and fixed 
spine options

Network service 
appliances

(FW, LB, IPS)

IP storage

(NVMEoF, iSCSI, 
NFS)

WAN interconnectPhysical, virtual and 
container workloads

(VMW, HyperV , 
Hadoop, AIX, K8S etc )

Integrated overlay | Distributed gateway

Built- in distributed stateless 
firewall, multi - tenant security

Price Power efficiencyProgrammabilityPerformance Port density

Cisco APIC (3 or more) 

Centralized policy model, 
network automation

Built on Cisco Nexus 9000

Single open API for 
entire system -

(Terraform, Ansible, 
Python, Etc)
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1

DECLARE

2

COMMIT, VALIDATE, BUILD

3

DEPLOY

O P T I O N A L

Customer Engineers

CX Test 
Automation Manager

ACI Module

ITSM Approval and Governance

Ex.

Nexus Dashboard 
Insights 

Nexus Module

Cisco

ACI

An Example: Network as Code for ACI flow

BRKOPS- 2142 49
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Policy Universe

Tenant PROD_1

Application Profile

EPGs EPGs

BD Contracts

Tenant PROD_2

The key element is Data and abstraction

BRKOPS- 2142 50

ÅObjects having dependencies to each other, 
as well sequence to create is important

ÅACI- as- Code will take care

Tenant PROD_2

vrf_one

bd-one
22.2.252.0/27

epg_one

VLAN 2503

bd-two
22.2.252.32/27

epg_two

VLAN 2504

Tenant PROD_1

vrf_one

bd-one
22.2.253.0/27

epg_one

VLAN 2501

bd-two
22.2.253.32/27

epg_two

VLAN 2502
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Example for Network as Code workflow

BRKOPS- 2142 51

Test

Prod

Operator

Input validation 
and linting

Terraform Plan NotificationGIT push to 
feature branch

NDI Pre- Change 
Analysis

GitLab triggers 
pipeline

Notification CXTM based
Testing

Test Reports

GIT merge to 
master branch

GitLab triggers 
pipeline

Run NDI Delta 
Analysis

Deployment

Infrastructure
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DEMO Time

BRKOPS- 2142 52

APIC

ACI Data Center

1
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First run of Services as Code -
whats your impression?

The Slido app must be installed on every computer youõre presenting 
from

https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design


Network as Code for SDWAN

Automation òapplyó
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Network as Code for SDWAN

BRKOPS- 2142 55

Network as Code

Plan / Design

Automation

Test and Validation Input

Data Model

Catalyst SD- WAN Manager

SD- WAN

2

APIC

ACI Data Center

1

Identity Services Engine

SDA / Campus

Catalyst Center

3
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Cisco SD - WAN Solution Overview

BRKOPS- 2142 56

APIs

3rd Party
Automation

SDWAN 
Manager

Orchestrator

4GMPLS

INET

vAnalytics

Data Center Campus Branch CoLoCloud

WAN Edge Routers

Management/
Orchestration Plane

Control Plane

Data Plane

Controller Controllers
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SD- WAN Terraform Provider

SD- WAN as Code Terraform Module s

Brownfield Import

CI/CD Integration

Pre- Change Validation

Automated Testing

AI Assistant OPs

Data Model

Network as Code for SDWAN overview

BRKOPS- 2142 57

Feature 
Templates

Policy Objects

Localized 
Policies

Centralized 
Policies

Device 
Templates

Sites Feature Profiles

Profile Parcels
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SDWAN as Code

BRKOPS- 2142 58

Catalyst SD- WAN Manager

YAML Files ðsource of truth

Terraform (Provider and data model)

Delivered

Repository

Analytics
Provisioning
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1

DECLARE

2

COMMIT, VALIDATE, BUILD

3

DEPLOY

O P T I O N A L

NetDevOps Engineers

CX Test 
Automation Manager

SD- WAN Manager API

ITSM Approval and Governance

Ex.

Network as Code for SDWAN flow

BRKOPS- 2142 59

Cisco

SDWAN
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óIncrease Efficiency with Service as Code for scalable, 

repeatable infrastructure automation."

éautomated flight and crisp views
BRKOPS- 2142
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Demo Time Ą Network as Code for SDWAN
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Services as Code

Plan / Design

Automation

Test and Validation Input

Data Model

Catalyst SD- WAN Manager

SD- WAN

2

APIC

ACI Data Center

1

Identity Services Engine

SDA / Campus

Catalyst Center

3
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DEMO Time
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Catalyst SD- WAN Manager

SD- WAN

2



Network as Code for Catalyst 
Center (SDA) with ISE 

Automation òapplyó



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Network as Code for Catalyst Center (SDA) with ISE
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Network as Code

Plan / Design

Automation

Test and Validation Input

Data Model

Catalyst SD- WAN Manager

SD- WAN

2

APIC

ACI Data Center

1

Identity Services Engine

SDA / Campus

Catalyst Center

3
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Cisco ISE

Cisco SD - Access
The ACI Policy Model ðAdd External Connection

BRKOPS- 2142 65

Á Control - Plane Nodes ðMap System that 
manages Endpoint to Device relationships

Á Fabric Edge Nodes ðA fabric device 
(e.g. Access or Distribution) that connects 
Wired Endpoints to the SD- Access fabric

Á Identity Services ðNAC & ID Services 
(e.g. ISE) for dynamic Endpoint to Group 
mapping and Policy definition

Á Fabric Border Nodes ðA fabric device 
(e.g. Core) that connects External L3 
network(s) to the SD - Access fabric

Intermediate 
Nodes (Underlay)

Fabric Border 
Nodes

Fabric Edge 
Nodes

Á Network Automation ðSimple GUI 
and APIs for intent- based Automation 
of wired and wireless fabric devices

Á Network Assurance ðData Collectors 
analyze Endpoint to Application flows 
and monitor fabric device status 

Control - Plane
Nodes

Á Fabric Wireless Controller ðA fabric device 
(WLC) that connects Fabric APs and 
Wireless Endpoints to the SD- Access fabric

Fabric Wireless
Controllers

Fabric Site
Fabric Wireless
Access Points

Automation

Assurance

Cisco Catalyst Center

IP

Identity 
Services
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Network Settings [ Dict ]

IP Pools

IP Pool reservation

Device Credentials

Data abstraction for SDA fabric

66

ÅEvery Controller or every device configuration follows a data structure

ÅObjects having dependencies to each other, as well sequence to create is important

ÅCatalyst Center as Code will take care

Fabric [ Dict ]

Fabric Site [fabric - y]

Layer 3 Virtual Networks / 
local VNs

Anycast Gateways

Local IP Transit

IP Transit Global VNs
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1

DECLARE

2

COMMIT, VALIDATE, BUILD

3

DEPLOY

O P T I O N A L

Customer Engineers

CX Test 
Automation Manager

Catalyst Module

ITSM Approval and Governance

Ex.

Network as Code for Catalyst Center flow
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devices.yaml

fabric.yaml

sites.yaml

Catalyst as Code
Fabric Site

Cisco

SDA
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DEMO Time
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Identity Services Engine

SDA / Campus

Catalyst Center

3
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Demo Time Ą Outcome
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Network as Code

Automation

Catalyst SD- WAN Manager

SD- WAN

2

APIC

ACI Data Center

1

Identity Services Engine

SDA / Campus

Catalyst Center

3

22.2.162.xx
Ubuntu- Branch 2 22.2.253.3

VRF PROD_1:prod
BLN14- Ubuntu- DC1

22.2.253.4
VRF PROD_2:prod

BLN14- Ubuntu- DC3

IP connectivity
22.2.162.xx

Ubuntu- Branch 1
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òIncrease Efficiency with Service as Code for scalable, repeatable 
infrastructure automation.ó
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Next Steps in 
Automation



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Network as Code
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Implementation & Change
Code Repo | Pre - Checks | CI/CD

Data Model - Per architecture best practices

Requirements

Design Validation / Test

Documentation

Operations

Digital Infrastructure interaction ðAPI

Easy consumption of many architectures in the same way

Shown in this presentation

ACI SDWAN ISE IOS- XRMerakiFirewallNDFC IOS- XENX- OS Splunk 3rd partiesThousand 
Eyes

Catalyst 
Center
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Network as Code ðCross Domain Automation
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ACI SDWAN
Campus 

/ SDA
ISE Firewall

Repos

NAC- API

Service Catalog Workflow Engine Chatbot / AI Assistant

Standardized API to integrate northbound systems
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Network as Code - Cross Domain Automation
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User InteractionSelf Service

ACI

NAC- API

Intersight Cloud Orchestrator

Source of Truth

Automation Engine

Start        Render ACI     Render FW    Deploy ACI    Deploy FW

ACI YAML FW YAML

Source of Truth

Automation Engine

Firewall
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Services as Code value insights (1)
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My network as designed 
doesn't match reality and all 
networks look different

Network changes consume 
too many resources with too 
many errors

I spend more of my time 
reacting to network needs

The date model ensure 
constancy across your IT

Network changes are 
automated and simplified to 
release resources and avoid 
errors

Network / IT needs are 
abstracted and simplified
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Services as Code value insights (2)
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Iõm challenged to apply 
automation

Iõm questioning network and 
security compliance

Skill shortages and low 
innovation

Cisco enables your 
automation journey for and 
with you!

Leveraging the power of 
NetDevOps let you enhance 
your skills and innovate

The services as code journey 
ensures compliance and 
enables easy audits
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Services as Code benefits
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Configuration files can be 
versioned, 

Åtrack changes, 

Åcollaborate, 

Åroll back to previous 
versions if needed.

ÅCode- based configuration 
allows for automation of 
provisioning, deployment, 
and scaling processes.

ÅInfrastructure can be 
created or modified 
programmatically, making it 
easier to manage complex 
and dynamic environments.

ÅConfiguration code can be 
tested, validated, and 
integrated into continuous 
integration and continuous 
deployment (CI/CD) 
pipelines, 

Åimproving the reliability and 
quality of infrastructure 
changes.

Version control Automation Testing and validation



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Why buy Cisco Service as Code?
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Scalable and proven

Open and 

interoperable

Built using 

best practice

Compliant out of the box

Evergreen supported 

lifecycle

Faster, cheaper 
Time- to- Value

Network 
as Code

éless 
than 1 
hour

3 months 
to é



Summary and Conclusion 
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Optimized and aligned
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Unique design

Long build time

Questionable outcome

Extensive skillset

No warranty

No anticipated costs

Focus on build

Reusable and proven 

design

Time 2 Market optimized

Defined outcomes

Leverage existing skills

Cisco CX Supported

Cost efficiency & control

Focus on USE
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Building Blocks for Service - as- Code
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Network

Domain specific Terraform Provider Automation library maintained by Cisco and available as 

open-source. These are available and customers are 

already using them to build custom automation solutions. 

Services- as- Code Data Model

CI/CD 
Integration

Pre- Change
Validation

Automated 
Testing

Chatops

Solution Specific data model and specific tools, owned by 

CXPM. 

CX Best Practices documented in scripts and templates 

and available via Cisco CX Service-as-Code offer. These 

are the key differentiator for Ciscoôs automation services. 

Available via:

Å AS-T for solution deployment, best practises and on-

boarding

Å LCS for continues support operation, TACSW 

Lifecycle Management and support for complete tool 

chain
ACI- as-

Code
SD- WAN-
as- Code

Catalyst Center
& ISE- as- Code

FW- as-
Code

Meraki- as-
Code

NDFC- as-
Code

T
e

c
h

n
ic

a
l 

S
o

lu
tio

n

Brownfield Import Tool Cross Domain Modules
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Services as Code 
streamlines 
operation and 
enhanced business 
efficiency.

My volunteering (hobby) 
with and for 
sustainability
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References

ÅACI/Nexus - as- Code
https://cisco.com/go/nexusascode

ÅDemo Repository
https://github.com/netascode/BRKDCN - 2673 - Demo

ÅACI Terraform Provider
https://registry.terraform.io/providers/CiscoDevNet/aci/latest

ÅPre- Change Validation Tool
https://github.com/netascode/iac - validate

ÅTest Automation Tool
https://github.com/netascode/iac - test

ÅNX- OS, IOS- XE, IOS- XR Terraform Providers
https://registry.terraform.io/search/providers?q=netascode

ÅIf you want to have more details, please contact us via session 
Webex room

ÅPublic:

Åiac- validate : Used for pre - deployment 
validation

Återraform - provider - sdwan : Terraform 
provider for SD - WAN

Återraform - sdwan - nac- sdwan : Terraform 
modules for SD - WAN as a Code
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https://cisco.com/go/nexusascode
https://github.com/netascode/BRKDCN-2673-Demo
https://registry.terraform.io/providers/CiscoDevNet/aci/latest
https://github.com/netascode/iac-validate
https://github.com/netascode/iac-test
https://registry.terraform.io/search/providers?q=netascode
https://github.com/netascode/iac-validate
https://github.com/netascode/terraform-sdwan-nac-sdwan
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Action items for you after this 
session 
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ÁRelax its sounds more complex than it is 
JTherefore:

ÁDownload Network as Code and start 
enjoying

ÁPlay with the Data Model
ÁApply against your LAB or simulator

Send us feedback

As Angus said:

Have a Drink as Code on me
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Earn 100 points per 
survey completed 
and compete on the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
mobile app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to be entered in 
a drawing to win 1 of 5 
full conference passes 
to Cisco Live 2026.  

Complete Your Session Evaluations
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Book your one - on- one 
Meet the Engineer 
meeting

Attend the interactive 
education with DevNet, 
Capture the Flag, and 
Walk- in Labs

Visit the On- Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on- demand

Visit the Cisco 
Showcase for related 
demos

Continue your education

BRKOPS- 2142

Contact me at : maharbec@cisco.com

87

http://www.ciscolive.com/on-demand


Thank you




