Is this how your typical network
management looks like?
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Let's Deploy Catalyst Center
Global Manager (CCGM) CISCo Live !

Single Pane of Glass for Catalyst Centers

Shai Silberman Prabhjit Singh Bagga
Product Management, @shaisilberman Technical Marketing Engineer, @psbagga —
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Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session

How

ﬂ Find this session in the Cisco Live Mobile App
e Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

@ Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until June 13, 2025.
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Birth of CCGM

ol I 1l l b
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Session Journey

 Why do you need CCGM?

« What it is and what it is not?

« What do | need to get CCGM deployed? How do | deploy CCGM?
« How do | add my Catalyst Centers to CCGM?

 What all can | do on CCGM? - Monitoring, Troubleshooting, etc.

* Under the hood of CCGM

« Does CCGM have APIs?

ol I 1l l b
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About Sh.ai

14+ Years with Cisco
3+ Years in TAC
3+ Years in Solution
Testing (4G/LTE, VoLTE)
3+ Years as Cloud
Engineer
5+ Years as a TME in
SDA and Catalyst Center

20+ years of industry

experience
Catalyst Center Product
Manager
TME Leader
MBA+MSSE
Previously, Director of IT
@SJSU
Lectured Networking
@SJSU il
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Why do you need CCGM?




Data as of May 2025

Wide Platform Adoption and Growth

e 4 I
4 I
17M+ Devices on
Catalyst Center
33 k )
Managed Devices - . Connected Clients
16M+ Devices on
Meraki
_
\_ / o J

N
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Global Manager operational evolution

Single pane of glass for simplified architecture

G

( Catalyst Center Global Manager >

/\/ N

¢ N
as
AN AN a
N\ = N\ = S| DS
Minimum Catalyst " i aws . \
Center version is = = e ‘ -,
2.3.7.9 or higher =] = = l A |
Single appliance HA cluster 3x scale with GA GA

Virtual appliances

XL appliances
( Physical appliances > ( >

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst Center platform system scale

(Description I[\)/,I\,it_j,::,jvrr‘AEfp"ance Bg;ﬂfw"fgfl_"jnce E’N(gi\lliﬁf_ifp"ance 3 XL cluster Virtual Appliances >
Endpoints (concurrent) 25,000 40,000 100,000 300,000 25,000
Network devices 5,000 8,000 25,000 35,000 5,000
APs 4,000 6,000 13,000 25,000 4,000
Sites 2,500 5,000 10,000 10,000 2,500
Access control policies 25,000 25,000 25,000 25,000 25,000
Access contracts 500 500 500 500 S10]0)
Per fabric site scale
Fabric nodes 500 600 1,200 1,200 S10]0)
VNs 64 128 256 256 64
IP pools 100 300 1,000 1,000 100

Latency between DNAC to device: 200ms (RTT)

N
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BIG NUMBERS

(Description 3 XL cluster > Scale with CCGM
Endpoints (concurrent) 300,000 187,500,000
Network devices 35,000 21,875,000
APs 25,000 15,625,000
Sites 10,000 2 5
Access control policies 25,000 X
Access contracts 500

Per fabric site scale

Fabric nodes 1,200
VNs 256
IP pools 1,000

N
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Cisco Catalyst Manager of Managers

3 e S

. Catalyst Center

° New York
San Francisco Catalyst Center

Catalyst Center Branch offices

. o
Dubai Tokyo
Catalyst Center Global Manager ® CCGM Server

® Catalyst Center Instances

Global Catalyst Center Deployments Management



True or False?

CCGM cannot

run outside of
United States
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Catalyst Center Global
Manager

What it is and what it is not?

N



Catalyst Center Global Manager use cases

9 @

Launch
Management
Global Search ~ ~, Plane Visibility

& </>
Global .
Visibility Programmability

Catalyst Center Catalyst Center Catalyst Center ~ Catalyst Center Catalyst Center

Physical Physical VA VA VA
Single Node Three Node ESXi AWS Azure
M/L/XL Cluster

N
© 2025 Cisco and/or its affiliates. All right BRKOPS-2492 15 Cisco



Catalyst Center Global Manager use cases

r

s )
Global Search
Global search via
* |P Address :
« Hostname
« MAC address
* other metadata Globa
Visibilif]
\_
r )

.

Global Visibility

» Monitoring of networks, sites,

clients, devices
+ Aggregated inventory
reporting

« P1/P2/P3 issues drill-down
from any Catalyst Center

© 2025 Cisco and/or its affiliates. All right

Physical
Single Node
M/L/XL

uaélyst Center

fos)
Cross.Eatinch

* Controller x-launch without
additional authentication

* Cross-launch into 360 view of
the client/device

© © © ¢

Catalyst Center  Catalyst Center

Physical VA
Three Node ESXi
Cluster

BRKOPS-2492

Catalyst Center

AWS

~N

)

gement
Visibility

=

Programi

Mgmt Plane Visibility

« Enhanced Administrative Efficiency
» System Health / Monitoring
» Appliance Health / Monitoring

Programmability

* Open APIs for 3rd party solutions
integration

 APIs for monitoring mgmt plane
health

* APIs to query global
networks/devices/ inventory details

* Enroll in CCGM Notifcation

Cataly:.l GETTET

Azure

16
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Managing Between Management and Network Layers

ﬁilobal visibility and operations of Catalyst
Center management layer

» See Appliance health
» See Appliance Status

\ « Seamless logon to CatC Controller

~

ﬁalobal visibility of the network layer

» See global device/client status
» See global device up/down

» See global events/issues

» Global search across multiple CatC domains
\ (i.e. MAC address)

AN

J

© 2025 Cisco and/or its affiliates. All rights reserved.
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Sys-admin NOC

Global net admin\ / Global SecOps

@ T

/ |\

New York Munich Dubai \
CatC CatC CatC
Management
C ’ e
= =} =}
s HR=< HR=s Network

B @ B e

\ ® o~ o~ )
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What CCGM is NOT (today) - out of scope Phase 1




What do | need to get
CCGM deployed?




Catalyst Center Requirements

For use with CCGM

Cataly\/c-enter
—/

l

Physical and virtual infrastructure

= G =
e — e ~~
L]

alfbal ]l
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True or False?

CCGM can support
Catalyst Center 2.3.7.9
or higher

© 2025 Cisco and/or its affiliates. All rights reserved. .. BRKOPS-2492



Catalyst Center Global Manager Requirements

a4

] \
\ /
N[/

Catalyst Center  Catalyst Center  Catalyst Center ~ Catalyst Center  Catalyst Center

Physical Physical VA VA VA
Single Node Three Node ESXi AWS Azure
M/L/XL Cluster

o]
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True or False?

Can CCGM
run in AWS?
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What about Licensing?

N
e
N

Catalyst Center Global Manager
(CCGM)

- L\
s (o

Catalyst Center  Catalyst Center  Catalyst Center ~ Catalyst Center  Catalyst Center
Physical Physical VA VA VA
Single Node Three Node ESXi AWS Azure
M/L/XL Cluster

24
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True or False?

CCGM is
expensive!

22222222222



How do | add my Catalyst
Centers to CCGM?




How to get started

In ~1 hour
(excluding download)

© 2025 Cisco and/or its affiliates. All rights reserved.

.

Order and
Download
CCGM

Deploy CCGM on
VMware ESXi

Register CCGM

Enroll Catalyst
Center

Enjoy a single
pane of glass

27
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It all starts with placing a
new order for CCGM
on Cisco.com (CCW)

CCW is the system where orders are placed with Cisco by your account
team or partner. Is stands for Cisco Commerce Workspace

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2492 28 cisco



What is Cloud Registration Service
(CRS)?

Automate way for Catalyst Centers
to register to CCGM

222222222222222222



Cisco Ordering Tool Cloud Registration Service
CCW [ ] (CRS)

Account Team

New CCGM New Profile is Created
Smart Account Name: APlS Smart Account Name:
CatalystCenterTME - CatalystCenterTME
Virtual Account Name: CCGM- Virtual Account Name: CCGM-
USA USA

[
A 2 z
Download and Register CCGM Enroll Catalyst
Deploy CCGM Center

~45 mins ~1 mins ~1 mins




Same way as PnP!

DHCP/DNS Server

Catalyst Center Option 43
5A1D;B2;K4;1192.168.139.151;J80

Switch becomes Sends request
“Unclaimed” on to DHCP to get IP
Catalyst Center 4 Catalyst Center 2 address for itself

smiiism - i T8 St e B EEREET i il st i id e
|
R T P S T TE% RIS SR T R R SR T S R S, TR R ST

Power on

Catalyst 9000

o]
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How to add Catalyst Center to CCGM

Registers to CRS
Using Same SA/VA in CCW ‘/’ ‘ Enroll Catalyst Center
CCGM Using Same SA/VA in CCW
&) < fls - Ct%
10.195.180.230 10.195.180.131

@ cceMmIP

' 0L LK
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How can | Deploy CCGM?
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Catalyst Center

Powered by maglev
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Deploy CCGM

[ 8 o -
aE——e a—e amme
s < 4

° 4 ®
;N A ¥ o
enter

10 mins ~60 mins ~30 mins ~2 mins




All tied to your Smart Account and Virtual Account

oftware Central

tivate and manage

Cisco Software Central

Download and manage

Virtual Accounts
Smart Software Manager Download and Upgrade Traditional Licenses

Edit Virtual Account - CCGM-USA

traditional licenses to Smart Licer

General

Assign Ug
Manage Smart Account EA Workspace Manage Entitlements

User Email Address Account Access User Groups Actions
Gene age licenses hased eDe

Cancel

)

Download and Enroll Catalyst
Deploy CCGM Center

10 mins ~60 mins ~30 mins



All tied to your Smart Account and Virtual Account

et Catalyst Center Global Manager System / Settings Q search &5 ® | Q erasaT v

* Glol

Overview Certificates

Alerts

Device Infrastructure

Platform

Activities

System

onfiguration

API Encryption

Login N

Terms and
Produc
Trust &

Account Lockout

m.

Download and Enroll Catalyst

Deploy CCGM Center

10 mins ~60 mins ~30 mins ~2 mins



Add Catalyst Center to CCGM

= vtk Catalyst Center System /[ Settings

() global

Exter

t Center Global Manager for simplified network management. Monitor

Global er Integration

Connected To 10.195.180.230
Enroliment Status ® @ Enrolled

" A £

Download and Register CCGM
Deploy CCGM

10 mins ~60 mins ~30 mins ~2 mins ~Forever






tl:lllSéloll Products & Services Support How ta Buy Training & Events Partners Employees Prabhjit Singh Bagga o @ e o o

Software Download

Downloads Home [ Special Release

(O‘ PPN ) Release Cisco CCGM 1.1.1 Related Links and Documentation

- No related links or documentation -

( Expand All | Collapse All )

Selected Releases v
Cisco CCGM 1.1.1 File Information Release Date Size

Deployment Guide for Catalyst Center Global Manager 1.1.1 07-May-2025 2.42 MB * N K
Deployment-Guide-CCGM-1.1.1-VA tar.gz @
Advisories [

Cisco signature for the file Deployment-Guide-CCGM-1.1.1- 07-May-2025 0.00 MB v Bk
VA tar.gz (Refer to Deployment Guide for verifying)

Deployment-Guide-CCGM-1.1.1-VA.tar.gz.sig

Advisories []

Public key to verify the Cisco signature of the images (Refer 09-Apr-2025 0.00 MB + .
Deployment Guide for verifying)

CCGM-1.1.1-VA_cisco_image_verification_key.pub

Advisories [

Cisco Catalyst Center Global Manager SW Virtual Appliance 1.1.1 09-Apr-2025 22113.44 VB RV
(Refer to Deployment Guide for verifying OVA image)

CCGM-SW-1.1.1-VA.ova

Advisories [

Release Notes for Catalyst Center Global Manager 1.1.1 09-Apr-2025 0.20 MB ¥ i

Release-MNotes-CCGM=1.1.1-VA.tar.gz




\

What all can | do on CCGM?

m.

Download and Register CCGM Enroll Catalyst
Deploy CCGM Center

10 mins ~60 mins ~30 mins
. L . .




Home Page

.lcllls-éL" Catalyst Center Global Manager Q, search ® ‘ Q. PRABHJT ~

Site Hierarchy Welcome! PRABHJIT' M 9,2025, 2:29 PM ' Refresh (& Customize

Global
Controller health 3 Fair

Qverview

Alerts Network status changes | © Last7 days

= Top 5 alert types
Device Infrastructu

Major Alerts @ Poor sites
Workflows

1 ~2100% Last 7 days 1 A 100% Last 7 days
Platform

Activities v Monitor

System
Routing 1tota @ 100% healthy Switching 7total @ 100% healthy Wireless 0wl @ —

Minor alerts Alerting sites Minor alerts Alerting sites

1 1 7 5

Physical Distribution Access

o1 o1 06

Endpoints & o2l @ 50% healthy Software-Defined Access

v New Section

© 2025 Cisco and/or its affiliates. All rights reserved.




Monitoring Catalyst Centers from CCGM

"teen' Catalyst Center Global Manager System / Controllers Q search &5 ® | R e v

Site Hierarchy COI'ItI'O”GI’ Deta"S
bl Controllers View controller details, or cross launch to controller for further

details
Overview
1 Health
Controller name Catalyst Center - San Jo
Alerts
Controller * IP address Health Connectivity View details System 360 [7

Device Infrastructure 10.195.180.132 10.195.180.132 Fair © Reachable

IP address ©
10.195.180.219 10.195.180.219 Fair @ Reachable
Workflows

Catalyst Center - San Jose 10.195.180.131 Fair © Reachable i Connectivity © Reachable
Platform

Health status Fair

Activities System health (7

System Description Missing Configuration: Cisco IMC is not configu
The following URLs are not reachable directly: ... G
A newer Cisco trusted certificate bundle is avai..

Type of controller Catalyst Center

Enterprise VIP 192.168.306.104

Management VIP 18.195.180.131
Cluster configuration single-node

Node hostname

Cancel m

© 2025 Cisco and/or its affiliates. All rights reserved.




Global Search in CCGM

Q 10185180

Devices access-dc-01.cisco.com
sco.com - 10.195.180.189

1-10.195.180.194
Controller Name

V1 eiepr 5
cisco.com - 10.195.180.202 10.195.180.132

m - 10.195.180.188
IP Address

10.195.180.189

10.195.180.19
MAC Address
C0:67:AF:ED:8C:80

Status
Managed

Serial Number
FDO1735Q0E8

Family
Switches and Hubs

Device Type
Cisco Catalyst 3650 Switch Stack

Platform
WS-C3650-48FD-L

Software Version
16.11.20190312:035643

Hyperlink
Device360 O

© 2025 Cisco and/or its affiliates. All rights reserved.




Device Inventory

~

‘hali Catalyst Center Global Manager Device Infrastructure / Health Q search O @ | Q erasr v

Site Hierarchy

Global

0 Poor Health (] 0 Fair Health 0 No heaith data 8 Good Health
Alerts

Device Infrastructure

Analytics

rkflows

Top site groups © Top device types @

Platform

RTP 3 \ il =——————— e e |
Activities ) Bangalore 2 Distribution Sw... | N 1
san Jo 1 Router [ 1
San Francisco

Angeles

Devices

Good

Device name * Device health  Device family Device role Device type Reachability  IP Address Device model Alerts Image version
access-bldg01-01.cisc @ Good Cisco C 2 ] 2 C3850-24P-L

access-bldg02-01.cisc @ Good

access-dc-01.cisco.co © Go

core-01.cisco.com? @ G

dist-bldg01.cisco.com @ G

dist-branch.pseudoco. ® Good

dist-dc.cisco.com ¢ talyst c REACHABLE

ISR-Branch.pseudoco.t @ Good 0 egrat: BORDER RO. REACHABLE 88 C1111X-8P

© 2025 Cisco and/or its affiliates. All rights reserved.



Consolidated Site Hierarchy

© 2025 Cisco and/or its affiliates. All rights reserved.

whehe Catalyst Center Global Manager

it Welcome, PRABHJIT.

Global
Controller health 4 3 Fair

Overview

Ale Network status changes

= Top 5 alert types
Device Infrastructure

Workflows
Platform

Activities > Monitor

Routing 1 total @ 100% healthy

Endpoints 7 wotal @ 57% healthy

Switching 7 total @ 100% healthy

Alertir

5

Distribution

1

Software-Defined Access

Q search

Wireless 0t

~

& ® | Q erasHaT v

< Refresh

@ —

& Customize







® @ ® [EJ Login-Catalyst Center Glob: X+

&« > C © Not Secure  hiips://10.30.197.174/auth/login

el Catalyst Center Global Manager

Login

Username

Password




Under The Hood of CCGM




CCGM Design/Architecture Principles

Flexible
Design

3

CCGM should be able

to support
heterogenous

controllers across
multiple releases

© 2025 Cisco and/or its affiliates. All rights reserved.

Independent
Release

CCGM and individual
controllers should be
able to update
independently

Standard

Communication

CCGM
communicates with
controllers through

public REST APIs

BRKOPS-2492

Data Ownership

Data from Catalyst
Center is displayed
not stored

Controller
Independence

Each managed
controller continues
to operate
independently

o]
50 cisco



Fundamental Elements of CCGM Architecture

Secure Consistent Ul
Establish Communication Centralized SEEINIERS
Trust Channel Authorization API Aggregation Navigation
e tieatas Controllers Consolidation

(/\
[ \
\ ]
Q)

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2492 51 cilsco



Secure Communication between CCGM and Catalyst
Center

CCGM
ST ya
( 1) N | » Catalyst Center
N2 4 APIs _/
10.195.180.230 10.195.180.131




CCGM Architecture Details

Catalyst Center Global Manager
Ul Plugins

6 API Agaregated Service

Multi Controller Use cases Federated Search Site Consolidation
Catalyst Center

Global Manager
API/UI

APl Aggregated

Mux/De-Mux [_Extensions

Core Services

AP| Gateway Controller Registry A;;ZIX aAtLilct)rllZ

Tunnel Management

Tunnel Tunnel

Tunnel Tunnel
ot

API/UI

Catalyst Center ~Catalyst Center

ol I 1l l h
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2492 53 cilsco



True or False?

CCGM can run
on top of my
existing Catalyst
Center?

22222222222



CCGM Housekeeping




Track login activities via Audit Logs

Catalyst Center Global Manager Activities / Audit Logs Q search S ® | Q PRABHAT v

@® By Datev &

May 29, 2024 3:21 AM - May 28, 2025 3:21 AM = Syslog Server(s)

Site Hierarchy
Global

Summary
Overview
v Severity (3)

Alerts Critical

Warning Filter

Device Infrastructure >

Info
Created date Description Category Severity User
Workflows

v Today
Platform

May 28,

2025 3:21 AM PDT oauth oidc acs succeeded B Info netadmin

Activities
May 28, 2025 3:21 AM PDT LOGIN_USER_EVENT: 'netadmin’ logged in successfully. INFO B Info system

System R May 28, 2025 3:01 AM PDT LOGOFF_USER_EVENT: 'netadmin’ logged off successfully. INFO @ Info netadmin

May 28, 2025 2:37 AM PDT oauth oidc acs succeeded INFO 8 Info netadmin

May 28, 2025 2:37 AM PDT LOGIN_USER_EVENT: 'netadmin’ logged in successfully. INFO 8 Info system

LOGOFF_USER_EVENT: 'netadmin’ logged off successfully. INFO B Info netadmin

May 28, 2025 12:09 AM PDT

v Yesterday

oauth oidc acs succeeded netadmin

May 27, 2025 11:51 PM PDT a8 Info

May 27, 2025 11:51 PM PDT LOGIN_USER_EVENT: 'netadmin’ logged in successfully. INFO A Info system

May 27, 2025 12:33 PM PDT LOGOFF_USER_EVENT: 'netadmin' logged off successfully. INFO a Info netadmin

May 27, 2025 12:33 PM PDT LOGOFF_USER_EVENT: 'netadmin’ logged off successfully. INFO B Info netadmin

2025 12:27 PM PDT B Info netadmin

May 27, LOGOFF_USER_EVENT: 'netadmin’ logged off successfully.

May 27, 2025 12:10 PM PDT oauth oidc acs succeeded @ Info netadmin

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2492



How can | upgrade CCGM?

Inline Upgrade.. Same as Catalyst Center

© 2025 Cisco a

or its affiliates. All rights reserved.

® ® @ [ catalystCenter Global Mana: X +

© Not Secure  https://10.195.180.230/cd/home

el Catalyst Center Global Manager

Z‘;z:;ramhy Welcome, PRABHJIT. Loading complete

Controller health A 1Fair
Overview
Alerts

i= Top 5 alert types
Device Infrastructure

Workflows
Platform

Activities v Monitor

System .
Routing ototal @ —

Endpoints 8 total @ 50% healthy

BRKOPS-2492

+ 5 @8 P O @

Q search 5 ® | K PrasHaT [}:

@ Jun 6, 2025 1:17 AM ' Refresh & Customize

Network status changes\ @® Last 24 hours v A

devices and 8 endpoints at 8 sites

Switching 3 twotal @ 100% healthy Wireless 0total © —

Minor alerts Alerting sites

3 3

Distribution Access

o1 02

Software-Defined Access




Why Backup CCGM?

Databases
Credentials

File Systems & Files
Network Assurance
Analytics Data

» Protection against Failures
» Loss of Data
» Troubleshooting Faster

vV VYV VY VYV VY

o]
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How does it work?

4 I

e Catalyst Center Global Manager System [ Settings Q search 5 @ | Q erasar -

Hie
Global

Certificates Backup Configuration

Physical Di
nount ar

Network File System (NFS)

Activities

System

Encryption Passphrase*

Terms and Conditions
Confirm Passphrase*
Offer

~ Backup Retention (in number of backups)*
int Lockout

14
rd Expiry

P Control

Product Telemetry m

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2492 59
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What about CCGM APIs?




CCGM APIs

© 2025 Cisco and/or its affiliates. All rights reserved.

il Catalyst Center Global Manager

Platform

h and Perfor

mance

Platform / Developer Toolkit

Q search

Q PRABHJIT

~N




Subscribe to CCGM Notifications

© 2025 Cisco and/or its affiliates. All rights reserved.

s Catalyst Center Global Manager Create a New Notification Q search 55 ® | Q erasar -

Select Channels

BRKOPS-2492 62



True or False?

CCGM is
AWESOME!

22222222222



Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

20
00

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

N
Level up and earn Complete your surveys
exclusive prizes! in the Cisco Live
mobile app.
Y,

© 2025 Cisco and/or its affiliates. All rights reserved.
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Continue your education

N A
—QC]— [gj ==
[ 0000 V16D
o MMMM
Visit the Cisco Book your one-on-one Attend the interactive Visit the On-Demand
Showcase for related Meet the Engineer education with DevNet, Library for more
demos meeting Capture the Flag, and sessions at
Walk-in Labs www.Ciscolive.com/
on-demand
N\ J Y,

© 2025 Cisco and/or its affiliates. All rights reserved.

Contact me at: pbagga@cisco.com

BRKOPS-2492

N
65 cisco


http://www.ciscolive.com/on-demand
mailto:pbagga@cisco.com

Thank you CI1SCO Live !
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