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User Experience Matters

r
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* Visibility { It’s about Simplifying Networking Operations, with Less driving Effort. ]
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Simplifying Network Operations

Facilitating the jobs your teams need to do
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@ = ©

Automation
Observability & Zero trust
insights
Cisco Catalyst Center 1]

Visibility Programmability
¥ - 3

Physical and virtual infrastructure
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NetOps

AlOps

SecOps

DevOps

Automation and workflows simplify building
and maintaining large scale networks. Al/MR
streamlines and simplifies complex tasks

Al/ML and predictive insights for proactive
optimization to ensure consistent performance
and reliability and the optimal user experience

Al/ML and DPI Identify and classify endpoints,
enforce security policies and mitigate threats
for a complete workplace zero trust solution

Mature APIs, SDKs, and closed-loop
integrations, untangle the complexities of
interconnecting third party systems

]
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Catalyst Center out-of-the-box API Integrations
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Agenda
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Integrations for Network Management
- Ekahau
- Cisco Spaces
- Cisco ISE

- Secure Analytics - Group based policy analytics & Al Endpoint analytics

Integrations for (Network)
Assurance/Monitoring

- MS Teams

- Thousand Eyes

- SD-AVC (Infoblox DNS A-Records, NBAR Cloud, MS Feeds)

Integrations to Simplify Network Operations
- ITSM ( Change Management and Event Management)
- Event Notifications (SNMP/Syslog/SMTP/Webhooks)

BRKOPS-2609 6 cisco



Integrations for Network
Management

CISCO Live !



Creating Site Hierarchy

Create the structure and framework of
your network, including the physical
topology, network settings, and device
type profiles that you can apply to devices
throughout your network. A9 i

= ":I:'s'élz;' Catalyst Center Design / Network Hierarchy
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Importing Ekahau Projects to Catalyst Center

Ekahau Pro Ekahau Cloud

Ekahau Pro version 11 -
Catalyst Center version 2.3.5.x

Ekahau cloud - Catalyst Center
version 2.3.7.X

Catalyst Center

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2609 9 CIsco



Importing Ekahau Projects to Catalyst Center

Ekahau Pro Ekahau Cloud

Ekahau Pro - Area name and Building Name

created in Catalyst Center must be same as
Ekahau Project Name or Building Name in
Ekahau Project

Ekahau Cloud - Mention Area/Sub-
Area/Building name before exporting the

Ekahau Project

Catalyst Center

LK AN
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Importing Ekahau Projects to Catalyst Center

= il Catalyst Center De X el N
cisco ’ N
Import Ekahau Project / D DragEkan: \
° Add Site {| Import ) IR o B s ll rop a au ‘I
files (.esx) to

et e - import

menu option for sites and buildings

a file or drag and drop to upload -

) @ Wyt

‘il Catalyst Center Design / Network Hierarchy

Import Preview

Site Hierarchy Preview Import Summary - 14th floor
em
o1 0/6 @ @ Information (0) Warning (1) @ Errors (0)
E L o
Message “

Hierarchy element '14th floor' doesn't exist, it will be

To import Ekahau Projects, select e ones o wn @0
an Area/Building and Import Ekahau FLOOR 161 far Tl APs: 0, AP
Project

© 2025 Cisco and/or its affiliates. All rights reserved. LRRUr O-2UUD



Importing Ekahau Projects to Catalyst Center

Using APl method —

Project export °
< Back
enve M- < @ ekahau.cloud e
ekahau atlian]n,
CISCO
3 g::::::rd @ Rating Crteria Primary Coverage v 24GHz e
Ly Username * ( @ekahau.com
Dashboard

Password * (...................

e Integrations

Xt Nt &

Project Export
Fioor 0 - Ground , Supercharge your project OnPremise Url *Chttps://dnac.ekahau.com/
& Export Floor Plans and Access Point locations to your dashboard. The integration saves

prone manual entry, and it works just as well for established networks as it does for bra
m Continue without login Continue

&
I 7 1
|"

I
Project export o harg
Export Heatmap
< Back
Insights at your fingertips Floot
Export the 5GHz Primary Coverage heatmap to your dashboard as an extra floor plan image. This integration ol I Il I I ard.
enables quicker troubleshooting by having a reference heatmap available to all dashboard users. CISCO 3-pr0
e
d ne!

Site path * (G\obal / AnglesTest

| N,

Buildings * (AnglesTest )
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Importing Ekahau Projects to Catalyst Center

Without Login With Login

@ @ M ~ < @ ekahau.cloud
Project export °
i eKahau
< Back
h‘ a \g::::uos:rd @ Rating Criteria Primary Coverage N
]
@ Location O Tags % Sharing
Fl ~<  Dashboard
a e Integration: Project |
Archive downloaded. | -
E  Floor 0 - Ground Superch
¥ ot
. . .. . . v‘y Export F
The download includes a CSV file outlining the site hierarchy and a d & prone m
map archive. To set up on the Cisco Catalyst Center: | Project export (] !
Q
H 0
@ Begin by importing the site hierarchy CSV using the "Import I
sites" fUﬂCtiOﬂ. .Project export in!tiated.
Please note that it can take up to 5 minutes for the export to be
@ Then, import the map archive using the "Import maps" processed.
g You will receive an email once the export has been completed, so yo
fU nCtlon ¢ ca: :ow close this window and enjoy a cup of coffee or continue xlr:
. e . . r oth ks in Insights.
@ Refer to the readme.txt file for additional instructions. Export Hantmap e
@ Note that modifying any of the included files by yourself can Insights at your fingertips
Iead tO errors dU I’ing |mp0 I’t Export the 5GHz Primary Coverage heatmap to your dashboard as an extra floor plan image. This integration

enables quicker troubleshooting by having a reference heatmap available to all dashboard users.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2609 13



Catalyst Center-Ekahau Anchor Points

=D

L
L 1 Floor1
C

| —
L 1 Floor 2
L1

— ﬁ Building

L
L 1 Floor1
.

L
—— 1 Floor 2
L

If the floor already exist, then the

floor is updated with changes

If the floor does not exist, then a
new floor is created.

© 2025 Cisco and/or its affiliates. All rights reserved.
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L
L L1 Floor1
C

| —|
L1 Floor 2
| G|

— ﬁ Building

L1
L L1 Floor1
1

L1

——— 1 Floor 2
[

Bwldmg 2

\—

If the building already exist, then the
new floor is created

14

If the building does not exist, then a new
building is created with the floors

Cisco



Catalyst Center-Ekahau Anchor Points

M ﬁ Building —— ﬁ Building % Building 2

—— L1 Floor1 - tloor |
| I—

L " Floor2 % Floor 3 i L T Floor2
ER :

|
— ﬁ Building i L /" Building

| I
L 1 Floor1
|

L 1
L 1 Floor1
L 1

L1 |
——— 1 Floor2 ——— 1 Floor2
L1 L 1

” Floor is not an anchor point to a Building is notbar)k?.nchor point to
Import a new building

import a new floor

]
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Catalyst Center- Network Heatmaps

= il Catalyst Center

Design / Network Hierarchy @) ® O Q admin v
. . Q) Search Hierarchy n 3D 2.4 & 5 GHz v Add/Edit Data/Filters View Options More
Onboarding devices to Catalyst e :
£ India / Bangalore 2 / floor1 v Jpdated 2 minutes ag &7 o Q. Search
C O Global
e nte r &b Demo
&% India
Assign devices to Sites 2 Bangalore 1

Switches/WLC to Buildings B

& floor1

AP to floor

® Hyderabad 1

1 -, A =
'
o
&

e
I
2
al
!

YT T

Push PK1, IPDT, HTTE I

Server, SNMP Syslog, SNMP Trap

configuration, Metconf- Streaming Telemetry
vang, telemetry configs

(o]

POD3-AP1

-

AP streaming

telemetry (gRPC, TCP
32626)

]
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Integrating Cisco Spaces to Catalyst Center

il Catalyst Center Design / Network Hierarchy oS ERONEAY 1 1. Q admin v
¥ m 3D 2.4 & 5 GHz Add/Edit Data/Filters View Options More
arch Hierarchy
ea ' Hel,
£ India / Bangalore 2 / floor1 ted 5 ag o (]

Subsequent changes on the floor plan ’:j{;:@«
automatically pushed from Catalyst
Centre to Map service.

Maps uploaded from Catalyst Centre to ...
Cisco spaces and visible in Cisco R
Spaces Map service. sogsrs

e v
=y
ae

Calculated locations of endpoints,
rogues, interferers is continuously
streamed from Cisco Spaces to Catalyst
Centre |

v
o
o
e 0
>
2

]
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Integrating Cisco Spaces to Catalyst Center

el Spaces

Dashboard

Home

Location Hierarchy

Integrations

Configure

Monitor

8 Admin Management

%

loT Services

Setup

Instances

POD4-DNAC active

Member |

DNAC-
Id:dc87bee55d6ee29e1231

Dnac-pod3 Active

Member 1D

DNAC-
Id:55c6e7ce7b5306d82ca7

CC-TME-Instance

Configure below token in Cisco Catalyst Center

© 2025 Cisco and/or its affiliates. All rights reserved.

Activated date

Mar 22, 2022

Activated date

Jul 10, 2024

Display Token

New Instance

Icl:llscn. Catalyst Center

Q. searct
PnP Device Authorization
Device Prompts
Configuration Archive

External Services N
Authentication and Policy Servers
Integrity Verification
SD-Access Compatibility Matrix

IP Address Mal

Cloud Access Login
Cisco Al Analytics
Stealthwatch

Talos IP Reputation

Destinations

Cisco Spaces/CMX Servers

Global Manager Integration
Machine Reasoning Engine
Cisco Catalyst Cloud
Webex Integration
ThousandEyes Integration
System Configuration W

Debugging Logs

ABAIRIER: and Pantonl af Sanfias

BRKOPS-2609

System /[ Settings

Settings / External

Cisco Spaces/CMX Servers

To integrate Catalyst Center with Cisco Spaces, please provide the Cisco Spaces t
To integrate Catalyst Center with CMX Servers, please provide the CMX Server cref

Cisco Spaces Activate

Activation Status @ Not Registered

Tenant None

Connection Status ~ N/A

CMX Servers

0 Selected

© Add

IP Address / DNS Name ~ Usernam

No data to display

TIQILCJzZXR1cCI6IIVTIliwidGIrZW5JZCI6IjMOMEZBRDZ
BMzQONjRBNkVCNUVERTgSMTdGOEZFRTZEliwiaWFOljo
xNzI20TAzNTEyLCJIeHAIOJE3MjcwNzYzMTJ9.jdj1B628P
qQub0JriaGEmaeEcsbgiBQY8HbhYIFIRNLBWODr_ITih5gy

Hhxf-

ilJZEE3uM1vPx1BETN8HaFp82xcm2ovsnSaylOLYUjJPs9z
_uBpnR_HB213d5158LgStDqDutWJsSJZspTA2sbkHEam

veBRBuqZ7ZRk7JH8hmA

Cancel

19

]
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Adding WLC to Cisco Spaces

Add WLC and Spaces connector
to Cisco Spaces

Map Spaces instance under Network Settings > Wireless

= ',':',','é'c',' Catalyst Center Design / Network Settings / Wireless & & @ Configure Spaces Connector

_ You will need a token to configure Spaces Connector. You need to connect to https://<your connector
/ Cisco Spaces IP>/ from a browser to configure the token. You can optionally configure Spaces Connector to connect

(_)\ Search Hierarchy via HTTPS proxy.
earch Hely H

Cisco Spaces/CMX Servers

Globa
Cisco Spaces settings are inherited by all children sites. Overrides done at the child level do not affect the parent . Create Connector

Demo connector(s) active .
< View Connectors

Location Services

i India

) Cisco Spaces - GES-CSS-ENT v Clear

i US West

i Whynot Add Contl'0||er3

Add and associate controllers to your Cisco Spaces Connector(s)

Add Controllers
fl fl controller(s) active .
View Controllers

Sample WLC config for WLC to talk

en to Spaces connector

conf t

nmsp enable

aaa new-model

username 000C298E1E2D mac aaa attribute list cmx_000C298E1E2D

aaa attribute list cmx_000C298E1E2D

attribute type password 23ee446dbe498de8f0359728ccdb8bba529298663e0280a31d46dbb5a6¢c7dd81
aaa authorization credential-download wcm_loc_serv_cert local

]
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= dids Catalyst Center Design / Network Hierarchy /(20 (20

Add Site || Import T, Export Q. Search for a building u =
(Q Search Hie.:garchy e = —
Search Help
v Q Global
& Demo
v & India
Iceland Sweden
> B= Bangalore 1 Finland ——
e " Norway u
v BE Bangalore 2
= floor1
Canada United Denmark
floor2 Kingdom Belarus
Paland
-~ Ukraine
Hyderabad 1 Erance Kazakhstan
. Romania
> &8 US West
o S Spain aly Kyrgyzstan
> &8 Whynot ' United States i N Greece  Turkey Turkmenistan
ynot_Bldg Tunisia Afghanist
Morocco = Irag Iran Sl
Algeria < Pakistan Nepal
g Libya Egypt 2
Mexico Saudi Arabia i Bangladesh
Cuba Oman India
Mauritania
Mali Niger Veroan
h
Senegal Chad Sudan °
Nigeria Ethiopia
Venezuela P Sri Lanka
: Cameroon }
Colombia Maldives
Kenya
Ecuador
Tanzania
Peru
Angola
Zambia
Mozambique
Namibia rdian
Paraguay >
Chile 2SS JC =
Atiantic South Africa J
Uruguay
Argentina




Device visibility and Network Segmentation
are Critical

How do | know what’s
on my network?

How do | make sure
devices have right
level of access?

NIST
cybersecurity
framework

Respond

How do | detect endpoint
threats and vulnerability
and contain it?

CCCCC



Classification, Leading to Visibility & Enforcement

» Classification: Dynamic/ISE

» Classifications sent to SNA via pxGrid

» Classifications sent to Catalyst Center /
Group-Based Policy Analytics

\\\\\\\\\\\\\\\\\

Overview

Doctors SGT (34) &
IP: 10.10.10.1 . 8

Explore Traffic Flows for Security Groups

Scanners SGT (36)
IP: 10.10.20.1

=77 Cisco ISE

=== =

A
Guest SGT (38) . ‘
IP: 10.10.30.1 =
]
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Pre-Requisites

ISE is Integrated in Catalyst Center

Al Settings enabled on Catalyst Center for Al Endpoint Analytics and
Talos settings

Netflow is enabled on devices

CBAR (SD-AVC) is enabled on devices

QQ Q Q &

Catalyst Center connected to Cisco Catalyst Cloud
(Formerly Known as Cisco DNA Cloud).

LK AN
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=~ For your

Cisco ISE Integration - Al Endpoint Analytics reference

= M-k |dentity Services Engine

Administration / System

Ensure that pxGrid is enabled under

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
g . . .
——
. Profiling configuration in ISE
' Deployment e
. T
X @ Enable Custom Attribute for Profiling
De
General Settings Profiling Configuration
. s et Enforcement
2
NETFLOW . " "
: Enable Publishing and Consumption of
. .
- > oncp d t attributes, then S
enapoint attrioutes, then save
DHCPSPAN = dul Identity Services Engine Work Centers / Profiler
HTTP ) Overview Ext Id Sources Network Devices Endpoint Classification Node Config Feeds
™ I |_J EndPoint Attribute Filter
Profiler Settings
@O > RADIUS \ {J.ﬂ“.p et |_| Anomalous Behaviour Detection
|_J Anomalous Behaviour Enforcement
\ C
[ Custom Attribute for Profiling Enforcement ]
@O > Network Scan (NMAP)
| (] profiling for MUD
F) Profiler Forwarder Persistence Queue
DNS () xss Security Scan Enforcement for EndPoint Probe Data
i
@ > SNMPQUERY V' MFC Profiling and Al Rules
MFC (multi-factor classifciation) introduces four attributes for profiling endpoints.
choose to disable MFC, Al rules will no longer be suggested. However, the MFC Iz
SNMPTRAP
Enable
- Active Directory v Endpoint Analytics Settings
Publish Endpoint Attributes to Al Endpoint Analytics
- pxGrid Consume Endpoint Profiles from Al Endpoint Analytics
]
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Cisco ISE Integration - Al Endpoint Analytics

Ensure Cisco ISE has been successfully added to Catalyst Center
(see next slide if adding ISE to Catalyst Center for the first time)

= duil Catalyst Center System / Settings

- Settings / External Service
() Search

Authentication and Policy Servers
Device Settings

PnP AP L Use this form to specify the servers that authenticate Catalyst Center users. Cisco ldentity
nP ocation 3 2 ¥
Services Engine (ISE) servers can also supply policy and user information

Image Distribution Servers

Device Controllability ® Add ™ Export As of: Sep 21, 2024 32 PM c
Network Resync Interval
IP Address Protocol =~ Type Status Actions
SNMP
T 172.100.1.99 RADIUS_TACACS ISE
ICMP Ping

Device EULA Acceptance

PnP Device Authorization

Device Prompts

Configuration Archive

=y 1 c

Authentication and Policy Servers

Integrity Verification
SD-Access Compatibility Matrix
IP Address Manager

Cloud Access Login

Cisco Al Analytics

Stealthwatch

Talos IP Reputation

Destinations

]
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Cisco ISE Integration - Al Endpoint Analytics e

Catalyst Center System / Settings

mm
cisco

Q searct Settings / External Services Add ISE server
e Authentication and Policy Servers

PP AP L Use this form to specify the servers that authenticate Catalyst Center users. Cisco Ider
PnP AF ocation

Services Engine (ISE) servers can also supply policy and user information 172100199 G IObaI RADIUS Shared Secret to
e / be provisioned to new devices

® Add ~ (™ Export

o ISE WebUI admin credential
/ (need not match SSH password)

FQDN MUST match that on ISE
admin settings page

AAA

(i 3
\

PnP Device A

ise34.tmelab.com

External Services

v

Address for any load balancer
used in front of ISE clusters

Authentication and Policy Servers

tibility Matrix B ovences serinss
«— pxGrid required for SDA and EA

sco Al Analytics
Cancel SEI
Talos IP Reputation
Destinations

]
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Cisco ISE Integration - Al Endpoint Analytics

Q admin

ISE server Integration

This is the first time Cisco Catalyst Center has
seen this certificate from Cisco ISE, and it is not

yet trusted. Do you want to accept this certificate
and establish trust?

Integration of 172.100.1.99 is waiting for user
input

v @ Initiating connection...

Accept Decline

o Establishing trust
Reading, validating i st

o Discovering nodes
[ € ISE

° Connecting to pxGrid

© 2025 Cisco and/or its affiliates. All rights reserved.

Click to Accept ISE
Certificate

Settings

Settings / External Services

Authentication and Policy Servers

Use this form to specify the servers that authenticate Catalyst Center users. Cisco
Services Engine (ISE) servers can also supply policy and user information.

® Add ~ (% Export
IP Address Protocol « Type
172.100.1.99 RADIUS_TACACS ISE

BRKOPS-2609

> For your

reference

0 admin v

ISE server Integration

° Integration of Cisco ISE server 172.100.1.99 was b
successful. Visit System 360 to view health status.

° Initiating connection...

Connec sco ISE

° Connecting to pxGrid...

Loading 1 validating pxGr

Close

]
29 Cisco



Enabling Al Endpoint Analytics on CC

On Catalyst Center, enable Endpoint Smart Grouping and Al Spoofing Detection under System
-> Settings -> Cisco Al Analytics

b Catalyst Center System / Settings % Q d& @ LEW@E | Q Rramkumar v

cisco

Q. Search Al Endpoint Analytics
Device Prompts Provides fine-grained endpoint identification and assigns labels to a variety of Endpoints

Configuration Archive
ENDPOINT SMART GROUPING

lExternal Services ] vV ) )
Using Al and Machine Learning, Endpoint Smart Grouping reduces the number of unknown endpoints in the network

Umbrella by providing Al based endpoint groupings, automated custom profiling rules and crowdsourced endpoint labels

Authentication and Policy Servers

| . ,
Integrity Verification m Enable’Endpolnt:Smart.Grouging

SD-Access Compatibility Matrix

PREVIEW
IP Address Manager Al SPOOFING DETECTION

cl | A I Al Spoofing Detection will detect endpoints being spoofed based on behavioral models. Models are currently being
10UC ccess Login
built using collected flow information from devices

[ Cisco Al Analytics ]

Stealthwatch Enable Al Spoofing Detection

Talos |IP Reputation
Destinations
Cisco Spaces/CMX Servers

Global Manager Integration

Cloud Data Storage

Machine Reasoning Engine Europe (Germany)

. Deployment ID
Cisco Catalyst Cloud SRIOYMAn
vemc1jx2

Webex Integration . . .
1€ Download configuration file

ThousandEyes Integration

]
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Network Settings Requirements for Al Endpoint Analytics

Design / Network Settings

Ensure Catalyst Center aS Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust
Netflow collector under Design > e fgure Sysiog, Traps and Netf ' ‘
Network Settings > Telemetry o Catayst Genter is your default SNMP colector. I poll network devices to gathe telemetry daa. View detals o the

&

Alternative option is to use CTB N (C Application Visibility N
as Netflow Destination o ool elinn 3560 Tl i sy

Strongly recommend to enable 15 Do Eniyn Caritr:as e Hathow Ciach
ered Endpoint Data Collection \ O Ve e Teemer roker (C76) o 007 e )

Provides granular client
information for Assurance, ISE
accounting, and other features.

Q &

v Wired Endpoint Data Collection

* Required setting for Software- A, PG Ak e e S b e S s S e e b g i e
Defined ACCGSS (SDA) fabriC [o Enable Catalyst Center Wired Endpoint Data Collection At This Site ]

deployment

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2609 31 CIsco



Enabling Netflow on Devices- Switches

= il Catalyst Center Provision / Inventory

A To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settings with the @ Force X
Configuration Push option

/ Global Routers Switches Wireless Controllers Access Points Sensors a3 E b

Enable Application Telemetry Devices (10)  Focus: Inventory Thoator & Epor @
from Provision > Actions > B T
T I t E bI ! I. t. ed Tag () Add Device /7 Edit Device {j Delete Device Actions ~ @ A 2024 3:45 P|
(] Tags Device Name “ IP Adc > Reachability (O EoX Status (1) Manageability Compliance () Site
Telemetry owarsimege >
Provision >
O p POD4-Anchor 192.1 f © Managed @ Non-Compliant Assign
) Telemetry
Enable Application Telemetry
O POD4-AP1 192.1 e 2 © Managed NA .../Bang
t Refresh N
-~ POD4-AP2 192.1 @ Managed NA Assign
(] p POD4-AP3 1921 ® Reachable & Not Scanned © Managed NA Assign
- More >
O POD4-AP4 192.168.4.16 NA @ Reachable & Not Scanned @ Managed NA Assign
G POD4-C9300-Access1.tmelab.com 192.168.4.4 Cisco @ Reachable 1 alert @ Managed @ Non-Compliant .../Bang
O P POD4-C9800-CL1.tmelab.com (& 192.168.4.7 Cisco @ Reachable 1 alert @ Managed @ Non-Compliant ...JIndia

]
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Enabling Netflow on Devices - WLC

= cduile Catalyst Center Provision / Inventory

¥ Global Enable Application Telemetry
Devices (4)  Focus: Provision
Q Click here to apply basic or advanced filters or vie
Enable Application Telemetry | Selected Tag @ Add Device Actions A O
from Provision > Actions > T

Telemetry > Enable Application -

CJ d WLC
Telemetry Provision
1A g ) POD4-C9800-
WLC need not be provisioned for <
A Enabling or disabling application telemetry on the selected SSID types will cause a disruption in network

enabling Application telemetry No ©

Compliance

flow with Application telemetry

Q

o < C9800-vWLC » » - .
Note: In order to update application telemetry configuration on the WLC, disable application telemetry first and

More
A then re-enable it. To do so, please use the Disable/Enable Application Telemetry buttons in the Actions menu

Supported for local, Flex/Fabric
SSIDS Local (] Flex &v,e:;‘w;

Cancel m

]
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CBAR- Application Visibility Service

oxx—
API

« Enrichment of Application Registry through
exploration of un-classified applications

* Protocol Pack Updates for default NBAR
application signatures and ports

Homegrown Apps

__________________ > Infoblox %

Up-to-date App definition &

External Sources g CBAR Cloud

« Connecting to external sources like
Microsoft Endpoints to update Microsoft
0365 Signatures

|dentify voice and video, emaill,
file sharing, gaming, peer-to-

peer (P2P), and cloud-based
applications.

Cat 9k ISR4k, ASR1k

N
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Enabling CBAR on Devices

= ‘dube Catalyst Center Provision / Services [ Application Visibility % ¢ Ay 1 1 L admin v

Service Catalog / Application Visibility

E na ble CBAR fro m PrOViSion > a . Overview Network Devices Enablement 1479 Applications 28 Application Sets CBAR Extensions
) Search Hierarc

I'Cat'on V-S-b-I-t Search Help L ) d: Oct 6, 2024 5:1
Applicati isibility -
v Global Site Devices (22) O
& Demo
&b India Device Family Routers Switches Wireless Controllers Mare - 1 CBAR Readiness All Ready More « 2
Device Role needs to be Access
A CBAR NBAR IP/Part Not Supported B All Ready More - 2
& Whynot Method Readiness
for it be Ready
Filter CBAR v (D Application Telemetry v Update Protocol Pack v (D
D) Devt Enable CBAR on selected devices P Active recognition method CBAR Deployment Status Application Telemetry Readiness Status
B 980 73 Ne k-based (NBAR Not deployed Enable
. Enable CBAR on all ready devices stwork-based ) ot deploye nabled
. Disable CBAR on all devices
O co:z 199 Network-based (NBAR) Not deployed 10 Ready
D) C9300-Edge 192.168.2.9 Network-based (NBAR) Not deployed Not ready

C9300Access-1-
O - ceess 172.100.1.199 Network-based (NBAR) Not deployed Not ready
Pod2.cisco.com

C9300Access-1- p
) 192.168.3.3 Network-based (NBAR) Not deployed 17 Ready
POD3.tmelab.com

C9300Access-2-
) ceess 192.168.2.5 Network-based (NBAR) Not deployed Enabled
Pod2.tmelab.com

[ CFE-1 172.100.1.20 Network-hased (NBAR) Not denloved Not ready

]
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Enabling CBAR on Devices

el Catalyst Center Provision / Services / Application Visibility % Q @ Ayl 1 Q admin v

Application Visibility

Ena ble CBAR from PrOViSion > QS!J:H(:‘I\ r— Overview Network Devices Enablement 1479 Applications 28 Application Sets CBAR Extensions
Application Visibility |

Global Site Devices (22) @O

# Demo

# India Device Family v Al Routers Switches Wireless Controllers More - 1 CBAR Readiness “ Ready More - 2

Device Role needs to be Access
for it be Ready

Ready More - 2

Filter CBAR v © Application Telemetry v Update Protocol Pack v @O
- = Device name = Management ﬁ)pdate All Devices \ ‘AR Deployment Status Application Telemetry Readiness Status
Protocol Pack with latest
O 9800_Brownfield.tmelab.com 172.100.1. it deployed Enabled

Update Selected Devices From File

signatures can be updated

C9300-3-Pod2.tmelab.com 192.168.2. Auto Update C_JID 1t deployed 0 Ready
™ Include Selected Devices
U C9300-Edge 192.168.2. it deployed Not ready
Exclude Selected Devices )
— C9300Access-1- \
O 172.100.1.1y not deployed Not ready
Pod2.cisco.com

— C9300Access-1-
( 192.168.3. - | 1
) POD3 tmelab.com 92.168.3.3 Network-based (NBAR) Not deployed Ready

— C9300Access-2- '
) 192.168.2.5 Network-based (NBAR) Not deployed Enabled
Pod2.tmelab.com

[] CE-1 172.100.1.20 Network-based (NBAR) Not deploved Not ready

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2609 37 CIsco



CBAR Application Classification

alilv Catalyst Center Provision / Services / Application Visibility +% Q <@ @ Q02032 |  Q admin v

cisco

italog / Application Visibility

Overview Network Devices Enablement 1482 Applications 31 Application Sets CBAR Extensions

Discovered Applications
CIaSSified and UnCIaSSified are CBAR Cloud Discovered Applications Infoblox
shown

Q

@ Discovered Applications . ._
automatically categorized under
Traffic Class )

(12)Server Name (11)Server IP/Port

(i) use" Import" to add the following discovered server names as applications to application registry.

@ Use “Import” to add the
discovered applications to
a pp| ication reg istry_ Hide Ignored Applications

Filter
\'] Server Name BW Application Name Application Set Traffic Class
13.09
@) dnaservices.cisco.com MB dnaservices general-misc W Transactional Data g
(0.7%)
0
0 tools.cisco.com Bytes tools.cisco.c general-misc v Transactional Data WV
7
]
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Integrating with CBAR Cloud

= dube Catalyst Center Provision / Services / Application Visibility v Q @& ® LeW@e Q  admin

Application Visibility

Overview Network Devices Enablement 1479 Applications 28 Application Sets CBAR Extensions

Starting 2.3.7.6, CBAR Cloud can
be enabled with a toggle button.

CBAR Cloud Discovered Applications Infoblox

a Ensure, CatalySt Center iS Improve network visibility by sharing telemetr
registered to Cisco Catalyst o m— e —"
CIOUd Enable fuv;‘,ru ation Feeds Update: ©

O Al O Selected only

(see next slides for steps)

> ServiceNow > Sugarcrm > SAP

> HubSpot > RingCentral > Zscaler

> Microsoft Intune > Coded2 > Amazon Chime

> Zoom > Dropbox > Webex

La ed [ 7 4 1 Last updated [ 7, 2024 20
I = ==
Reset
]
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Integrating Cisco Catalyst Cloud with Catalyst Center
(2.3.7.6)

'dses’  Catalyst Center System / Settings

Cisco Catalyst Cloud

Use this page to register this Catalyst Center with Cisco Catalyst Cloud

External Services
To allow automatic login from the Cisco cloud, manage Cloud Access X
A Login in System Settings

Cisco Catalyst Cloud Portal

Once successfully integrated, e

connection status will be
@ available under System > Settings

> External Services > Cisco B

Catalyst Cloud o e e ot o e ot S

p @gmail.com

AssuranceBIr

6 October 2024

A” the Appllcatlons Can be : Applications (4)
@ viewed and enabled from the S

Cisco Catalyst Cloud

same navigation path

Name Tenant Subscription Status = Category Offers Vendor Actions
ThousandEye ntegratior
Talos Threat Intelligence # Connected n talos Cisco
System Configuration
AppX MS-Teams # Connected Data Analysis avc Cisco
] Lo
Cisco User Defined Network To Be Connected UPN upn Cisco
( nfig
Plug and Play as a Service */ To Be Connected " pnp Cisco
ap ng
]
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Integration Catalyst Center with Infoblox

Enable Infoblox from System > Settings > External Services > IP Address Manager

"c'.'s'é',;‘ Catalyst Center

System / Settings

Q admin v

— . Settings

PnP Device Authorization

IP Address Manager

Device Prompts Use this form to integrate with the external IP Address Manager (IPAM) server. The

configuration is used to communicate with the IPAM server for management of IP

Configuration Archive

External Services v

Infoblox

https://172.100.1.96

[IP Address Manager ]

Cloud Access Login

. admin
Cisco Al Analytics

addresses. Visit IP Address Pools to manage IP addresses after successful integration

Stealthwatch
Talos IP Reputation Password*
Destinations

Cisco Spaces/CMX Servers

yal Manager Integration

Machine Reasoning Engine

Webex Integration
ThousandEyes Integration
System Configuration N

Debugging Logs Delete

© 2025 Cisco and/or its affiliates. All rights reserved.
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Server Name

URL/IP address of
IPAM Server

Credentials of the
IPAM Server

Provider
Infoblox/Bluecat/Gene
ric

View to sync IP
address pools created
in CC to be synced in
IPAM (For SDA Use
Cases)

48
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Enhancing CBAR with Infoblox DNS TXT/ A-Records

= il Catalyst Center Provision / Services / Application Visibility % Q ca @ Q6 @46 ‘ Q admin v

Infoblox Connector Settings

Provide details on specific DNS
Zones to inspect Overvie W Network Devices Enablemen L L Click Here to Edit IPAM/DNS Server Credentials in Catalyst Center Settings

IPAM Server Details:

CBAR Cloud Discovered i Applications Server Name Infoblox Server URL https://172.100.1.96
. . .
@ Inside the Zone, the inspection ) A e .
G der to poll Infoblox applications please g
should happen on TXT Records/A D mer ‘
Records @ use 18 TXT Record
Read Application name fromute Name
© extensible attribute: app-name (O AVC RRTYPE format @

Automatically add the resolved -
@ applications to Traffic Class and O Avpicaion Name
relevant Application set

local-services

Once Classified the classified
applications are pushed to
devices for NBAR enrichment

]
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Al Endpoint Analytics

~ )

Endpoint profiling via CBAR and Application Telemetry

Cisco ISE

Endpoint Labels

802.1x/MAB

EA Dashboard

==
a

.
S
S
S
<
S
<
S
S
Y
NG
-
m RS ‘e

Sl A

<

S
S

~ ‘a
.
~ v,

Catalyst 9000 Switches and
9800 Wireless Controllers
(CBAR and Application
Telemetry Enabled)

Catalyst Center
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Al Endpoint Analytics

Continuous validation of endpoints for Trusted Access

----- Low reputation IP sites

Unauthorized ports and weak
credentials

Impersonation attacks

>O

New Trust
Score

Secure authentication
and Posture

J . r Initial Trust

Score

5

Continuously monitors
anomalies/threats, evaluate
trustworthiness, and
restrict access
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Al Endpoint Analytics

= vt Catalyst Center Policy / AlEndpointAnaly ¥ Q @ @ L@@ E | Q Ramkumar

Provides visibility on Endpoints

Q

Wthh are PrOflled and Unknown Overview Endpoint Inventory Trust Score Profiling Rules Hierarchy
{6 Configuration &
@ PrOVideS TrUSt Score based on Total Endpoints () Trust Score PREVIEW Manage sources Al Proposals ©
3 2 Last Proposed: Oct 6, 2024 12:18 PM

M AUthentication MethOd _ ‘ Using crowdsourcing data, we were

« Posture y o it ot o your

° H H H X profile outcomes:
Endpomt. Attribute (}onfhct o Uniroun 0 (0%) Endpoints

* Al Spoofing Detection

° 0 New rule(s) for profiling
Open P(?I’t Scan . ® Partially Profiled 15 (47%) endpoints that may be similar

* Credential Vulnerabilities

* NAT Mode Detection Fully Profiled 17 (53%) ® Low (1-3) 10 (53%)

* Concurrent MAC Detection

. Talos IP Reputatlon View Partially Profiled Labels @ Medium (4-6) 7 (37%)

Al Proposals based on @ fan o o

crowdsourced data for endpoint
profiling
Endpoint MAC Randomization

]
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Al Endpoint Analytics

il Catalyst Center Policy / Al Endpoint Analy % i @ LEWE | Q ramkumar v
Overview Endpoint Inventory Trust Score Profiling Rules Hierarchy
NaVigate to Endeint Inventory to Endpoint Inventory (32)  Focus: All Endpoints - Default View (D Take a Tour e
iew the detail dpoi
VIeW t e etal S On en Olnts Q Filter for endpoints by selecting values Y
. . 0 Selected Register Endpoints More Actions Ty Export As of: Oct 6, 2024 12:21 PM £
Vv h fd
IeW t_ et ErUSt Score O eVIceS, D MAC Address ~() Is Random MAC Trust Score (0 IP Address Last Seen Hostname (O Endpoint Type
endpoint type
O 00:50:56:A0:4F:78 No ® 3 10.5.1.135 Aug 28, 2024 2:05 PM kernow-w7-1 Virtual-Machine
D 00:50:56:A0:56:22 No ® 9 169.254.133.109 Sep 10, 2024 3:51 PM kernow-w7-1 Virtual-Machine
O 00:50:56:A0:6E:B2 No ® 3 10.4.1.129 Aug 28, 2024 2:05 PM kernow-w7-1 Virtual-Machine
O 00:50:56:A0:72:89 No ® 3 10.5.1.115 Aug 23, 2024 4:07 AM kernow-w7-1 Test EP
O 00:50:56:A0:A5:22 No ® 9 10.6.5.181 Sep 10, 2024 3:31 PM kernow-w7-1 Virtual-Machine
O 00:50:56:A0:B9:44 No ® 3 10.5.1.136 Aug 28, 2024 2:05 PM kernow-w7-1 Virtual-Machine
32 Record(s) Show Records: 100w 1 - 32 o

]
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Al Endpoint Analytics

Navigate to Endpoint Inventory to
view the details on endpoints

View the trust score of devices,
endpoint type

Select an endpoint to view Trust
score context

Use the ANC policy option to
trigger a CoA for the endpoint
and place in Quarantine policy

Q Q Q Q

© 2025 Cisco and/or its affiliates. All rights reserved.

aluil - Catalyst Center

Cisco

Overview Endpoint Inventory Trust Score

Endpoint Inventory (32)

Policy / Al Endpoint Analy ¥¢ Q ¢ @ L@WE | 9 Ramkumar v

Profiling Rules

Focus: All Endpoints - Default View

Q Filter for endpoints by selecting values

0 Selected Register Endpoints

O MAC Address ()

0

00:00:00:00:00:03

O 00:06:F6:EB:55:40

O 00:0C:29:4C:8B:F5

O 00:50:56:8F:4D:8C

] 00:50:56:A0:1A:50

O 00:50:56:A0:4F:78

32 Record(s)

Is Random MAC

No

No

No

No

No

No

BRKOPS-2609

More Actions v

Trust Score ()

® 6
® 6
®

® 3
® 3
® 3

00:50:56:8F:4D:8C

Hostname kernow-w7-1 Trust Score e 3

This endpoint has a low trust score of 3 and needs immediate attention. View X

This endpoint has a low trust

score and needs attention.

Details A Trust Score Attributes

Trust Score Total: @ 3 ©

Endpoint Context

+~ Talos IP Reputation @ Detected Last Scored: Oct 6, 2023 3:23 PM

Enabling Cisco Talos IP Reputation connects Catalyst Center to Talos, detecting

when endpoints attempt to access |IPs with an untrusted reputation. Talos

Intelligence Group manages the world's most comprehensive real-time threat
detection network. Enabling process for Cisco Talos IP Reputation can take up to 60

seconds

Destination IP 209.197.3.8
Talos Threat Level Untrusted
First Reported Oct 5, 2023 8:22 PM

Connection

Last Reported Oct 6, 2023 3:17 PM

How Many Attempts 4

. | Enabled Reset

Reset Trust Score Apply ANC Policy

]
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Classification, Leading to Visibility & Enforcement

Cata|yst Policies (120) _* Enter full screen
Center : - ] ]
- o Clsco I5E » Classification: Dynamic/ISE
e Src SGT found, Dst SGT found
0 — « Enforcement: At Egress
Policy .
download 7 ,z
. Aufhc/Authz, _
s Policy
.~ download
,/ Destina{jon

Egress Policy

Doctors

Doctors Permit All | Deny All ’

PLC Permit All Deny All

Source

Scanners Deny All {  Permit All

N S

& Doctors SGT (34) Scanners SGT (36)
= MAQC: 00:50:56:A0:56:22 MAC: 00:50:56:A0:FD:F2
10.6.5.111 10.6.5.110

]
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Group-Based Policy Analytics

ISE Security Endooint
ndpoin

G J Group-Group
roups an . .
y Analytics Activity

Profiles

DESTINATION

Unknown

HVAC

Lighting

Catalyst

Center

Water_Cont...
Energy_Con...

Direction Service Name ~ Protocol Port

Stealthwatch ) _
& 3m-image-Im TCP 1550
Host Groups
= acr-nema TCP 104
= dicom TCP 11112

Flow Info

]
57 Cisco
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Stealthwatch - Catalyst Center Integration

Integration with SNA Management Console through System - Settings

cisco. Catalyst Center

System / Settings

Q admin Vv

Stealthwatch
Use this page to associate Stealthwatch with Catalyst Center.
Network Resync Interva Register a Stealthwatch Management Console with Catalyst Center to integrate with Cllck On Warn|ng to acce pt
Steathwatch and utilize read-only APIs to retrieve the usable flow destinations for .
SNMP Stealthwatch Security Analytics. Certlflcate
CMP Ping ) : i ; =
ULA 172.100.1.98 7
admin )
o Certificate details
Allow Catalyst Center to access this IP address or FQDN axd add the
Exemslmcnvices BN untrusted certificate to the Trusted Certificates
P Addr ager
Ensure StealthWatch administrator accounts (those beside
—_— default “admin”) have logged in and changed password
Stealthwatch . . . . . .
before using for integration (silent failure otherwise)
Talos IP Reputation
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]
Cisco



Group-Based Policy Analytics

= ‘vl Catalyst Center Policy / Group-Based Access Control

@ Visualization Of FIOW data based Overview Policies Security Groups Access Contracts

on Security Groups, ISE Profiles,
Stea IthwatCh HOSt G rou pS Q search by group name, IP Address, or MAC address | Upcoming

View traffic for ...

@ | @ HH\;.‘|® & Configuration Reports

n Progress

SECURITY GROUPS ISE PROFILES STEALTHWATCH HOST GROUPS
Policy Issues 24 hrs v Oct 6, 2024 11:00 AM - Oct 7, 2024 11:00 AM
P1 P2 P3 P4
Most Active Policies Least Active Policies
All Packets v All Packets
Source Destination Packet Count Source Destination Packet Count
1 ( Default Policy ) 4 ( Default Policy ) 527,875 1 ( Default Paolicy ) 4 ( Default Policy ) 527,875

]
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Group-Based Policy Analytics

= il Catalyst Center Policy / Group-Based Access Control
Visualization Of FIOW data based Overview Policies Security Groups Access Contracts
@ on Security Groups, ISE Profiles, PORN——
Stealthwatch Host Groups Explore Traffic Flows for Security Groups

Netflow export does not have
SGT data.

&

Relies on correlation of NetFlow
data with mappings from ISE, EA,
StealthWatch

Q

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2609
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Group-Based Policy Analytics

)
Y
)
&

Catalyst Center

alaln
cisco

Visualization of Flow data based Overiew  Polices  Secury Groups  Access Cortract
on Security Groups, ISE Profiles, e > Pl Anspic or Sty Grou
Stealthwatch Host Groups Explore Traffic Flows for Security Groups =

J\ Search

Netflow export does not have
SGT data.

© ISE Profiles
Relies on correlation of NetFlow
data with mappings from ISE, EA,

StealthWatch

Visualization of Flows based on
destination group types (Security
Groups, ISE Profiles or
Stealthwatch Host Groups)
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Group-Based Policy Analytics

— "c','s‘;';‘ Catalyst Center Policy / Group-Based Access Control
. . . . Overview Policies Security Groups Access Contracts
Visualization of services and flow
> irit > Guests = HVAC >

count based on group to group
communication

Guests = HVAC

> Policy Details

Inherited from Default Policy Change contract Create Access contract All Unique Traffic Flows
C‘\ Search Table , : Search Table
# Action Application Protocol Source Port Destination Port Logging Action Direction Service Name

No data to display

Default Actior Logging View traffic

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2609

Unassigned

Unassigned

Unassigned

ssh

dhcp

dhcp

Protocol

ICMP

IGMP

IPv6-ICMP

TCP

TCP

uDP

ubP

uDP

Port

22

53

67

68

Flow Count

263

207

58

Show Records: 10

LR LERA AN
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roup-Based Policy Analytics

sl Catalyst Center Policy / Group-Based Access Control Y ) /A Q admin v
. . . . Overview Policies Security Groups Access Contracts
Visualization of services and flow o 4_ o
Qvervi Policy Analytics for Security Groups SGT yt Available < SGT Assignment Not Available Contract Page ndpoint Lis
count based on group-to-group
SGT Assignment Not Available -> SGT Assignment Not Available 0 IPv6-ICMP Unassigned Oct 1, 2024 12:00 PM - Oct 2, 2024 12:00

. .
communication o
C-\ Search Table Y
. . .
VIS u a I Izatlo n Of fI OWS based O n Source IP Address Source MAC Address Source Location Destination IP Address Destination MAC Address Destination Location Flow Count ~ C
Netflow data ff02::2 70:F3:5A:79:FE:F1 UNRESOLVED feB80::72f3:5aff:fe79:fef1 5C:E1:76:29:00:8C UNRESOLVED 22

ff02::1:ff79:fef1 70:F3:5A:79:FE:F1 UNRESOLVED i 5C:E1:76:29:00:8C UNRESOLVED 21
ff02::2 70:F3:5A:7B:5B:51 UNRESOLVED fe80::72f3:5aff:-fe7b:5b51 5C:E1:76:29:00:8C UNRESOLVED 21
ff02::1:ff7b:5b51 70:F3:5A:7B:5B:51 UNRESOLVED b 5C:E1:76:29:00:8C UNRESOLVED 20
ff02::1:ff7a:6a51 70:F3:5A:7A:6A:51 UNRESOLVED i 5C:E1:76:29:00:8C UNRESOLVED 17
ff02::2 70:F3:5A:7A:6A:51 UNRESOLVED fe80::72f3:5aff:fe7a:6a51 5C:E1:76:29:00:8C UNRESOLVED 15

70:F3:5A:7B:5B:51 UNRESOLVED ff02::16 AC:4A:56:9B:9F:C0 UNRESOLVED 15
ff02::2 70:F3:5A:79:FE:F1 UNRESOLVED fe80::72f3:5aff:fe79:fef1 5C:E1:76:28:F1:F4 UNRESOLVED 13
ff02::1:ff79:fef1 70:F3:5A:79:FE:F1 UNRESOLVED - 5C:E1:76:28:F1:F4 UNRESOLVED 13

Show Records: 10 v 1-10 >

]
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Group-Based Policy Analytics

= thalv Catalyst Center

Overview

Visualization of services and flow
count based on group to group

SGT Assignment Not Available = SGT Assignment Not Available  pefaur

&

Policy Details

Communication Inherited from Default Policy Change contract| Create Access contract fic Fle
CONTRACT CONTENT (1) ( earch Table
Visualization of flows based on Rl e P ooos At o e S —
i S S (e T Unassignec cMp
Netflow data

Q

Ability to add/modify contracts to
be pushed to ISE for policy | |
enforcement e .

Q
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Integrations for (Network)
Assurance/Monitoring

CISCO Live !



Scenario- Application Experience

Not able to connect to my application

Helpdesk

A 4

vVivy

IT Routing Loop

Network Ops

lllllllll
66 Cisco
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Application Experience Dashboard

‘dsee’  Catalyst Center Assurance / Dashboards / Health - D s ® L el
Overall Network Client Network Services ~~ Applications SD-Access Al Analytics ~~
(/) Global/India/Bangalore 2 -~ 24 Hours Vv Filter (0) _________________________________________-i Oct 9, 2024 12:13 AM - Oct 10, 2024 12:13 AM &
\ Application Experience based in :
1
+ Building View ! 12:13a
Aveg Throughput 0L e e e e e e e e e e e —— - ! ‘ < ‘
App Health (%
wusandeyes teses 00 L
1
4 Gige . 8a 1 12p i A (5T 8y 10 10/10
Overall Application Health at |
1
Building level :
__________________________________________ 1 Actions
SUMMARY NETFLOW ThousandEyes Tests (D
18 1.5 cB 144.5 kbps 1 156.8 mB 1 6 2
Business Relevant Data Usage Avg Throughput Exporters Data Usage Agents Tests Active Alerts

Applications

Business Relevant Application Health (D \ Application Usage \

LATEST TREND . . . LATEST TREND
Business Relevant Application
Health Summary

TE Test Results (If TE is integrated
in Cat Center)

® Poor: 0.00%
Business Irrelevant: O
5 @ Fair: 0.00% 160 KB
@ Business Relevant: 42.28%
TOTAL APPLICATIONS ® Good: 60.00% TOTAL USAGE
@® Default: 57.72%
® Unknown: 40.00%

]
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Application Experience- Application 360

= vl Catalyst Center # Q @ ® L0@E O

plications Application 360

Application 360 provides details ms-office-365

based on Packet Loss, Latency ] N —
and Jitter (RTP) /\ PR RO I TG Co ]

s
-
Latency metrics based on ‘ ——
@ * Client to Exporter
* Exporter to Server

Oct 9, 2024 2:35 PM - 2:40 PM

. . Quality
» Server to Application Catsacy
Application Health , @:ms @ :2ms » O 125sec
: . Issues (0) oct 10, 2024 12:26 Am

Client Network Latency = Client to Exporter
Server Network Latency = Exporter to Server
Application Server Latency = Server to
Application Exporters

]
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Client 360

Navigate to Client 360 to understand client connectivity and experience

= v Catalyst Center Q a AE@a [ e

N

l Client / Client 360 I Integrations with MS Teams

TME Client Health metrics based on Changes to health based on Client and Webex 360
connectivity events or config change events
24 Hours ~

Intelligent Capture Webex 36 MSTeams 360
12:25a \ —
Te iy T -

. [] " []
e
3:47 pm - 3:52 pm

10/10
Data: (@ Telemetry Status Traffic Usage @

024 3:47 PM Onboarding [Cannechwty \ Connection Details ﬂl][}[ Events \
Client Health: 10 Status @® Passed RSS! ® -52dBm Pv4 Address 192.168.50.22 #® Onboarding J
t 0.001 SNR ® 37dB Statu Active ¢ Delete
0.029 Data Rate 287 Mbps SSID TME-flex-645 ¢ Onboarding
DHCP 0.101 Tx 882.83 kB MAC Address  F8:54:F6:81:5C:8E ¢ Onboarding -- Incomplete
Rx 17.23 MB Jser ID - ¢ Delet
[ ] Telernelry Status Good Retries 1% AP POD2-AP1 See Full List (0 Failures, 6 Successes)
Traffic Usage 18.11 MB Channel 153 (40 MHz) Configuration Changes
Tx Drop 1 Band 5 GHz # Out of 800_Brownfield.tmelab.com ) )
\ J= oo & J
Protocol Wi-Fi 6

Uiy ct ZUZ8 T£.2D AW Zuza

« Poor Wi-Fi experience - high Latency (Voice 27.03% of times)

Onboarding Roaming

Connectivity
RF QUALITY TRAFFIC
@ Successful (29)
, Incomplete (2)
© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2609
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Catalyst Center MS-Teams Integration

il Catalyst Center y @ 0 o00E O e v

t Client 360

In Client 360 View > Click on MS TME
Teams to view MS Teams Call g Hissiings (2
records

Application Experience for MS Teams: TME

) Search Table

Call details contains MS Teams

From Oct 10,2024 [

to Oct 11, 2024

Meeting Name MS Teams Score Network APM Score Status Meeting Type Parti
test-user long

call score and Network APM
testing with

SCO re (o] hyphen (] ’Es’nded Peer To Peer 2

CLIENT DE7

e: Microsoft-Workstatic

participated in
a peer-to-
peer call

TEST-USER LONG LAST-NAME TESTING WITH HYPHEN PARTICIPATED IN A PEER-TO-PEER CALL

Health scores based on 2vraNenon = 2 Mesungs o
@ Audio/Video/Share Quality to
precisely understand the problem Diioluaty  [ivisolially  [GYShmrs Quily

Summary

» Poor Wi-Fi ¢ U/10 @ 1 POD2-Core-ISR.cisco.com , POD3-Core-ISR ..,

Onboarding

Packet Loss

]
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Catalyst Center MS-Teams Integration

Packet Loss, latency, Jitter
details collected from MS Teams
and Network APM

Once data is polled, Call records
are stored in Catalyst Center for
14 days

© 2025 Cisco and/or its affiliates. All rights reserved.

alialn
cisco

t Client 360

TME

Data: (@ Telemetry

CLIENT DEY
Device: Microsoft-Workstati

L2 Virtual Network: =~ Vi

Summary

* Poor Wi-Fi ¢

Onboarding

Catalyst Center

Packet Loss

MS Teams Telemetry

Transmitting Receiving
Jitter

2ms

Transmitting Receiving

Media Bitrate

\verage estimated bandwidth available

10.9mbps
Transmitting Receiving

BRKOPS-2609

Network APM Telemetry

® Threshold:1 ms
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Catalyst Center MS-Teams Integration

MS-Teams can be integrated to Catalyst Center from the Cisco DNA-Cloud Portal

<l DNA Center

System / Settings

A Q & @ Q | Q admin

Q_ Search

Integrity Verification
vManage

IP Address Manager

Cloud Access Login

Cisco Al Analytics
Stealthwatch

Destinations

CMX Servers/Cisco Spaces
Machine Reasoning Engine
Cloud Authentication
Cisco DNA - Cloud
Webex Integration

ThousandEyes Integration

Debugging Logs
Visibility and Control of Configur...
Proxy

High Availability

System Configuration At

Settings / External Services

Cisco DNA - Cloud

Do more with your Cisco products by activating these cloud applications. Choose the region where you want

to register your product.

[ Select Region - us-west-2 v ]

88 Cisco User Defined Network

Cisco User Defined Network enables users to define their own personal network
in a shared Wireless network by limiting multicast advertisement of services
within a UDN.

Activate

88 Plug and Play as a Service

Plug and Play as a service enables users to securely day-0 onboard Catalyst 9K
family of devices. During onboarding process you can upgrade image and deploy
configuration to the device. After onboarding you can redirect the device to be

Activate

- Q_ Search

88 Talos Threat Intelligence

The offer connects with Talos Threat Intelligence cloud periodically to check for
Intelligence Insights (IP reputation data, etc.), fetches it and makes it available to
Cisco DNA Center deployments which are subscribed to this offer. On Cisco

Activate

88 AppX MS-Teams

AppX MS-Teams application connects AppX cloud service with Microsoft Teams
API, to collect call quality metrics and to enrich Cisco DNA Center application
dashboards to get better visibility on the network.

Activate

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst Center- Thousand Eyes Integration

cisco

x Ramkumar Chellappa
ThousandEyes® | Cloud & Enterprise Agents ® Be Q ‘ K cac AppX h
|
= - - io) - Show Filters
= Cloud & Enterprise Agents MSTeams - MS Teams (Audio) - Internal WMMWWWW
Partial data from Tue, Oct 8 14:20 - 14:25 GMT+5:30 (1 day ago) < > )l Sep 28 October Oct 4 Oct7
( \ Event Detection
( \ [ \ Path Visualization Map Table
Quality ﬂ — 3h
Views ops
Latency Show 2 of 2 agents IP Address Labels &
°3m5 °2ms °12sec X - - gz & .
Client » o tlodrer o o sdbr R o App Test Settings Group Agents by Agent Interfaces by IP Address Destinations by No Grouping
Highlight Al ~  Search Network, Country, IP Ac Forwarding Loss > 10% (0 nodes) *  Link Delay > 100ms (O links) ~

Packet Loss ® 1 .
Jitter Agent Settings

) \ ) \ ) Select 2 nodes ~ Info (2) ~ Clear Selection © Undo (10) Re

BGP Monitors

M3 Endpoint Agents > /
Catalyst Center App Ex 360 View b ;

% Cloud Insights  Preview > / 104..2136
16

\

® 2 5 i
& Devices > 6#‘\\\\\ 116...57.97 116...9.245
Z& Internet Insights > C9300-3-Pod2 (@ S ] 1 > .uumm\\\\\\ 5
= - L 192...100.1 1701611 192.168.99.1 10.104.49.2
Agent Test Path visualization J

provide details on latency =% Dashooards conmoncom 290 @) -
between routed hops 8 Aerts >

& Integrations Thousand Eyes Agent Test Path
Sharing ) visualization

N

]
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Catalyst Center- Thousand Eyes Integration

haili Catalyst Center System / Settings L ¢ ® L0@E Q admin v

ettings

Navigate to System > Settings > ThousandEyes Integration
Exte rnal SerViceS > it o 4 ThousandEyes token is associated with the user profile Login Account Group

. Authentication and Policy Servers Cisco Catalyst Center collects the data that is returned from ThousandEyes API
I housa nd Eyes Integ ratlon - based on the saved token. Changing the user profile Login Account Group impacts
Integrity Verification the data returned from the API
SD-Access Compatibility Matrix

Use the link to cross launch to TE L e
Dashboard to generate an Oauth
Token Srositummc R

Talos IP Reputation

Destinations
( paces/CMX
Glot inager Integratior

Machine Reasoning Engine

Cisco Catalyst Cloud

Webex Integratior

ThousandEyes Integration

System Configuration

Visibility and Control of Configur

]
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Catalyst Center- Thousand Eyes Integration

Ramkumar Chellappa see
(= A ‘ RCatCApr -

=a Cloud & Enterprise Agents > Email

Navigate to System > Settings > ———

Wy Endpoint Agents >

Qj External Services > o
ThousandEyes Integration % Cowdinsights  Pmies >

I°L Devices >
Accoun t Group Roles

Use the link to cross launch to TE @ mtemetinsions >
Dashboard to generate an Oauth
Token m+ Dashboards

Q

Login Account Group  CatC AppX
B Alerts >

. Integrations _
Web Interface Default (System time)

@ In TE Dashboard, Navigate to

1 o Shari >
Account Settings > Users & Roles = =™
¢! Account Settings v
User APl Tokens
Users and Roles
Activity Log ?::Lanuthentication ................ Regenerate

Organization Settings
OAuth Bearer Token  Create

ThousandEyes © 2024 Privacy
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Catalyst Center- Thousand Eyes Integration

Navigate to System > Settings >
External Services >
ThousandEyes Integration

Use the link to cross launch to TE
Dashboard to generate an Oauth
Token

In TE Dashboard, Navigate to
Account Settings > Users & Roles

Copy the token in Cat Center to
integrate with TE Dashboard

Q QO Q Q

© 2025 Cisco and/or its affiliates. All rights reserved.

il Catalyst Center

Configuration Archive

External Services

Authentication and Policy Serve

Integrity Verification

System / Settings

ThousandEyes Integration

ThousandEyes token is associated with the user profile Login Account Group
IS Cisco Catalyst Center collects the data that is returned from ThousandEyes API
(
based on the saved token. Changing the user profile Login Account Group impacts

the data returned from the API.

SD-Access Compatibility Matrix

IP Address Manager

Cloud Access Login

Cisco Al Analytics

Stealthwatch

Talos IP Reputation

Destinations

Cisco Spaces/CMX Servers

Global Manager Integration

Machine Reasoning Engine

Cisco Catalyst Cloud

Webex Integration

ThousandEyes Integration
System Configuration

Debugging Logs

se this page to enable ThousandEyes integration. Once enabled, Cisco Catalyst Center car

provide ThousandEyes tests information for Application Health dashboard

Go to ThousandEyes page to get the OAuth Bearer Token

new token here

16d G

Visibility and Control of Configur

Geo Map Settings

BRKOPS-2609 82
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Catalyst Center - Thousand Eyes Test Results

ol Catalyst Center Assurance / Dashboards / Health

Overall Network Client Network Services v Applications SD-Access Al Analytics v
SUMMARY NETFLOW ThousandEyes Tests ®
14 666 vB 64.7 kbps 2 290.3 mB 1 6 2
Business Relevant Data Usage Avg Throughput Exporters Data Usage Agents Tests Active Alerts
Applications

' Test Results from TE Dashboard with
ThousandEyes Enterprise Agent Tests (6) . Average and Latest details on Packet Loss,

1
1
|
1
: Ty Export %.Jé}
. . 1
Latency, Jitter and Response Time !
L e e o o e e e e e e e e e e e e e 1
(QQ  Search Table \Y4
Packet Loss (%)
Test Name = Test Type Target Test Interval Device Name Last Updated # of Active Alerts Test Failures @ Latest Average Lat
Server EUHU 1.Focuuuvuwvwu.Lulll
Netwaork - LDN1-C9300
Office 365 Login Agent to 52.112.14.70:80 -- 1 0% -- 100 -=
Edge1.PseudoCo.com
Server
Yveb = LDN1-C9300
Salesforce HTTP https://www.salesforce.com -- 0 1% -- 0 --
Edge1.PseudoCo.com
Server
\Web - LDN1-C9300
webex-meeting HTTP https://www.webex.com -- 0 0% -- 0 --
Server Edge1.PseudoCo.com

]
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Catalyst Center Destinations

dudh Catalyst Center System / Settings

Settings / Externa

() Searc
) Search

Destinations

SNMP

ICMP P Configure various types of destinations to deliver event notifications from Catalyst Center
CM ing

Navigate to System > Settings > oo o nccpnce
@ External SerV|CeS > DeSt|nat|on TOR e ess Adtienaaton Webhook ~ Email  Syslog ~ SNMP  ITSM

Platform

—
Device Prompts

add Va rious deStination for eve nt Configure settings to send out emails from Catalyst Center Platform

Configuration Archive

notifications External Services v Primary SMTP Server

Authentication and Policy Servers

Hostname/IP*
Integrity Verificatior

@ Configure various external

SD-Access Compatibility Matrix Primary SMTP Server Address. Supports both IPv4 i IPv

destinations P A o
«  Webhooks Cloud Access Login
 Email Cisco Al Analytics
+  SNMP Steathwatch

« Syslog TR Bepiteis T

° ITSM Destinations sername for Authenticating Primary SMTP Server

Cisco Spaces/CMX Servers

DEFAULT v

Password

Global Manager Integration Password for Authenticating Primary SMTP Server
Machine Reasoning Engine

Cisco Catalyst Cloud Secondary SMTP Server (optional)

Webex Integration

]
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Catalyst Center Event Notification Framework

Network
Infrastructure

554 Switching

Routing

af& -
Wireless

. Wy

(

Event Source

Automation

Assurance

Catalyst Center
System

\.

\_

-

4 )

Event
Management
System

Event
Catalog

Subscription

Runtime
Dashboard

\.

Catalyst Center

Notification
Method

Webhooks

Webex Notifications

SNMP, Email

Syslog

servicenuvw

PagerDuty

\.

N )

W,

J

© 2025 Cisco and/or its affiliates. All rights reserved.
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-

Business
Use case

Mobile
Apps

\

NOC

ITSM

Logging

Managed
Services

.
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Catalyst Center ITSM Integration

Catalyst Center

P bl
- cisco

Talos IP Reputation

Destinations

Catalyst Center

Configure various types of destinations to deliver event notifications from Catalyst Center

Destinations
Platform
Webhook Email

Configure the ServiceNow s
Catalyst Center

Name =

CL_ITSM

System

| Settings

Syslog SNMP ITSM

ettings to automatically create incidents/problems/RFC's from

Usage

0 Bundles

+ ServiCenvw

Actions

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst Center ServiceNow

Integration:

Increased IT efficiency by
streamlining and customizing

processes

Enhanced incident management

with enriched issue data

Simplified change management
with closed loop functionality

Endpoint attribute synchronization
for client profiling

Automated ServiceNow CMDB
population with rich asset data
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Catalyst Center ITSM Integration- Architecture

With the Cisco DNA App

servicenuv

Catalyst Center

Notes:
Management, Instrumentation, and
Multi Catalyst Center Discovery (MID) Server is a Java application
clusters integrated with running on Windows and Linux, managed
i EareE e | [ from the ServiceNow Instance

supported

MID Server not required for some workflows

© 2025 Cisco and/or its affiliates. All rights reserved. BRKOPS-2609 90 CIsco



ITSM Integration Settings

© 2025 Cisco and/or its affiliates. All rights reserved.

Integration with ITSM through System - Settings

Notes:

The user account used by Catalyst
Center to connect to ServiceNow
requires specific roles.

Please find all details in the “Scope

Certified Application Installation
and Configuration Guide” included
with the Cisco DNA App
documentation on ServiceNow

BRKOPS-2609

Add Instance X

INFORMATION
Instance Name™

CL_ITSM Service now instance URL

Description

SERVICENOW ACCESS SETTINGS
Host Name*

https://ven03091.service-now.com/

User Name*
psurao

Check connectivity

@® Connection Established

Username/Password of Service

now instance

Cancel Add

91
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Integration Settings

il Catalyst Center System / Settings { a @ LOBE8E | O admin v

~ Settings / System Configuration
( Search

Global Manager Integration |ntegrat|0n Settlngs
" H Machine Reasoning Engine Callback URL Host Name or IP Addres:t
NaVIgate to S.ySterT.] > Settl ngS > Cisco Catalyst Cloud 10'104'49'195' =
System Configuration > I - .
I nteg ration Settti ngS ThousandEyes Integration

System Configuration v

Debugging Logs

Configure the CallbaCk URL Visibility and (,Dt)ntm\of(,)onfigur
Hostname/IP Address

Proxy

K

High Availability

This Hostname/IP Address will be
used to cross launch from
external integrated systems to B
CatalySt Ce nter Authentication AP| Encryption

Terms and Conditions v

Q

Product Telemetry

Trust & Privacy hd
Account Lockout
Anonymize Data
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onfiguring Bundles in Catalyst Center

"c'l's‘é";‘ Catalyst Center Platform / Manage Q  admin

Bundles Configurations

Bundles

Filter =Q Find

Navigate to Platform > Manage >
Bundles to enable and configure
bundles

Bundle ~ Status Description

Al Endpoint Analytics
API bundle to access various services provided by Al Endpoint Analytics application. Al

Endpoint Analytics package must be installed on Catalyst Center, before this bundle can be Enable
used.

Basic ITSM (ServiceNow) CMDB
synchronization You can schedule a synchronization or trigger an update between Catalyst Center's device

Select the necessary bundles to
enable and configure

inventory and your ITSM(ServiceNow) configuration management database(CMDB). These -
nable
activities integrate Catalyst Center's processes into the IT System Management processes

of incident, change or problem management. Note: If your network...

Catalyst Center Automation
events for ITSM (ServiceNow) This bundle can be used to: 1. Monitor and publish events that require software image

updates for compliance, security or any other operational triggers, to an ITSM(ServiceNow)

Enable
system. 2. Monitor and publish events that involve changes to the configuration of network

devices for security or other operational triggers, to an...

Endpoint Attribute Retrieval with ITSM
(ServiceNow) You can schedule a synchronization or trigger an update between the Endpoint Inventory and your ITSM
(ServiceNow) configuration management database (CMDB). Endpoint attribute information from

ENABLED
ServiceNow can be used to help profile endpoints on your network. ServiceNow appears in the
endpoint profiling workspace as an
Network Issue Monitor and Enrichment
for ITSM You can use this bundle to monitor your network for assurance and maintenance issues, and then
ACTIVE publish the event details about these issues to an ITSM(ServiceNow) system. This bundle also contains

APIs that extract rich network context data. This bundle also enables closed loop integration. Please
note that, for the ServiceNow.

afra]n
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ITSM Integration- Scheduler

bl Catalyst Center Platform / Developer Toolkit % ) @a ® L@@® | Q amin v

APls Integration Flows Event Notificatior

Schedule to Publish Inventory Details - ServiceNow Connector

Integration Flows

Navigate to Platform > Developer - neseions S -
Toolkt > Integrations to enable s o | i schduler dacovers the dvices i e etwrkn s rueney and xrcs e rued i lrmation e et sy he e
scheduler for ITSM CMDB sync omerenerd

ITSM Integral

ServiceNow

How to use this flow

The integration flows can be scheduled to run periodically at a specified date/time. Configure scheduling the integration flow with the form provided

CMDB/Asset Sync scheduler
@ options include _

* Schedule window cannot be lower than 24 hours

() Run Now

° Run NOW ; Run Later

Recurring
* Run Later ’
* Recurring

Daily v

Set Schedule Start

Oct8,2024 [1)

2:35 PM v
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Runtime Dashboard

Al Catalyst Center Platform / Runtime Dashboard Q a ® O Q admin v

[4114-]

Provision Device (C9300-Edge-Pod?2) (1)

Last 6 hours

Navigate to Platform > Runtime API Summary
Dashboard

Total API's

TOta I n u m be r Of d eVi Ces i n O Event Id Source Destination ITSM Workflow DNA Event Status ITSM Status ITSM Id ITSM Link ITSM1
inventory and synchronized,

7ec7-4886 Cisco DNA

03091.service
.f 1232 ServiceNow Center RFC NA New CHG0030388 now /_to.do?uri=change_request.do? Unas
e rro rS I a ny Completed Call Performance oo sys_id=57c33ecc47b91e1086¢7bcff016d43da

2963591c607c

APl Name = Version

Summary of all scheduled
synchronizations, success/falil P—
counts and |ength of time Incident number and link will not be available

if MID server not operational. Incident may

still be created.
CMDB Synchronization Su

Details of change request created
in ServiceNow e e

Devices from Inventory = Der

Q Q Q Q

42 42

]
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Recap- Catalyst Center Integrations

e \_ Cisco Integrations )
el vl
w Webex Identity Services CSL;:;C ES cslicohh tch
ealthwatc
lllllllll by CISCO Engine Cloud
CISCO

CISCO

Cataanter
_/

alvale, Meraki Sp|unk”> ThousandEyes<©> tiseo’ Cisco Umbrella

Hi+obleav @KaAhAU g vicosoteams  PagerDuty

Ecosystem
Infoblox s  ¥IBLUECAT  servicenow
£ 2
\ a . I
\_ Custom Integrations )
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Cisco Live US Catalyst Center Learning Map

J

C

Sunday—8t%. ) (

Monday—9th

) ( Tuesday—10th \: (Wednesday—ﬂth) C Thursday—12th )

TECOPS-2001 9:00AM

The Ultimate Guide to Install,
Onboard, and Operate Your
Campus Network with Cisco
Catalyst Center

LTRSEC-2005 ©:00AM

Building Cisco SD-Access
with Cisco Catalyst Center &
ISE

TECENS-2680 2:00PM

BGP EPVN in Enterprise
Campus with Catalyst 9000
Switching Platforms

O BU-led sessions

(

BRKOPS-2698 8:00AM

Choosing the Right Cisco
Catalyst Center Deployment
Model for Your Network

CIUG-1100  10:00AM

Cisco Catalyst Center: Al-
Driven Switching:
Revolutionizing Automation
and Assurance

LTRXAR-3783 1:00PM

Cross-Architecture
Integration Experience Lab

BRKENS-1601 1:30PM

Catalyst Center and Meraki
Cloud: The Right Choice for
your Catalyst 9000 Switch
Management!

» BRKOPS-2609 1:30PM

Cisco Catalyst Center: Built-
In Integrations for

Streamlined Network
Operations

LTROPS-2341 2:00PM

Build a Flexible Network
Automation Workflow with
GitLab CI/CD, Catalyst
Center, NeiBox, and Ansible

IBOENS-1100  2:30PM
Cisco Catalyst Center and
SD-Access Design
Fundamentals

BRKEWN-2029 4:00PM

Separating hype from reality,
real world use cases of
AlOps and Assurance for
wireless within Catalyst
Center

BRKCOC-2483 4:00PM

Cisco IT: Streamlining
Network Management and
Decisions with Catalyst
Center Automation and
Splunk

CISCOU-3004

Configuring and
Troubleshooting Catalyst
Center Templates

5:00PM

OBRKEWN-2306 1:30PM

Wireless Network
Automation and Assurance
with Cisco Catalyst Center

PIBOOPS-2391 1:30PM

Al/ML in Cisco Catalyst
Center: Transforming
Network Operations!

BRKOPS-2697 2:00PM

Unlocking the Automation
Power in Catalyst Center for
Wired and Wireless
Networks

DEVWKS-1004 2:30PM
Deploy Cisco Catalyst Center

Catalyst

with Rest-API's

/ Gon

enter

HDEVNET-2660 10:00AM

Catalyst Center Network
Operations Essentials using
Ul and APIs

DEVNET-2176 10:30AM

Deploying Cisco Catalyst
Center with CICD

BRKTRS-2821 2:30PM

Troubleshooting Strategies
for Cisco Catalyst Center &
SD-Access

ODBRKXAR-1013 2:30PM

4 Ways to Streamline Your
Licensing with Cisco's
Networking Subscription
Across Your Portfolio

BRKOPS-2379 3:30PM

Automate Catalyst Center
with Cisco Workflows

DBRKOPS-2835 4:00PM

5 new things you need to
know about Catalyst Center

licensing

BRKIOT-2016 8:30AM

Streamline Your Success:
Automating OT Services with
Cisco Catalyst Center Best
Practices

BRKOPS-2442 8:30AM

Leveraging Digital Twin for
Advanced Network
Management with Cisco
Catalyst Center

HDEVNET-3000 9:30AM

Open-Source GenAl Bot for
Catalyst Center

BRKOPS-2570 10:30AM

Al-Powered Automation:
Building Smarter Apps for
Cisco Catalyst Center
Operations

HBRKOPS-2492 10:30AM

Let's Deploy Catalyst Center
Global Manager (CCGM):
Single Pane of Glass for
Multiple Catalyst Centers

BRKOPS-2343 10:30AM

Decoding Site Reliability
Engineering Through Catalyst
Center



Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

2o
0Q

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

N
Complete your surveys
in the Cisco Live
mobile app.
Y,
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(1

Book your one-on-one
Meet the Engineer
meeting

N
[%:] tDl@
0000 V1Y
MNMMM
Attend the interactive Visit the On-Demand
education with DevNet, Library for more
Capture the Flag, and sessions at
Walk-in Labs www.Ciscol.ive.com/
on-demand
J
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http://www.ciscolive.com/on-demand

Thank you C1SCO Live !
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