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Cisco Webex App

BRKOPS- 2698

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click òJoin the Discussionó

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until June 13, 2025.
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https://ciscolive.ciscoevents.com/
ciscolivebot /#BRKOPS- 2698

Enter your personal notes here
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Agenda 01 Physical and virtual 
appliance options
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02 Scaling considerations 
and capacity planning

03 High availability

04 Disaster Recovery

05 Backup and Restore

06 Catalyst Center Global 
Manager for multi - site 
management
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Prompt: "Produce a photo of an ice cream shop illustrating the paradox of 
choice with SO many flavours. Leave the whiteboard blank"



Physical and Virtual Appliance 
Options
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Catalyst Center - Form Factors

BRKOPS- 2698 6

Catalyst Center

Physical Appliance

Feature Parity and Upgrade Process same as 
Physical Appliance

Cisco Catalyst Center VA Cost -$0
TAC/CX Support (Optional) ð$5000/VA/Year 

VMware Licensing ( customer ) 

Virtual Appliance running on customerõs ESXi
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Å Quicker time to value 

Deploy in 90 min

Å Supported worldwide

15 AWS regions 
supported; more coming!

No cost for software ($0 PID)

ÅOptional support can be purchased 

Scale parity with M - sized appliance
Å25K End points
Å1K switches
Å4K access points
Å1,500 sites
ÅClustering instances not supported

Catalyst Center Form Factors

M- L- XL appliances
Å25K- 300K End points
Å5K- 25K devices
Å1,500 - 10K sites
ÅHA and DR supported

Physical Appliance

BRKOPS-2698 7

*Azure - EFT
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DN3- HW- APL (32C) ~1.1KW 1,428.31 BTU/ hr
Å i6326 2x16C @ 2.8 /4Ghz, 2x185W, 256G RAM

DN3- HW_APL- L (56C) ~1.3KW 2,159.40 BTU/ hr
Å i6348 2x28C@ 2.7 /4Ghz, 2x235W, 384G RAM

DN2-HW-APL-XL(112C)  ~2KW 2,573.32 BTU/hr
Å i8276 4x 28C@2.2/4Ghz,  4x165W, 768G RAM

DN2- HW- APL (44C) ~1KW  1,236.10BTU/ hr
Å i6238 2x22C @ 2.1 /3.7Ghz, 2x140W, 256G RAM

DN2- HW- APL- L (56C) ~1.2KW 1,485.35BTU/ hr
Å I8280 2x28C@ 2.7 /4Ghz,  2x205W, 384 RAM

4U 2U

DN3- HW- APL- XL (80C) ~1.9KW 2,107.36BTU/ hr
Å i8380 2x40C @ 2.3 /4Ghz,  2x270W, 768G RAM

Note: There is no scale difference between DN2 & DN3 appliances

Power, BTU and space savings

DN2/DN3 Appliance Comparison
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Rack/Stack/Cable

Enterprise  Port

10Gbps Interface 
Network Adapter 1

OS Label# enp94s0f0

Intracluster Port

10Gbps Interface 
Network Adapter 4 

OS Label# enp94s0f1

Management  Port

1Gbps Interface 
Network Adapter 1

OS Label# eno1

Internet  Port

1Gbps Interface
Network Adapter 2
OS Label# eno2

CIMC  Port

1Gbps Interface

BRKOPS- 2698 9



É 2025 Cisco and/or its aκliates. All rights reserved.

-

Switch Configuration for Cisco Catalyst Center

Cisco Catalyst CenterSwitch

TenGig
1/1/3

Enterprise 
Port

dist - dc- 01#config terminal
dist - dc- 01(config)#interface tenGigabitEthernet 1/1/3 
dist - dc- 01(config - if)#switchport mode access 
dist - dc- 01(config - if)#switchport access vlan 99 
dist - dc- 01(config - if)#speed auto 
dist - dc- 01(config - if)#duplex full 
dist - dc- 01(config - if)#mtu 1500 
dist - dc- 01(config - if)#no shut 
dist - dc- 01(config - if)#end
dist - dc- 01#copy running - config startup - config 

Access VLAN

Speed Auto

Duplex Full

MTU 1500

BRKOPS- 2698 10
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Planning workflow

Step1

Interface cable 

connections

Step 2

Required IP 

addresses 

and subnets

Step 3

Internet access for 

required resources

Step 4

Required network 

ports and 

protocols

Physical vs Virtual 

BRKOPS-2698 11
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Recommended Cabling ðDN3

BRKOPS-2698 12

32/56 core appliances 80 (112-dn2) core appliance

DN1*** Last date of Support HW from 30th June 2024 - > 31st March 2025
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Recommended Cabling ðDN2

Reference

BRKOPS- 2698 13
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NIC Bonding

BRKOPS- 2698 14

DNA-CDNA- C

Switch 1 Switch 2

Port Port Port Port

To external (enterprise network)

Enabling two switch 
configurations for Cisco 
Catalyst Center 
Deployments

DN2/3 support only

802.3ad support

3- node 
cluster

Active/Standby: 
Management and 
Internet

Active/Active: 
Enterprise and Inter -
cluster

If you have a new appliance with Cisco Catalyst Center 2.2.1.0 
installed, this NIC is already configured for use. You do not need to 
complete this procedure.

If you are upgrading an appliance to Cisco Catalyst Center version 2.2.1.3, please follow 
the link Enable NIC on an Upgraded Appliance. 

Reference

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-2-1/install_guide/2ndGen/b_cisco_dna_center_install_guide_2_2_1_2ndGen/m_prepare_the_appliance_for_configuration_2_2_1_2ndgen.html#Cisco_Task_in_List_GUI.dita_073b18ea-5c67-41a2-a2c7-e4d612dfd5eb
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DN2- HW- APL (M5- based)

L3 port-channel

(cluster)

Interface color: Green + Green and Orange + 
Orange 
Bonding type: Can be either LACP or Active Backup
Interface type: SFP + SFP

Interface color: Yellow + Yellow and Purple + 
Purple
Bonding type: Can be only active-backup 
Interface type: mix  media RJ45 + SFP

Enterprise (10G)

Cluster (10G)

Internet (1G/10G)

Management (1G/10G)
All DN2 Chassis comes with a four port SFP interface NIC which remains disabled. From 2.2.1.x release,this 
card will be enabled by default. Supported only with DN2* appliances

CIMC (1G)

single node and 3 - node HA 
supported

NIC Bonding

BRKOPS- 2698 15
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Maglev Config Wizard Steps

BRKOPS- 2698 16
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Manufacturing Customer Premises

Deployment Planning
Appliance unboxing; rack 

installation & cabling

Conζg 
Wizard
Input

Maglev artifact bring - up
App Stack bring - upISO install on DNA Appliance

Linux Network 
Config + Other 
configuration

Ready for DNA 
Automation / 

Assurance

30 min 30 min 5 min 2.5 hours25 min

Before 2.2.2.x

Manufacturing Customer Premises

Maglev artifact bring-up
App Stack bring-up

[with Default Cluster conζguration]

ISO install on DNA Appliance
Network and 

Cluster config 
update

Ready for DNA 
Automation / 
Assurance

Config 
Wizard
Input

30 min 5 min2.5 hours 25 min

Post- 2.2.2.x Behavior (with Express Install)

Deployment Planning
Appliance unboxing; rack 

installation & cabling

30 min

~3 hours

30 min

Express Install Experience

BRKOPS- 2698 17
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Å Power user of AWS

Å Using CloudFormation Template

Å Cisco Catalyst Center/Catalyst Center VA only

Å Security perimeter needs to configured manually

Å Security Group update manually

Å Backup/Restore ðNeed to be deployed Manually

Å Minimal knowledge of AWS

Å Using Launchpad VA Application

Å AWS Infrastructure and Cisco Catalyst Center VA 

Å Security perimeter 

Å CloudWatch alerts

Å Security Group

Å VPN Gateway

Å Backup/Restore ðCloud NFS

Manual Mode Auto Mode

Two modes of Deploying-Catalyst Center on AWS

BRKOPS- 2698 18
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Steps to Deploying Cisco Catalyst Center/Catalyst Center VA on AWS

VA POD Cisco Catalyst 
Center/Catalyst 

Center

VA

ServiceabilityIPsec Tunnel

5- 7 
mins

1-2 
mins

~5 mins ~ 40 mins~10 mins +

VA Pod
Open 
FirewallBackup VM VA Platform VA Ready

60- 75 mins
19BRKOPS- 2698
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Å Deploy OVA and power on

Å WebUI/CLI Maglev workflow

Å One step to deploy

Å Headless deployment

Å No WebUI/CLI maglev

Traditional WayLauncher Mode

Two modes of Deploying - Catalyst Center on ESXi

BRKOPS- 2698 20



É 2025 Cisco and/or its aκliates. All rights reserved.

-

Catalyst Center 
on ESXi

Å Create two VM 
Networks

Å Deploy OVA

Configuration 
Wizard 

(Maglev/ WebUI)

Download OVA 
from CCO

~30 mins  
~10 
mins  

~5 
mins

Deploy 
OVA

Maglev CLI 
Inputs 

Maglev CLI 
Available  

VA 
Ready

60- 90 mins

~10 
mins  

VA 
Ready

Conζg 
File

Run the Launcher 
Install Script

~ 70 mins

~30 mins  ~ 40 mins

Auto ModeManual Mode

Steps to Deploy Catalyst Center VA on ESXi

BRKOPS-2698 21



Scaling Considerations and 
Capacity Planning
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Which Catalyst Center Appliance do I need and how many?

IMPORTANT NOTE: 
Cisco Catalyst Center is NOT part of the network data plane

Scale Up
Scaling limits of a Cisco Catalyst Center

appliance

Devices, 
Site Elements,é

Failover
Availability requirements of

Cisco Catalyst Center

High Availability
Disaster 
Recovery

Scale Out
Latency (RTT) between Cisco Catalyst Center 

and devices

Regional Catalyst 
Centers 
CCGM

200ms RTT

M < L< XL< 
Cluster

BRKOPS-2698 23
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Maximum latency supported, roundtrip time.

BRKOPS- 2698 24

Reference
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Catalyst Center platform system scale

Description Medium appliance
DN3- HW- APL

Large appliance
DN3- HW- APL- L

Extra large appliance
DN3- HW- APL- XL

3 XL cluster Virtual Appliances

Endpoints (concurrent) 25,000 40,000 100,000 300,000 25,000

Network devices 5,000 8,000 25,000 35,000 5,000

APs 4,000 6,000 13,000 25,000 4,000

Sites 2,500 5,000 10,000 10,000 2,500

Access control policies 25,000 25,000 25,000 25,000 25,000

Access contracts 500 500 500 500 500

Per fabric site scale

Fabric nodes 500 600 1,200 1,200 500

VNs 64 128 256 256 64

IP pools 100 300 1,000 1,000 100

Latency between Catalyst Center to device: 200ms (RTT)

As of 2.3.7.x

https://www.cisco.com/c/en/us/products/collateral/cloud - systems - management/dna - center/nb - 06-
dna- center - data- sheet- cte - en.html

BRKOPS- 2698 25

https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06-dna-center-data-sheet-cte-en.html
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Reference plan for platform selection

BRKOPS- 2698 27

ᵣ Determine architectureðIs the deployment model fabric or non-fabric?

Ắ Evaluate distributionðChoose between distributed or consolidated model based on latency 
and regional needs

ὺ Identify scale driverðPinpoint the main contributor inθuencing scalability

Quantify scalingðProvide scaling metrics for the primary contributor

Account for growthðFactor in expected future growth

Validate form factorðEnsure the form factor ζts secondary contributors as well
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How to start scale planning for Catalyst Center

ÅFabric or non - fabric deployment model

ÅPreference to distribute or consolidate (regional models, latency)

ÅIdentify the main contributor for scale decisions. Typically

Å# devices

Å# APõs

Å# endpoints

Å# site elements

Å# fabric sites

ÅProvide scale numbers for the main contributors

ÅFactor potential growth

1

BRKOPS- 2698 28
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Example -
Financial institution with headquarters in the US, large presence in Canada

BRKOPS- 2698 29

ÅFabric or non - fabric deployment model

ÅPreference to distribute or consolidate (regional models, 
latency)

ÅIdentify the main contributor for scale decisions. Typically

Å# devices

Å# APõs

Å# endpoints

Å# site elements

Å# fabric sites

ÅProvide scale numbers for the main contributors

ÅFactor potential growth

Non fabric

Consolidate

Less than 200msec RTT

Main contributor

Main contributor

Probably Not

Main contributor

Not relevant

Provided next

Not available now
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location 
Branches / 
Offices̗

Switches̗Stacks̗
Members / 
Stack̗

APõs̗

USOffices̗
30 2,564̗ 3,393̗

USBranches
9̗60̗ 1̗ 2̗ 3̗

Canada Offices2̗0̗ ̗1,518̗ 2,288̗

Canada Branches̗680̗ 1 2̗ 3̗

BRKOPS- 2698 30
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location Branches / 
Offices

US Offices
30

US 
Branches

960

Canada 
Offices

20

Canada 
Branches

680

Distributed 
Environment 

typically requires 
many site elements

BRKOPS- 2698 31
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location Branches / 
Offices

US Offices
30

US 
Branches

960

Canada 
Offices

20

Canada 
Branches

680

How to Estimate Site 
elements

ÅDevices need to be assigned to buildings or floors

ÅAPõs need to be assigned to floors

BRKOPS- 2698 32

ÅFor estimate of minimum site elements:

ÅOffices -

Å 1 x site element for the building

Å Average 25 floors per building 

ÅBranches -

Å 1 x site element for the branch building

Å 1 x site element for the branch floor

ÅFor more accurate calculation:

ÅActual floors per building, consider country, 
province/state, city, etc
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location Branches / 
Offices

US Offices
30

US 
Branches

960

Canada 
Offices

20

Canada 
Branches

680

Large number of site elements identified!

Offices - > 30 + 20 = 50 
Average of 25 floors
1 x site elements for building + 25 x site elements for 
floors = 26 site elements

50 * 26 = 1,300 site elements for offices

Branches - > 960 + 680 = 1,640
1 x site element for branch + 1 x site element for floor 
= 2 site elements

1,640 *2 = 3,280 site elements for branches

Total - >

1,300 + 3,280 = 4,580 site elements minimum 
BRKOPS- 2698 33
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location Branches / 
Offices

US Offices
30

US 
Branches

960

Canada 
Offices

20

Canada 
Branches

680

Large number of site elements identified!

Offices - > 30 + 20 = 50 
Multiple buildings with an average of 25 floors
1 x site elements for building + 25 x site elements for 
floors = 26 site elements

50 * 26 = 1,300 site elements for offices

Branches - > 960 + 680 = 1,640
1 x site element for branch + 1 x site element for floor = 2 
site elements

1,640 *2 = 3,280 site elements for branches

Total - >

1,300 + 3,280 = 4,580 site elements minimum 
BRKOPS- 2698 34
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location
Branches 
/ Offices

APõs

US Offices
30

3,393

US 
Branches

960 - 3 
per 
branch

2,880

Canada 
Offices

20 2,288

Canada 
Branches

680 - 3 
per 
branch

2,040

APõs

Total - >

3,393 + 2,880 + 2,288 + 2,040 = 10,601 APõs

BRKOPS- 2698 35
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Updated Datasheet 
Device Scale 2.3.7.9

BRKOPS- 2698 36
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Updated Datasheet 
Device Scale 2.3.7.9
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location
Branches 
/ Offices

APõs

US Offices
30

3,393

US 
Branches

960 - 3 
per 
branch

2,880

Canada 
Offices

20 2,288

Canada 
Branches

680 - 3 
per 
branch

2,040

APõs

Total - >

3,393 + 2,880 + 2,288 + 2,040 = 10,601 APõs

BRKOPS- 2698 38
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location Branches 
/ Offices

Stacks

US Offices 30 2,564

US Branches 960 - avg 
1x 2 -
member 
stack

960

Canada 
Offices

20 1,518

Canada 
Branches

680 - avg 
1x 2 -
member 
stack

680

Switch Stacks

Total - >

2,564 + 960 + 1,518 + 680 = 5,722 Switch Stacks

ÅFor device count, WLCõs are not main 
contributors in this customer design

ÅStacks count as single device 

BRKOPS- 2698 39
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location Branches 
/ Offices

Stacks

US Offices 30 2,564

US Branches 960 - avg 
1x 2 -
member 
stack

960

Canada 
Offices

20 1,518

Canada 
Branches

680 - avg 
1x 2 -
member 
stack

680

Switch Stacks

Total - >

2,564 + 960 + 1,518 + 680 = 5,722 Switch Stacks

BRKOPS- 2698 40
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location Branches 
/ Offices

Stacks

US Offices 30 2,564

US Branches 960 - avg 
1x 2 -
member 
stack

960

Canada 
Offices

20 1,518

Canada 
Branches

680 - avg 
1x 2 -
member 
stack

680

Switch Stacks

Total - >

2,564 + 960 + 1,518 + 680 = 5,722 Switch Stacks

BRKOPS- 2698 41
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Validate the Selected Form Factor

ÅValidate the non main contributor factors

ÅIf # switches is main contributor or if very large stacks or chassis, 
check the number of interfaces supported

ÅIf Catalyst Center is managing a wireless environment, validate the 
number of WLCõs 

2

BRKOPS- 2698 42
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Validate the Selected Form Factor

ÅValidate the non main contributor factors

ÅIf # switches is main contributor or if very large stacks or chassis, 
check the number of interfaces supported

ÅIf Catalyst Center is managing a wireless environment, validate the 
number of WLCõs 

2
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Validate the Selected Form Factor

ÅValidate the non main contributor factors

ÅIf # switches is main contributor or if very large stacks or chassis, 
check the number of interfaces supported

ÅIf Catalyst Center is managing a wireless environment, validate the 
number of WLCõs 

ÅEspecially important in environments with distributed WLCõs like 
FIAB+W

2
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ÅValidate the non main contributor factors

ÅIf # switches is main contributor or if very large stacks or chassis, 
check the number of interfaces supported

ÅIf Catalyst Center is managing a wireless environment, validate the 
number of WLCõs 

ÅEspecially important in environments with distributed WLCõs like 
FIAB+W

2

BRKOPS- 2698 45

Validate the Selected Form Factor
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Example -
Financial institution with headquarters in the US, large presence in Canada

ÅShared with the customer scale for:

# of WLCõs

# Concurrent Clients

# Transient Clients

Informed

Informed

Informed

BRKOPS- 2698 46
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Example -
Financial institution with headquarters in the US, large presence in Canada

Switch Ports

Offices - > 2,564 + 1,518 = 4,082
Half 24 - port and Half 48 - port
2,041 * 24 + 2,041 * 48 = 146,952 physical ports in offices

Branches - > 960 + 680 = 1,640
1 x 2 - member stack; All 48 - ports
1,640 * 2 * 48 = 157,440 physical ports in branches

Total - >
146,952 + 157,440 = 304,392 physical ports

BRKOPS- 2698 47
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Example -
Financial institution with headquarters in the US, large presence in Canada

Switch Ports

Offices - > 2,564 + 1,518 = 4,082
Half 24 - port and Half 48 - port
2,041 * 24 + 2,041 * 48 = 146,952 physical ports in offices

Branches - > 960 + 680 = 1,640
1 x 2 - member stack; All 48 - ports
1,640 * 2 * 48 = 157,440 physical ports in branches

Total - >
146,952 + 157,440 = 304,392 physical ports

BRKOPS- 2698 48
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Validate the selected form factor

BRKOPS- 2698 49

ÅConsider checking all other 
scale factors: Netflow, 
logical ports, etc

ÅFor SD- Access validate 
architecture specific 
parameters like # of L3 
VNõs, #L2 VNõs, # devices 
per fabric site, IP pools, etc

3
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If Required Scale Exceeds the 3 - Node XL Scale?

BRKOPS- 2698 50

ÅConsider Regional Catalyst Center Instances 

ÅFor SD-Access, consider using the òMultiple Catalyst Center 
Solutionó (a.k.a mDNAC) to leverage the same ISE cluster 
with multiple Catalyst Center Clusters

ÅConsider Catalyst Center Global Manager - CCGM
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Reference Plan for Platform Selection

BRKOPS- 2698 51

ᵣ Determine architectureðIs the deployment model fabric or non-fabric?

Ắ Evaluate distributionðChoose between distributed or consolidated model based on latency 
and regional needs

ὺ Identify scale driverðPinpoint the main contributor inθuencing scalability

Quantify scalingðProvide scaling metrics for the primary contributor

Account for growthðFactor in expected future growth

Validate form factorðEnsure the form factor ζts secondary contributors as well

Reference
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System Notifications When Capacity is Exceeded
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Scale Validation Tool
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Scale Validation Tool
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Scale Validation Tool
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