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Cisco Webex App

BRKOPS-2698

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until June 13, 2025.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKOPS-2698

Enter your personal notes here
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Agenda 01 Physical and virtual 
appliance options
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management
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Prompt: "Produce a photo of an ice cream shop illustrating the paradox of 
choice with SO many flavours. Leave the whiteboard blank"



Physical and Virtual Appliance 
Options
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Catalyst Center- Form Factors

BRKOPS-2698 6

Catalyst Center

Physical Appliance

Feature Parity and Upgrade Process same as 
Physical Appliance

Cisco Catalyst Center VA Cost - $0
TAC/CX Support (Optional) – $5000/VA/Year 

VMware Licensing (customer) 

Virtual Appliance running on customer’s ESXi
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• Quicker time to value 

Deploy in 90 min

• Supported worldwide

15 AWS regions 
supported; more coming!

No cost for software ($0 PID)

• Optional support can be purchased 

Scale parity with M-sized appliance
• 25K End points
• 1K switches
• 4K access points
• 1,500 sites
• Clustering instances not supported

Catalyst Center Form Factors

M-L-XL appliances
• 25K-300K End points
• 5K-25K devices
• 1,500-10K sites
• HA and DR supported

Physical Appliance

BRKOPS-2698 7

*Azure - EFT
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DN3-HW-APL (32C) ~1.1KW 1,428.31 BTU/hr
• i6326 2x16C @2.8/4Ghz, 2x185W, 256G RAM

DN3-HW_APL-L (56C) ~1.3KW 2,159.40 BTU/hr
• i6348 2x28C@2.7/4Ghz, 2x235W, 384G RAM

DN2-HW-APL-XL(112C)  ~2KW 2,573.32 BTU/hr
• i8276 4x 28C@2.2/4Ghz,  4x165W, 768G RAM

DN2-HW-APL (44C) ~1KW  1,236.10BTU/hr
• i6238 2x22C @2.1/3.7Ghz, 2x140W, 256G RAM

DN2-HW-APL-L (56C) ~1.2KW 1,485.35BTU/hr
• I8280 2x28C@2.7/4Ghz,  2x205W, 384 RAM

4U 2U

DN3-HW-APL-XL (80C) ~1.9KW 2,107.36BTU/hr
• i8380 2x40C @2.3/4Ghz,  2x270W, 768G RAM

Note: There is no scale difference between DN2 & DN3 appliances

Power, BTU and space savings

DN2/DN3 Appliance Comparison
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Rack/Stack/Cable

Enterprise  Port

10Gbps Interface 
Network Adapter 1

OS Label# enp94s0f0

Intracluster Port

10Gbps Interface 
Network Adapter 4 

OS Label# enp94s0f1

Management  Port

1Gbps Interface 
Network Adapter 1

OS Label# eno1

Internet  Port

1Gbps Interface
Network Adapter 2

OS Label# eno2

CIMC  Port

1Gbps Interface

BRKOPS-2698 9
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Switch Configuration for Cisco Catalyst Center

Cisco Catalyst CenterSwitch

TenGig
1/1/3

Enterprise 
Port

dist-dc-01#config terminal
dist-dc-01(config)#interface tenGigabitEthernet 1/1/3 
dist-dc-01(config-if)#switchport mode access 
dist-dc-01(config-if)#switchport access vlan 99 
dist-dc-01(config-if)#speed auto 
dist-dc-01(config-if)#duplex full 
dist-dc-01(config-if)#mtu 1500 
dist-dc-01(config-if)#no shut 
dist-dc-01(config-if)#end
dist-dc-01#copy running-config startup-config 

Access VLAN

Speed Auto

Duplex Full

MTU 1500

BRKOPS-2698 10
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Planning workflow

Step1

Interface cable 

connections

Step 2

Required IP 

addresses 

and subnets

Step 3

Internet access for 

required resources

Step 4

Required network 

ports and 

protocols

Physical vs Virtual 

BRKOPS-2698 11
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Recommended Cabling – DN3

BRKOPS-2698 12

32/56 core appliances 80 (112-dn2) core appliance

DN1*** Last date of Support HW from 30th June 2024 -> 31st March 2025
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Recommended Cabling – DN2

Reference

BRKOPS-2698 13
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NIC Bonding

BRKOPS-2698 14

DNA-CDNA-C

Switch 1 Switch 2

Port Port Port Port

To external (enterprise network)

Enabling two switch 
configurations for Cisco 
Catalyst Center 
Deployments

DN2/3 support only

802.3ad support

3-node 
cluster

Active/Standby: 
Management and 
Internet

Active/Active: 
Enterprise and Inter-
cluster

If you have a new appliance with Cisco Catalyst Center 2.2.1.0 
installed, this NIC is already configured for use. You do not need to 
complete this procedure.

If you are upgrading an appliance to Cisco Catalyst Center version 2.2.1.3, please follow 
the link Enable NIC on an Upgraded Appliance. 

Reference

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-2-1/install_guide/2ndGen/b_cisco_dna_center_install_guide_2_2_1_2ndGen/m_prepare_the_appliance_for_configuration_2_2_1_2ndgen.html#Cisco_Task_in_List_GUI.dita_073b18ea-5c67-41a2-a2c7-e4d612dfd5eb
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DN2-HW-APL (M5-based)

L3 port-channel

(cluster)

Interface color: Green + Green and Orange + 
Orange 
Bonding type: Can be either LACP or Active Backup
Interface type: SFP + SFP

Interface color: Yellow + Yellow and Purple + 
Purple
Bonding type: Can be only active-backup 
Interface type: mix  media RJ45 + SFP

Enterprise (10G)

Cluster (10G)

Internet (1G/10G)

Management (1G/10G)
All DN2 Chassis comes with a four port SFP interface NIC which remains disabled. From 2.2.1.x release, this 
card will be enabled by default. Supported only with DN2* appliances

CIMC (1G)

single node and 3-node HA 
supported

NIC Bonding

BRKOPS-2698 15
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Maglev Config Wizard Steps

BRKOPS-2698 16
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Manufacturing Customer Premises

Deployment Planning
Appliance unboxing; rack 

installation & cabling

Config 
Wizard
Input

Maglev artifact bring-up
App Stack bring-upISO install on DNA Appliance

Linux Network 
Config + Other 
configuration

Ready for DNA 
Automation / 
Assurance

30 min 30 min 5 min 2.5 hours25 min

Before 2.2.2.x

Manufacturing Customer Premises

Maglev artifact bring-up
App Stack bring-up

[with Default Cluster configuration]

ISO install on DNA Appliance
Network and 
Cluster config 

update

Ready for DNA 
Automation / 
Assurance

Config 
Wizard
Input

30 min 5 min2.5 hours 25 min

Post-2.2.2.x Behavior (with Express Install)

Deployment Planning
Appliance unboxing; rack 

installation & cabling

30 min

~3 hours

30 min

Express Install Experience

BRKOPS-2698 17
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• Power user of AWS

• Using CloudFormation Template

• Cisco Catalyst Center/Catalyst Center VA only

• Security perimeter needs to configured manually

• Security Group update manually

• Backup/Restore – Need to be deployed Manually

• Minimal knowledge of AWS

• Using Launchpad VA Application

• AWS Infrastructure and Cisco Catalyst Center VA 

• Security perimeter 

• CloudWatch alerts

• Security Group

• VPN Gateway

• Backup/Restore – Cloud NFS

Manual Mode Auto Mode

Two modes of Deploying- Catalyst Center on AWS

BRKOPS-2698 18
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Steps to Deploying Cisco Catalyst Center/Catalyst Center VA on AWS

VA POD Cisco Catalyst 
Center/Catalyst 

Center

VA

ServiceabilityIPsec Tunnel

5-7 
mins

1-2 
mins

~5 mins ~ 40 mins~10 mins +

VA Pod
Open 

Firewall Backup VM VA Platform VA Ready

60-75 mins
19BRKOPS-2698
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• Deploy OVA and power on

• WebUI/CLI Maglev workflow

• One step to deploy

• Headless deployment

• No WebUI/CLI maglev

Traditional Way Launcher Mode

Two modes of Deploying- Catalyst Center on ESXi

BRKOPS-2698 20
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Catalyst Center 
on ESXi

• Create two VM 
Networks

• Deploy OVA

Configuration 
Wizard 

(Maglev/WebUI)

Download OVA 
from CCO

~30 mins  
~10 
mins  

~5 
mins

Deploy 
OVA

Maglev CLI 
Inputs 

Maglev CLI 
Available  

VA 
Ready

60-90 mins

~10 
mins  

VA 
Ready

Config 
File

Run the Launcher 
Install Script

~ 70 mins

~30 mins  ~ 40 mins

Auto ModeManual Mode

Steps to Deploy Catalyst Center VA on ESXi

BRKOPS-2698 21



Scaling Considerations and 
Capacity Planning



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Which Catalyst Center Appliance do I need and how many?

IMPORTANT NOTE: 
Cisco Catalyst Center is NOT part of the network data plane

Scale Up
Scaling limits of a Cisco Catalyst Center

appliance

Devices, 
Site Elements,…

Failover
Availability requirements of

Cisco Catalyst Center

High Availability
Disaster 
Recovery

Scale Out
Latency (RTT) between Cisco Catalyst Center 

and devices

Regional Catalyst 
Centers 
CCGM

200ms RTT

M < L< XL< 
Cluster

BRKOPS-2698 23
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Maximum latency supported, roundtrip time.

BRKOPS-2698 24

Reference
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Catalyst Center platform system scale

Description Medium appliance
DN3-HW-APL

Large appliance
DN3-HW-APL-L

Extra large appliance
DN3-HW-APL-XL

3 XL cluster Virtual Appliances

Endpoints (concurrent) 25,000 40,000 100,000 300,000 25,000

Network devices 5,000 8,000 25,000 35,000 5,000

APs 4,000 6,000 13,000 25,000 4,000

Sites 2,500 5,000 10,000 10,000 2,500

Access control policies 25,000 25,000 25,000 25,000 25,000

Access contracts 500 500 500 500 500

Per fabric site scale

Fabric nodes 500 600 1,200 1,200 500

VNs 64 128 256 256 64

IP pools 100 300 1,000 1,000 100

Latency between Catalyst Center to device: 200ms (RTT)

As of 2.3.7.x

https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06-
dna-center-data-sheet-cte-en.html

BRKOPS-2698 25

https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06-dna-center-data-sheet-cte-en.html
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Reference plan for platform selection

BRKOPS-2698 27

🕸️ Determine architecture – Is the deployment model fabric or non-fabric?

🌍 Evaluate distribution – Choose between distributed or consolidated model based on latency 
and regional needs

📊 Identify scale driver – Pinpoint the main contributor influencing scalability

🔢 Quantify scaling – Provide scaling metrics for the primary contributor

📈 Account for growth – Factor in expected future growth

✅ Validate form factor – Ensure the form factor fits secondary contributors as well
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How to start scale planning for Catalyst Center

• Fabric or non-fabric deployment model

• Preference to distribute or consolidate (regional models, latency)

• Identify the main contributor for scale decisions. Typically

• # devices

• # AP’s

• # endpoints

• # site elements

• # fabric sites

• Provide scale numbers for the main contributors

• Factor potential growth

1

BRKOPS-2698 28
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Example -
Financial institution with headquarters in the US, large presence in Canada

BRKOPS-2698 29

• Fabric or non-fabric deployment model

• Preference to distribute or consolidate (regional models, 
latency)

• Identify the main contributor for scale decisions. Typically

• # devices

• # AP’s

• # endpoints

• # site elements

• # fabric sites

• Provide scale numbers for the main contributors

• Factor potential growth

Non fabric

Consolidate

Less than 200msec RTT

Main contributor

Main contributor

Probably Not

Main contributor

Not relevant

Provided next

Not available now
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location 
Branches / 

Offices​
Switches​ Stacks​

Members / 
Stack​

AP’s​

US Offices​
30 2,564​ 3,393​

US Branches​
960​ 1​ 2​ 3​

Canada Offices​ 20​ ​1,518​ 2,288​

Canada Branches​ 680​ 1 2​ 3​

BRKOPS-2698 30
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location Branches / 
Offices

US Offices
30

US 
Branches

960

Canada 
Offices

20

Canada 
Branches

680

Distributed 
Environment 

typically requires 
many site elements

BRKOPS-2698 31
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location Branches / 
Offices

US Offices
30

US 
Branches

960

Canada 
Offices

20

Canada 
Branches

680

How to Estimate Site 
elements

• Devices need to be assigned to buildings or floors

• AP’s need to be assigned to floors

BRKOPS-2698 32

• For estimate of minimum site elements:

• Offices -

• 1 x site element for the building

• Average 25 floors per building 

• Branches -

• 1 x site element for the branch building

• 1 x site element for the branch floor

• For more accurate calculation:

• Actual floors per building, consider country, 
province/state, city, etc



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Example -
Financial institution with headquarters in the US, large presence in Canada

Location Branches / 
Offices

US Offices
30

US 
Branches

960

Canada 
Offices

20

Canada 
Branches

680

Large number of site elements identified!

Offices -> 30 + 20 = 50 
Average of 25 floors
1 x site elements for building + 25 x site elements for 
floors = 26 site elements

50 * 26 = 1,300 site elements for offices

Branches -> 960 + 680 = 1,640
1 x site element for branch + 1 x site element for floor 
= 2 site elements

1,640 *2 = 3,280 site elements for branches

Total ->

1,300 + 3,280 = 4,580 site elements minimum 
BRKOPS-2698 33
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location Branches / 
Offices

US Offices
30

US 
Branches

960

Canada 
Offices

20

Canada 
Branches

680

Large number of site elements identified!

Offices -> 30 + 20 = 50 
Multiple buildings with an average of 25 floors
1 x site elements for building + 25 x site elements for 
floors = 26 site elements

50 * 26 = 1,300 site elements for offices

Branches -> 960 + 680 = 1,640
1 x site element for branch + 1 x site element for floor = 2 
site elements

1,640 *2 = 3,280 site elements for branches

Total ->

1,300 + 3,280 = 4,580 site elements minimum 
BRKOPS-2698 34
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location
Branches 
/ Offices

AP’s

US Offices
30

3,393

US 
Branches

960 - 3 
per 
branch

2,880

Canada 
Offices

20 2,288

Canada 
Branches

680 - 3 
per 
branch

2,040

AP’s

Total ->

3,393 + 2,880 + 2,288 + 2,040 = 10,601 AP’s

BRKOPS-2698 35
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Updated Datasheet 
Device Scale 2.3.7.9

BRKOPS-2698 36



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Updated Datasheet 
Device Scale 2.3.7.9

BRKOPS-2698 37
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location
Branches 
/ Offices

AP’s

US Offices
30

3,393

US 
Branches

960 - 3 
per 
branch

2,880

Canada 
Offices

20 2,288

Canada 
Branches

680 - 3 
per 
branch

2,040

AP’s

Total ->

3,393 + 2,880 + 2,288 + 2,040 = 10,601 AP’s

BRKOPS-2698 38
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location Branches 
/ Offices

Stacks

US Offices 30 2,564

US Branches 960 - avg 
1x 2-
member 
stack

960

Canada 
Offices

20 1,518

Canada 
Branches

680 - avg 
1x 2-
member 
stack

680

Switch Stacks

Total ->

2,564 + 960 + 1,518 + 680 = 5,722 Switch Stacks

• For device count, WLC’s are not main 
contributors in this customer design

• Stacks count as single device 

BRKOPS-2698 39
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location Branches 
/ Offices

Stacks

US Offices 30 2,564

US Branches 960 - avg 
1x 2-
member 
stack

960

Canada 
Offices

20 1,518

Canada 
Branches

680 - avg 
1x 2-
member 
stack

680

Switch Stacks

Total ->

2,564 + 960 + 1,518 + 680 = 5,722 Switch Stacks

BRKOPS-2698 40
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Example -
Financial institution with headquarters in the US, large presence in Canada

Location Branches 
/ Offices

Stacks

US Offices 30 2,564

US Branches 960 - avg 
1x 2-
member 
stack

960

Canada 
Offices

20 1,518

Canada 
Branches

680 - avg 
1x 2-
member 
stack

680

Switch Stacks

Total ->

2,564 + 960 + 1,518 + 680 = 5,722 Switch Stacks

BRKOPS-2698 41
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Validate the Selected Form Factor

• Validate the non main contributor factors

• If # switches is main contributor or if very large stacks or chassis, 
check the number of interfaces supported

• If Catalyst Center is managing a wireless environment, validate the 
number of WLC’s 

2

BRKOPS-2698 42
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Validate the Selected Form Factor

• Validate the non main contributor factors

• If # switches is main contributor or if very large stacks or chassis, 
check the number of interfaces supported

• If Catalyst Center is managing a wireless environment, validate the 
number of WLC’s 

2
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Validate the Selected Form Factor

• Validate the non main contributor factors

• If # switches is main contributor or if very large stacks or chassis, 
check the number of interfaces supported

• If Catalyst Center is managing a wireless environment, validate the 
number of WLC’s 

• Especially important in environments with distributed WLC’s like 
FIAB+W

2
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• Validate the non main contributor factors

• If # switches is main contributor or if very large stacks or chassis, 
check the number of interfaces supported

• If Catalyst Center is managing a wireless environment, validate the 
number of WLC’s 

• Especially important in environments with distributed WLC’s like 
FIAB+W

2

BRKOPS-2698 45

Validate the Selected Form Factor
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Example -
Financial institution with headquarters in the US, large presence in Canada

• Shared with the customer scale for:

# of WLC’s

# Concurrent Clients

# Transient Clients

Informed

Informed

Informed

BRKOPS-2698 46
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Example -
Financial institution with headquarters in the US, large presence in Canada

Switch Ports

Offices -> 2,564 + 1,518 = 4,082
Half 24-port and Half 48-port
2,041 * 24 + 2,041 * 48 = 146,952 physical ports in offices

Branches -> 960 + 680 = 1,640
1 x 2-member stack; All 48-ports
1,640 * 2 * 48 = 157,440 physical ports in branches

Total ->
146,952 + 157,440 = 304,392 physical ports

BRKOPS-2698 47
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Example -
Financial institution with headquarters in the US, large presence in Canada

Switch Ports

Offices -> 2,564 + 1,518 = 4,082
Half 24-port and Half 48-port
2,041 * 24 + 2,041 * 48 = 146,952 physical ports in offices

Branches -> 960 + 680 = 1,640
1 x 2-member stack; All 48-ports
1,640 * 2 * 48 = 157,440 physical ports in branches

Total ->
146,952 + 157,440 = 304,392 physical ports

BRKOPS-2698 48
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Validate the selected form factor

BRKOPS-2698 49

• Consider checking all other 
scale factors: Netflow, 
logical ports, etc

• For SD-Access validate 
architecture specific 
parameters like # of L3 
VN’s, #L2 VN’s, # devices 
per fabric site, IP pools, etc

3
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If Required Scale Exceeds the 3-Node XL Scale?

BRKOPS-2698 50

•Consider Regional Catalyst Center Instances 

• For SD-Access, consider using the “Multiple Catalyst Center 
Solution” (a.k.a mDNAC) to leverage the same ISE cluster 
with multiple Catalyst Center Clusters

• Consider Catalyst Center Global Manager - CCGM
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Reference Plan for Platform Selection

BRKOPS-2698 51

🕸️ Determine architecture – Is the deployment model fabric or non-fabric?

🌍 Evaluate distribution – Choose between distributed or consolidated model based on latency 
and regional needs

📊 Identify scale driver – Pinpoint the main contributor influencing scalability

🔢 Quantify scaling – Provide scaling metrics for the primary contributor

📈 Account for growth – Factor in expected future growth

✅ Validate form factor – Ensure the form factor fits secondary contributors as well

Reference
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System Notifications When Capacity is Exceeded

BRKOPS-2698 52
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Scale Validation Tool

BRKOPS-2698 53
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Scale Validation Tool
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Scale Validation Tool

BRKOPS-2698 55



High Availability
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Physical Appliance High Availability with Clustering
Physical Appliance

Active/Active

Software or Hardware 
Failure

Near Real-Time 
Synchronization

Automation & Assurance 
Data Protected

3-node cluster

IMPORTANT NOTE: 
Cisco Catalyst Center is NOT part of the network data plane

BRKOPS-2698 57
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Physical Appliance High Availability with clustering

Remaining cluster 
continues to manage the 
network

Automatic service 
redistribution upon failure

No protection of node 
failure with 2-nodes

BRKOPS-2698 58

Physical Appliance
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Protection Against Node Failure

Three node cluster: full 
clustering. Protection against 
node failure

Two  node cluster: 
Management available but no 
protection from node failure

Two  node cluster: One node 
failure will lead to stall of the 
other node

BRKOPS-2698 59

Physical Appliance
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Physical Appliance High Availability with Clustering

3-node cluster in 
same network, same 
site

Hardware Appliance 
size needs to match

Considerations

BRKOPS-2698 60

DN2 + DN3 mixed 
clusters 2.3.7.9

Physical Appliance
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• Bring up first node: choose “create a 
cluster” Node 1 bring up Single node cluster: 

validate configuration

Cisco Catalyst Center- 3 Node Cluster Bring-up 
Best Practices

BRKOPS-2698 61

Physical Appliance
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• Bring up first node: choose “create a 
cluster”

• Bring up the second node (“join 
cluster”) Node 2 bring up

Node 1 bring up Single node cluster: 
validate configuration

2 node cluster

Cisco Catalyst Center- 3 Node Cluster Bring-up 
Best Practices

BRKOPS-2698 62

Physical Appliance
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• Bring up first node: choose “create a 
cluster”

• Bring up the second node (“join 
cluster”)

• Bring up the third (“join cluster”)

Node 2 bring up

Node 1 bring up Single node cluster: 
validate configuration

2 node cluster

3 node cluster

Cisco Catalyst Center- 3 Node Cluster Bring-up 
Best Practices
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Activate HA in Catalyst Center

BRKOPS-2698 64



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Catalyst Center HA settings
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Catalyst Center HA settings
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High Availability in Virtual Appliances

Clustering is not supported 
with ESXi VM and AWS VA

High Availability is delivered 
using the hosting 
infrastructure HA features
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High Availability in ESXi VA

ESXi High Availability 
delivered via VMware 
vSphere's HA functionality

If a host failure occurs, the 
virtual machines restart on 
alternate hosts 

At least two hosts must 
have the unreserved 
CPU/Memory resources 
required for ESXi VM
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High Availability in AWS VA

(*) Amazon EC2: Amazon Elastic Compute Cloud

If a Catalyst Center EC2 (*) 

instance crashes, AWS 
brings up another instance 
automatically

Single-node EC2 HA within 
an Availability Zone (AZ) is 
enabled by default.
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Physical Appliance Disaster Recovery

Active/Standby

Resiliency in 
Site failure

Not all data gets 
replicated

Multi DC (DR)

DC1 - Active DC2 - Standby

Enterprise 

Witness

3+3+1 or 1+1+1 
across DC’s
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Physical Appliance Disaster Recovery

3+3+1 or 1+1+1 
across DC’s
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Physical Appliance Disaster Recovery

Considerations

Identical third-party certificates 
on both DR clusters. Don’t use 
self-signed certs

DR VIP with BGP 
advertisement 
** recommended for L3

Deploy witness in 
a third location

How to Configure Disaster Recovery: https://youtu.be/PVQi_9h8iSg?si=g02hVIwJzDGBIZOT
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Multi DC (DR)

DC1 - Active DC2 - Standby

Enterprise 

Witness

Physical Appliance
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Physical Appliance Disaster Recovery

Devices and User 
Traffic

DR VIP: 172.25.119.194
DR VIP moved to the new 

Active

DR VIP with BGP 
advertisement  recommended 
for L3
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Implications of DR VIP on Firewall Rules
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HA Mode:  

• Outbound traffic sourced from real IP of the Appliance

• Inbound traffic sent to VIP for HA

DR Mode:  

• Outbound traffic sourced from DR VIP

• Inbound traffic sent to DR VIP 

Careful with FW rules e.g. internet access 
during upgrade (pause DR)
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Physical Appliance Disaster Recovery
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Main Failure Scenarios: Active is down

Physical Appliance

Witness

Main 
(Active)

Quorum between passive and 
witness. 

Standby will failover to active 
and become active, and active 
will be isolated

Recovery 
(Standby -> 
Transitions 
to Active)
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Physical Appliance Disaster Recovery
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Main Failure Scenarios: Standby is down

Physical Appliance

Witness

Recovery 
(Standby)

Active and witness still have a 
quorum. There is no real activity 
so there’s no failover. The active 
remains active.

Once the standby comes back 
up, Standby will need to rejoin 
DR once back in network

Main 
(Active)
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Physical Appliance Disaster Recovery
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Main Failure Scenarios: Witness is down

Physical Appliance

Witness No possibility for quorum, auto-
failover is disabled

When witness comes back up, 
there’s no need for manual re-
join, it will come back up in the 
DR system

Main 
(Active)

Recovery 
(Standby)
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Backup & Restore

• Make a copy of your automation and assurance data

• Restore Catalyst Center back to its previous state

• Migrate data from one of type of server to another

Backup Restore

Linux
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Backup and Restore - Appliance, AWS VA, 
ESXi VA

System and network 
automation

System, network 
automation and 
assurance

Types of backup

Backups can be On-Demand or Scheduled

Physical Appliance
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Types of backup

Physical Appliance

82

Backup and Restore - Appliance, AWS VA, 
ESXi VA
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Backup and Restore - Appliance, AWS VA

RSYNC for 
Automation Backup

Linux-based NFS 
server for Assurance 
Backup 

Backup Destinations

Physical Appliance
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Physical Appliance
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Backup and Restore - Appliance, AWS VA
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Backup and Restore - ESXi Virtual Appliance

External Disk Linux-based NFSOR

Backup Destinations

Single destination for System, Automation and 
Assurance & ability to schedule data retention
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Backup and Restore - ESXi Virtual Appliance
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Migration
Physical Appliance to Physical Appliance or AWS VA

Medium Physical Appliance

Physical Appliance Physical Appliance - same 
size or larger

• Migration is based on B&R

• Supports migration from: physical to physical or physical to virtual
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Medium Physical Appliance
2.3.7.6 or higher

Migration script required for 
backup compatibility
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Restore
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•Software version:

•For Physical Appliance and AWS VA restore works on exact 
same software version of Catalyst Center

•For ESXi VA can be restored on the same or later Catalyst 
Center software version
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What if You Don’t Know the Backup Version

• In backup folder, there will be backup-metadata:

• Open the latest .json file 

• Match packages from release notes 
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Compare Metadata file with Release Notes
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Catalyst Center Global 
Manager for multi-site 
management 
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Why Catalyst Center Global Manager (CCGM)? 

Issue 
Monitoring + 

Cross 
Launching 

• Monitors Network, Client, 
Devices Health

• Monitors SD-Access Fabric 
Health.

• Reports P1/P2/P3 issues from 
any Catalyst Center

• Cross-launch without requiring 
additional username and 
password authentication.

Global SearchSingle Pane of 
Glass

• Catalyst Center

• Unified View 

• Enhanced Administrative 
Efficiency

• Global search to clients and 
network devices via IP Address, 
Hostname, MAC address, Software 
version, and other metadata. 
• Cross-launch into 360 view of the 
client/device
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CCGM Requirements

• vCenter and ESXi host 
running 7.0.x or higher

• 16 vCPU, 
• 32GB RAM
• 100 GB + 550GB SSD HDD

• 25 Controllers (Catalyst 
Centers 2.3.7.9+) can be 
added to CCGM 

• 350 msec Latency

• Smart Account and Virtual 
Account Created for Catalyst 
Center registration with CCGM

CCGM

Catalyst Center
Physical

Single Node
M/L/XL

Catalyst Center
Physical 

Three Node 
Cluster

Catalyst Center
VA

ESXi

Catalyst Center
VA

AWS
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Home page

BRKOPS-2698 94



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Catalyst Center CCGM integration
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Closing and Q&A
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Today's Mission:
Architect Catalyst Center to Scale, Adapt, and Endure
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Guiding Questions from this session:

🛠️ What form factor best fits our needs based on our scale requirements?

🌐 Is a distributed environment necessary? How would we manage it?

🔄 Do we need resiliency? How do we design for resiliency and recovery?

📈 How do we future-proof growth — horizontally or vertically?
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Earn 100 points per 
survey completed 
and compete on the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
mobile app.

Complete a minimum of 
4 session surveys and 
the Overall Event Survey 
to be entered in a 
drawing to win 1 of 5 
full conference passes 
to Cisco Live 2026.  

Complete your session evaluations
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Book your one-on-one 
Meet the Engineer 
meeting

Attend the interactive 
education with DevNet, 
Capture the Flag, and 
Walk-in Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco 
Showcase for related 
demos

Continue your education
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Contact me at: cisco.com/go/catalyst-center / cs.co/dnac-resources
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