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Cisco Webex App

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until June 13, 2025.
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Who are your Speaker(s)

Ned Zaldivar

Blue Team

• 25+ years @ Cisco 

• Global(s) Security Architect

• Cisco Live Speaker for 12+ years

• Photographer, Cars, Beekeeper and 
Scuba Diver

Nic Conroy

RED TEAM

• 6 Years at Cisco

• Enterprise Security Architect

• Love for Cyber Security, Jiu 
Jitsu, Travel, and being the 
most Rad Dad!



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Session Disclaimer

What you will learn
• Threat Intelligence around Current 

Threat Landscape

• Several types of identity attacks will be 
displayed

• Several types of defensive measures 
will be shown 

• Some tips towards best practices and 
the value of security mesh type 
architecture

What you will not learn
• Expertise on hacking tools

• Every defense possible

• Proprietary information on specific 
incidents

• How to make a million dollars 
Phishing your colleagues, enemies, 
frenemies, or financial institutions. 

• Tools or Techniques beyond Identity 
(intital access) which Mitigate Blast 
Radius. For example 
segmentation, EDR or XDR solutions. 
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Agenda 01 Introduction 

02 Vishing
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Vishing Demo



Recon – Red Team



Vishing Demo–Live Interaction
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Anatomy of Attack
Vishing

Reconnaissance

Phone Call, Social Engineering, Leveraging 
information gained in Reconnaissance to 
lower the guard and increase the trust of 
the internal employee. 

PHISH using 
opensource or 
commercial tools

Chaos ensues to include, 
registration of MFA, 
Forwarding of Email, 
Privilege Escalations, etc. 

VISH

BRKSEC-2164 11



BLUE TEAM



Helpdesk Verification
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TOOLS USED: FEATURES: RESOURCES 
Helpdesk Verification  by sending Duo Push, Code confirmation

https://duo.com/docs/administration-users#verifying-users-with-duo-push

Duo > Users > <Specific User> 

> Send Duo Push

Available in GUI and Admin API

BRKSEC-2164 14
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Duo Identity Verification Integration
Establish deep trust

• Introducing IDV workflows  during critical moments in the workforce 
user’s lifecycle

• First phase is a partnership with Persona. This partner was chosen 
for:

• Flexibility and broad options

• Global support

• Strategic alignment with Cisco & Duo

• Key workflows:

• Help Desk Verification (Private Preview now)

• Remote Onboarding (Private Preview coming in July)

• Self-Service

To establish trust, users must match 
information that has been stored in 
Duo – then provide government ID and 
a selfie.
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Duo Identity Verification
HelpDesk Verification

BRKSEC-2164 17



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Why does Vishing work?
We trust inherently

Your Identity and Personal Details and Your Connections are out there (Reconnaissance)

Your passwords are for sale (Credentials)

Human Voice has emotion and the ability to persuade (Gain Access or More Reconnaissance)

BRKSEC-2164 18
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Other Ways to Trust but Verify User

• Call Back - if they have spoofed the number, then they can't get a call back (or 
won't be available via main number)

• Verbal Passwords (pre-shared)

• Email Verification – if they are spoofing the number and don’t control your 
mailbox.

• SMS Verification - if they have spoofed the number, then it would be hard for 
them to get an SMS

• If it is an IT support Vish.  Ask to speak to manager. Verify identity.   

BRKSEC-2164 19
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Talos Threat Intelligence : Talos' Published 
Year in Review 2024 Analyzes data from...
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193 Countries 46 Million Devices 886 Billion Security Events 
Daily
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Threat Intelligence

Talos 

60%

Identity-based attacks were 
dominant, accounting for 60% 
of all Cisco Talos Incident 
Response cases.

48%

Ransomware actors 
successfully disabled security 
solutions in 48% of their 
attacks last year

Generative AI

Generative AI tools have 
enabled more sophisticated 
social engineering attacks

"GPT-4 was able to successfully 
attack 87% of vulnerabilities tested 
when given a description of the 
exploit from CVE, the public database 
of common security issues.” -UIUC

BRKSEC-2164 23
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Threat Intelligence

Our Peers Concur

Crowdstrike

Breaches with stolen credentials 
take 292 days to detect. 
Adversaries move laterally 
undetected with valid credentials. 

Unit 42

77% of intrusions are suspected to 
be caused by three initial access 
vectors: phishing, exploitation of 
known software vulnerabilities, and 
brute force Credentials attacks-
focused primarily on remote 
desktop protocol. 
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Top Identity Attacks and Techniques Defined

BRKSEC-2164 25

Phishing

Email with malicious link

Credential Stuffing

Automated injection of stolen creds

Social Engineering

Trick end user into doing something

Pass-the-hash

Stolen hashed creds to gain access

AiTM

Attacker intercepts data (creds…, 
used for MFA Bypass)

Identity Theft

Leverage stolen credentials
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Red Team / Blue Team Defined

Reference

Red Team - Offensive

A Red Team is a group of 
people who simulate an attack
on an organization's systems to 
identify vulnerabilities. The goal 
is to improve the organization's 
security.

Blue Team - Defense

A Blue Team is a group of 
cybersecurity professionals who 
protect an organization's 
computer systems and 
networks. They analyze security, 
identify vulnerabilities, and 
respond to security incidents.

What is a Purple Team?

BRKSEC-2164 28
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Red Team
Creating Attacks Leveraging Tactics, Techniques and Procedures

Social Engineering

Social engineering is the 
psychological manipulation 
of individuals to trick them 
into divulging confidential 
information or performing 
actions that compromise 
security, often exploiting 
trust or human behavior.

Open-Source Tools

57% of Talos Incident 
Response Cases used open 
source tools: 

Impacket, Mimikatz, and 
GoPhish are common 
examples of Open 
Source tools.

Commercial Tools

26% of Talos Incident 
Response Cases used 
Commercial Tools: 

Cobalt, Rapid7, even 
HAK5 gear commercially 
available are examples of 
these tools. 

LOLBINS

17% of Talos Incident 
Response Engagements 
leveraged LOLBINS 
(Living off Land Binaries)

• PowerShell 
(powershell.exe)

• Mshta (mshta.exe)
• CertUtil (certutil.exe)

BRKSEC-2164 29
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Blue Team
Defending Using these tools

Email Security

Email Threat Defense

• API/Gateway

• Advanced phishing 
technique identification 
and blocking

• Protects M365 Email

Identity Security

Duo

• MFA – Validated User

• Phishing Resistance

• Trusted Endpoints

• Primary, Secondary 
Authentication

• IAM, IDP

Identity Threat Detection

Cisco Identity Intelligence

• Identity Threat Detection and 
Response

• Builds Identity Graph

• Multi-sourced, vendor-
agnostic solution that works 
across your existing identity 
stack and brings together 
authentication and access 
insights.

30

Network Security

Umbrella

Secure Access

• DNS Security

• Secure Web Gateway

• FWaaS

• Zero Trust/VPNaaS

• Experience Insights



Session
Hijacking



Red Team Demo
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Anyone can learn to do 
Session Hijacking

425K views

6900 Views

186K views

1700 views
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Anatomy of Attack
MFA Bypass Session Hijacking

KReeves /
Endpoint

2. Clicks link in email

Fake
Sharepoint

MS365

Attacker

Real
Sharepoint

MS365

2. Signs in

4. Steals Session 
Token/Cookie

5. Uses Session Token/Cookie to 
impersonate End User

3. Session token/cookie 

1. Attacker sends email with Fake Sharepoint Link

Evilgnx
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Blue Team

Duo Passport

Session Token Threat Protection

Cookie-less Session

Login once, Access Everything

Umbrella/Secure 
Access DNS 

Security

Email Threat 
Defense Phishing 

Protection
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Tools Used to Protect
MFA Bypass Session Hijacking

Bob /
Endpoint

2. Clicks link in email

Fake
Sharepoint

MS365

Attacker

Real
Sharepoint

MS365

2. Signs in

4. Steals Session 
Token/Cookie

5. Uses Session Token/Cookie to 
impersonate End User

3. Session token/cookie 

1. Attacker sends email with Fake Sharepoint Link

Evilgnx
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What is Umbrella/Secure Access?

• Umbrella / Secure Access DNS Protection

• SaaS

• DNS Recursive Resolved

• DNS protection via DNS Forwarding or using 
Cisco Secure Client: Umbrella Module

• *Secure Access includes other functions not 
used in this session (SWG, ZTNA, VPNaaS, 
FWaas, Experience Insights)

Reference

BRKSEC-2164 37

208.67.222.222 and 208.67.220.220
2620:119:35::35 and 2620:119:53::53

Malware

C2 Callbacks

Phishing



Umbrella/Secure Access Demo
DNS Security
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What is Email Threat Defense?

Microsoft 365

Internet

Email 
Gateway

Secure Email Gateway
Modifies and filters inbound and 
outbound messages that cross the 
perimeter

Cisco Secure 
Email Threat 

Defense

API

Cisco Secure Email Threat Defense
Has complete visibility of inbound, outbound and 

internal messages

Journaling

• SaaS

• Integrated Cloud 
Email Security

• Agile Development

• Built with Cloud 
Native Services

• Advanced Analytics 
on Emails

Reference
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Email Threat Defense Demo
Email Phishing Protection
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Duo Passport for Session Token Theft Protection

42

• Duo Passport Session Token Theft Protection 
(STTP) reduces the risk of session hijacking by 
minimizing the use of cookies. 

• Instead of setting a cookie when a Passport 
session is detected for authentication, STTP 
submits the Passport session directly, eliminating 
the need for a cookie entirely

• Duo > Policies > Passport

BRKSEC-2164

Duo Passport 
Sessions
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Duo Passport for Session Token Theft Protection

43BRKSEC-2164

Duo Passport brings Duo Desktop 
together with the remembered devices 
policy, so your users can authenticate 
less often. It works with MFA, 
passwordless, SSO, and Duo 
Authentication for Windows Logon.



Valid
Account

Valid Credentials Entered



Red Team Demo
Identity Broker
Logging
Forwarding Rule

Valid Credentials Entered
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Initial Access and 
Valid Accounts

BRKSEC-2164 46



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Anatomy of Attack
Valid Credentials

Valid Credentials

• Stale Accounts

• Phished Accounts

• Bought from A Broker

Login

• Login to VPN Solutions

• Privilege Escalation

• Malware/C2C/Bitlocker

• Endless Possibilities

Persistence Lateral Movement

Chaos
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Blue Team
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What visibility do we have?
Valid Credentials

Valid Credentials

• Stale Accounts

• Phished Accounts

• Bought from A Broker

Login

• Login to VPN Solutions

• Privilege Escalation

• Malware/C2C/Bitlocker

• Endless Possibilities

Persistence Lateral Movement

Chaos
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Duo 
Cisco Identity Intelligence
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What is Cisco Identity Intelligence

BRKSEC-2164 50

• Identity Threat Detection Response

• Aggregates multiple Identity Sources

• Identity Posture

• MFA Hygiene

• MFA Threats

• User, Device and Application Inventory

• SaaS

Reference



Valid Account – Duo + CII Demo
Mike Rowe
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Indicators:
Forwarding Email
New registered Device
Location Obfuscation



MFA Fatigue and other 
Weak MFA Authentications: 
SMS and Phone
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NIC RED TEAM VIDEOS
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Anatomy of Attack
MFA FATIGUE 

Credential 
Compromise

Bad actor sends 
Phishing Email or 
gains access to 
credentials

Actor Blasts User 
with MFA Pushes 
throughout day 
(login attempts)

Initial Access
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Blue Team for 
MFA Fatigue



Duo + Cisco Identity Intelligence Investigation
MFA Fatigue
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Tools/Features Used:
MFA Fatigue 

Verified Push Duo Mobile Proximity 
Verification

Trusted Device
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MFA Fatigue – Verified Push (Code enabled)
Suspicious login available across all options
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Fraudulent Report + User Lockout Examples

BRKSEC-2164 62

Link to admin portal to start investigation
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Duo Policy Options

BRKSEC-2164 63

Notification of Fraud

Other Lockout and Fraud settings

• Unenrolled users

• Failed Attempts

• Frequent Attempts
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MFA Fatigue – Verified Push with Proximity (patent pending)

• End user cannot approve

• Attacker Authentication not 
in Bluetooth Range of 
Authenticator

• Eliminates the human error

Bluetooth

Universal Prompt from Authentication
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Duo Policy Options for MFA Fatigue

BRKSEC-2164 65

Verified Push 
with Code

Verified Push 
with Proximity
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How Trusted Device Verification Works With Duo 
Desktop (Win/macOS/Linux)

Duo matches the device information 
reported by Duo Desktop with 
managed device information obtained 
from Intune, Jamf… via API. Other 
methods, Chrome DTC, Edge DTC, 
Duo Mobile

Authentication from 
Windows,MacOS, 
Linux Device

Duo

Policy Settings include 
Trusted Endpoints

https://duo.com/docs/trusted-endpoints

Duo 
Desktop

3rd Party 
Device 
Mgmt

https://duo.com/docs/trusted-endpoints


Duo Untrusted/Trusted  with 
Proximity Video
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Phone / SMS MFA is Insecure

• Interception (sms)  SS7/Network  Vulnerabilities, Phone 
Malware

• Not Encrypted (sms) – RCS and iMessage are 
encrypted as well as other 3rd party messaging apps.

• Sim Swapping (both) – Getting your phone linked to an 
existing account

• Social Engineering (both)

BRKSEC-2164 68

How to protect?
• Who is using it? 

• Duo Reporting 
• Cisco Identity Intelligence-> across all identities

• Policy Changes
• Disable both SMS and Phone
• Turn off inline enrollment -> 

https://help.duo.com/s/article/7769?language=en_US

https://help.duo.com/s/article/7769?language=en_US
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Summary

BRKSEC-2164 69

• Identity Attacks are going 
to happen

• These attacks are well 
known, but take diligence 
to mitigate

• Visibility is key!

• For Threat & Compliance

• MFA is not a checkbox 
activity

• MFA is a must not just for 
critical apps, but all 
applications

• MFA Phishing Resistance is 
a must
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Earn 100 points per 
survey completed 
and compete on the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
mobile app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to be entered in 
a drawing to win 1 of 5 
full conference passes 
to Cisco Live 2026.  

Complete Your Session Evaluations
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Book your one-on-one 
Meet the Engineer 
meeting

Attend the interactive 
education with DevNet, 
Capture the Flag, and 
Walk-in Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco 
Showcase for related 
demos

Continue your education

Contact me at: nconroy@cisco.com nzaldiva@cisco.com
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