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Your Speaker

• Leading Firewall Platform Team at
Cisco Security Business Group

• CCIE #15929 (R&S/SP) & CCDE #2012::17

• Running multiple community projects:
BGP Blackholing PL, BGP Free Full Feed,
AS 112 cluster in Poland

• Co-founder of PLNOG, MANRS Training Fellow
and FreeBSD advocate

• https://lukasz.bromirski.net/
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Cisco Webex App

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until June 13, 2025.
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BRKSEC-2239 4



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Platform
Review
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Cisco Secure Firewall
Flexible security platform

Private & Public cloud IoT and integrationsPhysical appliances

Cisco Secure Firewall
hardware appliances

running either ASA or FTD 
application

Cisco Multicloud Defense,
ASAv and FTDv application

Running on all major public cloud 
and private cloud hypervisors

ISA 3000

Running either ASA or FTD application

Catalyst 9300

ASAc running as a container

Meraki MX and Catalyst 8000

Snort 3 running in container

Full coverage, from IoT/OT & Branch / SASE to Enterprise/Carrier Class modular chassis

BRKSEC-2239 6
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Cisco Secure Firewall Portfolio
OT/IoT / SASE / Campus / Enterprise / Data Center and Service Provider

93xx
55-68 Gbps 

1010
<1 Gbps 

11xx
2-5 Gbps 

3100 Series
10-45 Gbps

up to 0.57Tbps in 16x cluster

4200 Series
65-140 Gbps

up to 1.79Tbps in 16x cluster

1200 Series Compact
6-9 Gbps

Full coverage, from IoT/OT & Branch / SASE to Enterprise/Carrier Class modular chassis

Branch / SASE Campus / Enterprise / Data Center / SP

* all performance values for 1024B avg. packet size with NGFW traffic profile

21xx
2.5-10 Gbps 

OT/IoT

ISA 3000
<0.7 Gbps 

1200 Series
9-18 Gbps

6100 Series
300-400 Gbps

up to 5Tbps in 16x cluster

41xx
19-53 Gbps 

200 Series
1.5 Gbps
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Cisco Secure Firewall 6100 Series
Enterprise / Data Center / Service Provider – 6160 and 6170

• Flexibility to address all modern NGFW use cases

• Two CPUs with 192-256 physical cores (384-512 with HT)

• 12x 1/10/25/50GE (SFP56) and 4x 40/100/200GE (QSFP56)
interfaces built in plus two Network Module bays

• 1.5-2.3TB of RAM

• Two NVMe slots, up to 7.2TB of RAID1 protected space

• HVAC/HVDC/DC redundant PS

• Advanced FPGAs and one or two dedicated
cryptographic hardware accelerators

• Clustering support on all models, up to 16x nodes

• Up to 400 Gbps for NGFW traffic profiles

• up to 140 Gbps with 50% of TLS 1.2/1.3 mix

• up to 350 Gbps for IPsec traffic

• Over 780 Gbps for ASA traffic profiles

ASA 
9.24+

FTD 
10.0+
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Cisco Secure Firewall 6100 Series
Overview

2 RU

Appliance-Mode Security Platform for FTD or ASA Application
• Fixed configurations: 6160, 6170

Lightweight virtual Supervisor module w/Multi-Instance and Clustering
• Integrated Datapath FPGA w/Flow Offload and Crypto Engine
• Rear dual redundant power supplies and quad fan modules
• Memory DIMMs (24x) field replaceable

Expansion Network Modules
• Standard: 8x1/10GE (SFP+), 8x1/10/25GE (SFP28), 

4x40GE (QSFP+), 2x40/100GE (QSFP28), 4x40/100/200GE 
(QSFP+), 2x40/100/200/400GE (QSFP-DD)

• Fail-to-Wire: 8x10/100/1000Base-T, 6x1GE, 6x10GE, 
6x25GE (built-in optics)

Built-in SFP Data Interfaces
• 12x 1/10/25/50GE (SFP56)
• 4x 40/100/200GE (QSFP56)

NVMe Drives
• up to 2x3.6TB in RAID1 on 6160
• up to 2x7.2TB in RAID1 on 6170

ASA 
9.24+

FTD 
10.0+

Management interfaces
• RJ45 console and USB-A for flash
• 2x 1/10/25GE (SFP28)
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Cisco Secure Firewall 4200 Series
Enterprise / Data Center / Service Provider - 4215/4225/4245

• Flexibility to address all modern NGFW use cases

• 32-128 (64-256 with HT) cores (4245 has two CPUs)

• 8x 1/10/25G SFP/SFP+ (SFP56) and two Network Module bays

• 256GB-1TB of RAM

• Two NVMe slots, 2x1.8TB in RAID1 configuration

• AC redundant PS, new DC PS available with 7.6

• Advanced FPGA and one to four VPN cryptographic 
hardware accelerators

• Clustering support on all models, up to
16x nodes

• Up to 145Gbps for NGFW traffic profiles

• up to 45Gbps with 50% of TLS 1.2/1.3 mix

• up to 140Gbps for IPsec traffic

• Up to 190Gbps for ASA traffic profiles

ASA 
9.20

FTD 
7.4
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Cisco Secure Firewall 4200 Series
Overview

1RU

ASA 
9.20

FTD 
7.4

NVMe Drives
• Up to 2x900GB in RAID1 on 4215/4225 (SED)
• Up to 2x1.8TB in RAID1 on 4245 (SED)

Appliance-Mode Security Platform for FTD or ASA Application
• Fixed configurations: 4215, 4225, 4245
• Lightweight virtual Supervisor module w/Multi-Instance (7.6)

and Clustering
• Integrated Datapath FPGA w/Flow Offload and Crypto Engines
• Rear dual redundant power supplies and triple fan trays

SFP Data Interfaces
• 8x1/10/25GE (SFP28)

Expansion Network Modules
• Standard: 8x1/10GE (SFP+), 8x1/10/25GE (SFP28), 4x10/40GE (QSFP+), 2x40/100GE (QSFP28), 4x40/100/200GE (QSFP56), 

2x40/100/200/400GE (QSFP-DD)
• Fail-to-Wire: 8x10/100/1000Base-T, 6x1GE, 6x10GE, 6x25GE (built-in optics)

Management
• RJ45 console and USB-A for flash
• 2x 1/10/25GE (SFP28)
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Cisco Secure Firewall 4200 Series
Architecture

ASA 
9.20

FTD 
7.4
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Cisco Secure Firewall 3100 Series
SASE / Campus / Enterprise / Data Center – 3105, 3110, 3120, 3130 and 3140

• Flexibility to address all modern NGFW use cases

• single CPU, 12-32 cores (24-64 with HT)

• 64-256GB of RAM

• Fixed interfaces: 8x1000BaseT (10/100/1000) and
8x1/10G (SFP+) on 3105-3120 or
8x1/10/25G (SFP28) on 3130-3140

• one Network Module bay

• two SSD slots

• AC/DC redundant PS (400W)

• Advanced NPU and VPN cryptographic 
hardware accelerator

• Clustering support on 3110-3140, up to 16x nodes

• Up to 45Gbps for NGFW traffic profiles

• up to 11.5Gbps with 50% of TLS 1.2/1.3 mix

• up to 39.4Gbps for IPsec traffic

• Up to 49Gbps for ASA traffic profiles

ASA 
9.17

FTD 
7.1
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Cisco Secure Firewall 3100 Series
Overview

1RU

Appliance-Mode Security Platform for FTD or ASA Application
• Five fixed configurations: 3105, 3110, 3120, 3130, 3140
• Lightweight virtual Supervisor module w/Multi-Instance and Clustering
• Integrated Datapath FPGA w/Flow Offload and Crypto Engine
• Rear dual redundant power supplies and fan trays

SFP Data Interfaces
• 8x1/10GE (SFP+) on 3105-3120 
• 8x1/10/25GE (SFP28) on 3130-3140

Network Module
• All models: 8x10/100/1000BaseT
• 3105-3120: 8x1/10GE (SFP+), FTW: 6x1GE, 6x10GE (built-in optics)
• 3130-3140: all above plus: 8x1/10/25GE (SFP28), 4x40GE (QSFP+),

2x40/100GE (QSFP+) and FTW 6x25GE (built-in optics)

Copper Data Interfaces
• 8x10/100/1000BaseT

ASA 
9.17

FTD 
7.1
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ASA 
9.17

FTD 
7.1

Cisco Secure Firewall 3100 Series
Architecture
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• Flexibility to address all modern NGFW use cases

• Network/Security SoC with 8 ARM cores

• 16GB of RAM, 480GB of NVMe storage

• Fixed 8x10/100/1000BaseT:

• 1210CP – out of that 4 ports with UPoE+
support (120W total, max of 90W per port)

• 1220CX - plus 2x 1/10G SFP+

• Multiple SoC-embedded accelerators

• encryption/decryption

• traffic processing

• Up to 9Gbps (1024B) for NGFW
traffic profiles

• Up to 10Gbps for IPsec VPN, and up to 1.5Gbps
for TLS 1.2/1.3

Cisco Secure Firewall 1200 Compact Series
SASE / Campus – 1210CE, 1210CP and 1220CX

ASA 
9.22

FTD 
7.6
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Cisco Secure Firewall 1200 Compact Series
Overview

8x 1000BASE-T 
Ethernet

4 ports with UPoE+
on CSF1210CP 

model

2x SFP+
on CSF1220CX 

model

Management 
Ethernet

RJ-45 & 
USB-C 
console

USB 3
Type A

ASA 
9.22

FTD 
7.6

Appliance-mode Security Platform for FTD or ASA Application
• Desktop form factor (1210, 1220)
• System-on-a Chip (SoC) with embedded networking/security acceleration
• Active/standby HA support (no clustering, no multi-instance)
• Optional rack mounting kit
• Quiet blower for active cooling
• External brick-style AC power adapter

BRKSEC-2239 17
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Cisco Secure Firewall 1200 Compact Series
Architecture

ASA 
9.22

FTD 
7.6
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Cisco Secure Firewall 1200 Compact Series
Key Metrics

1210CE/CP 1220CX

FTD AVC+IPS
HTTP 1024B average packet size

6 Gbps 9 Gbps

IPsec VPN
1024B TCP w/FastPath

5 Gbps 10 Gbps

TLS
50% decrypt

1 Gbps 1.5 Gbps

Concurrent sessions
with AVC

200k 300k

New connections
per second

35k 50k

Maximum VPN peers 200 300

Maximum VRFs 5 10

FTD 
7.6
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Cisco Secure Firewall 1200 Compact Series
Key Metrics

ASA 
9.22

1210CE/CP 1220CX

ASA
UDP 1500B average packet size

6.5 Gbps 15 Gbps

ASA multiprotocol
HTTP, SMTP, FTP, IMAPv4, BitTorrent, DNS mix

6 Gbps 12 Gbps

IPsec
450B site to site, AES-256

5.5 Gbps 12 Gbps

Concurrent sessions
full stateful tracking and inspection

200k 300k

New connections
per second

175k 250k

Maximum VPN peers 200 300
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Cisco Secure Firewall 1200 Series
SASE / Campus / Enterprise – 1230, 1240 and 1250

• Flexibility to address all modern NGFW use cases

• Network/Security SoC with 12-16 ARM cores design

• 16-32GB of DDR5 RAM, 960GB of NVMe storage

• Fixed 8x1000BaseT (1230 & 1240) or
8x2.5GBaseT (1250)

• Fixed 4x SFP+ (1/10G) on all models

• Multiple SoC-embedded accelerators

• encryption/decryption

• traffic processing

• Up to 12Gbps (450B) or up to 18Gbps (1024B)
for NGFW traffic profiles

• Up to 22 Gbps for IPsec VPN, and
up to 4 Gbps for TLS 1.2/1.3

ASA 
9.23

FTD 
7.7
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Cisco Secure Firewall 1200 Series
Overview

1RU

Appliance-Mode Security Platform for FTD or ASA Application
• Rack-Mount (1230, 1240, and 1250)
• System-on-a Chip (SoC) with embedded networking/security acceleration
• Active/standby HA support (no clustering, no multi-instance)

SFP Data Interfaces
• 4x1GE/10GE SFP+

Copper Data Interfaces
• 1230-1240: 8x1000BaseT
• 1250: 8x1/2.5GBaseT

ASA 
9.23

FTD 
7.7

Management
• 10/100/1000BaseT Ethernet
• RJ-45 and USB-C console
• USB-A for external flash
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Cisco Secure Firewall 1200 Series
Architecture

ASA 
9.23

FTD 
7.7
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Cisco Secure Firewall 1200 Series
Key Metrics

1230 1240 1250

FTD AVC+IPS
HTTP 1024B average packet size

9 Gbps 12 Gbps 18 Gbps

IPsec VPN
1024B TCP w/FastPath

13 Gbps 18 Gbps 22 Gbps

TLS
50% decrypt

2.5 Gbps 3.1 Gbps 4.1 Gbps

Concurrent sessions
with AVC

0.4M 0.6M 1M

New connections
per second

50k 80k 100k

Maximum VPN peers 500 1000 1500

Maximum VRFs 5 5 10

FTD 
7.7
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Cisco Secure Firewall 1200 Series
Key Metrics

1230 1240 1250

ASA
UDP 1500B average packet size

20+ Gbps 20+ Gbps 20+ Gbps

ASA multiprotocol
Mix of HTTP, SMTP, FTP, IMAPv4, 
BitTorrent, and DNS

20+ Gbps 20+ Gbps 20+ Gbps

IPsec
450B site to site, AES-256

13 Gbps 18 Gbps 22 Gbps

Concurrent sessions
full stateful tracking and inspection

0.4M 0.6M 1M

New connections
per second

350k 450k 550k

Maximum VPN peers 500 1000 1500

ASA 
9.23
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Cisco Secure Firewall 220
SASE – 220

• Flexibility to address all modern NGFW use cases

• Network/Security SoC with 4 ARM cores design

• 8GB of DDR5 RAM

• 64GB of eMMC storage

• Fixed 4x1GE and 1x SFP+ (1/10GE)

• SoC-embedded accelerators for
encryption and traffic processing

• Up to 1.5Gbps (1024B)
for NGFW traffic profiles

• Up to 1 Gbps for IPsec VPN, and
up to 0.5 Gbps for TLS 1.2/1.3

ASA 
9.24

FTD 
10.0
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Cisco Secure Firewall 220
Overview

Desktop
form factor

Management
• 10/100/1000BaseT Ethernet
• RJ-45 and USB-C console
• USB-A for external flash

SFP Data Interfaces
• 1x SFP (1GE)

Copper Data Interfaces
• 4x 10/100/1000BaseT

• Appliance-Mode Security Platform for FTD or ASA Application
• Compact, with System-on-a Chip (SoC) with embedded

networking/security acceleration
• Active/standby HA support (no clustering, no multi-instance)

ASA 
9.24

FTD 
10.0

BRKSEC-2239 27



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Last Day of Support (LDoS)
Please plan migration to 1200, 3100 and 4200 series

Oct 31, 2020
• FP8250
• FP8260
• FP8270
• FP8290

Aug 31, 2022
• ASA 5512
• ASA 5515
• ASA 5505

Dec 31, 2022
• FP7010
• FP7020
• FP7030
• FP8020
• FP8030
• FP8040

Jun 30, 2024
• FP7050
• FP7110
• FP7115
• FP7120
• FP7125
• FP8350
• FP8360
• FP8370
• FP8390

May 31, 2023
• ASA 5585

Sep 30, 2023
• ASA 5506W

Aug 31, 2026
• ASA 5506
• ASA 5508
• ASA 5516

August 31, 
2025
• 4120
• 4140
• 4150
• 9300 SM-24
• 9300 SM-36
• 9300 SM-44

Sep 30, 2025
• ASA 5525
• ASA 5545
• ASA 5555

2020 2022 20242023 20262025

We’re here!
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Design 
Considerations:

Throughput
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Secure Firewall
Leader in enterprise Firewall

WAVE 
LEADER 2024

Secure Workload
Leader in Microsegmentation

Secure Firewall
Best inspected throughput

Secure 
Firewall

Global InfoSec Award

Secure 
Firewall

Cybersecurity 
Excellence Award

Secure 
Firewall

2024 Best Next 
Gen Firewall

Multicloud
Defense

Finalist

Third-Party Security Reference Evaluations 
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How would you test your firewall?
Methodology? Tools?

https://datatracker.ietf.org/doc/html/rfc2544 https://datatracker.ietf.org/doc/html/rfc3511

BRKSEC-2239 31



© 2025 Cisco and/or its affiliates. All rights reserved.

-

How would you test your firewall?
Methodology? Tools?

https://trex-tgn.cisco.com/

BRKSEC-2239 32
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How would you test your firewall?
Methodology? Tools?

https://techzone.cisco.com/t5/FirePOWER-Threat-
Defense/Testing-methodology-used-for-Cisco-Secure-Firewall-
Threat/ta-p/1968099

Cisco Partners have access to: https://ngfwpe.cisco.com
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How would you test your firewall?
Methodology? Tools?

https://datatracker.ietf.org/doc/html/rfc9411

https://datatracker.ietf.org/doc/html/rfc9411 https://www.netsecopen.org/
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How would you test your firewall?
Methodology? Tools?

https://www.netsecopen.org/_files/ugd/150f3f_c9447032940f4cff96855327329eb013.pdf
BRKSEC-2239 35
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Generalized architecture view
Cisco Firewall Threat Defense Architecture
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Generalized architecture view
Critical flow components

1

2

3 4

5
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Why the architecture matters?
Traditional design – overall processing flow

Internal 
Switch 
Fabric

CPU

RAM

Crypto Accelerator

Internal 
Switch 
Fabric

?

Ingress to device Egress from device
Heating the planet part
AKA looking for threats
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Why the architecture matters?
New Cisco design – inline processing with hardware offload

Internal 
Switch 
Fabric

CPU

RAM

Crypto Accelerator

Internal 
Switch 
Fabric

?

Ingress to device Egress from device
Heating the planet part
AKA looking for threats
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Configurable CPU Core Allocation

• FTD had a static CPU core allocation between Data Plane and Snort

• Tailor FTD to a specific use case with a configurable allocation

• Select from a few templates in FTD 7.3; dynamic in the future

• VPN headend or basic stateful firewall would use more Data Plane cores

• Heavy IPS and file inspection would bias toward more “Snort” cores

• 7.4.1 brings support for 3100 & 4200

• support already on FTDv, 4100, 9300

FTD on 4245

Data Plane (60 Cores) “Snort” Advanced Inspection (64 Cores) System (3 cores)

FTD 
7.3+

FXOS (1 core)
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Configurable CPU Core Allocation

• FTD had a static CPU core allocation between Data Plane and Snort

FTD 
7.3+

Profile name Core allocation

Default Normal for balanced FTD system

VPN heavy with prefilter 90% cores for data plane, 10% for Snort

VPN heavy 60% cores for data plane, 40% for Snort

IPS heavy 30% cores for data plane, 70% for Snort

FTD on 4245

Data Plane (60 Cores) “Snort” Advanced Inspection (64 Cores) System (3 cores) FXOS (1 core)

BRKSEC-2239 41
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Single-Flow Performance Considerations

• A single stateful flow must be processed by one processor core at a time

• Trying to share a complex data structure leads to race conditions

• Stateless parallel processing leads to
out-of-order packets

• No magic trick to single-flow throughput 

• Deploy more powerful CPU cores

• Reduce the amount of security inspection

• Pay performance price for real security

• …or deploy a router or a switch instead

Source:
https://science.osti.gov/-/media/ascr/ascac/pdf/reports/2013/SC12_Harrod.pdf

https://www.lanl.gov/conferences/salishan/salishan2011/3moore.pdf
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Managing Single-Flow Throughput

• Roughly estimated as overall throughput divided by Snort cores

• 145Gbps of 1024-byte AVC+IPS on 4245 / 64 Snort cores = ~2.25Gbps

• 65Gbps of 1024-byte AVC+IPS on 4215 / 15 Snort cores = ~4.3Gbps

• Egress Optimization introduced in 6.4 improves throughput by up to 20% in NGIPS mode
and in some VPN scenarios with 7.0

• Reducing impact on all flows from few Superflows is more important

• “What does your security policy tell you to do?”

• NGFW performance capacity must not dictate your security policy

• Flow Offload vs Snort 3 Elephant Flow Offload (7.2+) or
Intelligent Application Bypass (IAB) (pre 7.2)

BRKSEC-2239 43
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Elephant Flow Detection
Per-flow tracking replaces Intelligent Application Bypass (IAB)

Throughput threshold to qualify as 
an Elephant Flow

Optional flow-specific CPU 
resource consumption and packet 
drop thresholds for remediation.

Optional flow remediation actions.

FTD 
7.2
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Flow Offload
Limited state tracking, NAT/PAT, TCP Seq Randomization, 5µs-8µs for 64B UDP traffic

Flow Offload Operation

New and fully 
inspected flows

Established 
trusted flows

Cisco Secure Firewall Appliance (or 9300 SM)

Incoming 
traffic

Full Inspection
• Dynamically program Offload engine after flow establishment
• Ability to switch between Offload and full inspection on the fly

Offload 
instructions

Flow Classifier

CPU Complex

Smart NIC

Flow 
updates

Rewrite Engine

Full FTD or ASA Engine

Egress
traffic
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Dynamic Flow Offload for 3100, 4200 and 6100
Supported for IPv4* flows with Snort 3

• Snort may mark flow as trusted in following use cases:

• AC Policy with Action set to Trust

• Elephant Flow Offload or Intelligent Application Bypass (IAB) Policy match to Trust

• File Policy with Detection Action

• IPS Policy that leads to Trust

• Static offload for flows with ‘Fastpath’ policy action,
dynamic offload with ‘Trust’

• Much higher scale than in 4100/9300

• 4M in 4100/9300, 6M in 3105-3120, 12M in 3130-3140, 24M in 4200, 32M in 6100

• Much more effective hash algorithm as well (>50%)

FTD 
7.7+

* IPv6 support planned for future releases
BRKSEC-2239 46
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Scale out encryption in clustering
Enabling Security Gateway use cases for Mobile Core Protection

• IPsec Cluster Offload

• IPsec is fully accelerated (offloaded to data plane - dedicated cryptographic hardware) by 
distributed cluster members

• Distributed Control Plane for IKE & IPsec across Cluster

• Enabling processing of IKE and IPsec traffic on the node that becomes flow owner rather than 
centralizing control plane only on cluster control unit (mode available so far only on 9300)

• Cluster Hardware Redirect

• Offload traffic redirected using CCL (Cluster Control Link) with hardware (directly via FPGA) 
without involving CPU

ASA 
9.23

FTD 
10.0
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Virtual Firewall on Data Processing Unit (DPU)

• Network Interface Controller (NIC) with a DPU in a server or switch

• Inline hardware acceleration for broad packet processing functionality

• Perfect opportunity to accelerate and scale firewall in hybrid data centers

Compute Platform

NIC with DPU

External Network

Crypto Engine

CPU Complex

General Purpose ARM Cores

ASAv or FTDv Software

Flow Offload Crypto Offload

ASAv/FTDv software and Multicloud Defense is 
deployed on CPU in generic private and public cloud 

environments. 

If a DPU is present, additional ARM software 
components program inline acceleration of flow 

processing, IPsec and (D)TLS encryption, and other 
capabilities.

ASA 
9.24

FTDv
10.5
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Design 
Considerations:

Scale
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”What’s maximum size of policy I can use?”
ACE = Access Control Entry, ACP = Access Control Policy

• Starting from 7.2, FTD by default uses OGS on greenfield deployments

• OGS = Optimized Group Search

• OGS allows for higher scale for policies and connections per second, at the expense of 
per-packet performance

• With 7.6, OGS implementation was upgraded, to handle more corner cases, 
execute with higher scale and provide hit counters (and timestamps) also on 
folded entries

• this was further improved on 7.7 with new corner cases we’ve found

• While FMC will warn you before deploying rulesets close to those limits, please 
use following slide as guidance only and consult your Partner or Cisco Security 
Specialist before deploying policies
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Maximum supported policy sizes for FTD
As of release 7.6

Appliance model
Maximum tested FTD 

ACEs

UI Rule Count
(assuming 1 rule 

expands to 50 ACEs)

UI Rule Count
(assuming 1 rule 

expands to 100 ACEs)

1010/1010E 10,000 200 100

1120 90,000 1,800 900

1140 110,000 2,200 1,100

1150 185,000 3,700 1,850

1200C 50,000 1,000 500

2110 60,000 200 100

2120 100,000 1,800 900

2130 250,000 2,200 1,100

2140 500,000 3,700 1,850
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Maximum supported policy sizes for FTD
As of release 7.6

Appliance model
Maximum tested FTD 

ACEs

UI Rule Count
(assuming 1 rule 

expands to 50 ACEs)

UI Rule Count
(assuming 1 rule 

expands to 100 ACEs)

3105 2,750,000 55,000 27,500

3110 2,750,000 55,000 27,500

3120 3,000,000 60,000 30,000

3130 3,500,000 70,000 35,000

3140 4,000,000 80,000 40,000

4112 2,000,000 40,000 20,000

4115 4,000,000 80,000 40,000

4125 5,000,000 100,000 50,000

4145 8,000,000 160,000 80,000
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Maximum supported policy sizes for FTD
As of release 7.6

Appliance model
Maximum tested FTD 

ACEs

UI Rule Count
(assuming 1 rule 

expands to 50 ACEs)

UI Rule Count
(assuming 1 rule 

expands to 100 ACEs)

4215 6,000,000 120,000 60,000

4225 8,000,000 160,000 80,000

4245 10,000,000 200,000 100,000

9300 w/SM-40 6,000,000 120,000 60,000

9300 w/SM-48 8,500,000 170,000 85,000

9300 w/SM-56 9,500,000 190,000 95,000
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Design 
Considerations:

High Availability
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How to achieve high scale & redundancy?
That’s a philosophical question

• HA or Clustering

• HA = Active/Standby (Active/Active for ASA with multi-context)

• Clustering = true horizontal scaling: with every device added you add capacity to 
handle traffic and scale to do so

• Clustering howtos for:
• FTD:

• 3100/4200: https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/cluster/ftd-cluster-sec-fw.html

• 4100/9300: https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/clustering/ftd-4100-9300-cluster.html

• ASA

• 3100/4200: https://www.cisco.com/c/en/us/td/docs/security/asa/special/cluster-sec-fw/secure-firewall-cluster.html

• 4100/9300: https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/clustering/asa-cluster-solution.html
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FTD High Availability and Clustering

• FTD inherits failover and clustering infrastructure from ASA

• Replicates full NGFW/NGIPS configuration and opaque flow state

• Supports all NGFW/NGIPS interface modes

• Interface and Snort instance (at least 50%) health monitoring

• Zero-Downtime upgrades for most applications

• Ensures full stateful flow symmetry in both NGIPS and NGFW modes

Cluster

vPC

vPC

FTD FTD

vPC

vPC

FTD FTD

A SHA LinkHA/Failover: Both 
directions of a flow 

traverse a single active 
unit 

Clustering: All packets for 
a flow are redirected to 

connection Owner
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Standard High Availability – “Active/Standby” concept

Standby unit – control & data plane

Active unit – control & data plane

Minimal
impact on
switchover

S

A A

S

ASAFTD

Standby unit – control & data plane

Active unit – control & data plane

Failover event
Some form of failure detected or

manual switchover

Firewalling with Redundancy
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Firewalling with Redundancy
All Active Mode – “Clustering” concept

Active unit – control & data plane

Keep adding nodes – up to 16x!

Active unit – control & data plane

Active unit – control & data plane

Active unit – control & data plane

Active unit – control & data plane

Keep getting more active units

No impact on
cluster node loss,
join or upgrade*

ASAFTD

* for non-centralized features and protocols

140Gbps, 60M conn
800k cps

224Gbps, 72M conn
800k cps

336Gbps, 108M conn
1.2M cps

448Gbps, 144M conn
1.6M cps

1.79Tbps, 576M conn
6.4M cps

Each unit adds scale 
and performance

Clustering – example for 4245, with 2x400GE NetMod for INSIDE/OUTSIDE zone, one 25G or 100G used for CCL

A 1

example for NGFW 1024B profile

A 2

A 3

A 4

A 16
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Firewalling with Redundancy
Example of carrier class deployment

• 2x 42U racks in colocation PoP
(Point of Presence)

• Each rack has:

• 1x ASR 9903 router with 400G interfaces

• 2x Nexus switches for 400G switching

• 4x CSF 4200 for 0.5Tbps NGFW throughput

• graceful service degradation in case of node failures

• 33x UCS 220M6 for services

• Two racks together offer redundancy and
load-balancing, deployed with SRv6

... ...

POP WARSAW
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New TCP Flow with FTD Inter-Chassis Clustering
Example of how Cisco Secure Firewall processes new flows

FTD Cluster

FTD
Module 1

FTD
Module 2

FTD
Module 3

Chassis 1

FTD
Module 1

FTD
Module 2

FTD
Module 3

Chassis 2

Client

Server

O

FD

B

1. Attempt new flow 
with TCP SYN

2. C1M1: Become Owner, 
add SYN Cookie, send to 

Server

3. Server responds with 
TCP SYN ACK through 

another unit

4. C2M3: Redirect to 
Owner C1M1 from 

SYN Cookie, become 
Forwarder

6. C1M1: Calculate 
Director C1M3, send 

flow update

7. C1M1: Calculate off-
chassis Backup C2M1, 

send update

5. C1M1: Send 
to Client M

M Master O FD BOwner Director Forwarder Off-Chassis Backup

Global Role Per-Connection Roles
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Secure Firewall Clustering sizing
There are three major factors in calculating cluster performance and scale (1/3)

• Throughput

• for L2 assume 80% of combined maximum throughput of all members

• for modern switches that can do L2 etherchannel load-balancing using L2/L3/L4 information 
even when just forwarding L2 frames, and for typical Enterprise L3 routing deployments this 
factor can go up to theoretical value of 100%

• example for FTD: cluster of 4x 3140 has NGFW 1024B profile maximum throughput of 
144Gbps (4x 45Gbps * 0,8)

• example for ASA: cluster of 4x 3140 has ASA multiprotocol profile maximum throughput of 
137.6Gbps (4x 43Gbps * 0,8)

Note:
Theoretical maximum for NGFW 1024B profile with:
• 16x 3140 – 0.57Tbps
• 16x 4245 – 1.79Tbps
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Secure Firewall Clustering sizing
There are three major factors in calculating cluster performance and scale (2/3)

• Connections per second

• due to additional tasks associated with the flow creation process, assume nodes can do up to 
50% of their rated connections per second

• example for FTD: cluster of 4x 3140 has maximum of 600k cps
(4x 300k * 0,5)

• example for ASA: cluster of 4x 3140 has maximum of 2.2M cps
(4x 1.1M * 0,5)

Note:
Theoretical maximum for FTD:
• 16x 3140 – 2.4M cps
• 16x 4245 – 6.4M cps
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Secure Firewall Clustering sizing
There are three major factors in calculating cluster performance and scale (3/3)

• Maximum connections

• as cluster members maintain additional stub connection, assume maximum number of 
sessions at a level of 60% of combined scale 

• example for FTD: cluster of 4x 3140 can hold up to 24M of connections
(4x 10M * 0,6)

• example for ASA: cluster of 4x 3140 can hold up to 24M of connections
(4x 10M * 0,6)

Note:
Theoretical maximum for FTD:
• 16x 3140 – 96M cps
• 16x 4245 – 576M cps
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Site 1 Site 2

How to achieve high scale & redundancy?
Advanced setup – geo-redundant cluster, with traffic localization

• North-South insertion with LISP inspection 
and owner reassignment

• East-West insertion for first hop redundancy 
with VM mobility

• Underlying fabric can be anything 
transporting Ethernet with
RTT up to 20ms

• ideally – dark fiber

• also tested – VPLS, VPWS, EVPN
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Clustering for Virtual Firewalls

• Clustering combines multiple firewalls into one logical device

• Seamless scalability up to 16 FTD units with no traffic disruption

• Stateful handling of asymmetric traffic and failure recovery

• Single point of management and unified reporting

• Better elasticity and failure handling in hybrid cloud with clustering

• Individual data interface IP addresses instead of a single Port-channel

• VxLAN-based Cluster Control Link for unicast control plane

• No source NAT requirement for handling traffic asymmetry

• Existing flow re-hosting on failure in supported environments 

Cluster

vPC

vPC

FTD FTD

ASA 
9.17+

FTD 
7.1+
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Cluster Health Dashboard
Layer 3 insertion at the edge

Cluster member status at your 
fingertips.

Aggregated and minimum/maximum metrics 
over the selected time period across the entire 

cluster.

Detailed load statistics on per-member 
basis.

FMC 
7.3
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Cluster Enhancements
Layer 3 insertion at the edge

Inside

Outside

Control Data Data

192.0.1.2 192.0.1.3 192.0.1.4

192.0.1.1

10.1.1.2 10.1.1.3 10.1.1.4

101.1.1

Individual Interface Mode

• Layer 3

• Load-balancing via routing:
PBR, ITD, static ECMP or
ECMP with dynamic routing

• Routed mode

• FTDv & 3100/4200

ASA 
9.22

FTD 
7.6
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Cluster Enhancements
Fully routed mode for FTDv, 3100 and 4200

Appliance model Spanned Mode Cluster Individual Mode Cluster

Layer used for 
ingress/egress 
traffic

L2 L3

Data Interface
Grouped to form a single spanned 

EtherChannel across all nodes
Each data interface has its own IP address 

received from cluster pool

Data Traffic Load 
Balancing

Handled by EtherChannel
(upstream and downstream switches)

Uses ECMP/UCMP or PBR for
load balancing

(upstream and downstream routers)

Routing Modes Routed or Transparent mode Routed mode only

ASA 
9.22

FTD 
7.6
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Design 
Considerations:

Multi-Tenancy
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Multi-tenancy at scale
Granular RBAC, separation using domains, VRFs and Multi-Instance 

• Users see only devices assigned within their domain (up to 1024)

• FMC RBAC provides granular separation of duties between operators

• Multi-Instance and VRFs can be mixed in the same environment

FTD
up to 18 Multi-Instances

up to 100 VRFs

FTD
up to 18 Multi-Instances

up to 100 VRFs

FTD
up to 18 Multi-Instances

up to 100 VRFs

BRKSEC-2239 70



© 2025 Cisco and/or its affiliates. All rights reserved.

-

9300 service chaining – ASA + FTD
Unique capability for chassis with multiple Service Modules

• Example configuration:

• SM-40 for ASA RA VPN duties up to 20k tunnels, and up to 15Gbps DTLS throughput
with 450 byte packets

• SM-56 for FTD NGFW/NGIPS duties up to: 64Gbps of
NGFW (IPS+AVC) throughput, 35M connections, 490K CPS,
12Gbps TLS inspection (50% of overall traffic)

Available from FXOS 2.6(1), ASA 9.12(1) and FTD 6.4.0:
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos261/release/notes/fxos261_rn.html#id_113895

ASA

FTD

Incoming AnyConnect users – full RA VPN 
feature set on ASA

Incoming traffic to NGFW/NGIPS protected 
services in DMZ

Outgoing traffic from NGFW/NGIPS protected users 
& AnyConnect users (if working with centralized 
internet access)

Decrypted traffic from AnyConnect sessions 
terminated at ASA moves to inspection by 
NGFW/NGIPS, on the way back is again 
encrypted by ASA and sent to remote endpoint
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Virtual Routing and Forwarding (VRF) Lite

• Starting from FTD 6.6, interfaces can be in different Routing Domains

• Overlapping IP address support between user and Global VRF

• Traffic forwarding between different VRF with static routes
and NAT

• Existing single security policy across all VRFs, no per-VRF rules

• Connection events are enriched with VRF ID for usability

• Can be combined with FTD multi-instance

• BGP for VRF leaking configuration and policies
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Multi-tenancy at scale
“How to achieve massive scale” (for Fun & Profit)
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Multi-tenancy at scale
“How to achieve massive scale” (for Fun & Profit)
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Multi-tenancy at scale
“How to achieve massive scale” (for Fun & Profit)
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VRF Scalability as for FTD 7.7
Current generation platforms

Platform VRF Count Platform VRF Count Platform VRF Count

1010/1120 5 2110 10 4112 60

1140 10 2120 20 4115 80

1150 10 2130 30 4125/45 100

2140 40

1210CE/CP 5

1220CX 10 4215/25/45 100

3105 10

3110 15 9300 SM-44/48/56 100

1230 10 3120 25

1240 10 3130 50 FTDv 30

1250 15 3140 100 ISA 3000 10

NEW
7.7
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VRF Scalability as of last FTD version supported
Previous generation platforms

Platform VRF Count Platform VRF Count

ASA5508-X 10 9300 SM-24 100

ASA5516-X 10 9300 SM-36 100

ASA5525-X 10 9300 SM-40 100

ASA5545-X 20

ASA5555-X 20

4110 60

4120 80

4140 100

4150 100
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Multi-Instance Capability Summary
Supported on 3100, 4100, 4200 and 9300

• Instantiate multiple logical devices on a single module or appliance

• FTD application in 6.3 for 4100 and 9300

• FTD application in 7.6 for 4200 and 7.4.1 for 3100 

• Dedicated CPU cores, I/O and disk space

• Allows tenant management separation, independent instance upgrade and 
resource protection

Secure Firewall 3100, 4100, 4200 or 9300 Service Module

FTD Instance A
X CPU

FTD Instance B
X CPU

FTD Instance C
X CPU

FTD Instance D
X CPU

FTD Instance E
X CPU

Ethernet1/1-3 Ethernet1/4-5 Port-Channel1.100-101 Port-Channel1.101-102Port-Channel2
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Multi-Instance Mode
Full migration and configuration support in FMC for 3100 and 4200

FMC 
7.6

FTD 
7.6
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Multi-Instance
Scale Summary 1/3

Appliance model Initial FTD support Management Solution
Maximum number of 

instances

Virtual FTD (FTDv)

N/A
1010/11xx

1200C/1230/40/50

3105

3110 7.4.1 FMC 3

3120 7.4.1 FMC 5

3130 7.4.1 FMC 7

3140 7.4.1 FMC 10

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-instance-sec-fw/multi-instance-sec-fw.html
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Multi-Instance
Scale Summary 2/3

Appliance model Initial FTD support Management Solution
Maximum number of 

instances

4110 6.3.0 FMC & FXOS 3

4120 6.3.0 FMC & FXOS 3

4140 6.3.0 FMC & FXOS 7

4150 6.3.0 FMC & FXOS 7

4112 6.6.0 / 2.8.1 FMC & FXOS 3

4115 6.4.0 / 2.6.1 FMC & FXOS 7

4125 6.4.0 / 2.6.1 FMC & FXOS 10

4145 6.4.0 / 2.6.1 FMC & FXOS 14

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/multi-instance/multi-instance_solution.html
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Multi-Instance
Scale Summary 3/3

Appliance model Initial FTD support Management Solution
Maximum number of 

instances

4215 7.6.0 FMC 10

4225 7.6.0 FMC 15

4245 7.6.0 FMC 34

9300 SM-24 6.3.0 FMC & FXOS 7

9300 SM-36 6.3.0 FMC & FXOS 11

9300 SM-44 6.3.0 FMC & FXOS 14

9300 SM-40 6.4.0 / 2.6.1 FMC & FXOS 13

9300 SM-48 6.4.0 / 2.6.1 FMC & FXOS 15

9300 SM-56 6.4.0 / 2.6.1 FMC & FXOS 18
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Multi-Instance tools
NGFW Performance Estimator instance calculator

https://ngfwpe.cisco.com/throughputcalc
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Design 
Considerations:

Internet Edge
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Routing on Cisco Secure Firewall at the edge

• Multiple use cases

• Redundant/optimal internet access

• SDWAN scenarios

• Internal network routing architecture (campus, Fusion router in SDA)

• Both ASA and FTD support all major routing protocols:

• RIP, OSPFv2, OSPFv3, IS-IS, EIGRP and MP-BGP

• PIM-SM for multicast routing (with IGMPv1/v2)
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How we test our FTD appliances?
Hardware appliances

Appliance model
Maximum # of BGP

routes tested
Maximum # of BGP

neighbors

1010 100k 5

11xx and 1200 500k 100

2100 500k 100

3100 2M 500 (w/BFD)

4100 2M 500 (w/BFD)

4200 2M 500 (w/BFD)

6100 2M 500 (w/BFD)

9300 2M 500 (w/BFD)

Note: this is unidimensional testing. Your maximums may vary depending
on the other functions configured and running on appliance.
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How we test our FTD appliances?
Software appliances

FTDv model /
deployment size

Maximum # of 
BGP

routes tested

Maximum # of BGP
neighbors

4x vCPU/8GB RAM 100k 5

8x vCPU / 16GB RAM 250k 100

12x vCPU / 24GB RAM 500k 100

16x vCPU / 32GB RAM 1M 250

32x vCPU / 64GB RAM 2M 500

64x vCPU / 128GB RAM 2M 500

Note: this is unidimensional testing. Your maximums may vary depending
on the other functions configured and running on appliance.
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How we test our FTD appliances?

Appliance model
Maximum # of BGP

routes tested
Maximum # of BGP

neighbors

5505 5k 2

5512 20k 20

5525 15k 60

5545 15k 100

5555 15k 100

5508 10k 10

5516 10k 10

ASA 5585 SSP-10 20k 200

ASA 5585 SSP-60 100k 500
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Internet access scenario - BGP
Topology and major assumptions

FW-1 FW-2

CR-1
(RR)

CR-2
(RR)Users

Servers
DMZ

AS 5617 AS 12831

AS ZAS XAS YAS C
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Internet access scenario - eBGP
Option 1: full BGP routes

We’re announcing our own 
prefix (i.e. 10.16.24.0/24). Peers 
are announcing full IPv4 & IPv6 

table (~1.3M prefixes)

It is recommended to have at 
least ~1GB of RAM free in Data 

Plane for routing
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Internet access scenario - eBGP
Option 1: full BGP routes

~304MB for IPv4
~90MB for IPv6

This is single session. Additional 
sessions will increment the 
values by amount needed to 
store (mostly) additional paths 
and unique attributes.

“Your mileage will vary” – you’ll 
also need additional
200-300MB at minimum to 
cover for route churn.

NOTE

* full BGP feed from my project:
https://lukasz.bromirski.net/post/bgp-w-labie-3/
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Internet access scenario - eBGP
Option 2: partial BGP routes - limit AS_PATH to 2-3 (neighbor++)

We’re announcing our own 
prefix (i.e. 10.16.24.0/24). 

Peers are announcing full IPv4 & 
IPv6 table (~1.3M prefixes), 

we’re filtering it with AS_PATH 
filter.

Depending on your topology, 
connectivity to the Internet, and 
number of neighbors selected, 

you’ll end up with anything 
between 30k and 200k routes.

It is recommended to have at 
least ~0.5GB of RAM free in 

Data Plane for routing
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Internet access scenario - eBGP
Option 2: partial BGP routes - limit AS_PATH to 2-3 (neighbor++)
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Internet access scenario - eBGP
Option 2: partial BGP routes - limit AS_PATH to 2-3 (neighbor++)

~54MB for IPv4
~31MB for IPv6

This is single session. Additional 
sessions will increment the 
values by amount needed to 
store (mostly) additional paths 
and unique attributes.

“Your mileage will vary” – you’ll 
also need additional 80-120MB 
at minimum to cover for route 
churn.

NOTE

* full BGP feed from my project:
https://lukasz.bromirski.net/post/bgp-w-labie-3/
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Internet access scenario - eBGP
Option 3: only default routing, BGP used as link keepalive (and for ECMP)

We’re announcing our own 
prefix (i.e. 10.16.24.0/24). Peers 

are announcing only default 
route.

Memory used for routing will be 
similar to that of firewall with 

single or multiple default routes 
defined statically.
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Internet access scenario - eBGP
Option 3: only default routing, BGP used as link keepalive (and for ECMP)

~0.5kB for IPv4
~0.5kB for IPv6

This is single session. Additional 
sessions will increment the 
values by amount needed to 
store (mostly) additional paths 
and unique attributes.

“Your mileage will vary” – but 

that’s least stressing option to 
choose if it fits your 
requirements.

NOTE
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Internet access scenario - eBGP
Option 3: only default routing, BGP used as link keepalive (and for ECMP)

> sh resource usage
Resource                 Current        Peak      Limit        Denied Context
Telnet                         1           1          5             0 System
Conns                          3           6     400000             0 System
Hosts                          6           8        N/A             0 System
Inspects [rate]                0          30        N/A             0 System
Routes                        15     1195471  unlimited             0 System

> sh route bgp
[...]
Gateway of last resort is 169.254.10.1 to network 0.0.0.0

B*       0.0.0.0 0.0.0.0 [200/0] via 169.254.10.1, 00:59:17

> sh ipv6 route bgp
[...]
IPv6 Routing Table - 5 entries
B   ::/0 [200/0]

via 2001:db8:100::1,
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Earn 100 points per 
survey completed 
and compete on the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
mobile app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to be entered in 
a drawing to win 1 of 5 
full conference passes 
to Cisco Live 2026.  

Complete your session evaluations
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Book your one-on-one 
Meet the Engineer 
meeting

Attend the interactive 
education with DevNet, 
Capture the Flag, and 
Walk-in Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco 
Showcase for related 
demos

Continue your education

Contact me at: lbromirs@cisco.com
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Thank you!

Łukasz Bromirski
Director, Product Management

mr0vka@infosec.exchange

lukasz.bromirski.net




