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Abstract

This session focuses on the preparation work that a customer should
perform in order to ensure a successful ISE deployment. Like any
technology, a deployment cannot be successful unless the proper
planning and design isn't done first. We will examine best practices to
follow in order to avoid some of the common pitfalls while preparing for
an ISE deployment.

At the end of the session, attendees can expect to have a better
understanding of how to prepare their environment and their staff for an
ISE deployment. This session is targeted at Network and Security
Engineers, who are tasked in deploying ISE successfully.
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“A goal

without a plan
IS just a wish”

Antoine de Saint-Exupéry
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Deploying any network access
control solution is crucial
but It isn’t easy....

'
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What needs to be included in my planning?

Posture policies

Policy sets Custom profiles
CMDB
Management NAD OS integration
upgrade
support PJ pEy—
Business Other teams
objectives  point of contacts
Test '
Use cases environment Network Devices
capabilities
Growth plan Endpoint
di Backup plan
End user ISscovery
involvement

Architecture
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Deploying any network access
control solution is crucial

but it isn’t easy....

Proper planning is
essential to a successful
deployment.
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Who am I?
Technical Solutions Architect e@@) Sﬁi@%ﬁ;

Cyber Security EMEA
25 years of Cisco experience...

. And 3 countries

Main interest on
- Policy and Access
- Segmentation
- Industrial Security

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2660




ISE High Level Design (HLD)

Cisco ISE High Level Design oo cmmmm e e

Policy and Access m VIEWS HELPFUL COMMENTS

@ thomas

/ k Introduction

An ISE High Level Design (HLD) is recommended to assist you with the design and planning of your ISE
deployment. Having a clearly written security policy - whether aspirational or active - is the first step in

. . . assessing, planning and deploying network access security. Without this, it is hard to break down the
deployment into phases by location or capabilities. When seeking outside help, the HLD provides a huge
B u S I n e S S O bJ e Ct I Ve S time savings for education other teams, partners, Cisco Sales representative, Technical Assistance
Center (TAC) representative or even the ISE product and engineering teams. Clearly state the desired
solution capabilities, hardware and software environment and integrations can quickly allow people to

E n VI ro n m e nt um;erstar: ‘what you want and how to configure it or troubleshoot it. S |
nterprise ecurity
(Network Device vendor, supplicants, PKI)

Endpoints Network Devices Cisco ISE Identity Services Security Services

. Users * Switches + Standalone ISE + Azure/ADILDAP + Cloud Analytics
+ Devices + WLCs[APs * Multi-node ISE * MDM Secure Firewall
+ Things . VPN + \UM/Appliance * SAML/MFA - Partners

Scenarios & Use Cases - TN SR
( Posture, BYOD, Device Administration) v

Policy Details

( External Identity Sources, what type of posture Business Objectives
what type of BYOD comemncs et sy e and ik 1 ot 00 e St o s B

also involves mitigating risks with controlled network access for everyday IT processes. This is how you
begin to craft your network access control policy. The more specific you can be, the better.

L
O p e ra t I O n S & M a n a g e m e nt Consider the following example business objectives that must translate into access control policy

» We want to provide sponsored guest access to our visitors

@
——@
O

- - R » All network device administration commands must be authorized and logged for potential audit
» We want to identify all endpoints on our network so we can begin to apply access control policies
S C a I e & H I g h Ava I I a b I I Ity » We do not want our employees personal devices on our corporate network
« We want our employees to any device they want but we want to manage it to ensure it and any
information on it is properly secured

Q4 € € <A«
o
)

+ Printers should only talk to print servers

+ We need to be able to re-image our workstations over the network via PXE

« We must comply with [PCI, HIPAA, etc.] regulation

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2660 « All Windows devices must be patched within the last 30 days to minimize known vulnerabilities

« We want to automatically quarantine endpoints when [Stealthwatch, AMP, ete.] detects malicious
behavior

Business Objectives




Agenda
Where To Start: planning

ISE Deployment Options
Certificates

Network Devices

Profiling

Policies

Create your own lab
802.1x Deployment modes

'
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What not to expect:

!
 Specific ISE use cases and their implementation N

» Detailed configuration guidelines
* Troubleshooting information

* Licensing

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2660 10 CIsco



Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session

How

o Find this session in the Cisco Live Mobile App
e Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

o Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until June 13, 2025.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2660

Setting the Stage for ISE
Deployment Success: A Guide to
Effective Planning

BRKSEC-2660 - SDCC - Upper Level, Room 28CD
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‘ w Join the Discussion ,

e E Francesca Martucci

w ession focuses on the preparation work
that a customer should perform in order to
ensure a successful ISE deployment. Like any

Enter your personal notes here
SULLTODIUI UIITD UIT MIUNG! MIGIHIN Y Gl

Aacinn ien't Aana firet \Ala wiill avamina haet
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2660
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What are your business priorities?

— Device Administration
Secure Access

Guest Access

Asset Visibility
Compliance & Posture
ISE / Context Exchange
Segmentation

Cisco SDA/DNAC
BYOD

—— Threat Containment

© 2025 Cisco and/or its affiliates. All rights reserved.
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What is the business trying to
accomplish with ISE?

Profiling is critical with today loT
proliferation

Do you need a BYOD policy?

From where do you want to start?

Which use cases could be
considered for the future?

BRKSEC-2660 13
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Understand Your Needs and Use cases

@ Brand Trust - Wired / Wireless / VPN

Customer/Patient Data o  Multi-Vendor
* Hospitality: Fast & Easy « Hardware & Software

« IT/OT Segmentation - Network Device Capabilities
* Protect Intellectual Property

P Scaling _ _ = Management & Operations
I] . Concurrer]t Active Endpoints i ‘? « Top Down / Bottom Up?
* Scale Horizontally /= 0Org(s) / Regions / Departments
- Scale Vertically « Collaboration or Siloes
« Geography « Scheduling Config Changes
 Tooling & Automation

]
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Defining your Security Policy

What is an IT security policy?

“It identifies the rules and procedures for
all the individuals accessing and using an
organization’s IT assets and resources.”



Everyone Has Different Needs

Government Financials Healthcare Retail Education

e

nnnl

O O

Transportation Services Utilities Technology Manufacturing

o
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2660 16 CIsco



Example of your ISE policy planning

Endpoint Type Authentication Identity Store Network Access Enforcement Staging / Provisioning

Corp PC 802.1X - Cert ISE Cert Store Full Access VLAN CORP Physical Staging Port

Guests WebAuth ISE Guest DB Internet-Only VLAN Guest Manual Connect
Sponsored account

Access Point 802.1X - User/Pass ISE User DB Trunk Trunk AP Provisioning

AP Provisioning MAB ISE MAC Whitelist WLC-Only VLAN AP ISE Profiling

Printers MAB ISE MAC Whitelist grr']?; Servers- VLAN Printers ISE Profiling

Endpoint Team

Network Team

Security Team

Remember: do not think only at positive outcome.
What if a corporate PC certificate is expired?

© 2025 Cisco and/or its affiliates. All rights reserved.
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Interoperation with other teams

« Management buy in is critical to have support of your

* Get the right contacts in the other teams ahead of time

* Monitor and update polices with your IT Security Policy

Get management
support

© 2025 Cisco and/or its affiliates. All rights reserved.

decisions

Write policies

BRKSEC-2660

Implement policies

Monitor policies
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ISE Deployment Planning
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ISE High Level Design (HLD

Business Objectives
Environment
»  Physical Network Topology
* |dentity Sources
* User Groups
* Network Devices
*  Endpoints
 |ISE Cube
Device Administration (TACACS+)
Visibility
Secure Access : Wireless / Wired / VPN
Guest : HotSpot / Reqistered / Sponsored / API
BYOD
Integration : Context Sharing / Threat Mitigation / APls
Compliance
Seamentation
Containment
Operations & Management
Scale & High Availability

Policy Details
Resources

BRKSEC-2660
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(,/Q cs.co/ise-resources#Planning

ISE Planning & Pre-Deployment Checklists

Planning Checklists

Business Objectives
Organizational

Security Policy Creation and Maintenance
Scale

Public Kev Infrastructure (PKI

Directory Services

Network Access Devices (NADs)
Managed Endpoints

Assets

Cisco ldentity Services Engine (ISE)

Guest Services

Monitoring, Reporting, and Troubleshooting
Communications

Support Desk

* Deployment Checklists

Network Services

Digital Certificates
Network Devices

Security Polic
Enforcement States

Endpoints

Test Scenarios alvaln
19 Cisco


https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418
https://community.cisco.com/t5/security-documents/ise-planning-pre-deployment-checklists/ta-p/3622635
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId-493096117
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId-1183657591
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId--623796872
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId-1863715961
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https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId-1282693514
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId--524760949
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId-1962751884
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId-155297421
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId--1652157042
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId-835355791
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId-1386331442
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId--292040302
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId--2099494765
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId-1086180009
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId--721274454
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId-1766238379
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId--41216084
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635#toc-hId--1848670547
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId-1866633498
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId-1856130394
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId--1748275428
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId-739237405
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId--1068217058
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId-1419295775
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId-1285611051
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId--521843412
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId-1836586702
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId-29132239
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId--1778322224
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId-838273328
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId--969181135
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId-1518331698
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId--418205484
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId--2096577228
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId-1089097546
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId--718356917
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId-1769155916
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId--167381266
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId--1974835729
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId-641759823
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https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId-1872793844
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId-763501322
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https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418#toc-hId--1491290864
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ISE

Personas

7

Policy Administration Node (PAN)

* Administrative GUI

» Policy configuration

» Policy replication

* Centralized Guest database
 Centralized BYOD database
» Configuration REST APIs

Policy Service Node (PSN)

Monitoring & Troubleshooting Node
(MNT)

» Receives logs from all nodes

« Handles remote logging targets
Generates summary Dashboard Views
Performs scheduled reports

Handles reporting and API queries

TACACS requests
RADIUS requests
Endpoint profiling probes
|ldentity store queries
Hosts Guest/BYOD portals
MDM/Posture queries

TC-NAC & SXP services -

v Policy Service

Enable Session Services

|_] Enable Threat Centric NAC Service

Platform Exchange Grid Node (PXGQ)

* Runs pxGrid controller

« Authorizes pxGrid Pubs/Subs

» Publishes pxGrid topics to subscribers
 Handles ANC/EPS requests

« REST APIs

© 2025 Cisco and/or its affiliates. All rights reserved.
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ISE Node Personas... Explained Partner Eco System

SIEM, MDM, NBA, IPS,

IPAM, etc.
ISE PSN IP address* Admin -
= AAA RADIUS server @
o) =
%
" -
|.E Configure - t
Remediation Context (pxGrid)
RADIUS, action (ANC)
-'I TACACS+, 1
IJ Profilingh, etc., 4
Config Sync Context )
o 1 \ - ( N\ > ‘\ Optional
A <
1 =) PSN PAN PXG ()
—
) Authorization Policy . Ul I Exchange Topics
( )
J X f( Employee ) then( VLAN-100 |
- Logs Context SGT Name: Employee = SGT-10
| If| Contractor | then > MNT SGT Name: Contractor = SGT-20

if(Things ] then| ACL-300
\Bob with Win10 on CorpSSID

- J

*PSNs can optionally be behind a load-balancer and can be accessed via Load Balancer Virtual IP address (VIPs)

ANC = Adaptive Network Control

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2660 22
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ISE Architecture and HA

Distributed ISE

Centralzed ISE Policy Admlnlstratlon Node (PAN) A
* Max 2 in a deployment —
Monitoring & Troubleshooting Node (MnT) A
* Max 2 in a deployment @ D
—  Network
Policy Services Node (PSN) A
* Max 50 in a deployment ]
‘\ /\
pxGrid Controller A
* Max 4 in deployment
/\ /‘

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2660 23 CIsco



Maximum Concurrent Active Endpoints

) ] ." « One endpoint is a unique MAC address

-  [ISE Licensing is counted by active endpoint
VN sessions
Gy

« RADIUS Accounting defines session Start &
Stop events

« Sessions Start upon RADIUS Authorization

8
A

ISE « Sessions Stop upon :

e Disconnect
« Session Expiration
 |dle Timeout

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2660 24 CiIsco



ISE Scaling

Lab and

@ @ Evaluation

Standalone

ot

Small HA Deployment Medium Multi-node Deployment Large Deployment
2 x (PAN+MNT+PSN)+ Extra 2 x (PAN+MNT+PXG), <= 6 PSN 2 PAN, 2 MNT, <=50: PSNs +
PSN <= 4 PXGs

3600 Up to 50,000 Endpoints Up to 2,000,000 Endpoints

ol I i I [
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2660 25 CIsco



Total Maximum Concurrent Active Sessions

FOR REFERENCE

.Mﬁ
Per whole deployment *
Deployment Type SNS 3615 SNS 3715 SNS 3655 SNS 3755 SNS 3695 SNS 3795
Large deployment Unsupported | Unsupported | 500,000 750,000 2,000,000 2,000,000
Medium deployment 12,500 75,000 25,000 150,000 50,000 150,000
Small deployment 12,500 25,000 25,000 50,000 50,000 50,000

Small Deployment

© 2025 Cisco and/or its affiliates. All rights reserved.

Medium Deployment

GG

BRKSEC-2660

Reieicicie




" Ld
Live o
LN

PSN Maximum Concurrent Active Sessions
Per PSN N4

‘\

[é’ cs.co/ise—scale}

PSN Type SNS 3615 SNS 3715 SNS 3595 SNS 3655 SNS 3755 SNS 3695 SNS 3795

Concurrent active endpoints
supported by a dedicated PSN
(ISE node has only PSN persona)

40,00 50,00 100,0 50,00 100,0

50,00

25,00

Concurrent active endpoints
supported by a shared PSN 12,500 25,000 20,000 25,000 50,000 50,000 50,000

(ISE node has multiple personas)

Small Deployment Medium Deployment Large Deployment
A A A v
gg gg a o i) e
QAW (AW A A
o \@ @ %{gf
@{)*-@ alialn
27 CIsco
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ISE Fully Distributed Architecture

Centralize in DCs...or Distribute PSNs across Geographies

DC1

Primary PAN & MNT

W)+

Secondary PAN &
MNT

V=
A

+

KLatency should be 300ms round trip between\

PAN and PSN

« Bandwidth most critical between:

« PSNs and Primary PAN (DB Replication)

« PSNs and MnT (Audit Logging)
&Co—locate PSNs with AD

J

© 2025 Cisco and/or its affiliates. All rights reserved.
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ISE Nodes - Mix and Match

SNS-3715
SNS-3755
SNS-3795

SNS-3615
SNS-3655
SNS-3695

~AVM
B Microsoft

NUTANI>S

vmware

BRKSEC-2660
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Cloud Instances
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Reminders 7N

FOR REFERENCE

ISE platforms ; : : i .M.
1 I I I [

SNS 3615
SNS 3655
SNS 3695

SNS 3715
SNS 3755
- SNS 3795

Traditional VM
AWS
Azure & OCI

alualn
© 2025 Cisco and/or its affiliaBRKSHGiGREFeserved. 30 cisco



ISE Performance & Scale

Deployment Architectures: S/ M /L

Maximum Concurrent Active Sessions

Deployment Scale Limits

Protocol Performance

Scenario Performance
PxGrid and SXP scaling

Network Device maximum numbers

¢ cs.colise-scale

Go to page to check for current numbers

© 2025 Cisco and/or its affiliates. All rights reserved.
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FOR REFERENCE

-

( Concurrent active Concurrent active
endpoints supported endpoints supported
Platform | by a dedicated PSN by a shared PSN
(Cisco ISE node has  (Cisco ISE node has
\ only PSN persona) multiple personas)
N
Extra Small
(VM only) 12.000 unsupported
SNS 3615 25,000 12.500
SNS 3715 50,000 25.000
SNS 3655 50,000 25.000
SNS 3755 100,000 50,000
SNS 3695 100,000 50,000
SNS 3795 100,000 50,000

BRKSEC-2660
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e Cisco ISE Dashboard
Summary Endpoints Guests Vulnerability Threat s
Total Endpoints () Active Endpoints Rejected Endpoints Anomalous Behavior Authenticated Guests BYOD Endpoints |
i AUTHENTICATIONS (NS D ¢ NETWORK DEVICES g o > ENDPOINTS & X
identity Store Mentity Group Network Device Fallure Reason Device Name Type Location Profile Logical Profile
No data available No data available
® vmware-device - 100%
BYOD ENDPOINTS g o X ALARMS g o X i SYSTEM SUMMARY g 2 X
Type  Profile - = - e . 1 node(s) All 24MR
= overity me cou.. ast Occurre: ISE31-1ok
No data available v Neme
ISE Authentication In.. 388 8 mins ago i
ol I i I [N
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ISE Inter-Node Communications

From Install guide

[ d
_-LSL'H-'Q
.ﬂo

FOR REFERENCE

5“1 pxGrid: tcp/5222 |

! pxGrid (Bulk Download): tcp/8910
I

pxGrid
Subscriber
/Publisher

E-mail/SMS

Gateways

—_—

DNS: tcp-udp/53

NTP: udp/123

Repository: FTP, SFTP, NFS,
HTTP, HTTPS

File Copy: FTP, SCP, SFTP, TFTP

~~
~~
-

PXG

~

pxGridv1: tcp/5222

——
-
-

el
-

pxGridv2: tcp/8910

SMTP:
tcp/25

(___-

-

-
-
- -
_________

-
-~
-

-
-
-

-

expiry notifiy)

SMTP: tcp/25
(PPAN: e-mail

pxGrid: tcp/5222
JGroups: tcp/12001

HTTPS; tcp/443

Syslog: udp/20514, tcp/1468
Secure Syslog: tcp/6514

Oracle DB (Secure JDBC): tcp/1528
JGroups: tcp/12001 (MnT to PAN)

/7
7
/
1

~~

tcp/1468

s —~—

Syslog: udp/20514,

Secure Syslog: tcp/6514
SNMP Traps: udp/162

-
-

HTTPS: tcp/443
JGroups: tcp/12001 (PSN to PAN)
CoA (Admin/Guest Limit): udp/1700

Logging

Syslog: udp/20514, tcp/1468
Secure Syslog: tcp/6514
NetFlow for TS: udp/9993

RADIUS Auth: udp/1645,1812

A RADIUS Acct: udp/1646,1813
I RADIUS CoA: udp/1700,3799
! RADSEC DTLS: udp/2083

tcp/1468

HTTPS: tcp/443
Syslog: udp/20514,

Secure Syslog: tcp/6514
CoA (REST API): udp/1700

RADIUS/IPsec: udp/500
TACACS+: tcp/49 (configurable)
WebAuth: tcp:443,8443

SNMP: udp/161

SNMP Trap: udp/162

NetFlow: udp/9996

NA
N
A

- 8
P

-

______ ———r

P

-

-

GUI: tcp/80,44

Posture Updates/Smart SSH: tcp/22
Licensing: tcp/443 Spons.or (PSN)
Profiler Feed: tcp/8443 SNMP: udp/16

<.__—-——-§
S

Cloud Services
Cisco.com/Perfigo.com
Profiler Feed Service
MDM & App Store
Push Notification
Smart Licensjng

/

REST API (MnT): tcp/443
ERS API: tcp/9060

3 Guest: tcp/8443

Discovery: tcp/8443, tcp/8905
 tcp/8443 Agent Install: tcp/8443
1 Posture Agent: tcp/8905; udp/8905

PRA/KA: tcp/8905

Admin->Sponsor:
tcp/9002
Wireless Setup
Wizard: tcp/9103

IdP SSO Server

Admin /
Sponsor

EST: tcp/8084

DNS: udp/53; DHCP:udp/67

WMI Client Probe: tcp/135, tcp/445
Kerberos (SPAN): tcp/88
SCEP Proxy: tcp/80, tcp/443

IdP: tcp/XXX
(Vendor specific)

(_-_-.

A DHCP: udp/67, udp/68 /'ﬂMDM

PSN _-+" | DHCPv6: udp/547 yt

e SPAN: tcp/80,8080 ~~__Partner
g SXP: tcp/64999 MDM API: tcp/XXX
______ OCSP: tcp/2560 (vendor specific) =
----- | | CASCEP: tcp/9090 —
N e 7
AN \\\ “/,—/ "’,r"
Query Attributes ™~~~

LDAP: tcp-udp/389, tcp/3268

SMB: tcp/445

KDC: tcp-udp/88; KPASS: tcp/464
SCEP: tcp/80, tcp/443; EST: tcp/8084
OCSP: tcp/80;

CRL: tcp/80, tcp/443, tcp/389

ODBC (configurable):

Microsoft SQL: tcp/1433 “;s\:.‘;_,, 3
Sybase: tcp/2638 —
PortgreSQL: tcp/5432 ——
Oracle: tcp/1512 PIP

TS-Agent: tcp/9094
AD Agent: tcp/9095
WMI: tcp/135

JI TC-NAGC: tcp/443 |Threat/VA

Inter-Node Communications

Syslog: udp/40514, tcp/11468

Admin(P) - Admin(S): tcp/443,
tcp/12001(JGroups)

Monitor(P) - Monitor(S): tcp/443,

udp/20514 (Syslog)

Policy - Policy:
Node Groups/JGroups: tcp/7800
Proxy CoA: udp/1700
PSN-SXPSN: tcp/443

pxGrid - pxGrid: tcp/5222

All nodes - AMQP: tcp/8671

ISE Messaging - RMQ: tcp/15672

BRKSEC—2q§Hdeint

33

Server




TACACS+ Deployment Models

Separating RADIUS & TACACS+ ISE Cubes?

There are three different options:

RADIUS

RADIUS

Separate ISE cubes

© 2025 Cisco and/or its affiliates. All rights reserved.

Mixed ISE cube with
separate PSNs

- Scalability is transactions per second (TPS)
« Authentication or also Commands Authorization?
- Do you use scripts?

« How much Log Retention do you need?

BRKSEC-2660

RADIUS

Mixed ISE cube with
shared PSNs
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ISE Device Administration Prescriptive Deployment 4

o L)
u I e Cisco ISE Device Administration Prescriptive Deployment Guide L]
g kthiruve Cisco Employee

. ©
CQI CS.C O/ ISe- ta cacCs on 2018-11-02 07:54 PM - edited on 2023-09-26 11:54 AM by thomas
n

Deploying Cisco ISE for Device Administration

* Define
« Components & Considerations
* Design
« Admin Model, Scale, Logs
* Deploy
o ISE Confi gu ration Cisco ISE Deployment Guides
° DeVI Ce Ad m I n IStrat I O n POI ICy Sets This deployment guide is intended to provide the relevant design, deployment, operational guidance and best practices
. " . to run Cisco Identity Services Engine (ISE) for device administration on Cisco devices and a sample non-Cisco devices.
* Network Device Configuration
® O p e ra te Author: Krishnan Thiruvengadam
« Settings, Logging, Reportin
g ) g g g ) p g & For an offline or printed copy of this document, simply choose : Options > Printer Friendly Page. You may then Print,
Print to PDF or copy and paste to any other document format you like.
Table of Contents
« Introduction
« About Cisco Identity Services Engine (ISE)
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2660 « About This Guide 35
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e What is Device administration?
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ISE Certificates

System Certificates

« |dentifies a cisco ISE node & services
« Specific to the node and service.
* Can manage all node’s system certs from PPAN

Trusted Certificates

List of CAs
« Trusts for the identities of entities interacting with ISE
* Replicated to all the nodes in deployment

g@ ISE Issued Certificates
Internal CA service

L. ISE messaging

Issues and manages certificates for endpoints, pxGrid and

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2660 37 CIsco



Different ISE System certificates

Endpoint
(Supplicant/Client)

Network Device
(Authenticator)

EAP Authentication
BYOD EAP Tunnel

RADIUS DTLS

TLS Tunnel
ISE Admin (GUI plus Node communication)
“““““ | HTTPS / TLS
Portals
HTTPS / TLS
© 2025 Cisco and/or its affiliates. All rights reserved.

AAA Server Identity and
(Authentication Server)

Security Services

pxGrid ¢ .o.
HTTPS/TLS ‘ -
=
* SCEP
A HTTPS / TLS

CA

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 10.48.26.63. If you visit this
could try to steal information like your passwords, emails, or credit card details.

site, attackers

<SAML>

SAML HTTPS / TLS

]
Cisco




Systems and Trusted Certificates

System Certificates

-+ Generate Self Signed Certificate

Friendly Name

“ ISE30-1ek

OU=Certificate Services System Certificate, CN=IS
O E30-1ek.example.comiCertificate Services Endpo

int Sub CA - ISE30-1ek#00002

I:I Default self-signed server certificate

0 Default self-signed saml server certificate - CN=S

AML_ISE30-1ek.example.com

OU=ISE Messaging Service, CN=ISE30-1ek.exampl
[ e.comiCertificate Services Endpoint Sub CA - ISE

30-1ekH00001

» ISE30-2ek

» ISE30-3ek  |g

» ISE30-4dek

A For disaster recovery it is recommended to export certificale and privale key pairs of all sysiem certificates.

<+ Import

Used By Portal group tag

Which ISE role is using
the certificate

pxGrid

EAP Authentication, Admin,
Portal, RADIUS DTLS

Defait Portal Certificate Group -\'"r'u

SAML

Issued To

Issued By

Self signed certificate

ISE30-1e

.example.com

L

\ 4

Certificate Services Endpoint Sub CA, -

ISE30-1ek.example.com

ISE30-1ek.example.com

ISE Messaging Se

.+. Import |

To install certificate

Friendly Name

Cisco ECC Root CA 2099

Store

Each ISE node has its
own System Certificate

Cisco Licensing Root CA

Cisco Manufacturing CA SHA2

Cisco Root CA 2048

© 2025 Cisco and/or its affiliates. All rights reserved.

O|00|0(0|| &

Cisco Root CA 2099

\

Trusted For

- -

Cisco Services

Cisco Services

Infrastructure
Endpoints

Endpoints
Infrastructure

Cisco Services

Serlal Number

03

01

02

S5F F8 7B 28 2B ...

01 9A 335878 ..

TTU Ste d C e rt | fl C a te S A\, For disaster recovery it is recommended to export and backup all your trusted certificates.

Issued To

Cisco ECC Root CA

Cisco Licensing Root...

Cisco Manufacturing ...

Cisco Root CA 2048

Cisco Root CA 2099

Issued By

Cisco ECC Root CA
Cisco Licensing Root...
Cisco Root CA M2

Cisco Root CA 2048

Cisco Root CA 2099

BRKSEC-2660
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= Cisco ISE

Summary Endpoints Guests Vulnerability
——
Total Endpoints () Active Endpoints

T 0

AUTHENTICATIONS (&
identity Store identity Groug Network Device Fallure Reason
No data available.
BYOD ENDPOINTS &

Type  Profile

No data available

© 2025 Cisco and/or its affiliates. All rights reserved.

Threat

Dashboard

F' ¥ i Q @ E'T_:_l}
@®
Rejected Endpoints Anomalous Behavior | Authenticated Guests ) BYOD Endpoints
NETWORK DEVICES g e X ENDPOINTS © (S
Device Name Type  Location Profile  Logical Profile
No data available.
® vmware-device - 1009
i ALARMS g e X SYSTEM SUMMARY g o
1 node(s) All 24HR
Severity Name Occu.. Last Occurred
ISE31-1ek .
» Name
0] Configuration Changed 1 1 min ago

BRKSEC-2660
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Controlled Application Restart

Set Restart Time

Up to ISE 3.2 a new ISE admin certificate requires
reboot of all the nodes without any control.

Set Date Set Time

From ISE 3.3, the reboot can be scheduled o .
for each node. S

3:00
4:00
5:00
6:00

Set Restart Time  Restart Now

RebOOt mUSt take place Hostname / Personas Role(s) Services Restart Time Restart Stat
within 15 days

isebeta2 Administration, Monitoring +| SECONDARY NONE Wed Apr 19 2023 6:00PM Not Restarted

isebeta3 Policy Service, pxGrid SECONDARY SESSION,PROFILER Restart Now Restarted
isebetad Policy Service SECONDARY SESSION,PROFILER Restart Now Restarted

isebeta5 Policy Service SECONDARY SESSION,PROFILER Restart Now Restarted

isebetaadmin Administration, Monitoring/' PRIMARY NONE Wed Apr 19 2023 7:00PM Not Restarted

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2660 41 CiIsco



Improved Restart Time

~20 min in ISE 3.2

~16 min in ISE 3.3

~5.5minin ISE 3.4

Using the commands

application stop ise
reload

© 2025 Cisco and/or its affiliates. All rights reserved.

~6.5 min in ISE 3.4

Using the commands

reload

BRKSEC-2660
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PxGrid Certificate

Template Dis Properties of New Template
)| Exchange : 4
& Exchange e Server Issuance Requirements

Compat” Edit Application Policies Extension X pstation

Need to create your template and use it for the S Fifany ity

& IPSec
Signing Request @ psec (Off 26 ayphcstion polkcgsioiis fow ol con P
& IsE
] Kerberos Extefs
&l Key Redy  |[BlAr Application poliicies:

3] OCSPRes U M Client Authenncatrn
' & pxGrid | ] Qx| Server Authentication

& pxGnid2 5'4
& pxGrid3 ™
& RAS and |

@ Root Cert|
PxGrid certificate is built with both Client i

Authentication and Server Authentication gmm =
eXtenSiOn %! Smartcard

& subordin: [_] Make this extension critical
& SwitchSug

& TLSCompt

Add... Edit... Remove

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2660 43
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Network Device discovery/capabilities

Ha

rdware model

|IOS version

Count

OS Version and capabilities

Ha

rdware limitations

[\/
X

|
fu

: Fully supported

: Not supported

: Limited support, some
nctionalities are not

\fuppoﬂed

2

? Refer to Cisco Compatibility Matrix

cs.co/nad-capabilities

© 2025 Cisco and/or its affiliates. All rights reserved.

Table 1. Features and Functionalities

Feature

AAA

Profiling

BYOD

Guest

Guest Originating URL
Posture

MDM

TrustSec

Validated Cisco Access Switches

Table 2. ValidatpdCiscodccass Suitchas
Device Validated 0S |
- 3
Minimum OS
IE2000 10S 15.2(2)E4
IE3000 I0S 15.2(4)EAG
10S 15.0(2)EB
IE4000 OS5 2(2ES
IE5000 S 15.2(4)E2

2(4)EAB
10S 15.0.2

IE4010 I0S 15.2(2)E5
I0S 15.2(4)E2

10S 15.0.2A-EX5
Sx500 1.4.8.06

SMB SG500
Sx500 1.2.0.97

faYaYaliel=tatal NC aC AlaEn

AAA

Functionality
802.1X, MAB, VLAN Assignment, dACL
RADIUS CoA and Profiling Probes
RADIUS CoA, URL Redirection and SessionID
RADIUS CoA, Local Web Auth, URL Redirection and SessionlD
RADIUS CoA, Local Web Auth, URL Redirection and SessionlD
RADIUS CoA, URL Redirection and SessionlD
RADIUS CoA, URL Redirection and SessionlD
SGT Classification

BYOD Guest Guest Posture
Originating
URL
X
X X X X
X X X

MDM

TrustSec 2

BRKSEC-2660
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http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/trustsec_matrix.html

Does ISE Support my third-party Network device?

Does my third-party Network Device Supports ISE?

Overview

Cisco ISE supports protocol standards like RADIUS, its associated RFC Standards, and TACACS+. For more information, see the
ISE Community Resources.
Cisco ISE supports interoperability witl{any Cisco or non-Cisco RADIUS client Jletwork access device (NAD) that implements
common RADIUS behavior for standards-based authentication.

Cisco ISE|interoperates fully with third-party TACACS+ client devices that adhere to the governing protocols. Support for
TACACS+ functions depends on the device-specific implementation.

Check for Advanced capabilities support: Might need to:
 CoA (RADIUS or SNMP) » Import a Vendor Specific Dictionary
« URL Redirection » Create Network Device Profile

From the Network Component Compatibility, Release 3.3
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/compatibility doc/b ise sdt 33.html

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2660 46 CiIsco


https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/compatibility_doc/b_ise_sdt_33.html

= Cisco ISE Dashboard ®© QA ® B &

Summary Endpoints Guests Vulnerability Threat ® Manage
Total Endpoints () Active Endpoints () Rejected Endpoints (1) Anomalous Behavior () Authenticat

< >
165 o 0 0 (

:: ENDPOINTS O g o X

&
Q
X

* AUTHENTICATIONS O g & X * NETWORK DEVICES O

Identity Store Identity Group Network Device Device Name Type Location Profile Logical Profile

Failure Reason

® macin...ation - 27.61%

“- ® workstation - 22.09%

I ' ® cisco-device - 18.41%
@ loke - 89.47% '

95 167

@ duoauthproxy - 94.81% @ EeEIA00—10.50%
77 ® labrats - 5.2% ‘

— e e i e e ~ —A V| \/ .o PR W P ~ —A f) N/ L P P PSR . A ! \/

cisco-router - 9.82%
vmware-device - 8.59%
windo...ation - 6.14%
cisco-switch - 2.45%

unknown - 1.84%

other - 5.52%

BRKSEC-2660 47



Default Network Device Groups (NDGs)

Network Devices

Network Device Groups

Network Device Profiles Ext

Network Device Groups

> Refresh

a

O
O
O
O
O

—+ Add

R

All Device Types

All Locations

Is IPSEC Device

No

Yes

All Groups > Choose group }

oL Imp

Description

All Device Types

Default NDGs

All Locations

Is this a RADIUS over IP

Device is not IPSEC Type

Device is IPSEC Type

~+ Add

S Refresh

Name
%  All Device Types
~ All Locations
~ AMER
~ US
~ San Jose

~ Building

5 Countries
5 Departments
5 Is IPSEC Device

5 Orgs

s

Regions

0o o oo oo oo oo o g o

Type of
access

Vendor

Floor j

\

Maximum 6 Levels

Location

Organizat
ion

Create Your Own Root NDGs

© 2025 Cisco and/or its affiliates. All rights reserved.
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Additional Tips

» Always Test before implementing!

« Standardize! Standardize! Standardize!
= |OS versions
= AAA configuration
= Wireless configuration
= Profiling configuration

* Document everything!

]
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FOR REFERENCE

Create ISE Network Access Device Profiles

Network Access Device Profiles

o

oyl )
f"?!fsgc-'?'é;

. . . []
how-to-create-ise-network-access-device-profiles
«  About Network Access Device Profiles
* Custom Network Access Device Profiles L ar— hitle Gisco Community Y y—— ¢
. The War in Ukraine - Supporting customers, partners and communities. LEARN MORE
Steps To Create Custom Profiles
e QOverview
* Gather Information
Cisco Community Technology and Support Security Security Documents
* Device Configuration
How to Create ISE Network Access Device Profiles
* Profile Creation and Assignment
@ 376210 13 W 2
+ Policy Configuration -
RADIUS Dictionaries @ oo
Find more resources

* Determine if you need to import a dictionary Table of Contents )

« Network Access Device Profiles
* Importing RADIUS dictionaries o e e e s

» Steps To Create Custom Profiles Related community topics
Defining The Custom Profile v

» Device Configuration

. « Profile Creation and Assignment

« Create New Profile Entry oy ot

« RADIUS Dictionaries v

« Determine if you need to import a dictionary =
° Supported PFOtOCO|S « Importing RADIUS dictionaries ] % [l

+ Defining The Custom Profile %

« Create New Profile Entry
* RADIUS Dictionaries . ,

« RADIUS Dictionaries *a Recognize Your Peers

« Flow Type Conditions m“x"
* Flow Type Conditions e e

» Permissions

- . . « Change of Authorization (CoA)
« Attribute Aliasing - ‘
]

* Host Lookup

BRKSEC-2660
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https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId--1993527886
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId--1302966412
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId-1184546421
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId-1174043317
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId-1864604791
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId-57150328
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId--1750304135
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId-737208698
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId--1070245765
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId--1080748869
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId-1283582344
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId--523872119
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId-1834557995
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId-156186251
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId--1651268212
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId-836244621
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId--971209842
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId-1516302991
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId--291151472
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId--2098605935
https://community.cisco.com/t5/security-knowledge-base/how-to-create-ise-network-access-device-profiles/ta-p/3631103
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Endpoints: Native 802.1X Supplicants

[ Etherr -+ nammsmian e RADIUS-802.1x
Protected EAP Properties X Network
AP method
Networkin 1 en connecting:
. PEAP -
Verify the server's identity by validating the certificate VAVA-USBC-8n1
Selec| q q
this B []Connect to these servers (examples:srv1;srv2;. =\, srv3\.com): TCPIP  DNS = WINS 8021X  Proxies Hardware ’ supplicant e hase-2 authentication
MG
& En 1d IEEE 80 MSCHAPV?2 -
Use a configuration profile to add an 802.1X profile to your system. Contact your system
Trusted Root Certification Authorities: administrator for more information.
Chao CA certificate
%B‘E‘“'"“’E ?"Em“s‘““tﬁ " X Protected EAP for Ethern... profile Informati
Micre Class 3 Public Primary Certfication Authrity rofile Information .
[ DigiCert Assured ID Root CA Do not validate
[ pigicert Global Root CA Name: Protected EAP for Ethernet v2
Re | O Digicert Global Root G2 - specified. Your connectic
tim | [ DigiCert High Assurance EV Root CA henticetion JREAry dentity
[ Globalsign v Wireless Network:
%
=L 4 Security Type: username
Notifications before connecting: .
Tell user if the server's identity can't be verified - Anonymous identity
Adc Z Trusted Servers:
Select Authentication Method: in the
Secured password (EAP-MSCHAP v2) | | configure...

Password
[ Enable Fast Reconnect

[ Disconnect f server does not present cryptobinding TLY
[CJEnable Identity Privacy

Enable automatic connection
password

2 Gancel oK

. . .

' Advanced options ~

Cancel Save

o

« Now you can do TEAP natively in » Use Group Policies in Windows for:

Windows for Chaining (Windows

: * Quick Supplicant configuration for the user
10 build 2004 and ISE 2.7 Patch 2)

« Certificate pushing (User and Root)
* Pre-configure SSID

]
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Endpoints: Everything Else
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Endpoint Profiling

The profiling service dynamically classifies devices connected to your network

Endpoints send

interesting data,

that reveal their
device type

NI
CIsco

Feed Service
(Online/Offline)

/

iR &

P -
//

ISE

AN

I

Manufacturer

e -

Cisco Arlo
2 8
&

Apple Lenovo

ACIDex
U
L
0 X
o rod =
Device Type Model oS
B~ B T = :
IP-Phone '?T IP Phone = ios .LJ-
amera 7980 Pro wireless Cam I Inux o
& o
Laptop Laptop MacBook Pro Thlnkpad 540 macOS 12.0.1 Windows Enterprise
U

© 2025 Cisco and/or its affiliates. All rights reserved.

ISE Data Collection Methods for Device Profiling

Active Probes: DHCP | DNS | HTTP | RADIUS | NMAP | SNMP | AD

Device Sensor: CDP| LLDP | DHCP | HTTP | H323 | SIP | MDNS

/ AnyConnect: ACIDex

pxGrid context-in: (DNAC Endpoint Analytics, CyberVision for industrial)

WIFI Edge Analytics: Firmware_version, HW_Model, Manufacturer, Model,

MAC Address

MAC Address
00:22:BD:D3:5B:2F
00:02:4B:CC:D6:63
5C:F9:38:AA:1F:90

30:46:9A:2E:C3:F0

OS_Version, Vendor (Samsung, Apple and Intel devices)

IPv4 Address

|Pv4 Address
10.34.75.13
10.35.68.203
10.32.2.127

10.86.98.138

Username

Username

jim

host/ALICE

Hostname

Hostname

Jim-Air

win7pc

Endpoint Profile

Endpoint Profile

BRKSEC-2660

Cisco-IP-Camera
Cisco-IP-Phone
Apple-MacBook

Microsoft-Workstation
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Effect of RADIUS Probe

l OUI = Vendor ID, IP = XX.XX.XX.XX

vendor

ﬂ OUI = Cisco, IP = xXX.XX.XX.XX

Cisco Device

OUI = HP, IP = xXX.XX.XX.XX

HP Device

OUI = Apple, IP = XX.XX.XX.XX

Apple Device

N
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Effect of SNMP Probe

l OUI = Random, IP = XX.XX.XX.XX

Unknown

ﬂ OUI = Cisco, IP = xx.xx.xx.xX, CDP:cdpCachePlatform = Cisco IP Phone 9971

CifiztfoPhene@971

-y OUl = HP, IP = XX.XX.XX.XX

HP Device

OUIl = Apple, IP = XX.XX.XX.XX

Apple Device

N
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Effect of DHCP Probe

l loul = Random, IP = xx.xx.xx.xx, dhcp-class-identifier CONTAINS MSFT

MicrgstfhBlarkstatio

OUI = Cisco, IP = xx.xx.xx.xx, CDP:cdpCachePlatform = Cisco IP Phone 9971,
‘ DHCP:dhcp-class-identifier CONTAINS CP-9971

Cisco IP Phone 9971

= OUI = HP, IP = xx.xx.xx.xx, DHCP:dhcp-class-identifier CONTAINS
LaserJet

OUIl = Apple, IP = XX.XX.XX.XX,
DHCP:dhcp-DHCP:dhcp-parameter-request-list EQUALS 1, 3,6, 15, 119, 252
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Effect of HTTP Probe

Whadtoss itV deokisttetii

Ul = Random, IP = xx.xx.xx.xx, dhcp-class-identifier CONTAINS MSFT,

IP:User-Agent CONTAINS Windows NT 10.0

Yo

Cisco IP Phone 9971

OUI = Cisco, IP = xx.xx.xx.xx, CDP:cdpCachePlatform = Cisco IP Phone 9971,
DHCP:dhcp-class-identifier CONTAINS CP-9971

—_—

e ) PTTTE

HP Printer

OUI = HP, IP = xx.xx.xx.xx, DHCP:dhcp-class-identifier CONTAINS LaserJet

ApplkelHadvice

OUIl = Apple, IP = XX.XX.XX.XX,
DHCP:dhcp-DHCP:dhcp-parameter-request-list EQUALS 1, 3, 6, 15, 119, 252

IP:User-Agent contains iPad
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Effect of NMAP Probe

Windows10-Workstation

OUI = Random, IP = xx.xx.xx.xX, dhcp-class-identifier CONTAINS MSFT,
IP:User-Agent CONTAINS Windows NT 10.0, FQDN=test-laptop1.zeroOk.org,

NMAP:SMB.operating-system CONTAINS Windows 10

Yo

Cisco IP Phone 9971

OUI = Cisco, IP = xx.xx.xx.xx, CDP:cdpCachePlatform = Cisco IP Phone 9971,
DHCP:dhcp-class-identifier CONTAINS CP-9971, FQDN=test-
phone1.zeroOk.org

—_—

e ) PTTTE

HP L3 érideeP4015

OUI = HP, IP = xx.xx.xx.xx, DHCP:dhcp-class-identifier CONTAINS LaserJet,
FQDN=test-printer1.zeroOk.org,

NMAP:hrDeviceDescr CONTAINS HP LaserJet P4015

OUI = Apple, IP = xx.xx.xx.xX, IP:User-Agent contains iPad, FQDN=test-i-
pad1.zeroOk.org

Apple IPad

© 2025 Cisco and/or its affiliates. All rights reserved.
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Effect of AD Probe

Windows10-Workstation

OUI = Random, IP = xx.xx.xx.xX, dhcp-class-identifier CONTAINS MSFT,
IP:User-Agent CONTAINS Windows NT 10.0, FQDN=test-laptop1.zeroOk.org,
NMAP:SMB.operating-system CONTAINS Windows 10, AD-0OS = Windows 10

Yo

Cisco IP Phone 9971

OUI = Cisco, IP = xx.xx.xx.xx, CDP:cdpCachePlatform = Cisco IP Phone 9971,

DHCP:dhcp-class-identifier CONTAINS CP-9971, FQDN=test-
phone1.zeroOk.org

_—

HP LaserJet P4015

OUI = HP, IP = xx.xx.xx.xx, DHCP:dhcp-class-identifier CONTAINS LaserJet,

FQDN=test-printer1.zeroOk.org, SNMP:hrDeviceDescr CONTAINS HP LaserJet
P4015

Apple IPad

OUI = Apple, IP = xx.xx.xx.xX, IP:User-Agent contains iPad, FQDN=test-i-
pad1.zeroOk.org

© 2025 Cisco and/or its affiliates. All rights reserved.
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PxGrid Probe Context-in

CyberVision

PROFINET

/ Clp .. \

N ms aw ==
1. Profiling tool classifies the devices.

2. The attributes are then sent to ISE via pxGrid

3. |ISE populates the custom attributes with the ones received
via profiling pxGrid probe

‘ARMIS_

Cisco@
1K

CyberVision

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2660

MACAddress

MatchedPolicy

StaticAssignment
StaticGroupAssignment

Total Certainty Factor
assetConnectedLinks.assetDeviceType
assetConnectedLinks.assetld
assetConnectedLinks.assetlpAddress

assetConnectedLinks.assetName

00:1D:9C:CA:85:8B

Rockwell-Automation-Device

false

false

5

Switch

40109

10.195.119.22

IE4000-118-22

assetConnectedLinks.assetPortName GigabitEthernet1/2
assetDeviceType Controller
assetld 60100

assetlpAddress
assetMacAddress
assetName

assetProductid

10.195.119.38

00:1d:9c:ca:85:8b

10.195.119.38

1756-EN2TR/C 217021900

assetProtocol

CIP

assetSerialNumber

assetVendor

12174476

Rockwell Automation/Allen-Bradley

SMEDIGATE

by Claroty

]
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Wi-Fi Edge Analytics
samsune @ @

Model =-I(-:‘|alaxy S1 Model iPad Model = MacBook
OUI = Samsung Oul = Apple Oul = Apple
Apple, Samsung, and Intel ( = SISV ] = Apple iPad W [ Apple MacBook DICtlonary Attributes

Galaxy S1
devices are sharing rich y
data with the WLCs.

ISE i

( )
DEVICE_INFO_FIRMWARE_VERSION

With Catalyst 9800 WLCs ,
(I0S-XE 17.10) you can now raDiUs Acet (2
pass those attributes to ISE =
within RADIUS accounting.

DEVICE_INFO_HW_MODEL

DEVICE_INFO_MANUFACTURER_NAME

DEVICE_INFO_MODEL_NAME

DEVICE_INFO_MODEL_NUM

DEVICE_INFO_OS_VERSION

O O 0o o g od

kDEVICE_INFO_VENDOR_TYPE y

Disable the ISE Profiling Endpoint Attribute Filter to use
WiFi Device Analytics attributes in policies

]
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ISE profiles definition

Certainty

Factor
»-(e2 Class-ID: MSFT

> +10

EI User Agent: Windows
» +10
- ISE

Endpoint V=1 OS: Microsoft Windows
“ » +10

/

DHCP:dhcp-class-identifier CONTAINS MSFT

DHCP:dhcp-class-identifier CONTAINS MS-UC-Client

IP:User-Agent CONTAINS Windows

NMAP:operating-system CONTAINS Microsoft Windows

[ S S

e

Profiler Policy List » Microsoft-Workstation

Profiler Policy

Description Generic policy for Microsoft workstation

* Name Microsoft-Workstation
Policy Enabled |

* Minimum Certainty Factor 10

* Exception Action NOMNE

* Network Scan (NMAP) Action NOMNE

Create an Identity Group for the policy ()
© No,

Workstation

Parent Policy

Global Settings

System Type Cisco Provided

Rules

(Valid Range 1 to 65535 )

s, create matching ldentity Group

e existing ldentity Group hierarchy

Condition  Microsofl-WerkstationRule2Check i Then Certainty Factor Increases - 10 o

Condition Microsofi-Workstation-Rule4-Check1 i Then Certainty Factor Increases v 10 e v
If Condition Microsoft-WorkstationRule3Checlk1 v Then Certainty Factor Increases v 10 s
If Condition Microsoft-WorkstationRule1Check1 i Then Certainty Factor Increases - 10 o

© 2025 Cisco and/or its affiliates. All rights reserved.
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Profile hierarchy

v |4 Workstation

|#4 ChromeBook-Workstat
|4 FreeBSD-Workstation
> |# Linux-Workstation

> |4 Macintosh-Workstati

—>| + |4 Microsoft-Workstatic

]
)

|4 Vista-Workstation

|+ Windows10-Worksta

|+ Windows11-Worksta

|4 Windows7-Workstati
|4 Windows8-Workstati
|+ WindowsXP-Worksta

|4 OpenBSD-Workstation

© 2025 Cisco and/or its affiliates. All rights reserved.

Rules
If Condition PCLinuxOS-WorkstationRule1Cheeck1 Then Certainty Factor Increases 20
If Condition WinPlatform ~ Then Certainty Factor Increases 20
If Condition Windows7-WorkstationRule1CheckA Then Certainty Factor Increases ~ 20
Condition 0OS_X_Sierra-Workstation-Rule1-&heck1l Then Certainty Factor Increases ~ 30
If Condition  Sun-WorkstationRule1Checkl Then Certainty Factor Increases 10
If Condition 0S_X_Snowleopard-WorkstationRule... Then Certainty Factor Increases 30
If Condition Debian-WorkstationRule1Check1 ~ Then Certainty Factor Increases 20
If Condition OS_X_SnowlLeopard-WorkslationRule.. Then Certainty Factor Increases 30
If Condition Microsoft-WorkstationRule 1Checkl~ Then Certainty Factor Increases ~ 10
If Condition Microsoft-WorkstationRule3Checkd/ Then Certainty Factor Increases s 10
If Condition Microsoft-Workstation-Rule4-Cheek1 Then Certainty Factor Increases s 10
If Condition Microsoft-WorkstationRule2Checkd~ Then Certainty Factor Increases ~ 10
* Name Windows11-Workstation
Policy Enabled
[" Minimum Certainty Factor 20 ]
If Condition Windows11-Workstation-Rule5-Check1 Then Certainty Factor Increases ~ 20
If Condition  Windows11-Workstation-Rule2-Check1 Then Certainty Factor Increases ~ 20
If Condition Windows11-Workstation-Ruled-Check1 Then Certainty Factor Increases ~ 20
If Condition  Windows11-Workstation-Rule3-Check1 Then Certainty Factor Increases ~ 20

BRKSEC-2660

For one profile to be matched, the
endpoint has to match also the
profiles of all the parents in the tree!

Windows 11 has to match the conditions
for ALL the following profiles:

1. Workstation
2. Microsoft Workstations

3. Windows 11-Workstation

]
65 Cisco



ISE Feed service Updates

* Feed service updates MAC OUIls
* Feed service provides new and updated profiles

» Be careful when applying profile updates, check they do not interfere with

the profiles you have been using and your policies

« Test and create correct Policies before implementing

© 2025 Cisco and/or its affiliates. All rights reserved.

fisy
h

Warning

This will now instruct the ISE system to contact Cisco for new and updated profiles
created since the last feed service update. This will re-profile all the endpoints which

may cause an increase in system load and ca

h change the authorization policy

for some

endpoints currently connected [o the system. Do you want to contlr]ue?

Yes

BRKSEC-2660
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Cisco Al Machine Learning Profiling

Rule Creation

ML C::jtirmg Creates a rule that Active Learning
diffgrentp uniquely groups ML learns new
endooints into together endpoint labels and validates
P clusters existing labels
clusters based on
attribute data ® ® [ New Labels |
4 Cluster 2 ‘ 5 o
m _ Bosc
ISE © ® O ‘ Cﬂ — Coffee
__§ ® Machine
2 . > _ Arlo Pro
—  ~ Wireless
l \ Cam )
Atribute A p \
‘ ‘ . ‘ roue Label Validation
® Endpoint Labeling &
® o [ System recommends labels or .‘ = CV‘;?Li
customer can teach ML what to
Unknown label the endpoints in a cluster _ SLSOC:G'P

endpoints
C'J N 7980 )
s |
These are Bosch
Coffee Machines c'! C'! ‘ = Step done in the ML Cloud

]
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Review the Al Proposals

i
cisco

Bookmarks

Dashboard

Context Visibility

Operations

Identity Services Engine

Authentication

ENDPOINT CATEGORIES ©

oul

OS Types

BYOD

Identity Group

Context Visibility / Endpoints

Compliance Compromised

B o

Location Type

Classification

NETWORK DEVICES ©

Guest Vulnerable

&
(&

Device Name

No data available.

Hardware 5G More -~ Manage -~
Hide Charts
ETA (O S

B
Al PROPOSALS

There are profiling policies suggested by Cisco Al cloud
to help profile unknown endpoints on your network.

>

@ apple, inc. - 22.66%

< " ® micro...ation - 21.25%

® samsu.....ltd - 14.16% L

{ Policy
2. Administration

Work Centers ® google, inc. - 8.5%

rd
' sony ...ation - 8.5% ‘.-" 8 |
‘ 353 ® raspb...g Itd - 8.5% \ /

asust... inc. - 7.08%

~ ® unknown - 6.52%

Proposed Profiling Rules

) ® lexma... inc. - 2.83% Review —
? Interactive Features
Rows/Page 10 v 1 /136 > > ‘ Go 353 Total Rows
o Add i ANGC v Export v Import v Filter ~v E

() MAC Address Anomalous Behavior IP Address Username Hostname Location Endpoint Profile Description (o)
X MAC Address Anomalous Behavior IP Address Username Hostname Location Endpoint Profile Description C
(] 00:00:F0:0A:00:01 & 10110202~ o660 Cisco Samsung-Device 68 Si
[ 00:00:F0:0A:00:02 & 10.1.102.13 Cisco Samsung-Device Si



Choose the Proposal to View

e Identity Services Engine

J' Bookmarks
B Dashboard
I Context Visibility
‘\ Operations
(' Policy
& Administration

n Work Centers

?) Interactive Features

Endpoints > Al Proposals

Profile Unknown Endpoints with Al Proposals ™

Unknown endpoint

2

_- growp ot
endpoints |

Al Proposals (7)

Endpoint Count MFC-Endpoint Type
30 -
80 Apple-Device(100%)

Context Visibility . Endpoints

Help

TA

What are Al Proposals?

Al Proposals are a set of features that groups together endpoints with common attributes.
g It will propose classification rules and suggest relevant labels (you can also apply your
own labels). Each group can contain endpoints that are classified by existing rules and
v unknown endpoints. Each endpoint can only appear in one group.

The percentages(%) in each column represent the percentage of endpoints that are
profiled from system rules and custom rules.

Only unknown Endpoints would be profiled when you accept these rules. This would
not affect any current profiles or rules in your network.

Hide

MFC-Hardware Manufacturer MFC-Hardware Model MFC-0S Type Actions

Sony Corporation(100%) - - View Proposal

Apple, Inc.(100%) -

— View Proposal

© 2025 Cisco and/or its affiliates. All rights reserved.
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Review the proposed labels

Context Visibility . Endpoints

Proposal Details for 80 Endpoints

Rule will apply the labels to all 80 endpoints in this group where they are not already filled by a system rule.

Edit or Accept the Proposed Labels for Unknown Endpoints

The unknown endpoints in this group will be profiled as the four labels below.®
You can easily disable this rule under Profiling Policies™
You must fill in at least one label and the profiling policy name in order to move to the next step.

MFC-Endpoint Type MFC-Hardware Manufacturer
Apple-Device Apple, Inc.
MFC-Hardware Model MFC-Operating System

MFC = Multi Factor Classification

Profiling Policy Name*
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Proposed Profile Rule for Unknown

~ Download

Attribute Operator Value

equals Apple, Inc.

dhcpParameterRequestList equals 1,121, 3, 6, 15, 108, 114, 119, 252

dhcpClassldentifier matches (?i)(.*[*a-zA-Z0-9]|")apple(S|[~a-zA-Z0-9].%)

ATTRIBUTE USED IN THE RULE

Percentage: % of endpoints in this group already profiled with this information

oui Apple, Inc. 100%
dhcpParameterRequestlist 1,121, 3, 6, 15, 108, 114, 119, 252 100%
dhepClassIdentifier apple 100%

Close Reject Grouping | Accept Profiling Rule

v

Close = cancel
no changes
]
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All the MFC Attributes Can Be Used

Editor
®

Click to add an attribute

& Equal: . .
Select attribute for condition

9 =m0 |ale B 3| P @ © =
Dictionary Attribute ID Info
EndPoints Attribute ID

(] EndPoints LastAUPAcceptanceHours @

I3 EndPoints LogicalProfile O
EndPoints MFCIinfoEndpointType @
EndPoints MFCinfoHardwareManufact... @
EndPoints MFCInfoHardwareModel @
EndPoints MFCInfoOperatingSystem @

=1 EndPoints OperatingSystem ("

72



Ready to Profile!

i Identity Services Engine Policy / Policy Sets

Cisco

(] Default Default policy set Default Network Access + 13

J’ Bookmarks

= Dashboard > Authentication Policy(3)

> Authorization Policy - Local Exceptions
I Context Visibility

> Authorization Policy - Global Exceptions
‘\ Operations
~Authorization Policy(13)

[ Policy
. . Results
2. Administration
@ Status Rule Name Conditions Profiles Security Groups Hits Actions
n Work Centers
Séarch
?) Interactive Features ints- i - . ‘
f ° |OT Devices & End?omts MFCInfoEndpointType EQUALS IOT IOT_ONLY x " _|_ Select from list _|_ {@
Device
B wireless_ACLESS
Wireless Block Block_Wireless_Access Select from list {:}
° List Default AND o IdentityGroup-Name EQUALS Endpoint - - + i 7 —+ 0
Identity Groups:Blocked List
° Profiled Cisco IP o IdentityGroup-Name EQUALS Endpoint Identity Cisco_IP_Phones _|_ Select from list _|_ o {@}
Phones Groups:Profiled:Cisco-IP-Phone
(] Profiled Non [F] Non_Cisco_Profiled_Phones Non_Cisco_IP_Phones + Select from list + 0 {\é}
Cisco IP Phones - N -
) E Network _Access_AutiBRKSECoR66@ssed 73
Unknown_Compli  JFpms Cisco_Temporal_Onboard + Select from list + 0 {’Q}

ance_Redirect E Compliance_Unknown_Devices



Turning Probes Into Profiles, Profiles Into Protection

[
- Examples: DHCP-Class-Ildentifier | MAC OUI | ACIDEX Device
-
ttrIbUteS o Platform | User Agent

Profiles .SAE 8 @ @} :

SAMSUNG
. , Admin Integrations
Cisco provided \yifi edge analytics Al Proposed created o

\Authz @ ISE Authorization Policies
Segmentation 0

N
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ISE Profiling Design Guide

Cisco ISE Deployment Guides

This deployment guide is intended to provide the relevant design, configuration and operations-related guidance to deploy

Cisco Identity Services Engine (ISE) Profiling.

by Craig Hyps
ISE profiling design guide

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKSEC-2660

[ Ld
pLive o

Introduction FOR REFERENCE
i ; i o
About Cisco Identity Services Engine (ISE) .e,q Gﬁf
+ About this guide []

Cisco ISE Profiling Services
« Solution Overview
« Policy Architecture and Components
+ Scenario Overview
» Network Topology
» Guide Components
Profiling Service Requirements
+ Licensing
+ Appliance Requirements
« Network Requirements
Profiling Services Global Configuration
« ISE Profiling Global Configuration
+ Procedure 1 Configure Global Profiling Settings from the Policy Administration Node
» Enable ISE Profiling Services
« Procedure 2 Enable Profiling Services on the Policy Service Node
+ Procedure 3 Access and View the Profiling Configuration Page
Configuring Probes
« Probe Overview
» Probe Configuration
Profiling Using the RADIUS Probe
+ Configuring the RADIUS Probe
« Procedure 4 Enable the RADIUS Probe in ISE
« Procedure 5 Verify Access Device Is Configured in ISE
« Procedure 6 Verify That Access Devices Are Configured to Send RADIUS to ISE PSN
+ Procedure 7 Verify RADIUS Probe Data
Profiling Using the SNMP Trap Probe
« Configuring the SNMP Trap Probe
« Procedure 8 Enable the SNMP Trap Probe in ISE
+ Procedure 9 Add the Network Access Device to ISE
» Procedure 10 Configure Access Devices to Send SNMP Traps to ISE Policy Service Node
« Procedure 11 Verify SNMP Trap Probe Data
Profiling Using the SNMP Query Probe
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https://community.cisco.com/t5/security-knowledge-base/ise-profiling-design-guide/ta-p/3739456
https://community.cisco.com/t5/security-knowledge-base/ise-profiling-design-guide/ta-p/3739456

Behavioral vs Organizational Endpoint Information

K Common Usesx

Behavioral Organizational ‘N\;tg':ute Type
Created Date
. Prob 4 orofil + Endpoint Custom Attributes Expires Date
robes and protiing Context Visibility Input (GUI/CSV) Owner String
 Custom Attributes and endpoint Endpoint Attributg Department  String
+ Device Sensor REST API (JSON) TN Stiing /
« pxGrid Context-In  External Databases (CMDBs)
° Active Directory / LDAP EndPointPalicy STRING
« Al Analytics - pxGrid Direct (ServiceNow, etc.)

]
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Cisco ISE pxGrid Direct for CMDBs

"result": [
External Database {

(E.g., ServiceNow CMDB) "sys_import state comment": "",

imoort -log'.. """
— 2 4
"sys_updated on": "2022-05-17 10:53:53",
Sys_class name": emo  ,

" idU. nun

9 "sys_id": "00021059db6b01101£0£174b13961900", ]

? o "sys_updated by": "aacook™,

"sys_created on": "2022-05-17 10:53:53",
"sys_import_set": "ISET0011307",

SOOI GET NNAANANNS " sys_transform_map" ",
NNNNNS " sys_created_by" .- "aacook" ,
e "sys_import row": "34,285",

REST API Request
(Admin can specify APIs to
any REST compatible

"u:macaddr;ss": "05:0e:33:£3:2b:03",

"groap_t;g": "cts:security-group-tag=2774-000", ]

Server Response (JSON)

server)
3 2 Sys_target_table": ,
9 " o "sys_mod count": "0",
"u hostname": "black.williams.com",
. "import set run": "",
Cisco ISE toys_tagsti i
m NN If "u_community group": "Administration", ]
e "sys_import state™: "Pending™,
NN m "u _config item": "SNtoDataMartHolly.Allen",
SN "u_sync'i "
i Then, "u_ci_status": "Operational",
m VLAN: ~ o~~~ "u_host name™: "black.williams.com"

bodoo}

—

} alaln
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What is pxGrid Direct URL Pusher?

_________________

(
- The external server sends the API i
request to ISE in JSON format i

_________________

—— e = = = = = = = =

» The attributes are stored in the APl sent to ISE (JSON)

persistent database, not the
endpoint database (which is purged)

_________________

\

-
________

_________________

2 S
O S
0 S

Cisco ISE

-
-
-
-
—————
-
-
-
=
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@ 1dentty Seraces Engine

8 isedemol 120

1| [ Personal | ke screenshots or 3 Ollego| COIMests

ts) Dex) Disea) Dserag| 315k Demo tab| [l Topic Searct wnload Softwan, ox| C > w0 | DGt O Merski | TISDA| [ leser| [@NC Auctions Feed | Degreed My UNC Chart - Logs L Y 3 AnyConn

b |dentity Services Engine Dashboard Q

cisco

) Bookmarks Summary Endpoints Guests Vulnerability Threat

8" Dashboard

Total Endpoints Active Endpoints Rejected Endpoints Anomalous Behavior Authenticated Guests BYOD Endpoints Complianc

32480 0 0 0 0 0 0

! Context Visibility <

'\ Operations
H Policy

A Administration AUTHENT'CATIONS[ ;A i NETWORK DEVICES g & X % ENDPOINTS
Igentity Store Jentity Group Network Device Fa 150 Device Name Pe L Profile

" Work Centers

Interactive Features

21 490 ® inter...users - 99.99% 32068 ® defau...evice - 99.98% ® unknown - 98.94%
@ inter...oints - <1% ® simulator - <1% ® other - 1.06%
BYOD ENDPOINTS s SIS % ALARMS g 2 X % SYSTEM SUMMARY LS
Type Profile 1 node(s)
Severity Name Occu.. Last Occurred
ise34ai
No data available v Name
ISE Authenticat ' 1652 7 mins
3 Collection Err 376 hrs 39 m
Smart Licensing Auth 25 3 hrs 44 mins ago
BRKSEC-2660 79
° Insufficient Virtual M 28 1V hrs 22 m




Policies

CISCO Live !



ISE Policy Logic

« Start from logic you want to implement. Then translate it in technical language

» All ISE policies use the same format:

Examples:

If [ condition ] then [ result ]

"

Corporate user on
corporate PC

"

Corporate user on
BYOD

|

then

} then [ Give full access ]

[ Give partial access ]

Rules will be processed top to bottom, first match

will be applied, (as for Firewall ACL)

© 2025 Cisco and/or its affiliates. All rights reserved.
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Policy Sets

Policy sets allow to control the type of access of groups of users.

Define access policies for a specific group of
users based on any attribute from the initial
RADIUS packet.

Group similar rules (MAB vs. dot1x, SSID,
location)

Improve rules readability
Reduces configuration mistakes
Better rule processing

Network

Device Type

Location 9

Vendor/Model
@ SSID CISCO
= ooo
EB Access Type

(802.1x or MAB)

© 2025 Cisco and/or its affiliates. All rights reserved.

Status Policy Set Name Description

P )

© VPN-Policy-Set

] 1C-NAC

° Dot1x-AzureAD

(V] MDM

o BYOD

o Guest-Access

\O

Employee-agentless-Posture /

Conditions
L
OR .
B
(=]
AND ’
5
=]
AND
B
@
AND -
=]
AND
B
L
OR E
E]
®
AND

VL VIVL LULGUUI LW UMLY M LULGUUHDIIVEY 1S Y TUR I SYIvHmpan s

DEVICE-Device Type EQUALS All Device Types#VPN-Concentrators

VPN-list

DEVICE-Location EQUALS All Locations#My-Territory#US#HSanjoseH#BLDGS

Win-TC-NAC-EPs

DEVICE-Location EQUALS All Locations#My-Territory#USHSanjose#BLDGS

windows-dot1x-azure

DEVICE-Location EQUALS All Locations#My-Territory#US#Sanjose#BLDGS

MDM-endpoints

DEVICE:Location EQUALS All Locations#My-Territory#US#Sanjose#BLDGS

Win-BYOD

DEVICE-Device Type EQUALS All Device TypesH#Wireless#WLC5500
Radius-Service-Type EQUALS Call Check

Windows-guest

DEVICE-Location EQUALS All Locations#My-Territory#USHSanjose#BLDGS

Agentless-endpoints

BRKSEC-2660
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ISE Conditions

1 Radius-User-Name EQUALS hacke
AND
E EndPoints-EndPointPolicy EQUALS Workstation

[ conditions

peory LABRATS-ExternalGroups EQUALS labrats.se/Lab/PostureCheck
AND
E Session-PostureStatus NOT_EQUALS Compliant

Conditions can be combined with multiple logic (for example AND, OR, EQUALS,
CONTAINS, IS NOT etc

Example:
The endpoint has to be [ User AND machine authenticated ]
AND p .
User in AD group Employee
OR
User in AD group Corporate
AND [ User NOT in San Diego ]
]
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Conditions simplification

Pre-sets Dictionary
Condition are easy to
read and intuitive

Computer Only

IT Admin Access

Employee Access

Vendor Access

[F] WIRED-MACHINE-DOT1X

[F] WIRED-ADMIN-DOT1X

|Z| WIRED-EMPLOYEE-DOT1X

[F] WIRED-VENDOR-DOTIX

Custom created

MNew Computer

Default

D E  wired_maB

WIRED-

WIRED-

WIRED-

WIRED-

WIRED-

AD-ONLY
ADMIN-ACCESS
EMPLOYEE-ACC..

GUEST-REDIRE..

AD-ONLY

DenyAccess x

Conditions often are

o

not as intuitive

Use Compound
| Conditions and
for custom ones

Employee Access

Employee Access

[a

AN

&)

\_

pe)
Pe.

Radius Service-Type EQUALS Framed

Radius-NAS-Port-Type EQUALS Ethernet

AD1:ExternalGroups EQUALS securitydemo.net/Users/Employees

Network Access-EapTunnel EQUALS PEAP

Network Access-EapAuthentication EQUALS EAP-TLS

N

J

bl WIRED-EMPLOYEE-DOT1X

WIRED-EMPLOYEE-ACC... >

WIRED-EMPLOYEE-ACC... >

© 2025 Cisco and/or its affiliates. All rights reserved.
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Auth Policy Optimization

'Eg AD1-ExternalGroups EQUALS cts.local/Users/femployees
Policy Logic: AND OR AD1-ExternalGroups EQUALS cts.local/Users/employees-
. ® contractors
» First Match
« Top Down k= | AD1-msNPAllowDialin EQUALS true
« Skip Rule on first
negative condition match & | MDM-DeviceRegisterStatus EQUALS Registered 3. MDM
1 CERTIFICATE-Subject - Organization Unit CONTAINS e
MyOrganization 4. Certificate
. OR
©  Employee AND = [ IdentityGroup-Name EQUALS Endpoint Identity
Groups:RegisteredDevices 5.1D GrOUp
o
'Eg MyCorpSQL-Asset Type EQUALS Corporate 6 SQL Attributes
‘/ N ‘ Network Access-EapAuthentication EQUALS EAP-TLS
~
é 0 0 o AND 'Eg EndPoints-EndPointPolicy STARTS_WITH Windows7
('Y OR
‘ ‘ 'Eg EndPoints-EndPointPolicy STARTS_WITH Windows10
. -

’ E DEVICE-Location EQUALS All Locations#lUS#SanJose




Let’s make a speed Test!

Let’s process conditions in Policies as ISE does one
condition after the other in order of writing

Is the image matching the condition set?

Total stars = 10
Total Green stars = 4

Total red stars = 2

Outer shape = Red triangle



Auth Policy Optimization

BIOCk 1 { & | DEVICE-Location EQUALS All Locations#US#SanJose
e Local conditions Network Access-EapAuthentication EQUALS EAP-TLS
should be put g ~
- AND EndPoints-EndPointPolicy STARTS_WITH Windows7
before external Block 2 oR
° External |00kUp 'Eg EndPoints-EndPointPolicy STARTS_WITH Windows10
Y,
should go at the =
?nd e take N 'Eg AD1-ExternalGroups EQUALS cts.locallUsersifemployees
ime

OR AD1-ExternalGroups EQUALS cts.local/Usersfemployees-
AND AND

contractors

Block 3

'Eg AD1-msNPAllowDialin EQUALS frue

7~

1

IdentityGroup-Name EQUALS Endpoint Identity
L Groups:RegisteredDevices 6 ID GrOUp

CERTIFICATE-Subject - Organization Unit CONTAINS
MyQrganization

7. Certificate

Block 4= OR

MyCorpSQL-Asset Type EQUALS Corporate 8 SQL Attributes

T e e

MDM-DeviceRegisterStatus EQUALS Reaqistered
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Dynamic Variable Substitution

« Match conditions to unique values stored per- User/Endpoint in

v Authorization Policy internal or external ID stores (AD, LDAP, SQL, etc.)
* |SE supports custom User and Endpoint attributes
Standard
Status  Rule Name Conditions (identity groups and other conditions) Permissions
Dynamic Match Rule Radius:Calling-Station-ID MATCHES[LDAPllDepartment] Permit Access
pad
Attribute
v Advanced Attributes Settings \
Radius:Class =[ InternalEndpoin% roupPolicy

]
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Can you reorder some of the policy sets?

Review and Reorder

Policy Sets

@ Status Policy Set Name

Description

Conditions

[ Reset Policyset Hitcounts } m
Allowed Protocols [ Server Sequemc Hits [ Actions

View
(] territory-Policy-Set @ territoryEndpoints TEAP Network Access -+ 641 {O:} >
(] Intune_Integration Network Access-Protocol EQUALS RADIUS Default Network Access ! 5822 e;};‘)} >
E] MDM-endpoints Default Network Access — 667 {\6,} >
osture Policy Sets Reset Reset Policyset Hitcounts } E
@ Status Policy Set Name Description Conditions

Q(.

Review & Reorder

Posture

Intune_Integration

MDM_Azure

territory-Policy-Set

win-posture-endpoints

Network Access-Protocol EQUALS RADIUS

MDM-endpoints

territoryEndpoints

Allowed Protocols / Server Sequenc

Default Network Access

Default Network Access

Default Network Access

TEAP Network Access

Hits Lctions Vie

39734 {’9} p
5822 {‘9} p
667 i(')} p

641 {\é} b

H

© 2025 Cisco and/or its affiliates. All rights reserved.
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Who Needs an ISE Lab? You do!

Partners

© 2025 Cisco and/or its affiliates. All rights reserved.

Customers

N

i
-‘iggb

in I

/!\
/ WARNING

i \
ﬁVith every Standalone installation :

 90-day Evaluation license
 For 100 endpoints

« All Cisco ISE features

« 1 TACACS+ license

You can set up a limited deployment and test
\ill the required features in your environment /

]
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ISE Deployment and Operational Lifecycle

Deploy

VPC(s Enable APlIs Identity Stores Manage Endpoints Terminate
Networks Repositories Network Devices Reporting

VVPNs Roles Policy Sets Performance

ISE Nodes Services Endpoints pxGrid / Events

Patch + Hotpatches Certificates Portals Backup/Restore

Load Balancers Licensing Patch
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ISE Eternal Evaluation ISE Eternal Evaluation for Your Lab
e

‘(;/2 https://qithub.com/Thomas/ISE_Ansible_Sandbox '3 o

' ISE ® i

Cisco ISE playbooks and roles for ISE automated deployment and configuration in labs and
demos, beginning with the ISE Eternal Evaluation (ISEEE)

# main ~ ¥ 1branch  © 0 tags

:= README.md Q 1homas Removed broken default

B images

Cisco Identity Services Engine (ISE) playbooks and roles for ISE automated deployment and configuration in
labs and demos. Also featured in the Cisco ISE Webinar, ISE Eternal Evaluation for Your Lab.

inventory
roles

templates

o Ansible
playbooks

Quick Start

1. Clone this repository:

git clone https://github.com/1lhomas/ISE_Ansible_Sandbox.git .gitignore

2. Install a local Python virtual environment with Ansible and other required packages:
README.md

python_environment_install.sh ansible.cfg

aws.ec2_show.yaml
1. Installing Ansible using Linux packages ( sudo apt install ansible ) may info in a much older
version of Ansible being installed. | Installing Ansible with Python packages will get you the latest.
. If you have any problems installing Python or Ansible, see Installing Ansible.

aws.show.yaml

dcloud.ise_sandbox.yaml

]
]
]
]
]
O
[ LICENSEtxt
0
O
O
O
0
O

devnet.devnetsandboxise.yam|
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Deployment Modes

Monitor Mode ( Visibility)

File ISE
Servers

=
=
=
=
©

()

o,
'
\J

Camp‘us Network

Port Open
Unconditionally ¥

Pass / Failed
Authentication

authentication open

No impact to existing network

© 2025 Cisco and/or its affiliates. All rights reserved.

Low-Impact Mode
(Visibility and Control)

DHCP DNS I File

Servers Servers
=
=
=
©

/
Campus l&letwork

PREAUTH ACL

permit eap dhcp dns v\ permitip any dens
deny any y
S
() o
Before After

Authentication  Authentication

ip access—-group PRE-AUTH in
authentication open

Begin to control and
differentiate access

BRKSEC-2660

Closed Mode
(Visibility and Control)

File
ISE Servers

A 2l==lg
===
=HI=lE

e = |8

©

7

/

/
U
/

Campus Netylork
2

Only EAP

Allowed 1
0y

C

Before After
Authentication Authentication

* Not everyone needs Closed Mode

No access at all before
authentication

95
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Utilizing Policy Sets with Modes

« When deploying leverage Network Device Groups
 Move devices in and out while the deployment progresses

VPN

N\

Monitor Wired Access

Low Impact

Closed Mode

~N

J

DEVICE-Device Type EQUALS All
Device Types#ASA-VPN-gateways

GEVICE-MOde \

Default Network Access N
& EQUALS Mode#tMonitorMode ed ‘

Default Network Access <X] v —+

DEVICE-Mode

Default Network Access T
& EQUALS Mode#Lowlmpact & ‘

DEVICE-Mode

QQUALS Mode#ClosedMode /

Default Network Access <X] v —

© 2025 Cisco and/or its affiliates. All rights reserved.
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User involvement

User Communication before
and after ISE rollout

cisco Corporate Communications

WIRED IN?

0 better protect our electronic information and data

all davices hard-wired into the C wk

require a CEC 1D and password

SJC12 1st Floor APR17

458 PM @ JUL 82016

© 2025 Cisco and/or its affiliates. All rights reserved.

athearle,
CISCO

What are we doing ?

Wired Authentication Support Page

Your workstation is

IT Network Services are implementing 802.1x Authentication on the Wired Network in Cisco offices to bring it in line with the
Wireless and CVO networks and adhere to Cisco's Network Access Policy. So that individuals with physical access to Cisco network
ports cannot access Cisco data and potentially compromise Cisco's network from inside the network perimeter.

What is 802.1x ?

IEEE 802.1X is an |IEEE Standard for Port-based Network Access Control (PNAC). It is part of the |IEEE 802.1 group of networking
protocols. It provides an authentication mechanism to devices wishing to attach to a LAN or WLAN.

What do | need to do ?

Cisco IT Managed devices should have 802.1x enabled on them already. If not — please see support instructions below...

R %

’
i L

Cisco Managed Windows Mac
Laptops Laptops

gl

.38
o L =

Personal devices
(Apple TVs, PlayStation
etc.)

ESXi, and APs

802.1x exception
requests

Routers, Switches,

£0,

Remote Desktops
Windows Only

Onsite (In-Office) -

Patching

Linux / Unix
workstations

*:,’-L‘j

Demo/Training
devices

Voice/Video
Endpoints

Password
Management

Non IT Managed
Printers

egen

Ceneric Users

BRKSEC-2660
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Supporting ISE After Deployment

* Train Your Support with A Playbook for
common ISSUEes

 Document as much as possible!

vPolicy Configuration

vSupplicant Configuration

vNetwork Access Devices
« Many document templates available on ISE Communities

co and/or its affiliates. All rights reserved. ... BRKSEC -2660 99 CiIsco
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Deploying any network access
control solution is crucial

but it isn’t easy....

Proper planning is essential to
any successful development.

lllllllll
CCCCCCCCCCCCCCCCCCC



Technical Session Surveys

« Compliments ©
 What you liked
* Suggestions?

105

'
© 2025 Cisco and/or its affiliates. All rights reserved. ... BRKSEC-2660 102  CclIsco




Cisco ISE Resources

Consolidated list of resources @ =

cs.co/ise-resources
Community Q&A

cs.co/ise-community

Recorded webinars and other

videos
cs.co/ise-videos

Integration Guides
cs.co/ise-quides

Licensing Guide
cs.col/ise-licensing

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco ISE & NAC Resources

[ ]
Live E

FOR REFERENCE

aaaaa > @ 135846 Q110 0 0 Croste e cusmnan
CEEEED €& €& Oiscusson Q) Vides
O bioa
0 bacument
0 tharmas [+ 2

uuuuuuuuuu

Start LR

- Downlgad ISE Sof

+ Patch your |SF Deployment Cisco ISE HRUSU TN -

« Configure WTP s identity Services Engine - %
Configure a repositary
Schedule Backug: ISE wi reat Centric

« Integrate Active Directory e

« Setup Network Device Grouns

« Configure Posture Undates dCloud past Webinar

« How to Ask The Community for Help o resources list %

Software

+ Download 1SE Software & Patches

+ How to Get ISE Evabuation Software & Licenses Commisnity Helping
+ How to Submit an ISE Feature or Enhancement Request Community

+ How to Get Softwarg Release Notifications H

@CiscolSENetworkSecurity =
16.8K subscribers ISE Webinars

@ Cisco ISE - Identity Services Engine
ISE

u Yu uTuhe Cisco ISE - Identity Services Engine

57 videos 5,063 views Last updated on Dec 14, 2022
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http://cs.co/ise-resources
http://cs.co/ise-community
http://cs.co/ise-videos
http://cs.co/ise-guides
http://cs.co/ise-licensing

e e q :
= FIND A COMMUNITY clsco Cisco Community

This board

Ask The Community

o ¥

E i m nn n - t =1

- / C S C O I S e C O u I Technology & Support For Partners Customer Connection Webex Events Members & Recognition
«» _ Technobogy 8 Supen_

“ ) ElscoiCammufity Technology and Support Security / Network Access Control

How to Ask the Community for Help

an 5 T deployment questions.
ease contact the TAC! We will not commeng or assist with your TAC case in these forums.
ee How to Ask the Community for Help for other best practices.
Network Access Control
a Question
Cisco Access Control Server (ACS), Identity Services Engine (ISE), Zero Trust Workplace

Labels Next >

This comn;
For production deployment is:

Create
+ Discussion + Blog + Document

. C itV i C AAA (16051) . cces Cono Server () (287) J A (10) | AmcComect () § APl (30) )
The Community is Not TA Aopiance 25

[ ) C d 1 Catalyst Wireless Controllers (1) Cisco Firepower Device Ma... (2) Find more resources
No Comment on Roadmaps or Fixes

* New Features and Feedback yiip. i

: G < 1939  Next > & Documents Gallery
. . o
° P d D t I Events
rOVI e e a I S 0 ISE 3.0 patch 4, Cat sw 9200 7.3.1 Wire Redirect fail 0 o £ New Community Member
. ? by KelvinT % on 01-26-2022 12:19 PM - Latest post on 01-26-2022 03:49 PM by @ Arne e . : » Guide
 Goal/Scenario? s
[ ] NAD H a rd Wa re & SOftwa re ? O MAB / Voice Authentication % 4 5 274 Featured Projects
by wizi ©% on 01-21-2022 02:05 PM - Latest post on 01-26-2022 03:17 PM by @ Arne Bier g : ;
L] . o
« Endpoint OS(es)? :
cisco ise 2.3 command set & shell profile can work together? §
[ ] B rowse r(S) ? O Dy‘ shlomoi ™% on 01-24-2022 09:54 AM - Latest post on 01-26-2022 01:56 PM by Greg 4 > 1?4 Froii ‘Smefu[ Firewalling to Next
L] g Gibbe Generation Firewall
 Reproducibility (expected vs actual) o | [
recommended thresholds
° Pictu reS and Video! by shubhampatki1994 ™ on 01-26-2022 10:05 AM REPLIE A
O v ISE 2.6 Licensing Reports ‘

by rsharp001 % on 01-12-2021 10:43 AM - Latest post on 01-26-2022 05:06 AM by
PERI_Admin :*

The Importance of the Human

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2660 104 CiIsco



Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

2o
0Q

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

N
Complete your surveys
in the Cisco Live
mobile app.
Y,

© 2025 Cisco and/or its affiliates. All rights reserved.
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(1

Book your one-on-one
Meet the Engineer
meeting

N
[%:] tDl@
0000 V1Y
MNMMM
Attend the interactive Visit the On-Demand
education with DevNet, Library for more
Capture the Flag, and sessions at
Walk-in Labs www.Ciscol.ive.com/
on-demand
J
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