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Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session

How

G Find this session in the Cisco Live Mobile App
o Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

Q Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until June 13, 2025.
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Introduction

20+ years of experience in technology development and
management

User centered product development champion

]
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It Is A New Era

70% of organizations are planning to employe multiple
clouds*®

Applications

Users All

Networks distributed

Enterprises don’t own the end-to-end
infrastructure.

*Source: IDC Future Enterprise Resiliency & Spending Survey Wave 5, IDC, June 2022, Worldwide n=832 weighted

ol I i I [N
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Service observability is top of mind for IT

86% S 5%

>ee having a consistent operational Say they value simplicity Of users feel digital services

mod_el across on-prem, pri_vate cloud, when it comes to technology should work perfectly
public cloud, and SaaS as important management

N
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Business Impact of Poor Digital Experience

Uptime Institute: 2022
Outage Analysis

IHS: The Cost of Server,
Application, and
Network Downtime

Dun & Bradstreet:
Assessing the Financial
Cost of Downtime

IBM Global Services;
IDC: DevOps and the
Cost of Downtime

© 2025 Cisco and/or its affiliates. All rights reserved.

« Downtime cause loss of business

and productivity

« Colocation, operators, providers

can be source of major outages

« Frustrated users SSS

Avg downtime Outages *

per week 2

1.6 hrs.| /0%

BRKSEC-2772

$700B

Annual Business
Loss

1hr of downtime
for critical app
costs 4

ST1M-5M+

|||l|l|l|
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Intelligent Visibility and Control is Crucial

]
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Data Centric Monitoring

Focus on collection, analysis and
visualization

The Gartner Data-Centric Network Monitoring Framework

o TN
e — _’g Collects vast amount of data and

2] MevicDaa  Data Hub/Lake process to identify pattern, anomalies,
o TN | issues
o - Analytics Tool Visualization
acket Data
5]  configurationData | — Primarily reactive with human
Decision in rven i N
o T © S terventio

source: Gartner

Gartner Intelligent analysis with ML

Can handle large volume of data

]
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How Is Al Different From Regular Algorithms?

Regular Algorithms

&4 Artificial
% Intelligence (Al)
Input Input

Learning-Based

Rule-Based

Deterministic

Self-Improve

Output



Cisco Secure
Access Overview
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Introducing Cisco Secure Access

Converged cloud-native security grounded in zero trust

@
Users 090
Everywhere sl

é} Internet

Managed and Dﬂ\ /C[/TSD SaaS & Al apps
unmanaged Sl Secure Access o emihere
devices — 3

Protect users and
things as they securely

G Traditional
connect (D .
private apps
6
loT devices 9 - Modern
[‘[l—j private

apps




Secure Access Service Edge (SASE) Components

SD-WAN Duo MFA/ CSPM
SSO




Unified Cloud Architecture

Universal Traffic Acquisition & Single Data Path

o Classify Traffic
o)

et rivate Public e —

8 CASB [ SaaS Applications ]
%]

>

9

- > O —>— E>

o > Secure

sl Access . eeroen

gy

O

&=

= .':

= Decryption IPS

o ++++++

5 DLP L3-7 FWaaS

o User Source SGT

O

< Posture App

Backhaul
Gateway

]
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Experience Insights

Digital Experience Monitoring for
Secure Access




Secure Access Experience Insights

Monitor digital experience with single agent and
management portal

Number of endpoints 17671 Endpoints health status
1,183 72 279 976
Connected to Secure Access Unhealthy © Atrisk © Healthy @
Al | [ unheaithy [l Atrisk | Heaithy
United
Kingcorm Belarus
Irek Poland
o Germ:
U‘\'m"[‘
Austria
France
G - ;
° Italy
United States Bresce
Portuga
@ yria A
ignal Qualit i
Morocco 4 +
72 %
Igeria —
(Re n jth |
R oster -62 dBm
Mexico Sahans
1 ! R
Signal Quality
User name Location Health status Device name ThousandEyes license ( Latency (0 Jitter Loss (0 WiFi BSSID (Basic Service Set Identifier) Memory
00:1A:2B:3C:4D:5E
Lee Wetherspoon Cary, North Carolina, US © Unhealthy LAPTOP-LEE-FQ7V Advantage 34ms 15ms 0.00% 72% 56.00%

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco

Thousand

Local Device

Internet and Network
Path

Collaboration Application

SaaS Performance

]
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End-to-end visibility with Digital Experience Monitoring

Client

v

O
7 )

VERIFYING

PERFORMANCE

WiFi Broadband

v v

= | ——( &

AR

VERIFYING VERIFYING
PERFORMANCE PERFORMANCE

Network

v

VERIFYING
PERFORMANCE

evene ATET =

Top Deals/Account Forecast

Biggest Open Deals
Dpportunity Name Sum of Amount
Vand Enterprises, Inc. -
55K

Advanced
Interconnections Corp -
130K

JAdvanced
Interconnections Corp -
97K

Advanced
Interconnections Corp -
80K

AUR|

Allied Technologies - 35K
United Partners - 61K*

salesforce

Username L “S6o,

trailhead@sfmobileapp.com 1$130,

it o
eecescscece

tions Corp -

a ‘m"‘

ers - 61K’ 1861,

© Remember me where we need to focus

Forgot Your Password? Use Custom Domain

© 2020 salesforce.com, inc. All rights reserved. | Privacy

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco

Remote Worker Use Case Thousand

Is it the
transit ISP?

e CISCO SASE ~N
r——— CISCO SECURE ACCESS —mmm ;Q
. ""I Is it the
() () . o
. it ﬁ Internet Application?
DNS Secure web Cloud access
Is it the Public / private apps | | security gateway SeCL(er:iR/Stg)Oker
wr - —o— Yy
DNS / HTTP / HTTPS - u A Q On-prem apps
- - [———)
Adaptive Device posture Behavior Clientless
MFA and health analytics remote access o
. J
i N J
Remote worker e
DIA
I [ the Mo s snnnieseestsnnt e a Rttt 22t e oo oo oo oo e e oo+ oeooeoeoee : SaaS

network? :
Is it Secure

Access? Is it the SaaS

app?
Is it the ISP? =

]
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Start Troubleshooting on the Map

District of Columbia, US
A 1 AtRisk

[ Q Search by user name ] [ Select location v ] [ Select health status v ]
User name Location Health status ©  Device name ThousandEyes Latency & Jitter © Loss & WiFi © Ethernet & CPU Memory 0s Test time © (o))
agent version

esdumanl Seattle, A AtRisk ESDUMANL-M- 2.31 50 ms 20ms 0.00% 100% - 26.78% 87.26% macOS 15.5 May 23, 2025
Washington, US 7MIW Sequoia 11:27AM

omega-0 District of e Offline omega-0-vm 2.31 —_ —_ - - —_ _ - Microsoft -
Columbia, US Windows 11 Pro

omega-1 District of A At Risk omega-1-vm 2.31 3ms 0ms 0.00% —_ 50000 Mbps 28.81% 81.19% Microsoft May 23, 2025
Columbia, US Windows 11 Pro 11:28AM

alaln
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2772 20 Cisco



Detailed User/Device Information

< Experience Insights

Omega1

Explore device performance metrics, connection quality to application cloud and collaboration
tools. Monitor real-time CPU, memory, Wi-Fi strength, and view summarized security and
application events for user safety. Help 7

Last updated May 23, 2025, 11:30

Summary

User Details

Email avasilko+omegauseri@cisco.com 7

Identity Provider okta

Hostname omega-1-vm

Groups —

Devices © 1connected @ 0 disconnected
Security @ [ Last 24 hours )

User-associated rules

| 2 Search | | Action ~

2rules
# Rule name Action Hits
1 Access TestTitans private app © Allowed 10
3 For all private access @ Blocked 33

1-20f2 < >

Device Details

Operating system
Public IP address
Secure Client version
Last connected

Last location

ThousandEyes Endpoint License

Microsoft Windows 11 Pro
172.191.203.3

519

May 23, 2025 11:20:50
District of Columbia, US

Advantage

Endpoint posture ©

Client-based Zero Trust Access

= tatus Dievice firewsall
@ Enrolled (Expires in 30 days) @ Running platform-native firewall
Last certificate issue Disk encryption

Mar 14 2023 08:14:3

ZTA module version

5.5.01023

Mar 14 2023 08:14:35

Mar 14 2023 0841

Client-based Zero Trust Access
Certificate status

Last certificate issue

ZTA module version

Last configuration sync

Blocked Events 33 ~" 100% from last 24 hours View all
28
21
14
7]
0 = I
11:00, Thu 14:00, Thu 17:00, Thu 20:00, Thu 23:00, Thu 02:00, Fri 05:00, Fri 08:00, Fri 11:00, Fri
Allowed Events 10 -~ 100% from last 24 hours View all
10 -
s
s
ad
24
] 1
11:00, Thu 14,00, Thu 1700, Thu 20.00, Thu 2300, Thu 02:00, Fri 05:00, Fri 08:00, Fri 11:00, Fri

© Mot running (Posture profile requires any disk encryption
product on the endpoint)

Endpaint security agent
@ Running CrowdStrike Falcon Sensor 4,25.8705.0

@ Enrolled
@ Enrolled (Expires in 32 days)

May 20, 2025 12:55:39
5191200

May 23, 2025 11:22:57

21
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Endpoint Health and Network Segment

Performance

Endpoint health

Ethernet Speed
50000 Mbps - 0.0 % mean

Top processes Top processes

CPU Usage
11.66 %  17.1 % mean

Memory Usage
87.72 % -~ 6.5 % mean

ZTA Internet

Cisco Secure Access

7 View details in ThousandEyes

Applications

omega-1-vm
Model
Manufacturer
05 Version
Kernel

Endpoint Agent
Version
Public IP Address

Private |P Address

DNS Servers

Reset
Segment visualization All ~
Agent Connection Gateway
omega-1-vm 10.0.01
Agent Connection Gateway ZTA Internet Applications

Virtual Machine Agent Score 83.6%
Microsoft Corporation CPU 35.3%
Microsoft Windows 11 Pro Memory B4.8%
10.0.26100

2.3

172.191.203.3
10.0.0.5

168.63.129.16

() (@)
S N~

Powered by ThousandEyes

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKSEC-2772

22

]
Cisco



Network Segment Visualized

End to End Visibility

Segment visualization All v

Agent

VTAMILRA-M-KMJ6

Connection

Unknown SSID - VTA...

Gateway

192.168.50.1

(V] 7 @
=) )
Agent Connection Gateway VPN Internet Applications

VTAMILRA-M-KMJ6
Model Mac15,7
Manufacturer Apple, Inc.
OS Version Version 15.4 (Build 24E248)
Kernel Darwin 24.4.0
Endpoint Agent 1.240.2
Version
Public IP Address 151.186.183.87
Private IP Address 192.168.50.139

DNS Servers

© 2025 Cisco and/or its affiliates. All rights reserved.

171.70.168.183, 173.36.131.10

VPN

Cisco AnyConnect

(=3
O/

Agent Score
CPU

Memory

Internet

99.4%
7.9%
76.4%

BRKSEC-2772

? View details in ThousandEyes

Applications

@

Powered by ThousandEyes

23
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Create Synthetic Tests

Endpoint tests

Pawe by Thousand

Help

Endpoint license usage

increase test capacity, see Help. 7

The number of endpoint tests you can run is based on your ThousandEyes license. For tips to

Simulate the user path to sites and applications using real traffic to gain insights into performance issues.

License type Tests per endpoint Active/total licenses Usage
Embedded 2 tests 0/25 0%
Essentials 4 tests 0/5 0%
Advantage 10 tests 3/5 — 60%
8 Endpoint tests

8 Running ° 0 Disabled °

, Search by test name
O Status Test name Test type Target Running endpoints Last modified ]
O @ Running Facebook Scheduled HTTP http://www.facebook.com All 2025-05-14T22:57:21Z
O @ Running Google Scheduled network google.com All 2025-01-06T13:42:412
I:I @ Running MyPrivateApp Scheduled HTTP http://10.207.47.60 All 2025-01-06T13:45:242
|:| © Running Web App Test Scheduled HTTP https:/fwww.facebook.com All 2024-11-21T722:51:437
O @ Running Webex Scheduled network webex.com 1 agents 2025-05-14T18:18:132

© 2025 Cisco and/or its affiliates. All rights reserved.
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Collaboration Application Performance

How is the Webex experience?

Collaboration Application Summary @

Webex Application Score Latency Jitter Loss
1 00.0% “% 0.0% mean 35!0 ms Mo change 3.0 ms ~* 1.0 ms 0.0% No change

Application score attributes

Wed, May 22, 2024 1 PM UTC
Latency © 99 ms

[REmc:tE Worker Use Ca:e]

Jitter ©

Loss ©




Al Insights

csco Secure Access

*.

Cisco Security

Home

»

Connect

=

Resources

Secure

(O]
Experience
Insights

Q
Manitor

Workflows

Experience Insights

Powered by ThousandEye

Experience Insights brings together employee digital experience data so you can understand their journey
to Secure Access and corporate resources. Get a comprehensive view into their device and network
behavior to identify and resolve issues faster and make informed decisions on how to improve those

interactions. Help [
Last updated Jun 01, 2024 08:33

Summary Al Insights

Al Generated Action Center

Latency Alert Summary

Our analysis has identified significant latency issues across multiple
endpoints. Immediate action is recommended to prevent further degradation
of network performance.

o=
109

devices

B 70 devices (30 ms to 100 ms latency)
B 22 devices (75 ms to 90 ms latency)

B 17 devices (68 ms to 90 ms latency)

’ O' Investigate latency issues ]

Unhealthy Regions Detected & 1850/4500

Our analysis indicates that the following regions have more than 76%
unhealthy endpoints, suggesting significant regional issues that need
Immediate attention.

800
750
500
S0 290
260
o]
United Kingdem Germany San Jose, CA Brazil

[ O Review unhealthy region }

Q | Nik
Network Administrator

Worst Performing SaaS Applications

QOur analysis identifies the following SaaS applications with the worst
performance, significantly impacting user productivity.

BTG Seoeorimseseuiattn st aamianin e S e e S e ot R S L
230
198
101
- I
Monday.com SharePaint DocuSign

[O‘ View detailed performance ]

The Al Assistant may display inaccurate information. Make sure to verify the responses. View our FAQs to learn more.

® 2024 Cisco Systems, Inc.

Privacy policy Terms of service



Unleashing the Power of
Agentic Al:

Transforming IT Operations

CISCO Live !



Simple LM vs Agentic Al

Simple LM Agentic Al

Autonomous

Reactive With no instructions

Rely on Queries Autonomy

_ Dynamically decide
Based on predefined

) what, when and how
queries
. Complex, dynamic
Simpler tasks Complexity P tasksy
Customer Support Autonomous vehicles

Content Creation Robotics Automation

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2772 28 CIsco



Characteristics of Agents

Proactive Behaviour

- -
Je &€
~ec
R —
Autonomy Reactivity
Learning and Adaptability Reasoning

)

o O
M

Communication

© 2025 Cisco and/or its affiliates. All rights resel
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Characteristics of Agents
AUTONOMY

LA (N
58°5¢
e
Reactivity Proactive Behaviour
@) &) =)
N
Reasoning Communication

Learning and Adaptability

\

d alualn
© 2025 Cisco and/or its affiliates. All ri 30 cisco



Characteristics of Agents
REACTIVITY

4 N\ ( )

&
R —
Autonomy Proactive Behaviour

&) 2

Reasoning

@

Learning and Adaptability

Communication

CCCCC



Characteristics of Agents
PROACTIVE BEHAVIOR

(Goal-Orientation): The ability to take initiative and work towards specific objectives.

- L1 \
R — m
Autonomy Reactivity Proactive Behavior
@) &) I
r
Learning and Adaptability Reasoning Communication

DU LK AN
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2772 32 CiIsco



Characteristics of Agents
LEARNING AND ADAPTABILITY

The capability to learn from experience and improve performance over time.

- AFC
38°%¢
S
R —
Autonomy Reactivity Proactive Behaviour

g &) 2

Learning and Adaptability Reasoning Communication

]
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Autonomy

@

Learning and Adaptability

© 2025 Cisco an

d/or its affiliates. All rig

Characteristics of Agents
REASONING

()
Jnh
DC',U,OC
@)

) (

Proactive Behaviour

)

o O
M

Communication

34
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Characteristics of Agents
COMMUNICATION

- 25 N
52°%¢
Y -Ng
R —
Autonomy Reactivity Proactive Behaviour

@

Learning and Adaptability

2

Reasoning

d alualn
© 2025 Cisco and/or its affiliates. All ri 35 cisco



Agentic Al Conceptual Architecture

Actions Triggered Within SASE Control Plane

SASE Control
Plane

Config/Policy

SASE Infra ‘

LLM

Coordinator Agent

VN

Agent Agent Agent
+ LLM + LLM + LLM

Kafka/OTEL/etc

= o

Config Files, Logs, Telemetry, Packet Traces, Events

© 2025 Cisco and/or its affiliates. All rights reserved.

A

Agent Agent Agent

+ LLM + LLM + LLM

LDAP HRMS DN.S
Configs

Organization Specific Info

BRKSEC-2772

Agent Agent
+ LLM + LLM

Vulnerability | Regulatory/
Database Legal

External Data Sources

]
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Key Focus Areas for Al Agents
in SASE Networks

Cross-Domain Correlation & Autonomous Configuration & Policy
Decisioning Management

Integrate real-time data across security, Leverage Al to auto-generate, validate, and

networking, and apps for unified decisions that deploy network configs and policies, cutting

boost threat detection and performance. errors and speeding compliance.

Anomaly Detection & Response Incident Management & Response

Apply machine learning to spot unusual Use smart monitoring to quickly detect,

patterns fast, triggering quick containment and
keeping networks healthy.

prioritize, and automate threat remediation,
reducing downtime.

Self-Healing Networks

Perform real-time health checks with
autonomous fixes to detect anomalies,
optimize traffic, and maintain seamless

service.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2772 37 CIsco



Cisco Al Assistant

Generative Al-Powered conversational interface
for increasing productivity

]
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Policy Creation SKill

Block Finance from Gambling &

QO Al Assistant

Click Add rule to add rules to the Access policy. Rules added here use default
security settings and are disabled by default.

Access: Internet

« Convert natural language prompts i @ s
into security policies

Destinations: Gambling

oo

You

» Create single or multiple rules at a
time

Block Finance from Gambling and Allow Engineering access to Jira 74

QO Al Assistant

Click Add rule to add rules to the Access policy. Rules added here use default

* ASS I Sta nt can I nfe r th € type Of Let the Cisco Assistant help you! security settings and are disabled by default.

Just type your request and let the Assistant simplify your work!

access needed

Create a single rule Create multiple rules Action:
Allow <User> and <User Group> access to <Private Resource> Allow <User Group> and Block
Sources: finance

L L
° I h e ru Ie IS d Isa b I ed b d efa u It Deploying a Resource Connector: A How-To Guide Understanding Experience] Destinations: Gambling
How do | deploy a resource connector in AWS? What is Experience Insights and|

Q
@
5]
Q
=

. . . Add a rule or ask the Al sistant a question Access: Private
« Simplify and speed up rule creation e || A ©
by 7 O% Destinations:
Endpoint Requirements v
“Allow Lee oo

access to
Jira”

“Allow HR access to Workday
“Block Finance and Block Engineering access

access to to Streaming Video

Gambling sites”

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2772 CiIsco



Policy Optimization Skill

Optimize your Access Policy

» |dentify an
rules

« Remove unnecessary an
ineffective rules

© 2025 Cisco and/or its affiliates. All rights reserved.

ceess x +

Cisco Secure

&« C @ dashboard.sse.cisco.com/page-ur Yo

s Secure Access

« Internet access rules apply to traffic to public internet sites from devices that are on youl
#' Connect network or that your organization manages. Private access rules apply to users and
ssing applications and other resources on your internal network. Secure
H Resources. Access applies the first rule in the list that matches traffic. Help [3
Cisco Al Assistant ] X
) secure
o Al Assistant
Access policy optimization scan complete. Anomalies detected: 11 duplicate rules found.
‘ Admin fize view
& Workfloy [l 11 duplicate rules us @
B ouplicate rute selected  Selectall |
|
13 Engineering, Finance, HR access Private App 1, Private App  Private Access + Tof 2duplicaterules  ~
Action: Allow | Last modified: July 13,2024 | Status: Enabled |
Sources: UserA UserB ContractorA HRGroup EUGroup EmployeeA ContractorB  Jim Morrison  Janis Joplin  KurtCobain  +3 |
Destinations: ~ Private Application A Jira Mira  US Categories Block ~ Czech Republic Categories Block ~ Confluence  Figma
|
>
2Duplicate rules ( Selectall
|
D 881 Employee A access to Private Application Action: Allow | Last modified: July 4, 2024 Status: Enabled
882 Employee A access to Private Application 2 Action: Allow | Last modified: June 3,2024 | Status: Disabled
14 Sales, Finance, HR access Private App 1, Private App 2 Private Access 5 duplicate rules
Action: Allow | Last modified: July 13,2024 | Status: Enabled
48 Contractors access Private Resource Group  Private Access 2 duplicate rules &
Action: Allew | Last modified: July 13, 2024 | Status: Enabled
Add a rule or ask the istant a questior
onfirm information by reviewing the source.
@ 2024 Cisco Systems, Inc. Privacy policy  Terms of ser

Last login ve your feedback

about 2 hours ago from your current IP address

Current session started

bt 3 hours ana

BRKSEC-2772 40




Al Powered Private Resource Discovery

= Private Resource Discovery

gestions to define Private Re sedonr

ourc usage d

on your network

can understand what resources users use most 1 make informed de ons on
to improve the end-user experience and maintain robust security standards for those

esources.

Connect . PE—
Suggestions Last 30 days v |

- Private Reso

Resources

- Shadow IT Visibility | ®

Secure

o v 83 Suggestions

Experience

- - - . Insights
I Network Address (
+ Insight-Driven Decisions '

Q O Host Address Port Protocol * #Users © - Total Hits © -

Monitor
D > global.sglserver.acme.com 8443 TCP > HTTPS 4345 45,231
|Vj external.deel.acme.com 8080 TCP > HTTPS 4154 34,275

0
P - S - M Admin D 192.168.10.52 53 UDP > DNS 3589 24138
[
roactive Security Management =

) acme-dev.atlassian.net 8443 TCP > HTTPS 4345 19,231

e
Workflows [:] 192.168.10.54 3360 TCP 2487 16,634
] printpool.us.acme.com 8443 TCP > HTTP 1587 14,259
[:] 192.168.108.52 8443 TCP 1569 8256
( 1 remoteserver.proxy.acm... 8443 SSH 874 7644
[:J 192.138.1.32 8443 TCP 633 7087
O certman.acme . com 8443 TCP > HTTPS 458 458

]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2772 41 CiIsco



In-Product Support/Escalation SKill

File TAC cases without leaving Secure Access

Al Assistant £ v X
[ New thread
You
TTTTT Show me case details for SR 691979843
IIIIIIIII y disk utili. n was f.
How do | create a basic security... ® Al Assistant
y acce s d
Al Assistant Q9

How do | update my Cisct

O Al Assistant

Here ar

c

sssssss

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2772

Create TAC Cases by
conversing in Natural Language

Ask for details about specific
TAC Cases

]
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Troubleshooting SKkill

O Al Assistant 11:08 am

Event analysis:

Based on the information provided, here are the possible reasons why Lee Meadows
cannot access Jira2:

+ A ZTA block event occurred for Lee Meadows

« A Resource Connector 2 connection was issue for Lee Meadows ° Private App ACCGSS |SsueS

Note that these are possible reasons only, and further investigation may be required to
determine the exact cause.

e Multi Agent

Sources: Lee Meadows (Imeadows@abc.com) ~

“Why can’t Lee
Parker access Jira”

~  Resource Connector @ Block

ZTA Access failure analysis 1Block
cce ilur ysis @ 1Bloc You &
(‘l’) v Device Enroliment Why can't Lee Meadows access Jira2?
L]

© ~ ccesspoicy » Faster to Resolution

| O Al Assistant THBED
© v Endpoint Posture | have identified the user Lee Meadows with email address Imeadows@abc.com and

| Jira 2 (Office Productivity App) in our system. Verify settings in the event details section
? v User Authentication and then click Analyze events.

~ DNS .

(T) Event details
© v IPsProfile

o)

Destinations: Jira 2 (Office productivity app) v

Prompts:

Device type:

<

<
— J _JL _JL__JL_ _J

Connection Type: [ ZTNA

Devices: Lee-mac-C4605 (ZTNA)

Analyze event

]
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ocumentation Summarization Skill

'Ic||ls'xl:‘oh Secure Access Q Naveen Elango

Overview

The Overview dashboard displays status, usage, and health metrics for your organization. Use this information to address security threats and

a « Streamlined documentation experience

Home Cisco Al Assistant P 4

5 ¢ Y « Answers within the Secure Access

Experience You

Insights
N How do | deploy a resource connector in AWS? 73 DaS h boa rd
*
Ci t .
onnee O Al Assistant . . .
- * Linked citations
Sure, | can help with that. Here's a high-level procedure to deploy a resource connector in Amazon Web
Resources Services (AWS).
i L Prerequisites
Secure 1 Before you start, make sure you have:
+ An AWS account.
Q « A supported architecture (Intel x86_64 or AMD64).
Monitor ! = The required instance type for deployments in production environments: C5.xlarge. fent
d « Created the connector group in the region nearest to your geographical location.
« Obtained the connector image from the AWS marketplace. ased
° « Copied the provisioning key for the specific connector group.
Admin ‘
ad
| |
e
Workflows

-

8
19 MB I I I
0.0MB = = I - I Select All

04:00 - @500 - OW@D - TE30I0 - THMD - TEED - 27D - Ai00 - 03:00

]
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of outages are from

O . . -
7 5/0 misconfigurations

Gartner
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Intelligent Policy Verification

Review your selections for the posture profile.

Operating System
i0S and Mac OS X allowed

Firewall Configuration changes
Require for Windows

Impact assessment before

i

Require for Windows Description

System password
Require for Windows

281 users will now be blocked based on these new unsaved configurations. These users will
be blocked due to non-compliance with multiple posture requirements.

©
©
©) Endpons securty sgenss
©
©

Disk encryption

Require for Windows Newly blocked users

6 Windows domain joined 250 219

Mg

Newly allowed users

from 31 users to 281 users from O users to 219 users

Summary & Impact

Blocked users by destination
github (f50)

salesforce (250)

0 20 40 60 80 100 120 140 160 180 200 220 240

Blocked users

< Cancel

© 2025 Cisco and/or its affiliates. All rights reserved.

L]
policy change
Blocked users by non compliant posture requirement
250
200
150
100

E Use both analysis and

o
Operating

synthetic data

Blocked users by user group

B Automotive (cisco.comAutomotive)
B Engineering (cisco.com\Engineering)

Build intelligence to identify
intended and unintended
changes

[ Analyze impact ] [ Save and Exit ]
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emo - Intelligent Policy Verification

bl Secure Access

Home

&

Connect

=

Resources

Secure

a

Monitor

Workflows

© 2025 Cisco and/or its affiliates. All rights reserved.

Endpoint Posture Profiles

Posture profiles define requirements for user devices when accessing resources and the network. Help (7

Zero Trust Connection VPN Connection

Zero Trust Connection

Define posture profiles for user devices that connect to resources on the network without using VPN. If the SSE client is not installed on an
endpoint, the endpoint can connect only via browser, and few posture checks are possible. Access rules will associate posture profiles with
specific resources. Help (7

(® S Naman Tandon

[ Search J [ Posture v ] [ Requirements v 17 Posture profiles Add posture profile
Posture profile name Posture type Requirements Associated rules
System provided (Client-based) Client-based Operating System Firewall Endpoint Security Agent Disk Encryption

Default for client-based connection @

System provided (Browser-based) Browser-based
Default for browser-based connection ®

Operating System Browser

test-bap-posture-profile-1 Browser-based Operating System Browser
test-clap-posture-profile-1 Client-based Operating System Firewall Endpoint Security Agent System password Disk Encryption
Windows domain joined

test-3a-clap-profile-change Client-based Operating System

test-3a-bap-profile-change Browser-based Operating System Browser

dummy Client-based Operating System

Prasook Test () Unsaved changes Client-based Operating System Firewall System password Disk Encryption Windows domain joined
test j2n profile Client-based Operating System

BRKSEC-2772
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How does Self-Healing Secure Access solve the same problem?

_®_

—1

Autonomous Remediation

%
(@) (@)
o

Predictive Optimization

Continuous Monitoring

49
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Autonomous Secure Access

Sense from multiple sources
Reason and decide on actions
Act on the decision

Learn and proactively predict

© 2025 Cisco and/or its affiliates. All rights reserved.

Drives smooth SASE operations

Reason

\Cisco Secure Access

BRKSEC-2772
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Self- Healing Secure Access - Configuration Assurance

Spike in block events

Intentional ?

Configuration change happened Unintentional?

Here is the remediation: revert last
known rule

Continuous Learning through validation

alualn
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2772 51 Cisco



Self-Healing Secure Access- System Health

What is the intent and
goal?

What is the definition
of healthy system?

What tools required to
assess health?

What actions to take?

© 2025 Cisco and/or its affiliates. All rights reserved.

Good Morning, Rohan!

E performance in last 7 hours v

@® Global (92%

ISSUES RESOLVED

1,198 13 resolving

USERS
128K

GROUPS
234K

ORG. UNITS
22K

DEVICES
210K

OTHERS
1K

Sase health in last 7 hours

BRKSEC-2772

Al e
\\) @ 0 ‘ Q Bues)\(:;‘sserCorp,\nc v 4

NEEDS ATTENTION

118

12

1,329

ISSUES DETECTED

PRIVATE APPLICATIONS
234K

o.*
.9-' PUBLIC APPLICATIONS
214K

92%

SASE HEALTH

ENDPOINT DEVICES
214K

SAAS APPLICATIONS
21K

52

® Configure
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Good Morning, Rohan!

\SE performa

@ Global (92%
118 Resolve manually

North America (96%

52 F

South America ' 82%

38R

Asia (92%
16 Re

Europe (94%

8 Ive

Australia 192%
0 ve I

Africa (92%
4
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ceinlast 7 hours v

Act

ISSUES RESOLVED

1,198 13 resoiving

ORG. UNITS
22K

DEVICE
210!

Sase healthin las

OTHERS
1K

7 hours

1,329

NEEDS ATTENTION
118
o

12

ISSUES DETECTED

Think,

92%

SASE HEALTH

BRKSEC-2772

elf-Healing Secure Access- System Health

e @ Q|

Sense

Alexander
Business Corp, Inc

® Configure

PRIVATE APPLICATIONS
234K

PUBLIC APPLICATIONS

214K

ENDPOINT DEVICES
PALLS

SAAS APPLICATIONS
21K




Self-Healing System Health

( 9 ® O | Alexander

Business Corp, Inc

Good Morning, Rohan! O summai

Showing SASE performance in last 7 hours v

& Configure

ISSUES RESOLVED NEEDS ATTENTION

@ Global (92% 1,198 13 Resolving 118

118 Resolve manually 2 © Critical © High A& Medium
12 16 22

North America (96%

52 Resolve manually

1,329
ISSUES DETECTED
South America (82%

What needs ‘

. (cl{elV] ]
Asia (92%

atte ntion ? 18 Reeoive antally - 1 PUBLIC APPLICATIONS

214K

) O,
Europe (94% ORG. UNITS 92 /0

8 Resolve manually 22K SASE HEALTH

Australia 192% 1 ENDPOINT DEVICES
0 Resolve manually 214K
DEVICES 4
210K ,
Africa (92%

OTHERS SAAS APPLICATIONS
1K 21K

4 Resolve manually

Sase health in last 7 hours v~
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ssues Need Attent

el Secure Access

< Home

Issues | Needs Attention

ISSUES RESOLVED

1,198

RESOLVING

13

NEEDS ATTENTION

118

© 2025 Cisco and/or its affiliates.

All rights reserved.

last 7 hou

(9 Al Assistant

nt can make

ion

Issue timeline

Issues requiring attention

Unable to connect to VPN

10 users in 4 regions are .

Unable to connect to VPN

10 users in 4 regions are L

Unable to connect to VPN

10 users in 4 regions are v

Unable to connect to VPN

10 users in 4 regions are ur

Unable to connect to VPN

10 users in 4 regions are

Unable to connect to VPN

10 users in 4 regions ar

Unable to connect to VPN

Jiraritical

) Critical

© High

© High

& Medium

A Medium

S Low

12issues

TNissues

Bissues

tto the VPN

9issues

12issues

t to the VPN,

10 issues

2issues

BRKSEC-2772
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Continue Analysis with Al Assistant

aliali 9 Alexander
cisco Secure Access \ @ Q | Business Corp, Inc

€ Issues
/ Unable to connect to VPN Al g A 2 ® Q| Alexander
cisco ecure Access Business Corp, Inc
= AlAssistant 7 Data flow overview SrlEaee —
I oy . i
Unable to connect to VPN OO [ - ceneratereport | [ view activity |
© You
Help me resolve this issue. 5 = .
P NORTH AMERICA — = AlAssistant 4 v Data flow overview
215 Endpoints
PUBLIC APPLICATIONS
(¥ Al Assistant 214K
S et Incident analysis flow
g ssistan
sistal NORTH AMERICA >
Incident analysis flow S Hi Rohan, 215 Endpoints O Recommendation provided
S Recommended to bounce the AD node in United
O Recommendation provided . . - States to restore proper sync
| went through all the Secure Access data to SAAS APPLICATIONS
s Pos i Yol Reported by understand the issue and added all the valuable 21K
Lol Firewall Agent . 9 i
i i information here.Access data to understand the SO0 siantanalias
3 Atagentanalysis > Sl issue and added all the valuable information here. © Firewall Agent
Al analysi ween Firewall, Identity and Policy agent Multiple users previously allowed are now being blocked b )i oy ) )
to find the cause and pro re ndation. started occurring at 06/05/2025 17:20:00 UTC. ﬁ D c :\Hd‘ n\d{: cou\‘d b[e thi&s;ue, \Chavf
neidentsummary e ) riggered an alert via Webex. Creating a
Kate datectad Severity Jira ticket. Recommending to bounce the
Jsers are unexpecte € Critical Reported by Usare bloored AD node in United States.
J ket SRTK0023941 (3 Firewall Agent Identity Agent
; O You Description 21 5 25% I notice that AD groups in region United
Based on our thinking, we are recommending the
B Halpime resolve this iasye Multiple users previously allowed are now being blocked by the firewall in region XYZ. This States are out of sync. This started
Y : CIRINEIESOIVE LISHSSHES started occurring at 06/05/2025 17:20:00 UTC. happening from 17:25
Blocked users
: - Severity @ Policy Agent
Recommendation ’ ) Critical I don't see a policy change since 15:15
} 2 .
Bounce the AD node in United States to restore § - 9 Al Assistant JIRA Ticket SRTK0023941 (7 © Firewall Agent
proper synchronization £
8 S S - | t several us hi
) ) 5 T R (- Based on our thinking, we are recommending the SITLElE e sev il e s Were
’ S ) .‘ 0 o previously allowed are now getting
—_— 400 X 16 ” best way to solve this issue. blocked, starting 17:20. Are any of the
Tima (Hours) Blocked users other agents seeing anything that could
— Packetl ekl pokt have triggered this?
4 D e c o] i 0
Recommendation
225

Issue detected
Bounce the AD node in United States to restore

proper synchronization

Suggest another method + Accept Y
14:00 1500 16:00 1700 18:00 18:00 2000

Affected systems Firewall cluster, AD Sync Service SsVelsiiisers ars unexpectedly getting blocked

[

Time (H ivi
ime (Hours) Connectivity flow

6o 8 o — Packet loss Gritical point
2 2 () fus] e (i}
Users Connection Gateway VPN Internet Applications
215 users
Ask the Al Assistar juestio blocked

© 2025 Cisco and/or its affiliates. All rights reserved.

Assistant can make mistakes. Verify responses. Connection Point of issue



A Fundamental Shift In How We Work

0%

of employees view Al as a
collaborator rather than a
threat to their jobs.

Source: MIT Sloan Management Review and Boston Consulting Group Research

© 2025 Cisco and/or its affiliates. All rights reserved.

Working
With Humans

= Adaptive:
Learns from data and
environment.

= Real-time Decision-Making:
Adjusts based on evolving
conditions.

* Independent:
Operates with minimal human
intervention.

BRKSEC-2772
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Human insights re
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

2o
0Q

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

N
Complete your surveys
in the Cisco Live
mobile app.
Y,

© 2025 Cisco and/or its affiliates. All rights reserved.
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(1

Book your one-on-one
Meet the Engineer
meeting

N
[%:] C’l'D
0000 V1Y
MMM
Attend the interactive Visit the On-Demand
education with DevNet, Library for more
Capture the Flag, and sessions at
Walk-in Labs www.Ciscol.ive.com/
on-demand
J
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anl@cisco.com

lllllllll
60 Cisco


http://www.ciscolive.com/on-demand

Thank you C1SCO Live !
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