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Cisco Webex App
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Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until June 13, 2025.
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Introduction
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20+ years of experience in technology development and 
management

User centered product development champion



Observability Challenges
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It Is A New Era
70% of organizations are planning to employe multiple 
clouds*
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*Source: IDC Future Enterprise Resiliency & Spending Survey Wave 5, IDC, June 2022, Worldwide n=832 weighted

All 
distributed

Applications

Users

Networks

SaaS

SaaS

Enterprises don’t own the end-to-end 
infrastructure. 

SaaS

SaaS

SaaS

+ AI
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Service observability is top of mind for IT

BRKSEC-2772

Say they value simplicity
when it comes to technology 
management

86%

See having a consistent operational 
model across on-prem, private cloud, 
public cloud, and SaaS as important

Of users feel digital services 
should work perfectly

72%85%
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Business Impact of Poor Digital Experience
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IHS: The Cost of Server, 
Application, and 
Network Downtime

02

Dun & Bradstreet: 
Assessing the Financial 
Cost of Downtime

03

IBM Global Services; 
IDC: DevOps and the 
Cost of Downtime 

04

Uptime Institute: 2022 
Outage Analysis

01 $700B

Annual Business 
Loss 1

Outages 3 1hr of downtime 
for critical app  
costs 470%1.6 hrs.

Avg downtime 
per week 2

• Downtime cause loss of business 
and productivity

• Colocation, operators, providers 
can be source of major outages

• Frustrated users $$$

$1M-5M+
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Intelligent Visibility and Control is Crucial

BRKSEC-2772 9



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Data Centric Monitoring
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• Focus on collection, analysis and 
visualization

• Collects vast amount of data and 
process to identify pattern, anomalies, 
issues

• Primarily reactive with human 
intervention

• Intelligent analysis with ML

• Can handle large volume of data
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How Is AI Different From Regular Algorithms? 
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Regular Algorithms
Artificial 
Intelligence (AI) 

Input

Output

Learning-Based

Pattern-Based

Self-Improve

Adaptive to Input

Input

Output

Rule-Based

Deterministic



Cisco Secure 
Access Overview
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Introducing Cisco Secure Access
Converged cloud-native security grounded in zero trust

Internet

SaaS & AI apps

Modern 
private 
apps

Users 
Everywhere

IoT devices

From anything To anywhereSecure Access
Protect users and

things as they securely 
connect

Traditional 
private apps

Managed and 
unmanaged 

devices
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Secure Access Service Edge (SASE) Components

Firewall as a Service 
(FWaaS) and IPS

Secure Web 
Gateway (SWG)

Cloud Access Security 
Broker (CASB) and DLP

Zero Trust Network 
Access (ZTNA)

Cisco delivers the core and more in a single subscription…

Core SSE

DNS
Security

Remote 
Browser 
Isolation

Multimode 
DLP

VPN as a 
Service

SandboxAdvanced 
Malware 

protection

Talos Threat 
Intelligence

CSPMDuo MFA/
SSO

Add-on solutions

SD-WAN XDR

Digital 
Experience 
Monitoring
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Unified Cloud Architecture
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Universal Traffic Acquisition & Single Data Path

Secure 
Access

User Source SGT

Posture AppA
c
q
u
ir
e
 T
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ff

ic
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ro
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 v
a
ri
o
u
s
 s

o
u
rc

e
s

Collect and augment with 
additional context

Classify Traffic
(Private / Public)

Decryption IPS

DLP L3-7 FWaaS

SWG

CASB

RBI Internet

SaaS Applications

Backhaul 
Gateway
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Experience Insights

Digital Experience Monitoring for 
Secure Access
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Secure Access Experience Insights 
Monitor digital experience with single agent and 
management portal

BRKSEC-2772

Local Device

Internet and Network 
Path

SaaS Performance

Collaboration Application
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End-to-end visibility with Digital Experience Monitoring 
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NetworkClient WiFi Broadband

VERIFYING
PERFORMANCE

VERIFYING
PERFORMANCE

VERIFYING
PERFORMANCE

VERIFYING
PERFORMANCE

VERIFYING
PERFORMANCE

VERIFYING
PERFORMANCE

VERIFYING
PERFORMANCE

VERIFYING
PERFORMANCE

NetworkClient WiFi Broadband

Historical performance and recommendations
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Remote Worker Use Case
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Public / private apps
Secure web 

gateway
Cloud access 

security broker 
(CASB)

Secure Client

DNS / HTTP / HTTPS

C I S C O  S E C U R E  A C C E S S

Adaptive 
MFA

On-prem apps

C I S C O  S A S E

DIA

Internet

DNS 
security

Device posture
and health

Behavior 
analytics

Clientless 
remote access

SaaS

Is it the 
Application?

Is it Secure 
Access?

Is it the ISP?

Is it the SaaS  
app?

Is it the 
WiFi?

Is it the home 
network? 

Is it the 
transit ISP?

Remote worker
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Start Troubleshooting on the Map

BRKSEC-2772 20
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Detailed User/Device Information
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Endpoint Health and Network Segment

BRKSEC-2772 22
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Network Segment Visualized

BRKSEC-2772

End to End Visibility
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Create Synthetic Tests

BRKSEC-2772
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Collaboration Application Performance
How is the Webex experience?

Session ID: BRKSEC-2772

In or out of the tunnel end-to-end
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AI Insights 

Session ID: BRKSEC-2772

Why can’t user access to application?



Unleashing the Power of 
Agentic AI:

Transforming IT Operations
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Simple LM vs Agentic AI
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Reactive
Rely on Queries

Based on predefined 
queries

Simpler tasks

Customer Support
Content Creation

Autonomous
With no instructions

Dynamically decide 
what, when and how

Complex, dynamic 
tasks

Autonomous vehicles
Robotics Automation

Autonomy

Data Retrieval

Complexity

Use Cases

Simple LM Agentic AI
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Characteristics of Agents

Reactivity Proactive Behaviour

BRKSEC-2772

Reasoning

Autonomy

Learning and Adaptability Communication
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Characteristics of Agents
AUTONOMY

Reactivity Proactive Behaviour

BRKSEC-2772

Reasoning

Autonomy

Learning and Adaptability Communication

The ability to operate independently and make decisions without constant human oversight.
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Characteristics of Agents
REACTIVITY

Reactivity Proactive Behaviour

BRKSEC-2772

Reasoning

Autonomy

Learning and Adaptability Communication

The capacity to perceive changes in the environment and respond appropriately in real-time.
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Characteristics of Agents
PROACTIVE BEHAVIOR

Reactivity Proactive Behavior 

BRKSEC-2772

Reasoning

Autonomy

Learning and Adaptability Communication

(Goal-Orientation): The ability to take initiative and work towards specific objectives.
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Characteristics of Agents
LEARNING AND ADAPTABILITY

Reactivity Proactive Behaviour

BRKSEC-2772

Reasoning

Autonomy

Learning and Adaptability Communication

The capability to learn from experience and improve performance over time.
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Characteristics of Agents
REASONING

Reactivity Proactive Behaviour

BRKSEC-2772

Reasoning

Autonomy

Learning and Adaptability Communication

The ability to process information, draw inferences, and make informed decisions.
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Characteristics of Agents
COMMUNICATION

Reactivity Proactive Behaviour
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Reasoning

Autonomy

Learning and Adaptability Communication

(Sociability): The capacity to interact with other agents or humans.
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Agentic AI Conceptual Architecture 

BRKSEC-2772

Vulnerability 
Database

Regulatory/ 
Legal​

LDAP

SASE Control 
Plane

Coordinator Agent

DEM

Config Files, Logs,  Telemetry, Packet Traces, Events External Data Sources

DNS 
Configs

Organization Specific Info

HRMS

Actions Triggered Within SASE Control Plane

SASE Infra Config/Policy

Agent 
+ LLM

Agent 
+ LLM

Agent 
+ LLM

Agent 
+ LLM

Agent 
+ LLM

Agent 
+ LLM

Agent 
+ LLM

Agent 
+ LLM

Kafka/OTEL/etc

LLM
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Key Focus Areas for AI Agents 
in SASE Networks
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Cross-Domain Correlation & 

Decisioning

Integrate real-time data across security, 

networking, and apps for unified decisions that 

boost threat detection and performance.

Autonomous Configuration & Policy 

Management

Leverage AI to auto-generate, validate, and 

deploy network configs and policies, cutting 

errors and speeding compliance.

Incident Management & Response

Use smart monitoring to quickly detect, 

prioritize, and automate threat remediation, 

reducing downtime.

Self-Healing Networks

Perform real-time health checks with 

autonomous fixes to detect anomalies, 

optimize traffic, and maintain seamless 

service.

Anomaly Detection & Response

Apply machine learning to spot unusual 

patterns fast, triggering quick containment and 

keeping networks healthy.
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Cisco AI Assistant

Generative AI-Powered conversational interface 
for increasing productivity

BRKSEC-2772 38
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Policy Creation Skill

BRKSEC-2772

• Convert natural language prompts 
into security policies

• Create single or multiple rules at a 
time

• Assistant can infer the type of 
access needed

• The rule is disabled by default

• Simplify and speed up rule creation 
by 70%

“Allow Lee 
access to 

Jira”

“Block Finance 
access to 

Gambling sites”

“Allow HR access to Workday 
and Block Engineering access 

to Streaming Video”
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Policy Optimization Skill
Optimize your Access Policy

BRKSEC-2772

• Identify duplicate and shadow
rules

• Remove unnecessary and 
ineffective rules

40
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AI Powered Private Resource Discovery  

BRKSEC-2772

• Shadow IT Visibility

• Insight-Driven Decisions 

• Proactive Security Management 

41
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In-Product Support/Escalation Skill
File TAC cases without leaving Secure Access

BRKSEC-2772 42

• Create TAC Cases by 
conversing in Natural Language

• Ask for details about specific 
TAC Cases
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Troubleshooting Skill
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• Private App Access Issues

• Multi Agent Collaboration

• Faster Time to Resolution

Prompts:

“Why can’t Lee 
Parker access Jira”
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Documentation Summarization Skill

BRKSEC-2772

• Streamlined documentation experience 

• Answers within the Secure Access 
Dashboard

• Linked citations
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BRKSEC-2772

of outages are from 
misconfigurations

Gartner
75%

45



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Intelligent Policy Verification

BRKSEC-2772

Impact assessment before 
policy change

Use both analysis and 
synthetic data

Build intelligence to identify 
intended and unintended 

changes

46
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Demo – Intelligent Policy Verification 

BRKSEC-2772 47



Self-Healing Secure Access
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How does Self-Healing Secure Access solve the same problem?

Autonomous Remediation Predictive Optimization Continuous Monitoring

BRKSEC-2772 49
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Autonomous Secure Access 
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Drives smooth SASE operations

Reason

Act

Learn

Sense

Cisco Secure Access

Sense from multiple sources

Reason and decide on actions

Act on the decision

Learn and proactively predict
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Self- Healing Secure Access – Configuration Assurance
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Reason

Act

Learn

Sense

Event logs

Configuration logs

Telemetry 

Spike in block events

Configuration change happened

Here is the remediation: revert last 
known rule 

Continuous Learning through validation

Implement Rule Change

OR

Recommend Rule Change

Intentional ?

Unintentional?
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Self-Healing Secure Access- System Health

BRKSEC-2772

What is the intent and 
goal?

What is the definition 
of healthy system?

What tools required to 
assess health?

What actions to take?
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Self-Healing Secure Access- System Health

BRKSEC-2772

Sense

Think

Act

Sense
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Self-Healing System Health

BRKSEC-2772

What needs 
attention?
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Issues Need Attention

BRKSEC-2772

Jira

55



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Continue Analysis with AI Assistant
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A Fundamental Shift In How We Work
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60%
of employees view AI as a 
collaborator rather than a 

threat to their jobs.

Autonomous 
Agents Working 
With Humans

▪ Adaptive:
Learns from data and 
environment. 

▪ Real-time Decision-Making:
Adjusts based on evolving 
conditions.

▪ Independent:
Operates with minimal human 
intervention.

Source: MIT Sloan Management Review and Boston Consulting Group Research
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Human insights remains essential for smart decisions
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2772 58
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Earn 100 points per 
survey completed 
and compete on the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
mobile app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to be entered in 
a drawing to win 1 of 5 
full conference passes 
to Cisco Live 2026.  

Complete your session evaluations

BRKSEC-2772 59
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Book your one-on-one 
Meet the Engineer 
meeting

Attend the interactive 
education with DevNet, 
Capture the Flag, and 
Walk-in Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco 
Showcase for related 
demos

Continue your education

BRKSEC-2772

Contact me at: esdumanl@cisco.com
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http://www.ciscolive.com/on-demand


Thank you




