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Cisco Webex App

BRKSEC-2801

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until June 13, 2025.
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Driving a new wave of maturity for the SOC
Powered by Splunk's Platform

Accelerating the SOC of the future

AI

Splunk Platform

ML-Based detections in Splunk Enterprise Security

Assistive Intelligence Experience Customizable ML

AI Assistant in Splunk Enterprise Security

Behavioral analytics with Splunk UBA

AI Assistant for SPL Anomaly Detection
Machine Learning 

Toolkit
Data Science and Deep 

Learning
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AI Assistant
in Enterprise 
Security
Guided security workflows 

Answer analyst questions to 
guide investigations

Save time by addressing threats 
more rapidly

Use natural language queries to 
get answers during 
investigations

UI shown is for illustration; not final product.6BRKSEC-2801
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Now Available

Cisco Security 
Cloud App
• Single application that packages all Cisco 

Security integrations in a single offering 
based on “gold standard” best practices

• Replaces the older individual Cisco TA's 
and Apps that are now archived

• Includes these Cisco Security products: 
○ Isovalent / Hypershield (NEW)
○ AI Defense (NEW)
○ Secure Network Analytics (SNA)
○ XDR
○ Duo
○ Email Threat Defense
○ Multi Cloud Defense
○ Secure Firewall (FTD, Estreamer, ASA)
○ Malware Analytics 
○ Secure Endpoint 
○ Kenna VI
○ Identity Intelligence
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© 2025 Cisco and/or its affiliates. All rights reserved.

-

Now Available

● Pulls in alerts from AI Defense and 
maps them to the Common Information 
Model (CIM), visualized in a dashboard.

● Gain visibility into risks associated with 
LLM models, AI apps and entities.

● Includes an out-of-the-box Enterprise 
Security detection that creates a 
search and surfaces potential attacks 
against the AI models running in your 
environment.

Cisco AI Defense 
Gain visibility into emerging AI risks
Integrated with Splunk
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Threat detection and 
incident response 

Phishing

X-Site 
Scripting

SQL 
Injection

Most 
common 
threats

Man-in-the-
middle

DoS/D
DoS

Zero 
Day

Ransomware

DNS 
Spoofing

BRKSEC-2801 11
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It is not getting any easier 

anytime soon

VM VM VM VM VM

VM VM VM

DC
Private Private

Public

Private

IBM

Azure

Salesforce

AWS

Google

SAP
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Splunk’s AI 
Superpower is Data

Embedded capabilities 
within products

Customizable 
ML, deep 
learning and 
data science 
tools  

AI libraries and APIs 
for developers

Generative AI 
chatbots

Guided 
assistive 

workflows

AI 
Tools

BRKSEC-2801 13
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Domain & Splunk Specific
Focused on Security and 
Observability

Based on 
Core Principles

BRKSEC-2801 14

Human in the Loop & Trusted
AI for detection, investigation, 
and response

Open and Extensible
Easily integrated with third 
party frameworks
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Focused 
investments
Accelerate detection, investigation and 
response

Rapid cybersecurity investigations and 

contextualization

Find the signal to improve user productivity 

and outcomes.

Finding Signals (detect threats)

Find the signal from the noise in vast 

amounts of data.

BRKSEC-2801 15
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Splunk’s Customizable AI & ML Pipeline

Capture data from any 

environment in real 

time

Clean & prepare data 
using Splunk’s search 
processing language

Train and deploy 

custom AI & ML 

models

Inference pre-trained 

models on newly 

incoming data

Take action on 

inference results!

Iterative Feedback Loop

Industrial 
Assets

Consumer and 
Mobile Devices

OT

IT

BRKSEC-2801 16
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Machine Learning
Available today

• OOTB ML-powered detections: Splunk Enterprise Security 

Content Update (ESCU)

- Detect DNS data exfiltration

- Deep learning-based DGA Detection (C2)

- Detection of risky command exploits (data exfiltration)

- Detect suspicious DNS TXT records (bots)

- Detect suspicious processes using RNN (malware) 

- Risky SPL detection

• Splunk Apps for Anomaly Detection & Behavioural Profiling

• Splunk Machine Learning Toolkit 5.4

• Splunk App for Deep Learning & Data Science 5.1

BRKSEC-2801 17
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New AI Assistant for SPL

BRKSEC-2801

Available now….

• Upskill new and advanced Splunk 
users quickly.

• Translate bi-directionally 
between NL and SPL.

• Help security analysts that are 
new to Splunk to catch up in no 
time

AI Assistants Everywhere

18
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Write SPL
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• Generate SPL queries based on 
natural language.

• “Our security analyst received an 
alert of inbound traffic from a 
region where business is not 
conducted. He suspects that it is 
caused by security group policy 
changes and wants to build a 
search immediately.”

BRKSEC-2801
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Explain SPL
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• Generate explanation of SPL 
queries in natural language

• “Our security analyst is catching 
up on a custom dashboard 
implemented by the team. 
However, he is not sure about 
what a certain panel's underlying 
search is doing…”

BRKSEC-2801
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Tell me about…

21

• Learn about Splunk 
capabilities

• Returns a summary of 
documentation on the 
related topic, along with a 
list of links to the related 
contents.

BRKSEC-2801
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New AI Assistant in 
Enterprise Security

Coming Soon
• Investigate faster.
• Answer analyst questions to speed 
up daily workflows.

• Save time while addressing threats 
more rapidly.

• Access natively within 
Splunk ES case management 
workflow.

BRKSEC-2801 22
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New AI Assistant in 
Enterprise Security

• Coming Soon
• SPL Generation
• Summarize security findings
• Write investigation reports
• Recommending detections from ESCU

BRKSEC-2801 23



AI Assistant in ES
See it in action



© 2025 Cisco and/or its affiliates. All rights reserved.

-



© 2025 Cisco and/or its affiliates. All rights reserved.

-

What’s next for security 
assistive AI @ Splunk

• Continue to augment the 
analyst experience

• Incident Prioritization
• Incident Response
• Automation Guidance
• Guided → Assisted
• Prompts → Functions

• Empower the security 
engineer

• Detection engineering support
• Automation engineering support

BRKSEC-2801 26
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Blogs

Presentation

Models & Detections

BRKSEC-2801 27
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The importance of protecting AI/ML models cannot be 
understated!

BRKSEC-2801 28

Use Mitre Atlas for building threat models and applying threat detection, 
investigation and response capabilities

https://atlas.mitre.org/matrices/ATLAS

https://atlas.mitre.org/matrices/ATLAS
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A Unified Approach

AI 
Defense

XDR

UEBA

TDIR

Umbrella

Attack 
Analyzer

ARI & More

SOAR

BRKSEC-2801 29
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Earn 100 points per 
survey completed 
and compete on the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
mobile app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to be entered in 
a drawing to win 1 of 5 
full conference passes 
to Cisco Live 2026.  

Complete your session evaluations

BRKSEC-2801 30
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Book your one-on-one 
Meet the Engineer 
meeting

Attend the interactive 
education with DevNet, 
Capture the Flag, and 
Walk-in Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco 
Showcase for related 
demos

Continue your education

BRKSEC-2801 31

http://www.ciscolive.com/on-demand
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