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Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session

How

ﬂ Find this session in the Cisco Live Mobile App
o Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

Q Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until June 13, 2025.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2801
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Al will lift up defenders

g =

Human-in-the Loop Domain-specific Open and Extensible
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Driving a new wave of maturity for the SOC
Powered by Splunk's Platform

e Accelerating the SOC of the future ~

ML-Based detections in Splunk Enterprise Security

Al Assistant in Splunk Enterprise Security

Behavioral analytics with Splunk UBA

Assistive Intelligence Experience Customizable ML

Splunk Platform

- g
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Al Assistant
in Enterprise
Security

Guided security workflows

» Answer analyst questions to
guide investigations

» Save time by addressing threats
more rapidly

» Use natural language queries to
get answers during
investigations

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco Security
Cloud App

Single application that packages all Cisco
Security integrations in a single offering
based on “gold standard” best practices

Replaces the older individual Cisco TA's
and Apps that are now archived

Includes these Cisco Security products:
Isovalent / Hypershield (NEW)
Al Defense (NEW)
Secure Network Analytics (SNA)
XDR
Duo
Email Threat Defense
Multi Cloud Defense
Secure Firewall (FTD, Estreamer, ASA)
Malware Analytics
Secure Endpoint
Kenna VI
Identity Intelligence

© 2025 Cisco and/or its affiliates. All rights reserved.

Splurlkbase Collections Apps ‘ Q, Find an app

() Main Page / Apps / Cisco Security Cloud

Cisco Security Cloud
The Cisco Security Cleud application offers seamless integration for connecting your Cisco devices with Splunk. It features a modular UX input

design, built-in health checks, and constant monitoring to ensure operational integrity. Product(s) Enabled: Cisco Al Defense Cisco Duo Cisco Em...

Built by Cisco Security

19 | Q Login to Download

nismies 2g5%e 2753 25480 1 5546 479

Latest Version 3.1.1 Compatibility ® Rating Support Ranking
February 27,2025 Splunk Enterprise, Splunk 4 %%k %k (9) & 3 Developer Supported HE inFirewall
—, Cloud Login to rate this app REEER
Platform Version: 9.3,9.2,9.1 T
CIM Version: 5.X
Summary Details Installation Troubleshooting Contact Version History

The Cisco Security Cloud application offers seamless integration for connecting your Cisco devices with Splunk. it
features a modular UX input design, built-in health checks, and constant monitoring to ensure operational integrity.

Product(s) Enabled:

Cisco Al Defense

Cisco Duo

Cisco Email Threat Defense (ETD)

Cisco Identity Intelligence (CI1)

Cisco Multicloud Defense

Cisco Secure Endpoint

Cisco Secure Firewall (FTD/eStreamer/ASA)
Cisco Secure Malware Analytics (SMA)
Cisco Secure Network Analytics (SNA)
Cisco Vulnerability Intelligence

Cisco XDR (Incident Import & Promote to ES Notable)

Categories

Firewall, Security, Fraud & Compliance

Created By

Cisco Security

Type

addon

Downloads

3,741

Licensing

Third Party Developer EULA [2
Splunk Answers

Ask a question about this app listing (2

Resources

Login ta report this app listing

S

‘ ‘ Submit an App

Logln +




Cisco Security Cloud - Application Setup

hmnkse — Apps * @ Administrator v N Messages ~ Settings v Activity ¥ Help ~
Data integrity Resource Utilization . Cisco Security Cic
Application Setup

Cisco Products

Secure Malware Analytics Secure Firewall

Muiticloud Defense p Secure Network Analytics

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2801




Top Rule Match Top Applications by Events Guardrall Distribution

Application Name 3 Number of Events &

nection Policy Application

Cisco Al Defense

xicity Application-1738714

KelserApp

Gain visibility into emerging Al risks
Integrated with Splunk

Top Models by Events Top Entities by Events Policy Action Overview

Model Name £ Number of Events Entity Name 3 Number of Events $ Action Respol

gpt-35-turbo Allow

Email Block

® Pulls in alerts from Al Defense and
maps them to the Common Information
Model (CIM), visualized in a dashboard.

Event Logs

o Product - Solutions -~ Resources ~ Open Source ~ Enterprise -~ Pricing Search or jump to signin | Signup
B splunk / security_content (pub | Notifications % Fork 387 17 Star 1.8k
Code () lssues & 1 Pull requests 16 C) Discussions (&) Actions [ Projects (1] Wiki D Security |~ Insights

® Gain visibility into risks associated with |

I Cisco Al Defense Alerts #3337 Newissun

LLM models, Al apps and entities. D o i i

(= ation 2 o Commits 12 1 Checks 4 [ Files changed a
Q Filter changed files v @10 contentctl.ynl (D

1,12 @e apps

® Includes an out-of-the-box Enterprise > [

versi
Im data_sources
42 2 description: description of app

. . [ cisco_ai_defense_atertsymi . T R Lt I 153 3 e T (T T i e Sl vl s s Sy T LS
W]+ - uid: 7400
In detections/application L LY : Cisco Security Cloud
[ cisco_ai_defense_security_al... % + CiscoSecurityCloud
. 201
[ ~ [l macros @8 . 2 description of app
S e a rC a n S l l r a C eS p Ote nt I a atta C S B o] L e s TS5 5,552 s S - 13
5 AT\ (8 (1 S
. TAtn ST s

579
Splunk Add-on for CrowdStrike FDR
Splunk_TA_CrowdStrike FOR

against the Al models running in your I

:
80 - wversion: 2.0.4
environment o B
L] 8 8 descript description of app
82 - hardcoded_path: https://attack-range-appbinaries.s3.us-west-2.amazonaws.con/splunk-add-on—-for-crowdstrike-fdr_204.tgz
84 0 title: Splunk Add-on for Micresoft IIS

appid: SPLUNK_TA_FOR_LIS

] data_sources/cisco_ai_defense_alerts.ynl (5]

1+ name: Cisco AT Defense Alerts
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Man-in-the-
| | middie

X—S't DoS/D
Threat detection and Ve
iIncident response ]

threats

SQL DNS
Injection Spoofing
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]
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It IS not getting any easier
anytime soon
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Embedded capabilities

within products
Customizable

ML, deep

Guided learning and
assistive data science
workflows tools

Splunk’s Al
Superpower is Data

Generative Al Al libraries and APIs
chatbots for developers

DU LU A
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2801 13 CIsco



Domain & Splunk Specific
Focused on Security and
Observability

Human in the Loop & Trusted
Based on Al for detection, investigation,

. : 3
Core Pr|nc|p|es and response

Open and Extensible
Easily integrated with third
party frameworks



Focused
Investments

Accelerate detection, investigation and
response

Finding Signals (detect threats)

Find the signal from the noise in vast
amounts of data.

]
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Splunk’s Customizable Al & ML Pipeline

Industrial
Assets : p .- |
Consumerand Capture data from any Clean & prepare data Inference pre-trained Take action on
Mobile Devices environment in real using Sp.lunk’s search models on newly inference results!
time processing language incoming data
oT
IT

Iterative Feedback Loop rmm—

Train and deploy

custom Al & ML
models

]
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*« OOTB ML-powered detections: Splunk Enterprise Security

Content Update (ESCU)
- Detect DNS data exfiltration

MaChine Lea rning - Deep learning-based DGA Detection (C2)
Available tod ay - Detection of risky command exploits (data exfiltration)

- Detect suspicious DNS TXT records (bots)
- Detect suspicious processes using RNN (malware)

- Risky SPL detection
» Splunk Apps for Anomaly Detection & Behavioural Profiling
» Splunk Machine Learning Toolkit 5.4
» Splunk App for Deep Learning & Data Science 5.1

DU LU A
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2801 17 CIsco



Al Assistants Everywhere

) Chat
Using data models, get top 10 users Wi\ get top 10 users with the most failed login attempts over the past week

@ Usage guidelines

Available now....

@ Settings | count =Aut =Authentication.Authentication

Authentication.action="failure" ear§y'='failure" earliest=-7d@d latest=now() by

Authentication.user

» Upskill new and advanced Splunk o Vimitet uthentication.user [Fiestionseer
users quickly.

 Translate bi-directionally
between NL and SPL.

» Help security analysts that are T Rt cormandi s o v sttt omaton ot i . s o comir
new to Splunk to catch up in no

L]
tl l I I e Want to share your feedback?

Contact us by email at

thentication.Authentication

This specifies that the data should be retrieved from the Authent-ication data model, which contains

structured data related to user authentication events.

misupport@splunk.com

]
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Write SPL Explain SPL Tell me about...

Write SPL to identify w » any AWS security groups? Output the results in table format

- Generate SPL queries based on o e e reont e SPL eyt s
natural language. o

« “Our security analyst received an
alert of inbound traffic from a e e s S
region where business is not eventhane="RevokeecurityGroupEgress") -
conducted. He suspects that it is e e oot oo See oo ot e
caused by security group policy
changes and wants to build a

search immediately.”

requestParameters.ipPermissions.ipv6Ranges.cidrIpv6, requestParameters.ipPermissions.prefixListIds.prefixListId,

requestParameters.ipPermissions.groups.groupld, requestParameters.ipPermissions.groups.groupName

'ent name, the s

~ Related content

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2801 19 CIsco



« Generate explanation of SPL
queries in natural language

» “Our security analyst is catching
up on a custom dashboard
implemented by the team.
However, he is not sure about
what a certain panel's underlying
search is doing...”

© 2025 Cisco and/or its affiliates. All rights reserved.

Write SPL

index=" (source=""WinEventLog:Security" OR sourcetype=linux_secure

stats count{eval(action="success")) as succes

where successes>0 AND failures>100

1. Data source and content:

- The data source is a combination of W

logs (tag=authentication). The data conta

- The fields of interest are 'user’, "action’, 'sr

2. Data Filters:

- The time range is not specified, so the query w

- The user is interested in records where 'user' is not empty

- The query filters the data to include only those records where the number of 'successes' is greate

3. Data Aggregation:

- The user is aggregating the data using the stats command. They are ca

('src').

4. Sorting and Ordering:

- The user has not explicitly reordered the results. By default, Sy

5. SPL Generating Commands

- The generating command used in this query is stats. The

source IP, and then filter the results to inc

BRKSEC-2801

Explain SPL

ecurity Logs (sourcetype=linux_secure), and authentication

r than O and the number of 'failures’ is greater than 100.

d failed authentication attempts for each source IP

]
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Write SPL Explain SPL Tell me about...

How is lookup used in Splunk enterprise security and how can it help security analysts?

Lookup in Splunk Enterprise Security is used to manage asset and identity correlation with
. Learn about Splunk events, match threat indicators with events, and enrich dashboards and panels with information. It
o helps security analysts by providing visibility into security-relevant threats found in enterprise
Cd pabllltleS infrastructure. By using lookups in searches, edits, and descriptions, security analysts can

monitor, capture, and report on data from security devices, systems, and applications. This allows
them to quickly investigate and resolve security threats across access, endpoint, and network

* Returns a summary of
documentation on the
related topic, along with a
list of links to the related
contents.

protection domains.

v Related content
e lookups in Splunk Enterprise Security - Splunk Documentation [Z
ups in Splunk Enterprise Security - Splunk Documentation [

=curity - Splunk Documentation [

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2801 21 CiIsco



Coming Soon

workflow.

© 2025 Cisco and/or its affiliates. All rights reserved.

MEREICRER G

Answer analyst questions to speed
up daily workflows.

SEVCR(ERY
more rapidly.
Access natively within
Splunk ES case management

ile addressing threats

- Apps ¥ 4 Messages v Settings ¥ Activity v Q Find

on Control Dashboards ~ Explorer  Search  Configure ~
< Queue & mestieanion es-87416 - Geographically Improbable Access Detected 392.398.23
Overview Automation Artifacts 212 Intelligence Search
Overview
Al = Custom fields 9 Location
Included findings @ Related Jira ticket RDMP-334 eic L0200 12T
N 231.23.123.23
Excessive failed logins Heiaad SNOW ket Sd24324.34
src country China
& Threat Activity Detected v &3 Basicinfo src city Bejing
from 10.163.194.46 t0 8.... dst 20.50.50.60
D ¥
ESe7alc dest country Usa
& Possible phishing attack Correlation search h etio
user tim_tailor837726
Severity High dest city San Jose
- AWS Cloud Provisioning Included findings 4 Tijuana
From Previously Unseen ... Description This investigation is created dest expected True
when the location of the log.
Users
~ = Events name Tim Tailor
username Ttailor07
event_hash da9fa75219f5fc96df67.. ¥ L atdaioa
eventtype modnotable_results e trallor@ecy
notable
department Sales
hire date 10/09/2
device name Tim Ma
deviceid 982374
device location 23326
v MITRE ATT&CK
Q Detections 7 £ View options
Reco Resource [ ment Initial Ace Execution P
| Gather Victin U reny | Comedand [ e
Host i scripting R
Information & Comromise & Interpreter & PolpaEIch
it
Configurations &£ v Phishing & Browser
Extensions 2
D) B e
S Execution &
Uik

Change Default File

SJ

SJ

BRKSEC-2801
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& _ AAssistant
Geographically Improbable Access Detected 392.398.23

Source Host workstation-478.internal.domain
Destination Host erver-932.internal.domain
Source IP Address 192.168.10.47

Destination IP Address  192.168.10.123

Protocol SMB

Event Information

Files accessed and \\server-932\share\payroll_data.xlsx
transferred \\server-932\share\config.sys

Additional Context

1. The source workstation (* workstation-478 ) typically does not initiate SME
connections to this server.
21 agular employee and not part of the IT team. The employee

lQ B LE] dastination server.

its legitimacy and potential impact

SaraJones 2:04 PM
Which host downloaded the files?

Al assistant 2:04 PM

swer “Which h
Sure, | can help with that. The following query cai
downloaded the files?” Q

SPL

| tstats count WHERE index=index_01 sourcet)

action="download" by host

L R 3 O

tation-478

Sara Jones
Run query

>

aapt  2:04 PM

C

]
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« Coming Soon

« SPL Generation

« Summarize security findings
» Write investigation reports

© 2025 Cisco and/or its affiliates. All rights reserved.

Recommending detections from ESCU

- Apps ¥ 4 Messages v Settings ¥ Activity v Q Find

on Control Dashboards
< Queue
Overview Automation
Overview
All

Included findings @

O Excessive failed logins

<

Threat Activity Detected
from 10.163.194.46t0 8....

& Possible phishing attack
user tim_tailor837726

& AWS Cloud Provisioning
From Previously Unseen |...

- Explorer  Search

Configure ~

es-87416  Geographically Improbable Access Detected 392.398.23

Artifacts ‘212 Intelligence Search

~ = Custom fields
Related Jira ticket

Related SNOW ticket

v 5 Basicinfo

D

Correlation search
Severity

Included findings
Description

~ = Events

event_hash

eventtype

~ MITRE ATT&CK

Q

Reconnal

Gather Victin
i Host.
Infornation &

Cuiont
Configurations &

~ @ Location

RDMP-334 | G

src country

src city
dst
ES-87416
dest country
og! hi y In
High dest city
4
This investigation is created dest expected
when the location of the [og...
oMo v & Users
name
username
da9fa75219f5fc96df67.. ¥
userid

modnotable_results
notable

email address
department
hire date
device name
device id

device location

Detections 7 &
opment  Initial Ac Execution
. Driveby Comaed i
5 7 Scripting
oo Interpreter &
T Phishing &
Spearphishing
Attactment & -
Spearohishing
ke

10.206.12.17
231.23.123.23
342432434
China

Bejing
20505060
UsA

Mexico

San Jose
Tijuana

True

Tim Tailor
Ttailor07
2908382983
ttailor@acy
Sales
10/09/2
Tim Mag¢
982374
23324

View options

Account
Manipulation &
Extensions

Event Triggered
Execution &

e

& _ AAssistant

© 2fsca

A Detected 392.398.23

Source Host
Destination Host

Source IP Address

workstation-478.internal.domain
erver-932.internal.domain
192.168.10.47

Destination IP Address  192.168.10.123

. Protocol smB

v Event Information

Y Files accessed and \\server-932\share\payroll_data.xlsx

v transferred \\server-932\share\configsys

M Additional Context

= 1. The source workstation (* workstation-478 ) typically does not initiate SMB
connections to this server.

v

2 Lo

- L 2 O

sJ SaraJones 2:04PM

lar employee and not part of the IT team. The employee

dgstination server,

its legitimacy and potential impact

Which host downloaded the files?

e Al assistant  2:04 PM

swer “Which h

Sure, | can help with that. The following query cai

downloaded the files?”

SPL

Q

| tstats count WHERE index=index_01 sourcet)

action="download" by host

L R J O

sJ SaraJones 2:04PM
Run query

aapt 2:04 PM

BRKSEC-2801
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tation-478
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Al Assistant in ES
See it in action




splunk>c|oud Apps ¥ Messages v Settings v Activity v ‘ Find Q (] 2 JohnSmith» @ Support & Services v

Cl
Mission Control Analytics » Security content v Configurev  Search I C"J - Enterprise Security
¢ Queue wco0ors| | 24 hour risk threshold exceeded for system=win-svri.acme.local : . @ (+]
v
Overview Response Events Search
Owner Status
(
Overview | John Smith v ] [ In Progress v }
Urgency Sensitivity
v MITRE ATT&CK map r
| Medium v ] [ Amber v J
L
The highlighted techniques were detected on the entity (ina n Detections in . Detections in { Sub-Techniques ) « ] [ Last30days ~ ] Disposition
finding)win-svr1.acme.local investigation selected time range
: [ Undetermined v ]
ent(2 Initial Access (2 Execution [2 Persistence [2 Privilege Escalation [Z  Defense Evasion[Z  Credential Access [2 Discovery [2 Lateral Movement [2 Collection [
6) 0 of 13 Techniques (0%) 1 of 36 Techniques (3%) 0 of 71 Technigques (0%) 1 of 41 Techniques (2%) 2 of 89 Techniques (2%) 1 of 30 Techniques (3%) 0 of 33 Techniques (0%) 0 of 20 Techniques (0%) 0 of 17 Techniques

¥ Command and ® Abuse Elevation ® Abuse Elevation ® OS Credential D MC-00079
Scripting Control Mechanism Control Mechanism Dumping
Interpreter

Time May 30th, 2024 6:57 PM

Last updated May 30th, 2024 7:04 PM
v Intermediate findings

Reference ID C7202D4D-59CC-4C26-AE51- v
76D4D4A81862@@notable@@ac12e48b

: ; iate findi Timeline  Threat topolo
Entity Q win-svri.acme.local Threshold: 100 Intermediate findings count 5 pology 01ebaf1959b504853aae11d7

Asset win-svri.acmelocal | Priority Medium | DNS win-svri.acmelocal | Business Unit itservices | Category windows server

Investigation type default v
Description Risk Threshold Exceeded for an object over ~
a 24 hour period
90
80
~ Notes 3
[ Show all v ] Q 1™ +
40 Powtirshell.exe running with pot... -
. John Smith May 30, 7:04 PM :
25 The \Windows Firewall was disa... @ Asslgned to L1 Queue
Y Initial triage indicates something serious, please
04:00 08:00 12:00 16:00 20:00 00:00 04:00 08:00 12:00 investigate
Thu30M Fri31 Ma
- p/ I Y . splunk-system-user May 30, 7:03 PM
Intermediate findings details ES Comcent
Updating ES fields from Mission Control
. splunk-system-user May 30, 7:03 PM
> Timel  RiskMessage Risk Rule ES Comment
> Today, Aninstance of cmd.exe spawning procdump.exe was identified attempting to dump Isass.exe on endpoint win-svr1.acme.local by user bstoll. AdHoc R Updating ES fields from Mission Control
18:42
>  Today, An instance of procdump.exe spawning procdumpé64.exe was identified attempting to dump Isass.exe on endpoint win-svri.acme.local by user bstoll. AdHoc R

+~ FULES o



« Continue to augment the

analyst experience
* Incident Prioritization
 Incident Response

) . e A . .
What’s next for security ] G‘J?g;“dat_')ogsggtiznce

assistive Al @ Splunk * Prompts = Functions

 Empower the security

engineer
» Detection engineering support
« Automation engineering support



Blogs

LLM Security: Splunk &
OWASP Top 10 for LLM-
based Applications

by Splunk

@ SEC1928 - SURGe Minicon: LLM Lifeguard: Protecting LLMs Using Splunk and the
OWASP Top 10 for LLM Applications

Presentation

@)owAsr, « OWASP Top 10 for LLM Applications v1.1 n, Senior Security Strategist, SURGe, Splunk

Shannon Da Principal Security Strategist SURGe, Splunk

OWASP Top 10 for LLM Applications

Lz L us « o

Prompt Injection Insecure Output Training Data Model Denial of Supply Chain
Handling Poisoning Vulnerabilities

when LLM

WebText, Open

Models & Detections

Sensitive Information Insecure Plugin Excessive Agency
Disclosure Design

LM-based systems may undertake
LLM plugins can have insecure

‘autonormy granted to the LLM bas
systems.

INJECT

INJECT

INJECTION

]
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Use Mitre Atlas for building threat models and applying threat detection,
Investigation and response capabilities

Reconnaissance® Resource Initial MA— Model Execution® Persistence® Privilege Defense Credential Discovery?® Collection® MSLt Attack Exfiltratio
Access® CCass Escalation® Evasion® Access® aging

hinigL 4 techniques 3 techni 4 technigues 3 techniques 1 technique 5 tecl 3 technigues 4 technigu

cured

Full ML

https://atlas.mitre.org/matrices/ATLAS

]
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https://atlas.mitre.org/matrices/ATLAS

A Unified Approach

© 2025 Cisco and/or its affiliates. All rights reserved.
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Al

DefenseJ™

4

Attack

Analyzer

TDIR

29
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

2o
00

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

N
Level up and earn Complete your surveys
exclusive prizes! in the Cisco Live
mobile app.
Y,

© 2025 Cisco and/or its affiliates. All rights reserved.
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(1

Book your one-on-one
Meet the Engineer
meeting

N
(2] o
0000 VY
MNMMNM
Attend the interactive Visit the On-Demand
education with DevNet, Library for more
Capture the Flag, and sessions at
Walk-in Labs www.Ciscol ive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights reserved.
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http://www.ciscolive.com/on-demand

Thank you CISCO Live !
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