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Introduction




Acronym Glossary Slide

MRA = Mobile and Remote Access

PKI = Public Key Infrastructure

CSR = Certificate Signing Request

CA = Certificate Authority

CUCM = Cisco Unified Communications Manager
TLS = Transport Layer Security

ECDSA-= Elliptic Curve Digital Signature Algorithm
EC= Elliptic Curve

RSA = Rivest-Shamir-Adleman
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Public Key Infrastructure (PKI)

The PKl is a system allowing applications to interact
securely using asymmetric encryption based on
mathematically related public key/private key pairs.

Certificates are used to distribute public keys and
establish the identity of the certificate owner.

‘g
f
7

Certificate Authorities act as a trusted third-party
mediator to validate that the party listed in the 3
certificate owns the private key associated with the
public key listed in the certificate. G '

e

]
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Public Key Infrastructure (PKI)

Information encrypted by a public key can only be decrypted using the corresponding
Private Key, and information encrypted by a Private Key can only be decrypted by the

corresponding Public Key.
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Certificate Signing Request (CSR)

» UC Server Generates the CSR which will be sent to a
\ Certificate authority, and corresponding Private Key
> | — which will be store locally on the server

=
L CSR
o

LK AN
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Certificate Signing Request (CSR)

 UC Server Generates the CSR which will be sent to a

[ \ Certificate authority, and corresponding Private Key
— E _I? > | — which will be store locally on the server
CSR ©
Certificate Authority . The CSR is sent to the CA who verifies the S|gngture
O—rn in the CSR to prove the server possesses the private

K Private Key / key that pairs with the public key provided

]
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Certificate Signing Request (CSR)

v

v

K Private Key /

()=

Signed Certificate

© 2025 Cisco and/or its affiliates. All rights reserved.

©

. O Certificate Authority

» UC Server Generates the CSR which will be sent to a
Certificate authority, and corresponding Private Key
which will be store locally on the server

« The CSR is sent to the CA who verifies the signature
in the CSR to prove the server possesses the private
key that pairs with the public key provided

» The CA signs the certificate and provides the signed
certificate back to the applicant

]
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Certificate Signing Request (CSR)

v

v

K Private Key /

()=

Signed Certificate

© 2025 Cisco and/or its affiliates. All rights reserved.

©

. O Certificate Authority

BRKTAC-3000

UC Server Generates the CSR which will be sent to a
Certificate authority, and corresponding Private Key
which will be store locally on the server

The CSR is sent to the CA who verifies the signature
in the CSR to prove the certificate owner possesses
the private key that pairs with the public key provided

The CA signs the certificate and provides the signed
certificate back to the applicant

When loading the certificate back to the UC server
the signed certificate is checked against the stored
private key to ensure it is the appropriate certificate

]
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Reading

Certificates




What’s in a certificate? - Serial Number

B Certificate X

General Details Certification Path

Show:  <All> v
Field Value Field
1 Iversion V3 []version
|- serial number 40018e78f265a8d2e6fdd2373... Serial number 40018e78f265a8d2e6fdd2373...
T |Signature algorithm sha256RSA D Signature algorithm sha256RSA
DSignature hash algorithm sha256 E]Signamre hash algorithm sha256
tssl‘;e; :Vd’:"“DMsege;:Azg 21; *l“z'd - =] 1ssuer HydrantID Server CA O1, Hyd...
alid from uesday, Mar " - ;
Bvade i g iy [ |valid from Tuesday, March 26, 2024 12:...
=l g shiact admin-mfe wehav ram  Ciern Vahd to Wednesday, March 26' 2025 ...
r'lc. thiart admin-mfe wehav ram (Ciern
40018e78f265a8d2e6fdd237334c80ca
Edit Properties... Copy to File...
L P

ol I i I [N
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What’s in a certificate? - Signature Algorithm

B Certificate

General Details Certification Path

Show:  <All> v
Field Value
DVersion V3 ‘
|- |signature algorithm sha256RSA
'EISignature hash algorithm sha256
Issuer HydrantID Server CA O1, Hyd...
DValid from Tuesday, March 26, 2024 12:...
=] valid to Wednesday, March 26, 2025 ...
'5_1& hiert admin-mfe wehav ram Ciern

A

Edit Properties... Copy to File...

[ ox ]

A

© 2025 Cisco and/or its affiliates. All rights reserved.

Field

Version

D Serial number

Signature algorithm sha256RSA

E]Signature hash algorithm

Value
V3

40018e78f265a8d2e6fdd2373...

sha256

HydrantID Server CA O1, Hyd...
Tuesday, March 26, 2024 12:...
Wednesday, March 26, 2025...

admin-mfe weheav ram (Ciern

BRKTAC-3000
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What’s in a certificate? - Issuer

(

@ Certificate

General Details Certification Path

Show:  <All> v

Field Value

Version V3

-] serial number 40018e78f265a8d2e6fdd2373...

=)|Signature algorithm sha256RSA

Issuer HydrantID Server CA O1, Hyd...
alid from uesday, Mar

=] valid to Wednesday, March 26, 2025 ...

'-'_1% hiert admin-mfe wehav rnm_Ciern

A

Edit Properties... Copy to File...

[ ox ]

© 2025 Cisco and/or its affiliates. All rights reserved.

Signature algorithm
Signature hash algorithm

-] valid from

=] valid to

[—] Qi ihiart

Value

V3
40018e78f265a8d2e6fdd2373...
sha256RSA

sha256

HydrantID Server CA O1, Hyd...
Tuesday, March 26, 2024 12:...

Wednesday, March 26, 2025 ...
admin-mfe wehav ram Ciern

O = IdenTrust
C=US

CN = HydrantID Server CA O1
Ol = HydrantID Trusted Certificate Service

BRKTAC-3000
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What’s in a certificate? - Valid From/To

‘ a Certificate

Field Value
General Details Certification Path 5] version V3
T » = serial number 40018e78f265a8d2e6fdd2373...
= |signature algorithm sha256RSA
. — Signature hash algorithm sha256
=] 1ssuer HydrantID Server CA O1, Hyd...
Ve's'°" s Valid from Tuesday, March 26, 2024 12:...
Serial number 40018e78f265a8d2e6fdd2373... Vali d to Wednesday March 26, 2025
Sgnalure sigarithm sha2SERsA ﬁ Sithiart ardmin-mfe yu:mhnv rnm' Ciern .
Signature hash algorithm sha256
Issuer HydrantID Server CA O1, Hyd... ITuesday March 26. 2024 12:08:55 AM
.E]Valid from Tuesday, March 26, 2024 12:... S s —
=1|valid to Wednesday, March 26, 2025 ... 5
=il ihiart admin-mfe wehav rnm_Ciern Field Value
-] version V3
D Serial number 40018e78f265a8d2e6fdd2373...
Signature algorithm sha256RSA
Signature hash algorithm sha256
5| HydrantID Server CA O1, Hyd...
(=] valid from Tuesday, March 26, 2024 12:...
Valid to Wednesday, March 26, 2025 ...
mﬁ hiart admin-mfe wehev ram_ Ciern
Edit Properties... Copy to File...
Wednesday, March 26, 2025 12:07:55 AM
K [ x ]

© 2025 Cisco and/or

its affiliates. All rights reserved.
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What’s in a certificate? - Subject

‘ a Certificate X

admin-mfe.webex.com, Cisco ...

RSA (2048 Bits)
0500

[1]Authority Info Access: Acc...
KeyID=89b89bb63eedfbb0ch...
[1]Certificate Policy:Policy Ide...
[1]CRL Distribution Point: Distr...

NNS Mame =admin wehav ~am

General Details Certification Path
Show: <All> v

Field Value

|IL,,: Subject admin-mfe.webex.com, Cisco ... | "

| |public key RSA (2048 Bits) Public key

Public key parameters 0500 Public key parameters

Authority Information Access  [1]Authority Info Access: Acc... Authority Information Access

51| Authority Key Identifier KeyID=85b83bb6SeedfbbOcs. . l55| Authority Key Identifier

1| certificate Policies [1]Certificate Policy:Policy Ide... Certificate Policies

&i | CRL Distribution Points [1]CRL Distribution Point: Distr... CRL Distribution Points

mc. thiart Alternative Name NNS Name =admin weheyv ram m G ihiart Altarnative Name
CN = admin-mfe.webex.com
0 = Cisco Systems Inc.
L = San Jose
S = California
C=UsS

Edit Properties... Copy to File...
hS A

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTAC-3000
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What’s in a certificate? - Subject Alternative Name

a Certificate

General Details Certification Path

Show:  <aAll> v
Field Value
Authority Key Identifier KeyID=89b39bbs%eedfbbOcs...
Cerﬁﬁcate Policie [1]Certificate Policy:Policy Ide...
Ifs: i [1]CRI Distribution Paint: Di
Subject Alternative Name DNS Name=admin.webex.com...
& | Subject Key Identiher d812d7c92bad0898976689C78. .
Enhanced Key Usage Server Authentication (1.3.6....
llscT List v1, 4e75a3275c9a10c3385b6...

[i;'. Kevlleans

Ninital Sinnahire Kewv Fnrinher

A

Edit Properties... Copy to File...

[ o ]

© 2025 Cisco and/or its affiliates. All rights reserved.

Field

B Public key

Dpublic key parameters

Authority Information Access

Authority Key Identifier

Certificate Policies

%3 CRL Distribution Points
Subject Alternative Name

m Cithiart Kev Tdentifiar

Value

RSA (2048 Bits)
0500

[1]Authority Info Access: Acc...
KeyID=89b839bb&%eedfbb0ch...
[1]Certificate Policy:Policy Ide...
[1]CRL Distribution Point: Distr...
DNS Name=admin.webex.com...

AR12d4frQ2%hadNRARATAARA-TR

DNS Name =admin.webex.com

DNS Name =analyzer.webex.com
DNS Name =admin-mfe.webex.com
DNS Name =analytics.webex.com
DNS Name =myaccount.webex.com
DNS Name =analytics-cc.webex.com

DNS Name =analyzer-staging. webex.com

BRKTAC-3000
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What’s in a certificate? - Enhanced Key Usage

a Certificate

General Details Certification Path

| Show: <All> v
Field Value
Authority Key Identifier KeyID=89b39bbs%eedfbbOcs...
Cerﬁﬁcate Policies [1]Certificate Policy:Policy Ide...
CRL Distribution Points [1]CRL Distribution Point: Distr...
Subject Alternative Name DNS Name=admin.webex.com...

Enhanced Key Usage

19
L,_T Kevlleans

VI, 3£75a327509a 10C338900. ..

Ninital Sinnahire Kewv Fnrinher

A

Edit Properties... Copy to File...

[ o ]

© 2025 Cisco and/or its affiliates. All rights reserved.

Field

Authority Key Identifier
Certificate Policies
53| CRL Distribution Points
Subject Alternative Name

Subject Key Identifier
Enhanced Key Usage

SCT List

[bﬂ Kav | leana

Value

KeyID=89b83%bbs%eedfbbOch...

[1]Certificate Policy:Policy Ide...
[1]CRL Distribution Point: Distr...
DNS Name=admin.webex.com...
d312dfc92bad0898976689¢78. ..
Server Authentication (1.3.6....

v1, 4275a3275c9a10c3385b6. ..

Ninital Sinnahire Kewv Fnrinher

BRKTAC-3000

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

19
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What’s in a certificate? - Authority/Subject Key Identifier

; a Certificate

General Details Certification Path

Show: <All>

Field Value

Authority Key Identifier KeyID=89b89bb6%eedfbb0cs...
Certiﬁcate Policies [1]Certificate Policy:Policy Ide...
CRL Distribution Points

[Ef? Kevlleans

Subject Key Identifier d812dfc92bad0898976689¢c78. ..
Enhanoed Key Usage Server Authentication (1.3.6....
Gl scr List v1, 4e75a3275c9a10c3385b6. ..

Ninital Sinnahire Kewv Fnrinher

A

Edit Properties...

Copy to File...

[ ox ]

© 2025 Cisco and/or its affiliates. All rights reserved.

Authority Key Identifier
Certificate Policies
53] CRL Distribution Points
Subject Alternative Name
{31 subject Key Identifier
Enhanced Key Usage

55 scT List

ml(nv | leanas

KeyID=89b89bb6%eedfbb0ch...
[1]Certificate Policy:Policy Ide...
[1]CRL Distribution Point: Distr...
DNS Name=admin.webex.com...
d812dfc92bad0898976689¢78. ..
Server Authentication (1.3.6....
v1, 4e75a3275c9a10c3385b6...

Ninital Sinnahire  Kev Fnrinher

|KeyID=89b89bb69eedfbbOcsbd0decs 74e 3ca3929d2df3

BRKTAC-3000

Field

Authority Key Identifier

Certificate Policies

i3 CRL Distribution Points

Subject Alternative Name
Subject Key Identifier

Enhanced Key Usage

&5 |SCT List
mknv | leana

Value

KeyID=89b89bbs%eedfbbich...
[1]Certificate Policy:Policy Ide...
[1]CRL Distribution Point: Distr...
DNS Name =admin.webex.com...
d812dfc92bad0898976689¢78. ..
Server Authentication (1.3.6....
v1, 4e75a3275c9a10c3385b6...

Ninital Sinnahire Kewv Fnrinhar

d812dfc92bad0898976689c7846307d3a4fb2b73

20
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CA Signed Examples

(supported)

s Certificate X . Certificate X
General Details Certification Path General petails Certification Path
E “ Certificate Information \J‘“ Certificate Information
This certificate is intended for the following purpose(s): Windows does not have enough information to verify
« Ensures the identity of a remote computer this certificate.

* Proves your identity to a remote computer
©2,23,140.1.2.2
*2,16.840.1.113839.0.6.3

Issued to: admin-mfe.webex.com Issued to: vcsel.labtest.local
Issued by: HydrantID Server CAO1 Issued by: RootCA
Valid from 3/26/2024 to 3/26/2025 valid from 8/31/2016 to 8/31/2018
[Install Cerﬁﬁte...] Issuer Statement Install Certificate...  Issuer Statement
oK

A L A

]
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Temporary and Self-Signed Examples
(unsupported)

i@ Certificate X wh Certificate X
General Details Certification Path General Details Certification Path
\
A8 Certificate Information @a Certificate Information
Windows does not have enough information to verify This CA Root certificate is not trusted. To enable trust,
this certificate. install this certificate in the Trusted Root Certification
Authorities store.
Issued to: exptest Issued to: Internet Widaits Pty Ltd
Issued by: Temporary CA 95eac263-0140-45a6- Issued by: Internet Widgits Pty Ltd
ale7-32a741208c04
valid from 10/15/2023 to 10/14/2024 valid from 38/10/2022 to 8/10/2023
Install Certificate...  Issuer Statement Install Certificate...  Issuer Statement

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTAC-3000 22 CIsco



What’s in a certificate?

a Certificate

General Details Certification Path

Certification path

- Certificate Chain

+{_gl HydrantID Server CA O1

SR | 3dmin-mfe. webex.com

© 2025 Cisco and/or its affiliates. All rights reserved.

[3] IdenTrust Commercial Root CA 1

—

BRKTAC-3000
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What’s in a certificate? - Chain verification

Server Intermediate Root
p | Certificate v Certificate g | Certificate
General Details Certification Path General Detgils Certification Path General Details Certification Path
: ﬁ Certificate Information -8 Certificate Information LR Certificate Information
< = ion N This certificate is intended for the following purpose(s):
This certificate is intended for the following purpose(s): This certificate is intended for the following purpose(s):

» Al issuance polides

* Ensures the identity of a remote computer + All application policies

= Proves your identity to a remote computer
» Al issuance policies

» Ensures the identity of a remote computer
* Proves your identity to a remote computer
*2,23.190.1.2.2
#2,15.840.1,113539.0.6.3

* Refer to the certification authority's statement for details.

Issued to:  IdenTrust Commercial Root CA 1

Issued to: HydrantID Server CA 01

Issued to: admin-mfe,webex.com

Issued by: IdenTrust Commerdal Root CA 1 Issued by: IdenTrust Commercial Root CA 1

Issuwed by: HydrantlD Server CA O1

Valid from 12/12/2019 to 12/12j2029 Vvalid from 1/16/2014 to 1/16/2034
Valid from 3/26/2024 to 3/25/2025

]
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What’s in a certificate? - Chain verification

a | Certificate Server X || p] Certificate Intermediate
General Details Certification Path General Details  Certification Path
Show: | =all= v Show:  <all= e

Field Value Field Value
Aumnrity Information Access  [1]Authority Info Access: Acc... BF‘uhIic key parameters 0500
3| Authority Key Identifier KeyID=8%b35bb&9eedfbblcs. .. |!£|.|!'.u1:hn::nri’f5-I Information Access  [1]Authority Info Access: Acc...
553 Certificate Policies [1]Certificate Policy:Policy Ide... 55| Authority Key Identifier KeyID=ed4419c0d3f0068bee. ..
@CRJ_ Distribution Points [1]CRL Distribution Point: Distr... Cerﬁﬁﬁte Policies [1]Certificate Policy:Policy Ide...
Subjecl: Alternative Name DMNS Mame =admin.webex.com... CHJ. Distribution Points [1]CRL Distribution Point: Distr...
531 subject Key Identifier d812dfca2bad0898976689¢73. . 51| subject Key Identifier 89b39bb&9eedfbbictbd0decs. ..
Enhan::ed Key Usage Server Authentication (1.3.6.... @Eﬂhanced Key Usage Server Authentication (1.3.6....
.ITH_rlqr"Tl it wl AaTEa33 76 01N 3R ERA mﬁnnir Crnatraints Ciikiart Tuna="4 P=ath | annt

‘k:eym:Iagbagbbﬁgeedmbncsbdndecﬁ?qeamagzgdzdﬁl e [39b39bbegeedibbicebd0decs 74e 3ca3929d2df3

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTAC-3000 25
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What’s in a certificate? - Chain verification

g | Certificate Intermediate > g | Certificate Root #
General Details Certification Path General Details Certification Path
Show: <All= o Show:  <All= v
Field Value Field Value
D'u'alid to Wednesday, December 12, 20... E]Subject IdenTrust Commerdal Root CA...
BSubject HydrantID Server CA 01, Hyd... BF‘uinc key RSA (4096 Bits)
BPuinc key RSA (2048 Bits) BF‘uinc key parameters 05 00
BF‘uinc key parameters 0500 | Subject Key Identifier ed4419c0d3f0068becad7bbe4. ..
@Autﬁnriw Information Access  [1]Authority Info Access: Acc... hiey Usage Certificate Signing, Offdine CR...
.lfi.ufﬂ'::nrity-I Key Identifier KeyIlD=ed4419c0d3f0068bee... Elasi:: Constraints Subject Type=CA, Path Lengt...
@Cnarﬁﬁmte Policies [1]Certificate Policy:Policy Ide... BThumbprint df717eaadad94ec9558499602. ..
ml‘"l:'l Miigtribnitinn Prints MRl Nictribn binn Prints Dictr
|
|KE1,'ID =lEd4419cUd3mDEEbEE34?bbE4EE?EE 54EBEESE?EI ——— ed4419c0d 3f00638beea47bbe42e 72654c838 36 76

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTAC-3000 26 CIsco



Certificate Extraction




Extracting CA Certificates - Extract from Certificate

a  Certificate X g Certificate X

General Details Certification Path General | Detafl| Cetiication Pafh
ener etails ]

Certificat #  Certificate X
Certification path
] 1det :
! Detail i i
5] IdenTrust Commercial Root CA 1 | General Dells - Certification Path
EREA HydrantID Server CA O1 o]
ol — " Show:  <aAll> v
“--{3] admin-mfe.webex.com
Field Value
|j Valid to Wednesday, December 12, 20...
|:] Subject HydrantID Server CA O1, Hyd...
(=] Public key RSA (2048 Bits)
|j Public key parameters 0500
| @Authority Information Access  [1]Authority Info Access: Acc...
‘ &] Authority Key Identifier KeyID=ed4419c0d3f0068bee...
i) Certificate Policies [1]Certificate Policy:Policy Ide...
J.:']r'm Nictrihi itinn Pninte M1R1_ Nictribi itinn Paints Nictr
I View Certificate I Certificats
| is certifif
Certificate status:
is certificate is OK.
Edit Properties...
—

]
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Extracting CA Certificates - Extract from Certificate

X
€ &¢ Certificate Export Wizard & &¥ Certificate Export Wizard
Export File Format . . .
Certificates can be exported in a variety of file formats. Comp Ietmg the Certificate Export Wizard
You have successfully completed the Certificate Export wizard.
Select the format you want to use:
(") DER encoded binary X.509 (,CER) You have specified the following settings:
I% Base-64 encoded X.509 (.CER) I i C:\Users\jgamboag \Downloads\Anoth
" ) Export Keys No
C Message Syntax Standard - PKCS #7 Certificates (P78
ryptographic yniax ertificates (P78) Indude all certificates in the certification path No
Indude all certificates in the certification path if possible File Format Base64 Encoded X.509 (*.cer)

Personal Information Exchange - PKCS #12 (,PFX)
Indude all certificates in the certification path if possible

Delete the private key if the export is successfu

Export all extended properties
Enable certificate privacy

Microsoft Serialized Certificate Store (.S5T)

Cancel Cancel

]
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Extracting Expressway Certificates - SFTP/WinSCP

Navigate to Tandberg/Persistent/Certs, collect certificates as required

h ﬁ, Login — X Jtandberg/persistent/certs/
_ 7 Size Changed Rights Owner

S New Site session 4/29/2024 1:22:59 PM PWXT-XT-X root
e 12/6/2022 12:58:43 PM  rwr—xr-x _samivy

SFTP e multidomaincerts 3/5/2023 6:40:54 AM T — root
Host name: Port number: generated_csr 12/6/2022 12:54:43 PM IWXI-Xr-X _nobody
Expressway_IP/Resolvable_FQDN 22 5 (& mtls_ca.pem 9 KB 7/14/2021 7:05:57 AM wW-r--r-- _nobody
[&f sch_server_cert.pem 6 KB 3/13/2023 10:47:12 AM w-r--r-- _nobody
l:zz; fname: rasswmd: 6 KB 4/24/2023 7:24:06 AM PW=T--T—- _nobody

[& server-ssh.pem 4 KB 3/11/2024 9:21:55 AM w------- _pfwd

Save - Advanced... ‘v [ privkey.pem.default 2 KB 6/7/2023 9:24:.01 AM root

2 KB 4/23/2023 4:27:00 PM I root

[ server.pem.default 2 KB 6/7/2023 9:24:01 AM r--r--r-- root
2 KB 4/23/2023 4:27:00 PM W _nobody

[l ca.pem.default 2 KB 6/7/2023 9:24:01 AM r--r--r-- root

[ client-ca.crl.default 2 KB 4/24/2023 7:22:13 AM w-r--r-- roat
& client-ca.crl 2 KB 4/2472023 7:22:13 AM rw-r--r-- _nobody

[ policy-services.crl.default 2KB 7/14/2021 7:05:57 AM rw-r--r-- root
Tools v Manage ¥ Close Help &l policy-services.crl 2 KB 7/14/2021 7:05:57 AM MW-r--I-- _nobody

& show Login dialog on startup and when the last session is closed [ crl-update.conf 1KB 3/11/2024 9:21:54 AM wW-r--r-- root

]
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Extracting Expressway Certificates - Web Interface

r
(@) @ &, Login X +

« > © Not Secure  hittps:// [login * <} [y

AdminiSator login

Username

Password [ l

Logi| 1. Navigate to the expressway web interface
2. Click on the padlock icon next to the URL

3. Select the certificate option
A Your connection to this site is not secure
You should not enter any sensitive information on this site
(for example, passwords or credit cards), because it could be

stolen by attackers. Learn more

You have chosen to turn off security warnings

for this site. Turn on warnings

E‘;j Certificate is not valid [

]
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Extracting Expressway Certificates - Web Interface

Certificate Viewer: expc X
General | Details
Certificate Hierarchy

" Temporary CA c5651b1c-2fe9-4424-9bbf-1cf767720373

. \

4. \While on details, select the server

Certificate Fields

certificate
¥ expc
" Certificate .

- 5. Click export

Serial Number

Cartifcate Signature Algorithrn 6. Browse and download the file on your

ssuer desired folder

+ Validity
Not Before -
el eeles File name: ‘ servercercificate.ceﬂ v
\ Save as type: Base64-encoded ASCI, single certificate (*.pem;*.crt) v
Export...
© 2025 Cisco and/or its affiliates. All rights reserved. BRKTAC-3000 32 .éllls.éloh



Extracting Expressway Certificates - Command Line

A Select OpenSSH SSH client - ] X O

1. Log into the Expressway CLI with admin
credentials

2. Run the command 'xCommand Certs

MIIEbDCCA1SgAWIBAgIBATANBgkghkiGOWOBAQsFADCEBLDEGMDgGAIUECEWXVGVL

€GOYYXISIENBIDY3ZWIOYZAXL ThhZmYtNGUSMC1hZGUSLTB10DUIMAYYT1YIEE . 1

MDgGA1UECWWXVGVECGIyYXISTENBIDY3ZWIBYZzAXL ThhZmYtNGUSMC1hZGUSLTBL OI I " I lan . Ce rt get
ODUIMjAYYTL]YjE6MDEGALUEAWWXVGVECEIYYXISIENBIDY3ZWIOYZAXL ThhZmyt —
NGUSMC1hZGUSLTBLODUIMjAYYT1]YjAeFuyMzASMTkuNTI2NTF aFu@yNDASMTgw

NTIZNTFaMIGaMUMWQQYDVQQKDDpUZH1wb3IhcnkgQ2VydGlmakiNhdGUgNTQ4M hh

NzQtYz1hZCeaMjQuL Tg5YTgtMzQxMzM5MmZkZDgBMUMWQQYDVQQLDDpUZW1wb3Jh

cnkgQ2VydGLlmaWNhdGUgNTQ4MjhhNzQtYz1hZC8MjQuL Tg5YTgtMzQxMzMSMmZk

ZDgeMQ4wDAYDVQQDDAV | aXNjbz CCASIWDQYIKoZ ThvcNAQEBBQADEEEPADCCAQOC Y o

ggEBALE7/VmMIAZUGVLVFgGmgn/ t@@aTztF3SWIUkit1fDHEPHFxab2K7jRgZthf6 . Opy t e Certl Icate Output rOl II _—————

QUokoPyDi7xXuK+6Fk+EQSEz502m1]gqnX10fQ6YkcRNr8uOWiyEWeDbWsdB2rj/

nweDyEIRYiH7 IfC+xmbH7d1cK1Edc5nGakZOVMONFQOUC+vCLggXnPI/tvEy60fh

GVyI8v15N8eqzqozGqnpQYbeC1bSHL+ICPVfehsvFoSEga7vkIUEPc1IATKKIPE B EG I N C E RTI F I CATE [ —— th r‘o u g h [ —
e+FIBgx53Y/hf/GaAg93t4fn@IAaBSV17odBuW+yi7t119eEcqS1K5z0AQ1GSFlrg

bMuseg8WGY2HQ1iblueGXL1QJOkCAWEAASOBODCENTAIBgNVHRMEAAAMCOGCHCG

SAGG+EIBDQOXFhVUZW1wb3JhcnkgQ2VydGlmakWNhdGUWHQYDVREOBBYEFF78UIqu

IVSBGUAVIOrpZ EG187 g7 MBRGA1Ud TWQYMBaAFNNGEChb2vOmL 7+6PW 4taFETtIF2Z _—_———
MASGA1UdDWQEAWIFADAdBENVHSUEFjJAUBEErBgE FBQCDAQY IKWYBBQUHAWIWDQY ]

KoZIhvcNAQELBQADggEBAKhnNOMCF1aEUHQOqiLQ1sZod3avulsVTgERsFIp+FoZ

oCNm12HsMaBuv00cdj7ves4S+wfNIW7xsUdod7VT@tDRe8MUenS14HUSHESqIHp+

LAHI//tCmNUj21xEHUXnDnoDTP/4HMriiQEz /L79eBp7B0O3XZ54ge+ySINSSbaYf

sxG35SzWpYBUBBS+jEC8S1ZIWgefcAeGRWOUIIOSbiARQZXAFkMp46EmacP/ epgbn4d

gexXABENKILIWBLS+t4MOGhbWTQoExelXs1maEHTT+ntZ3Yb7xcj4RiabFsHS+9N@z

AjTSulaEDy@+XT/NcHhFsNzBONgSMRS51VIAivDTumig=

]
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Extracting Expressway Certificates - Command Line

File

Edit Search View Enceding Language Settings Teools Macre  Run
o B B2 ka | Q |
=] test uidl Iﬂ‘

Q{ *ChUsers\Ideleonivtest.udl - Notepad++ - O

Plugins  Window

| % x| BE| S

?

= E T

&

BT

Ll
1 &

BT

o

4

MITEEDCCALSgAWIBAgIBATANEgkghkiGOSwOBAQsFADCEBLDEEMDgGRALIUECgwxVGEVE
cEOy YN JISIENBIDY 3ZWIOYzAXLThhZmY tNGUSHMC1hZGUSLTELODULIMIAYYT1YJEE
Mg GRIUECWwWRVEVE GOy Y X JSIENBIDY 3ZWIOY AR LThhZmY tNGUSMC 1hZGUSLTEL
CDUIMIAyYT1iYJEEMDgGRAIUEAwWR VGVt GOy YXISIENBIDY 3ZWIOYzAxL.ThhZImYt
NGUSMC1hZGUSLTEBICDUIMj AyYT1j Y j2eFwOyMe=ASMT kwNT I 2NTFaFwl vHDASHT gw
NTIZNTFaMIGaMUMwoOYDVROKDDpUZW1lwk3 ThenkgQ2VydGlmaWNhdGUgNTQ4Mjhh
NzQt¥z1lhZCO0OMiQwLTgSY¥TotMz0xMzMSMmZ kZDg OMUMwOOY DVQOLDDpUZW1lwk3Jh
cnkgQ2VydGlnaWNhdGUgNTO4M I nhNz0tYz1hZC00M I OwLT g Y TotMzQxMzMSMmE k
ZDgOMQ4wDAYDVOODDAYVY aX¥NibzCCASIwDQY T o Z ThveNAQEEBBQADggEPADCCAQOC
ggEBALET /VnIA2UGVLVFgGmgn,/t00aTztF35WIUkic1fDHEPHFRab2KTjRgZthfé
QUoWoPyDiTxXuK+6Fk+EQSEzS502ml jggqn¥ 10f 06 Y kcRNr SuOWivEWeDEWsdB2r3 /
nweDyeIRYiHTIEC+xmbH7dlcK1lEdcSnGakZ0VMoNFQSUC+vCLogXnPL/ tvEve0tfh
GVyIOvlSNESegqzgozGognpQYh9ClbsH1+JCPVwiehSvFoSEga TvkJUEPc 1 TATKEJPE
e+fIBgxS3Y,/ hf/G9ah93c4fn0IRaBSV1TodBW+yviTcll9eEcgS1ESzolQ1GsFlrg
EMusegiWGY2HQLiklueGXLIQJOECAWEARaOBoDCENTAJBgNVHRMEL j RAMCQGCWCG
SAGG+EIBDQONFhVUZW1lwb3JThenkgQ2VydGlnaWlhdGUwHQYDVROCBBYEFF78UIgu
IVSBGu4VICrpZEGlEZgzMBEGRIUATIWOYMBaAFNNgoCh2vCmLT+6PWi4taFECJF22
MAsGAIUdDWOEAWIF4DAABgNVHSUEFjAUBggrBgEFBOcDAQY TEWYBBQUHAWIWDYJ
FKoZIhvcHNAQELEQADggEBAKhnNoMCF1aEUHQOQiLOlsZod3avuWsVIgQERSFIp+FoZ
oCHNml2HsMaBuvlled TwiS454wiNIwTxsUdod7TVIOtDROEMUenS14HUsSHESqJWp+
LAHI//tCoNUj21xEHuXnDnoDTP/4HMriiQEz/L79=0pTB0O3XZ54ge+y59N586aYE
SXG35ZWpYBUBOS+JEc851Z W0 fcheGRWOULJOSLiARQZXAFKMp46ml P/ epgbng
gexABENKILIWIt S+t 4MoGEWwIQoExe 11X s IlmaEHTT4+ntZ3Y¥eTrcj4RiabFsHS5+9N0z
AjTSulaEDy0+XT/NcHhFsNzEONgEMRS51VI4ivDTwwg=

length: 1,620 lin Ln:27 Col:1 Pos:1,621

Windows (CRLF)  UTF-8

INS

© 2025 Cisco and/or its affiliates. All rights reserved.
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4. Paste the certificate into a notepad

application like Notepad++

5. Make sure that there is a carriage return

after -----END CERTIFICATE-----

6. Save file as <certname>.pem*

* When saving make sure the Save as type

is set to All types (*.*)

34
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Extracting Expressway Certificates - Log Bundle

Hmin
CISCO Cisco Expressway-E

Status > System > Cenfiguration > Applications > Users > 7)Help (04 Logout
Overview Upgrade You are here: Status » Overview
1| Warning: Your current hardwars does not meet supported VM configuration requiremen  L000Ing on for this version of view for Cisco page

Smart licensing

Selected modes Generic - Do you want to Run service setup? EMail Noltifications.
Option keys

System name Toolss

Up time §days 16 hours ST minutes 24 seconds

Software version X140

Pv4 address LAN 1: 10.201.202.110 Backup and restore

_— 1 Fich Media Sessions, 0 Roa Systams, 0 | Diagnostic logging | FindMe, Device Provisioning, Advanced Networking, Expressway
Maintenance mode: System snapshot

o g d .
Language Incident reporting » 1 nt t h b I
. Log into the web U

Gurrent audio (SIP)
Peak video
Peak audio (SIP)

T —- 2. Navigate to Maintenance > Diagnostics >

Hybrid Services Log Levels

e o oo

Status » System> Configuration » Applications> Users» Maintenance » 2)Hein_ 4 Logout . . .
Diagnostic logging You are here: > Diagnostics * i D I a g n ost I C LO g g I n g
| L Warning: Your currant nardware does not meet supportad VM configuration requirements. For infarmation on standard for s version of view for Gisco page.
«{ Logging status I
Started logging at Monday 29th af April 2024 03:36:34 PM (US/Eastern) logging started by admin@10.151.184.155
Stopped logging at Monday 29th of April 2024 03:36:53 PM (US/Eastemn) - -
‘ s 3. Click Start new log > Stop logging >
Add marker
: Collect |Og > Download |Og
Filter tepdump by address [ i
Filtsr tcpdump by port [

Istgn new log | | Siop Iogoin

it s 4. The server .pem certificate file will be

included in the tar.gz log bundle

|.“_;¥cafEXPfE_2025704f17_18:28:59.pem | 11300 11776 2025-04-17 14:26
i eth0_diagnostic_logging_tepdump00_EXP-E_2025-04-17 _18:28:59.pcap 1760197 1760256 2025-04-17 14:28
& eth1_diagnostic_logging_tcpdump00_-EXP-E_2025-04-17_18:28:59.pcap 222139 222208 2025-04-17 14:29
M‘h loggingsnapshot -EXP-E 2025-04-17 18:28:59.txt 361987 362496 2025-04-17 14:29
.“_;Iayserver_fEXPfE_2025704f17_18:28:59.pem | 2610 3072 2025-04-17 14:26
€ xconf_dump-EXP-E_2025-04-17_18:28:59.xml 92175 92672 2025-04-17 14:26
.“_jxconf_dump_—EXP*E_2025—04—17_18:28:59.m 121942 122368 2025-04-17 14:26
exstatidumpiEXP-E72025-O4-17718:28:59.xml 105645 105984 2025-04-17 14:26
ﬂéxstatﬁdumprXPE72025-O4-17718:28:59.1)&5 121704 121856 2025-04-17 14:26

]
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Extracting Expressway Certificates - Packet Capture

1910 1747823751 TLSv1.2 383 Client Hello
I 1913 1747823751 TLSv1.2 879 |Server Hello, CertificateJ
1915 1747823751 TLSv1.2 224 Certiticate, Client Key Ex
ANAL AT ATONDY™IC1 B P . - TI Cae1 hal ANC Ahcinen PLlbinen Conn LI T
Expand Subtrees
i b
Frame 1913: 879 bytes on wire (7032 bits), 879 by :p::;i“ rees
Ethernet II, Src: Collapse Al
Internet Protocol )
Apply as Column Ctrl+Shift+1
Transmission Control Protocol, Src Port: 636, Dst 330, Len: 825
Apply as Filter

[2 Reassembled TCP Segments (2285 bytes): #1911(1 )
Prepare as Filter
Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Mult.  colorize with Filter
Content Type: Handshake (22) Follow
Version: TLS 1.2 (0x0303)
Length: 2280

Cirl+Shift+O
> Handshake Protocol: Server Hello I e — Ctrl+Shift+X I

v Handshake Protocol: Certificate

»
»
Conversation Filter »
»
»

Copy »

Wiki Protocol Page

Handshake Type: Certificate (11) Filter Field Reference
Length : 1792 Protocol Preferences L
Certificates Length: 1789 Decode As.. Ctrl+Shift+U
v Certificates (1789 bytes) Go to Linked Packet
Certificate Length + 1786 Show Linked Packet in New Window

I > Certificate [truncated]: 398206f63@8295dea06302010202136f009c794a1dbc568ed89bb6070002900|
> Handshake Protocol: Server Key Exchange
> Handshake Protocol: Certificate Request
> Handshake Protocol: Server Hello Done

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTAC-3000

Select the packet containing the certificate
Expand the Transport Layer Security fields
Locate the certificate to be extracted

Right click on the certificate and select
Export Packet Bytes

Name the file <filename>.cer with Save as
type set to All Files (*.*)

Save

]
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Extracting Expressway Certificates - Packet Capture

1. Select the packet containing the certificate

2. Expand the Transport Layer Security fields

File name: Cemﬁcatee}(traCtEd'ceﬂ 3. Locate the certificate to be extracted

Save as type: All Files (*.%) 4

. Right click on the certificate and select
Export Packet Bytes

5. Name the file <filename>.cer with Save as
type set to All Files (*.*)

6. Save

LK AN
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MRA Certificates




Significant Certificates in an MRA Deployment

CUCM uses tomcat and CallManager to

Call Manager
N

<Ml5 |

© 2025 Cisco and/or its affiliates. All rights reserved.

- communicate with Expressway-C

Edge

IH‘
|

Expressways exchange
their certificates to ensure a
secure connectivity on the
UC Traversal Zone

BRKTAC-3000

=

Clients receive the Expressway-E
certificate to ensure the identity of
the server and connect their
services

<=

39
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UC Certificate Exchange: Establishing Trust

Expressway-C

Just as the CA certificates that signed the Expressway-C certificate are uploaded to the Expressway-E,
they must be uploaded to the CUCM in the tomcat-trust and CallManager-trust.

The Expressway-C must also trust the CUCM tomcat and CallManager certificates.

N
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UC Certificate Exchange: Establishing Trust

Expressway C Expressway E

Expressway-E signing CA Expressway-C signing CA
certificate must be installed certificate must be installed
in Expressway-C Trusted CA in Expressway-E Trusted CA
list list

|?
E
7

—
—
—

n,
—

—

N
© 2025 Cisco and/or its affiliates. All rights reserved. BRKTAC-3000 41 CiIsco



Add these items as
subject alternative names

Unified CM registrations
domains (despite their
name, these have more in
common with service
discovery domains than
with Unified CM SIP
registration domains)

XMPP federation domains

IM and Presence chat
node aliases

(federated group chat)

Unified CM phone security
profile names

(Clustered systems only)
Expressway Cluster name

© 2025 Cisco and/or its affiliates. All rights reserved.

Mobile and Remote
Access

Required on Expressway-E
only

Required on Expressway-C
only

Required on Expressway-C
only

Expressway SAN Requirements

When generating a CSR for these purposes

Jabber Guest

Required on Expressway-C
only

BRKTAC-3000

XMPP Federation

Required on Expressway-E
only

Required

Required on Expressway-C

only

Business to Business Calls

42
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TLS and Ciphers




TLS Handshake

v

v

SYN
. SYN ACK
ACK
AN

Client Hello

)

S
Server Hello —
v =

Certificate, Server Key Exchange, "
Server Hello Done

{

, Client Key Exchange,
Change Cipher Spec

{ — X

Change Cipher Spec

P

A

]
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TLS Handshake Failures and Verification

TCP Handshake

TCP 60 58563 » 443 [ACK] Seg=1 Ack=1 Win=262656 Len=0
TLSv1.2 837 Client Hello
TCP 54 443 » 58563 [ACK] Seg=1 Ack=784 Win=64128 Len=0

TLSv1.2 218 Server Hello, Change Cipher Spec, Encrypted Handshake Message
TLSv1.2 105 Change Cipher Spec, Encrypted Handshake Message

TCP 54 443 - 58563 [ACK] Seq=157 Ack=835 Win=64128 Len=0

TLSv1.2 912 Application Data

TLS Handshake

]
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TLS Handshake Failures and Verification

TCP Handshake

admin expressway-c ICP 60 58559 -» 443 [ACK] Seg=1 Ack=1 Win=2182272 len=0
admin expressway-c TLSv1.2 741 Client Hello
SRR admin TCP 54 443 - 58559 [ACK] Seq=1 Ack=688 Win=64128 Len=@
expressway-c admin TLSv1l.2 210 Server Hello, Change Cipher Spec, Encrypted Handshake Message
admin expressway-c TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Unkpown)
expressway-c admin TCP 54 443 » 58559 [ACK] Seqg=157 Ack=695 Win=64128 Len=0 \\

Invalid
Certificate

TLS Handshake

]
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TLS Handshake Failures and Verification

TCP Handshake

66 33662 » 6972 [ACK] Seg=1 Ack=1 Win=p4256 Len=@ TSval=3341487451 TSecr=1382887028

cucm expressway-c TCP

cucm expressway-c TLSv1.2 583 Client Hello
expressway-c cuem TLSv1.2 4834 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
cuem sl TCP 66 33662 » 6972 [ACK] Seq=518 Ack=3969 Win=62464 Len=@ TSval=3341487462 TSecr=1382887039
cucm expressway-c TLSv1.2 4289 Certificate
expressway-c cucm TCP 66 6972 » 33662 [ACK] Seq=3969 Ack=4741 Win=38528 Len=@ TSval=1382887039 TSecr=3341487462
expressway-c cucm TLSv1.2 73 Alert|(Level: Fatal, Description: Unknown CA)
cucm expressway-c TCP 66 33662 » 6972 [ACK] Seq=4741 Ack=3976 Win=64128 LTSV31=3341487463 TSecr=1382887039

TLS Handshake
Invalid Certificate Authority

ol I i I [N
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TLS Handshake Failures and Verification

~ TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (@x@3e1)
Length: 189
~ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
TCP Handshake
Version: TLS 1.2 (@x@303)
> Random: 4c1cc930681ad11dd228b3531e97c2f535191cPed66156ddcO842c21c713f3d5
Session ID Length: @
Cipher Suites Length: 82
~ Cipher Suites (41 suites)
Protocol Lengtf' Info Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc@3@)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xc@2c)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (@xc@28)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (@xc@24)

Source Destination

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 (@xc@2f)

Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (®xc@2b)

gxprassway-c expressway-e TCP 66 27088 » 7002 [ACK] 5§
expressway-c expressway-e TLSv1.2  26@ Client Hello

expressway-e expressway-c TCP 66 7082 + 27088 [ACK] Seg=1 Ack=195 Win=65024 Len=0 T5val=2585994536 TSecr=4291755130

expressway-e expressway-c TLSv1.2 73 Alert (Level: Fatal, Description: Handshake Failure)
expressway-c expressway-e Tce 66 27038 + 7002 [ACK] S5eq=195 Ack=8 Win=64256 Len=8 T5val=4291755131 TSecr=2585994536

expressway-c expressway-e TP 66 27088 + 7002 [ACK] Seq=196 Ack=9 Win=64256 Len=0 TSval=4291755131 TSecr=2585994537

TLS Handshake
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TLS Handshake Failures and Verification

~ TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (ex@3e1)
Length: 189
v Handshake Protocol: Client Hello

TCP Ha ndsha ke I::::::?kis';ype: Client Hello (1)

Version: TLS 1.2 (&x@303)
> Random: 4clcc930681ad11dd228b3531e97¢c2535191cPedb6156ddc0042¢21¢71313d5
Session ID Length: @
Cipher Suites Length: 82
~ Cipher Suites (41 suites)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc@30)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xc@2c)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (@xc@28)

Destination Protocol Length Info

Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (@xc@24)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc@2f)

: Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (Bxco2b

gxprassway-c expressway-e TCP 66 27088 » 7002 [ACK] 5§
expressway-c expressway-e TLSv1.2  26@ Client Hello

expresswav-e expressway-c TCP 66 7082 + 27088 [ACK] Seq=1 Ack=195 Win=65024 Len=0 TSval=2585094536 TSecr=4291755130
expressway-e expressway-c TLSvi.2 73 Alert|(Level: Fatal, Description: Handshake Failure)
expressway-c expressway-e TCP 66 27888 » 7002 [ACK] Seq=195 Ack=8 Win=64256 Len= T

; 4291?55131 T5ecr=2585994536

expressway-c expressway-e 66 27088 + 7002 [ACK] Seq=196 Ack=9 Win=64256 Len=0 TSval=4

TLS Handshake Cipher incompatibility

ol I i I LN
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Case Generator Scenarios




After upgrading my server to
x14.0.2, my devices are unable
to connect over MRA

Expressway-C Traffic Server Enforces
Certificate Verification

CCCCC



Expressway-C Traffic Server
Enforces Certificate Verification

As of x14.0.2, Expressway will send its client certificate whenever a
server (CUCM) requests it, for services running on ports other than
8443 (e.g. 6971,6972) even if CUCM is in non-secure mode.

Expressway-C: Call Manager Trust Stores:
CA Certificates CallManager-trust
(root and all intermediates) tomcat-trust

—
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Expressway-C Traffic Server
Enforces Certificate Verification

The identifying signature for this issue is the Expressway’s connections to CUCM over port
6972 failing with "tlsv1 alert unknown ca" and "502 connect failed" response.

In the client logs if you filter for '"HTTP response code’ you will see 200 OK responses to the
initial HTTP messages and then a 502 when the client requests the CSF configuration file:

2023-12-12 18:05:24,011 INFO [0x00006d3c] [ls\src\http\BasicHttpClientImpl.cpp(675)] [csf.httpclient]
[csf::http::performRequest] - *—-—-—-—- * HTTP response code 200 connect code 0 for request #13 to
https://jabber.clus2024.com:8443/Y2x1czIwMjQuY29tCg/get edge config?service name= cisco-uds

2023-12-12 18:05:24,359 INFO [0x00006d3c] [ls\src\http\BasicHttpClientImpl.cpp(675)] [csf.httpclient]
[csf::http::performRequest] - *—-—-—--—- * HTTP response code 200 connect code 0 for request #14 to
https://jabber.clus2024.com:8443/Y2x1czIwMjQuY29tL2h0dHBzL2NsdXNwdWIuY21zY28udGVzdC84NDQz/cucm-uds/version
2023-12-12 18:05:24,493 INFO [0x00006d3c] [ls\src\http\BasicHttpClientImpl.cpp(675)] [csf.httpclient]
[csf::http::performRequest] - *—-—-—--—- * HTTP response code 200 connect code 0 for request #16 to
https://jabber.clus2024.com:8443/Y2x1czIwMjQuY29tL2h0dHBzL2NsdXNwdWIuY21zY28udGVzdC84NDQz /cucm-uds/servers
2023-12-12 18:05:24,843 INFO [0x00006d3c] [ls\src\http\BasicHttpClientImpl.cpp(675)] [csf.httpclient]
[csf::http::performRequest] - *-—-—-- * HTTP response code 502 connect code 0 for request #19 to

https://jabber.clus2024.com:8443/Y2x1czIwMjQuY29tL2h0dHBZzL2NsdXNwdWIuY21zY28udGVzdC820Tcy/CSFuser.cnf.xml

]
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Expressway-C Traffic Server
Enforces Certificate Verification

Looking at the Expressway C logs we see the Expressway C sending the CSFuser.cnf.xml
configuration request to the CUCM on port 6972 used for TFTP:

2023-12-12T711:14:56.307-07:00 clus2025expc traffic server[22698]: UTCTime="2023-12-12 18:14:56,307"
Module="network.http.trafficserver" Level="DEBUG": Detail="Sending Request" Txn-id="1410111"
TrackingID="8d1lb73el-cfee-4066-8432-be78aldlc000" Dst-ip="0.0.0.8" Dst-port="6972"

HTTPMSG:

| GET /CSFuser.cnf.xml HTTP/1.1

Host: 0.0.0.8:6972

Accept: */*

Cookie:<CONCEALED>

User-Agent: WebEx/1.0.0.2 (Windows;)

TrackingID: 8dlb73el-cfee-4066-8432-be78aldlc000

Client-ip: 0.0.0.3

X-Forwarded-For: 0.0.0.3, 127.0.0.1

Via: https/1.1 vcs[793ccd42c-a89c-4d85-bfac-abef6ee56000] (ATS), http/l.1 vcs[e00de37e-99fa-4ea8-aad9-
£92e1b306000] (ATS)

]
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Expressway-C Traffic Server
Enforces Certificate Verification

We then see the SSL connection to the CUCM fail with the tlsv1 alert unknown ca failure
followed by the 502 connect failed response:

2023-12-12T711:14:56.345-07:00 clus2025expc traffic server[22698]: [ET NET 1] ERROR: SSL connection failed
for '0.0.0.8": error:14094418:SSL routines:ssl3 read bytes:tlsvl alert unknown ca

2023-12-12T11:14:56.382-07:00 clus2025expc traffic server[22698]: UTCTime="2023-12-12 18:14:56,382"
Module="network.http.trafficserver" Level="DEBUG": Detail="Sending Response" Txn-id="1410111" TrackingID=""
Dst-ip="127.0.0.1" Dst-port="32794"
HTTPMSG:
|HTTP/1.1 502 connect failed
Date: Tue, 12 Dec 2023 18:14:56 GMT
Connection: keep-alive
Server: CE C
Cache-Control: no-store
Content-Type: text/html
Content-Language: en
Content-Length: 247
|

]
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Expressway-C Traffic Server
Enforces Certificate Verification

Confirm the serial number of the problematic certificate from the Expressway-C packet capture.

4206 18:14:56.326271
4236 18:14:56.344470
4238 18:14:56.345389 EDFE 5
4239 18:14:56.345582 TLSv1..
4248 18:14:56.345588

Expressway C cucM TLSv1.. 2786 6972 Certificate,
cP BB 35596 pY//) - 3550k

73 35596

Ethernet II, Src: VMware_95: , Dst:
Internet Protocol Version 4, Src: Expresswy C Dst: CUCM
Transmission Control Protocel, Src Port: 35596, Dst Port: 6972, Seq: 175, Ack:
Transport Layer Security
TLSv1l.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (@x@383)
Length: 1996
Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1992
Certificates Length: 1989
Certificates (1989 bytes)
Certificate Length: 1986
Certificate [truncated]: =redacted for privacy=
signedCertificate

issuer: rdnSequence (@)
validity
E—

subject: rdnSequence (@)
rdnSequence: 4 items (id-at-commonName= expwyec.ciscolivetac.com
subjec 1ckeyInTo

© 2025 Cisco and/or its affiliates. All rights reserved. . BRKTAC-3000

5963, Len: 2728

;id-at-organizationMame= Cisco Live

,id-at-state0rProvinceh
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Expressway-C Traffic Server
Enforces Certificate Verification

Check the installed Expressway-C certificate and check the serial number to make sure it matches
the serial number identified in the logs

ol I had I I
CISCO Cisco Expressway-C

Status » System » Configuration » Applications » Users » Maintenance » ) 0%

Server certificate You are here: Maintenance * Security + Server cerfificate

i Server certificate data

Server cerfificate Show (decoded) Show (PEM file) |

Currently loaded cerfificate expires on June 7, 2024

Certificate Issuer CLUS-Root-CA

]
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Expressway-C Traffic Server
Enforces Certificate Verification

Check the installed Expressway-C certificate and check the serial number to make sure it matches

the serial number identified in the logs

Certificate:
Data:

Serial Number:
©0x:53:12:51:g5:34:85:1t4:16:b4:fb:42:e7:4b:7c: a6

S Signature Algori : ncryption
Issuer: DC=2011, DC=TACCOL, CN=CLUS-Root-CA
S¢ Validity
a Not Before: Jun 03 16:00:00 2024 GMT
il Not After : Jun 07 00:00:00 2024 GMT

Subject: C=US, ST=NC, L=RTP, 0=CISCO, OU=TP-LAB, CN=expwyc.ciscolivetac.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (4096 bit)
Modulus:
00:92:2a:14:82:12:95:8d:¢c0:c8:ed:06:60:d0:45:
18:09:81:99:d9:49:37:58:e4:74:16:33:28:8f:d3:
73:be:0f:b8:62:91:46:30:01:26:09:b3:6a:6b:93:
5d:92:62:24:06:ba:43:9e:5e:82:f2:ce:f5:39:3b:

oD Nr v al1+dd+2Q+£Q+ Fra+EA+DIT1+ 27+ QA+Qa+EQsrf+ ~Q.
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:curity » Server cerfificate
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Expressway-C Traffic Server
Enforces Certificate Verification

Open the certificate and use the “Certification Path” to view the Intermediate and Root certificates
and confirm their respective serial numbers

an Certificate X

General Details| Certification Path |

@a Certificate Information

Issued to: expwyc.ciscolivetac.com

Issued by: CLUS-Root-CA

Valid from 06/03/2024 to 06/07/2024 bl
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Expressway-C Traffic Server
Enforces Certificate Verification

Open the certificate and use the “Certification Path” to view the Intermediate and Root certificates
and confirm their respective serial numbers

ah Certificate X

General Details Certification Path

Certification path

'_ﬁ] CLUS-Root-CA

----- ‘on) expwyc.ciscolivetac.com

View Certificate

N
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Expressway-C Traffic Server

Enforces Certificate Verification

Open the certificate and use the “Certification Path” to view the Intermediate and Root certificates

and confirm their respective serial numbers

© 2025 Cisco and/or its affiliates. All rights reserved.

General Certification Path

Certificate

Show: | <All>

Vv |

20 78 12 1f 57 09 28 a0 40 8a...

DSignaque algorithm sha256RSA

|- | signature hash algorithm sha256

- |1ssuer CLUS-Root-CA

[ | valid from Friday, January 21, 2022 10:3...
[=|valid to Tuesday, January 21, 2042 1...
l‘_'l':. ihiart NLLIC Doant NA_INYA v

X

|20 78 12 1f 57 09 28 a0 40 8a 9f df af 45 43\
79
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Expressway-C Traffic Server
Enforces Certificate Verification

Check the CUCM CallManager-trust and tomcat-trust stores to confirm the Expressway-C
Intermediate and Root CA certificates are installed

alialin |Cisco Unified Operating System Administration IEWTREE Y Cisco Unified OS Administratic

CISCO T 5rCisco Unified Communications Solutions Id3_admin-1

Show = Seftings + Security » Software Upgrades « Services + Help -

Certificate List

@;}) Generate Seif-signed Dﬁ Upload Certificate/Ceriificate chain E‘% Generate CSR

---------------------

profile.
CallManager- Cisco Manufacturing CA SHA2 CA- RSA Cisco_Manufacturing_CA_SHA2 Cisco_Root_CA_M2 11/12/2037 This certificate was |
trust signed MIC installed on Cist

Presence of this cert
the end point to com
securely with UCM u
when associated wit
profile.

CallManager- | \;s_Root-CA Self- RSA  GLUS-Root-CA CLUS-Root-CA 01/21/2042 Trust Certificate
trust I — signed

CallManager- ACTZ2 SUDI CA CA- RSA ACT2_SUDI_CA Cisco_Root_CA_2048 05/14/2029 This certificate was |
trust sianed MIC installed on Cist
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Expressway-C Traffic Server
Enforces Certificate Verification

If the Expressway C Intermediate and Root CA certificates are already installed, check the Serial Number
of the certificates in CUCM to confirm they are the same as identified from the Expressway C certificate

chain

llllllllo Cisco U
cisco

For Cisco Uni

xnehh lib Download PEM File |8 | Download .DER File
Show v Seftings v Secu

Certificate Details for campjetpack-LD3-INT-ADDNS-CA, CallManager-trust

Certificate List ~Status

E_]O Generate Self-signed £ @ Status: Ready

- Certificate Settings
CallManager- Cisco Man | File Name CLUS-Root-CA .pem
trust Certificate Purpose CallManager-trust
Certificate Type trust-certs
Certificate Group product-cm

Description(friendly name) Trust Certificate

tcrz'g'a"age" CLUS-Root: ~Certificate File Data

CallManager- ACT2 SULC | ([
trust

Serial Number: 2078121F570928A0408A9FDFAF454379

Issuer Name: GN=DLU57HWt—GA DC'=T:ALGEI':JL. DG=[D::3|' -
Validity Fram* Fr Tan 21 NQ=3I7-47 FST 72N272
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Cisco Unified OS Administratic

Id3_admin-1

2037

2042

2029

PRI MW M R TR

profile.

This certificate was |
MIC installed on Cist
Presence of this cert
the end point to con
securely with UCM u
when associated wit
profile.

Trust Certificate

This certificate was |
MIC installed on Cist

]
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Expressway-C Traffic Server
Enforces Certificate Verification

If the Expressway-C CA certificates are uploaded to the CUCM trust stores and the serial numbers
have been validated, then the next step would be to restart CallManager, TFTP, and tomcat services

. CallManager and TFTP can be restarted from the web

Alarm v Trace v Tools + Snmp v CallHome » Help « UI

Control Center - Feature Services

Start Stop (¥ Refresh Page

Status

@resdy Tomcat can only be restarted from the CLI

Select Server

Server®|cucMpub.ciscolivetac.com  --CUCM Voice/Video v | | Go

Performance and Monitoring Services

Service Name Status Activation Status _
Cisco Serviceability Reporter Started Activated a
Cisco CallManager SNMP Service Started Activated Ser
CM Services L13
Service Name Status Activation Status =
 Stated activated -
0 1P VoIce Medla streaming App Started Activated
Cisco CTIManager Started Activated
Cisco Extension Mobility Started Activated
Cisco DHCP Monitor Service Started Activated
Cisco Location Bandwidth Manager Started Activated
Cisco Directory Number Alias Lookup Started Activated
Cisco Headset Service Started Activated
Cisco Dialed Number Analyzer Server Started Activated
Cisco Dialed Number Analyzer Started Activated
Cisco Tftp Started Activated

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKTAC-3000 64 CIsco



Expressway-C Traffic Server
Enforces Certificate Verification

This improvement requires the Expressway-C certificate signing CAs
(root and intermediates) to be added in CUCM tomcat-trust and
CallManager-trust list. After adding these certificates, you must also
restart TFTP, CallManager and Tomcat services on each CUCM
node in the cluster.

Expressway C: Call Manager Trust Stores:
CA Certificates CallManager-trust
(root and all intermediates) tomcat-trust

Pt

E ‘-*

= TR




Impact of CUCM Service Restarts

CallManager Restart:

- High impact

- Will impact endpoints, device registration, and call management during the restart
- Restart can take 5-15 minutes depending on the size of the UCM cluster

- Change window or after hours is recommended

Tomcat Restart:

- Medium-Low impact

- Impacts web Ul access, new SSO logins, and Extension Mobility logins during the restart
- Restart can take 20-30 minutes

- Change window or after hours at the customer’s discretion

TFTP Restart:

- Low impact

- TFTP requests during the restart will fail, and can trigger update for phones not running the most recent
phone load

- Restart during production hours typically OK but at the customer’s discretion

When in doubt, restart in a change window or after hours

]
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“When I try to upload a CA
certificate into my expressway
trust store, I’'m getting a
duplicate certificate error”

Expressway prevents duplicate self-signed
certificates with the same Common Name

CCCCC



Expressway prevents duplicate self-signed certificates
with the same Common Name

g Certificate >

General Detsils  Certification Path

Expressway previously allowed the upload of two @ Certificate Information
self-signed certificates with identical Common ——— -
Names (CN) to its trusted CA store, despite the This certificate is intended for the following purpose(s):
underlying restriction preventing the use of two - Sheures the jdentlty afa remote computer

self-signed certificates with the same CN.

» Proves your identity to a remote computer
#2,23,140.1,.2.2
#2,16,840,1,113839.0.6.3

Issued to: admin-mfe. webex.com

This limitation has been addressed in 3
subsequent versions, including x14.2 and Issued by: admin-mfe.webex.com
x14.0.7 and upwards. Expressway now prevents
the upload of a second self-signed certificate if valid from 3/26/2024 to 3/26/2025
a certificate with a matching CN already exists in
the trusted CA store.

[InsEII Certificate.. ] Issuer Statement

QK

]
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Expressway prevents duplicate self-signed certificates
with the same Common Name

p  Certificate >

General Details Certification Path

Expressway previously allowed the upload of two § Certificate Information
self-signed certificates with identical Common ——— -
Names (CN) to its trusted CA store, despite the This certificate is intendexd for the folloning purpose(<):
underlying restriction preventing the use of two e e

self-signed certificates with the same CN.

» Proves your identity to a remote computer
#2,23,140.1.2.2
#2,16.840.1.113839.0.6.3

Issued to: admin-mfe.webex.com
This limitation has been addressed in 3
subsequent versions, including x14.2 and Issued by: HydrantID Server CA O1
x14.0.7 and upwards. Expressway now prevents
the upload of a second self-signed certificate if valid from 3/26/2024 to 3/26/2025
a certificate with a matching CN already exists in
the trusted CA store.

[Insmll Certificate.. ] Issuer Statement

Ok

]
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“After upgrading my
expressways to version x14.2,
I’m unable to login over MRA”

Expressway-C Certificate Validation Change
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Expressway-C Certificate Validation Change

© 2025 Cisco an

Starting with version x14.2, Expressway now verifies the certificate from UC servers and

prioritizes cipher lists differently. This change may lead to unexpected TLS connections
following a software upgrade.

Prior to the upgrade, it may have been configured to request the Cisco Tomcat or Cisco
CallManager RSA certificate from CUCM (or any other product with a separate certificate
for the ECDSA algorithm).

However, post-upgrade, it might prioritize the ECDSA variant, which is more secure than
RSA.

Expressway-C: Call Manager Trust Stores:
CA Certificates CallManager-ECDSA
(root and all intermediates) Tomcat-ECDSA

a5
=il «
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Expressway-C Certificate Validation Change

The identifying signature for this issue is Expressway connections to CUCM fails after establishing a
TLS connection with errors “self signed certificate server” and “502 connect failed”

2024-01-05T12:33:14.901-05:00 clus2025expresswayc traffic server[10907]: [ET NET 2] WARNING: Core server
certificate verification failed for (cucm.clus2025). Action=Terminate Error=self signed certificate
server=cucm.clus2025(0.0.0.10) depth=0

2024-01-05T12:33:14.901-05:00 clus2025expresswayc traffic server[10907]: [ET NET 2] ERROR: SSL connection
failed for 'cucm.clus2025': error:1416F086:SSL routines:tls process server certificate:certificate verify
failed

2024-01-05T12:33:14.902-05:00 clus2025expresswayc traffic server[10907]: UTCTime="2024-01-05 17:33:14,902"
Module="network.http.trafficserver" Level="INFO": Detail="Sending Response" Txn-1d="56" TrackingID="" Dst-
ip="127.0.0.1" Dst-port="32790" Msg="HTTP/1.1 502 connect failed"

2024-01-05T12:33:14.902-05:00 clus2025expresswayc traffic server[10907]: UTCTime="2024-01-05 17:33:14,902"

Module="network.http.trafficserver" Level="DEBUG": Detail="Sending Response" Txn-id="56" TrackingID="" Dst-
ip="127.0.0.1" Dst-port="32790"
HTTPMSG:

|[HTTP/1.1 502 connect failed

Date: Fri, 05 Jan 2024 17:33:14 GMT
Connection: keep-alive

Server: CE C

Cache-Control: no-store
Content-Type: text/html
Content-Language: en
Content-Length: 247

]
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Expressway-C Certificate Validation Change

Workaround
Q

Apply command “xConfiguration EdgeConfigServer VerifyOriginServer: Off” on Expressway-C to stop
certificate verification against CUCM, IMP and Unity in order to regain MRA services while fix is applied

: admin
rd—interactive authentication prompts from server:

keyboard-interactive prompts from server

]
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Expressway-C Certificate Validation Change

Fix #1 (recommended)

Uploading self-signed certificates to the Expressway-C Trusted CA database isn't feasible due to identical

common names.

Cisco Tomcat-ECDSA and Cisco CallManager-ECDSA certificates need to be signed by a CA.

By doing this, we can upload the CA that signed the ECDSA certificates into the expressway-c and re-establish

the TLS connectivity between the two servers

Certificate List (1-20f2)

Find Certificate List where [ Certificate v|contains v |ecdsa || Find || Clear Filter IE'

Certificate * Common Name Type Key Type Distribution Issued By
CallManager-ECDSA cucm-EC.ciscolivetac.com Self-signed EC cucm.ciscolivetac.com cucm.ciscolivetac.com
tomcat-ECDSA cucm-EC.ciscolivetac.com Self-signed EC cucm.ciscolivetac.com cucm.ciscolivetac.com
Certificate List (1-20f2)

Find Certificate List where [ Certificate v[contains  v|ecdsa || Find || Clear Filter ]E‘

Certificate * Common Name Type Key Type Distribution Issued By
CallManager-ECDSA cucm-EC.ciscolivetac.com CA-signed EC Cisco Live TAC Root CA Cisco Live TAC Root CA
tomcat-ECDSA cucm-EC.ciscolivetac.com CA-signed EC Cisco Live TAC Root CA Cisco Live TAC Root CA

© 2025 Cisco and/or its affiliates. All rights reserved.
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Expressway-C Certificate Validation Change

Fix #2

Modify the reverse proxy cipher string so that Expressway-C requests Tomcat to present the RSA certificate,
signed by an authority that C trusts.

Ciphers
Configuration
HTTPS ciphers 3HIGH IMEDIUM:ILOW:IBDES:IMDS5:IPSK leNULL 1aNULL 1aDH:-AES256-| 1
HTTPS minimum TLS versior [TLsvi2 v i

|HIGHIMEDIUM:ILOW:I3DES IMD5:IPSK:leNULL 1aNULL 1aDH-AES256-| 1

|TLSv1.2 v | 1

|HIGHIMEDIUM:ILOW:IBDES: IMDS: IPSK: leNULL 1aNULL 1aDH-AES256-| 1

[TLSv1.2 | 2

Original string:

HIGH:!MEDIUM:!ILOW:!3DES:!MD5:!PSK:!eNULL:!'aNULL:!'aDH:-AES256+SHA:-RSA+AESCCM:-DHE+AESCCM: -
DHE+CHACHA20

Modified string:

ECDHE-RSA-AES256-GCM-SHA384:HIGH:!MEDIUM:!LOW:!3DES:IMD5:!PSK:'eNULL:!'aNULL:!aDH:-
AES256+SHA:-RSA+AESCCM:-DHE+AESCCM:-DHE+CHACHA20

]
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“Our security scans found the
following weak ciphers that
need to be disabled...”

Disabling Ciphers
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Configuring Ciphers in Expressway

Expressway ciphers can be modified from
the Maintenance > Security > Cipher page.

Expressway uses OpenSSL formatted
cipher names in the cipher configuration.

ie. TLS_RSA_WITH_AES_128_CCM (IANA)
= AES128-CCM (OpenSSL)

Ciphers can be configured for HTTPS,

LDAP, Reverse Proxy, SIP, SMTP, TMS
provisioning, UC server discovery, and
XMPP.

© 2025 Cisco and/or its affiliates. All rights reserved.

CISCO Cisco Expressway-E

Status » System »

Ciphers

Configuration » Applications » Users »

-I Configuration

Maintenance »

You are here: Maintenance * Security + Ciphers

?)Help (o4 Logout

HTTPS ciphers

HTTPS minimum TLS version

LDAP TLS Ciphers

LDAP minimum TLS version

Reverse proxy TLS ciphers

Reverse proxy minimum TLS version
SIP TLS ciphers

SIP minimum TLS version

SMTP TLS Ciphers

SMTP minimum TLS version

TMS Provisioning Ciphers

TMS Provisioning minimum TLS version
UC server discovery TLS ciphers

UC server discovery minimum TLS version
XMPP TLS ciphers

XMPP minimum TLS version

| EECDH:EDH:HIGH:-AES256+SHAIMEDIUM:ILOW:I3DES: IMDS:IPSK:leh |

TLS w12+ | i

| EECDH:EDH:HIGH:-AES256+ SHAIMEDIUM:ILOW:I3DES:IMDS:IPSK:leh |

TLSwvlZw]| 1

EECDH:EDH:HIGH:-AES256+SHAIMEDIUM:ILOW:I3DES: IMDS5:IPSK:1eh |

TLSv1Zw| 1

EECDH:EDH:HIGH:-AES256+SHAIMEDIUM:ILOW:I3DES: IMDS5:IPSK:1eh |

TLSv1Zw| 1

| EECDH:EDH:HIGH:-AES256+SHAIMEDIUM:ILOW:I3DES: IMDS5:IPSK:1eh |

TLSwv1Zw| 1

| EECDH:EDH:HIGH:-AES256+5HAIMEDIUM:ILOW I3DES:IMDS:IPSK:leh |

TLS w12~ 1

| EECDH:EDH:HIGH:-AES256+SHAIMEDIUM:ILOW:I3DES: IMDS:IPSK:1eh |

TLSv1Zw| 1

EECDH:EDH:HIGH:-AES256+SHAIMEDIUM:ILOW:I3DES: IMDS5:IPSK:1eh |

TLSv1Zw| 1

savel
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Configuring Ciphers in Expressway

~ # openssl ciphers -V "EECDH:EDH:HIGH:-AES256+SHA: !MEDIUM: !LOW: ! 3DES: !MD5: !PSK: !eNULL: !aNULL: !aDH: ! AES256+DH+AESCCM

0x13,0x082
0x13,0x083
0x13,0x01
0xCe,0x2C
0xCo,0x30
OxCC, 0xA9
OxCC,0xA8
0xCe, 0xAD
0xCo,0x2B
0xCo,0x2F
0xCo, 0xAC
0xCo,0x24
0xCo,0x28
0xCo,0x23
0xCo,0x27
0xCo,0x09
0xCo,0x13
0x00,0xA3
0x00,0x9F
OxCC, 0xAA
0x00,0xA2
0x00,0x9E
0xCo,0x9E
0x00,0x6B
0x00,0x6A
0x00,0x67
0x00,0x40
0x00,0x33
0x00,0x32
0x00,0x9D
0xCe,ex9D
0x00,0x9C
0xCe,ex9C
0x00,0x3D
0x00,0x3C
0x00,0x2F

© 2025 Cisco and/or its affiliates. All rights reserved.

TLS_AES_256_GCM_SHA384 TLSv1.3 Kx=any
TLS_CHACHA20_POLY1305_SHA256 TLSv Au=any Enc=CHACHA20/POLY1305(256) Mac=AEAD
TLS_AES_128_GCM_SHA256 TLSv1.3 Kx Au=any Enc=AESGCM(128) Mac=AEAD
ECDHE-ECDSA-AES256-GCM-SHA384 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESGCM(256) Mac=AEAD
ECDHE-RSA-AES256-GCM-SHA384 TLSv1.2 Kx=ECDH Au=RSA Enc=AESGCM(256) Mac=AEAD
ECDHE-ECDSA-CHACHA20-POLY1305 TLSv1.2 Kx=ECDH Au=ECDSA Enc=CHACHA20/POLY1305(256) Mac=AEAD
ECDHE-RSA-CHACHA20-POLY1385 TLSv1.2 Kx=ECDH Au=RSA Enc=CHACHA20/POLY1305(256) Mac=AEAD
ECDHE-ECDSA-AES256-CCM TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESCCM(256) Mac=AEAD
ECDHE-ECDSA-AES128-GCM-SHA256 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESGCM(128) Mac=AEAD
ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2 Kx=ECDH Au=RSA Enc=AESGCM(128) Mac=AEAD
ECDHE-ECDSA-AES128-CCM TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESCCM(128) Mac=AEAD
ECDHE-ECDSA-AES256-SHA384 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AES(256) Mac=SHA384
ECDHE-RSA-AES256-SHA384 TLSv1.2 Kx=ECDH Au=RSA Enc=AES(256) Mac=SHA384
ECDHE-ECDSA-AES128-SHA256 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AES(128) Mac=SHA256
ECDHE-RSA-AES128-SHA256 TLSv1.2 Kx=ECDH Au=RSA Enc=AES(128) Mac=SHA256
ECDHE-ECDSA-AES128-SHA TLSv1l Kx=ECDH Au=ECDSA Enc=AES(128) Mac=SHA1l
ECDHE-RSA-AES128-SHA TLSv1l Kx=ECDH Au=RSA Enc=AES(128) Mac=SHAl
DHE-DSS-AES256-GCM-SHA384 TLSv1.2 Kx=DH Au=DSS Enc=AESGCM(256) Mac=AEAD
DHE-RSA-AES256-GCM-SHA384 TLSv1.2 Kx=DH Au=RSA Enc=AESGCM(256) Mac=AEAD
DHE-RSA-CHACHA20-POLY1305 TLSv1.2 Kx=DH Au=RSA Enc=CHACHA20/POLY1305(256) Mac=AEAD
DHE-DSS-AES128-GCM-SHA256 TLSv1.2 Kx=DH Au=DSS Enc=AESGCM(128) Mac=AEAD
DHE-RSA-AES128-GCM-SHA256 TLSv1.2 Kx=DH Au=RSA Enc=AESGCM(128) Mac=AEAD
DHE-RSA-AES128-CCM TLSv1.2 Kx=DH Au=RSA Enc=AESCCM(128) Mac=AEAD
DHE-RSA-AES256-SHA256 TLSv1.2 Kx=DH Au=RSA Enc=AES(256) Mac=SHA256
DHE-DSS-AES256-SHA256 TLSv1.2 Kx=DH Au=DSS Enc=AES(256) Mac=SHA256
DHE-RSA-AES128-SHA256 TLSv1.2 Kx=DH Au=RSA Enc=AES(128) Mac=SHA256
DHE-DSS—-AES128-SHA256 TLSv1.2 Kx=DH Au=DSS Enc=AES(128) Mac=SHA256
DHE-RSA-AES128-SHA SSLv3 Kx=DH Au=RSA Enc=AES(128) Mac=SHA1l
DHE-DSS—-AES128-SHA SSLv3 Kx=DH Au=DSS Enc=AES(128) Mac=SHA1l
AES256—-GCM-SHA384 TLSv1.2 Kx=RSA Au=RSA Enc=AESGCM(256) Mac=AEAD
AES256-CCM TLSv1.2 Kx=RSA Au=RSA Enc=AESCCM(256) Mac=AEAD
AES128-GCM-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AESGCM(128) Mac=AEAD
AES128-CCM TLSv1.2 Kx=RSA Au=RSA Enc=AESCCM(128) Mac=AEAD
AES256-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AES(256) Mac=SHA256

2

K

Au=any Enc=AESGCM(256) Mac=AEAD

AES128-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AES(128) Mac=SHA256
AES128-SHA SSLv3 Kx=RSA Au=RSA Enc=AES(128) Mac=SHAl

BRKTAC-3000

Log into the CLI with root credentials and run
the following command to validate the list of
currently available ciphers:

~ # openssl ciphers -V “<cipher string>”

On the Expressway cipher page, append the
cipher you would like to disable to the cipher
string using the : separator and the ! or -
symbol before the OpenSSL cipher name:

<cipher string>:!1AES128-CCM

After disabling the cipher from the cipher
configuration page, an Expressway restart is
required for the change to take effect.
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Configuring Ciphers in CUCM

alaln  Cisco Unified Operating System Administration

€ISCO  Eor Cisco Unified Communications Solutions

Show + Sefings ~ Security ~ Software Upgrades ~  Services ~  Help

Cipher Management

a- CUCM ciphers can be configured from
; Cisco Unified OS Administration > Security
N > Cipher Management.

o e 8 e s 0 e e CUCM cipher configuration uses OpenSSL
formatting.

A Any cipher string configured in the HTTPS
L e S R e B S o A s s, TLS or SIP TLS field overrides what is
configured in the All TLS field.

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKTAC-3000 79 CIsco



Upcoming!




Move to 47 Day Certificates

The Change

On April 11, 2025 the CA/Browser
Forum voted to amend the TLS Baseline
Requirements to shorten the lifetime of
TLS certificates, and the time in which
domain validation information can be
reused.

The aim is to enhance security and drive
adoption of automated certificate
management.

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKTAC-3000

The Timeline

As of March 15, 2026 max lifetime of a
TLS certificate is 200 Days, domain
validation info can be reused for 200 days

As of March 15, 2027 max lifetime of a
TLS certificate is 100 Days, domain
validation info can be reused for 100 days

As of March 15, 2029 max lifetime of a
TLS certificate is 47 Days, domain
validation info can be reused for 10 days

81
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Automated

The ACME service is an
optional service on the
Expressway E that
automates the
certificate renewal and
deployment process
using the Let’s Encrypt
CA to sign Expressway
certificates.

ACME Certificates for Expressway

© 2025 Cisco and/or its affiliates. All rights reserved.

Frequent Expiry

For increased security,
certificates expire in 90
days (compared to the
typical 1-year
certificate) and new
certificates are
automatically fetched at
60 days.

No Impact Renewal

Automated renewal
does not require an
Expressway restart.
Existing TLS
connections are not
dropped, and the new
certificate is used for
new connections.

No impact to MRA
connectivity.

BRKTAC-3000
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Expressway ACME Configuration

4 )

Cisco Expressway Certificate Creation and Use Deployment Guide (X14.3)

Chapter: Using ACME on Expressway-E

https://www.cisco.com/c/en/us/td/docs/voice ip _comm/expressway/config quide/

X14-3/cert creation use/exwy b cisco-expresswav-certificate-creation-and-use-

deplovyment-quide-x14-3/exwy m using-acme-on-expressway-e.html
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

2o
0Q

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

N
Complete your surveys
in the Cisco Live
mobile app.
Y,

© 2025 Cisco and/or its affiliates. All rights reserved.
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(1

Book your one-on-one
Meet the Engineer
meeting

N
[%:] C’l'D
0000 V1Y
MMM
Attend the interactive Visit the On-Demand
education with DevNet, Library for more
Capture the Flag, and sessions at
Walk-in Labs www.Ciscol.ive.com/
on-demand
J
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m & Ideleoni@cisco.com
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