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Traditional WAN Architecture
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Applications and workloads in data centers, and
connectivity between branches and DC
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Traditional WAN Architecture vs Today’s WAN
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Cisco Catalyst SD-WAN
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Cisco Catalyst SD-WAN Features

Physical or virtual secured
routers

Separation of
management, control,
data for scaling

:l>[ ?'> Secure segmentation

support with VPNs/VRFs

m Data and Control plane
Q security with IPsec and
DTLS tunnels
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Redundant management
in cloud or on premises

Choice of topologies with
point-and-click

Complete visibility from
single pane of glass

Multicloud optimization for

0365, Dropbox, SAP,
AWS, Azure, GCP, SDCI
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Zero-touch provisioning in
minutes, not days

Flexible connectivity with
any WAN Technology -
MPLS, 5G, Internet

Application Aware
Routing and

AppQoE

Multilayer security with
firewall, IPS, URL filtering,
AMP, Umbrella, SSL
decryption
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Cisco Catalyst SD-WAN Solution Overview
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SD-WAN Validator

Orchestration Plane
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SD-WAN Controller
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Control Plane

— 3rd Party
Validator 71 . Automation
Analytlcs ‘ .
Controllers J

(=

WAN Edge Routers

S Vil G/ vl G/ VI R /R v i o

Cloud Data Center Campus Branch ColLo

© 2025 Cisco and/or its affiliates. All rights reserved. CISCOU-1052

Virtual machine

Distributes data plane policies
Implements control plane policies
“Brain” of the solution

Like BGP route reflector

Manages secure data plane
between WAN Edge routers
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SD-WAN Manager

Manager
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' ﬁﬁﬂ/ﬁ » Single pane of glass GUI

Analytics ‘ » Centralized provisioning,
troubleshooting and monitoring
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SD-WAN Edge Router

Data Plane

» Physical or virtual
» Viptela or I0S XE

« Zero Touch Provisioning
« Establishes secure fabric

* Implements data plane
policies

» Exports performance
statistics

« Supports BGP, OSPF, RIP

EIGRP, Static routing,
VRRP

© 2025 Cisco and/or its affiliates. All rights reserved.

C

Analytics

Validator

Manager

3rd

¢|~
A
¢ .
.
~
~

ontrollers

Party

Automatlon

Cloud

Data Center

CISCOU-1052

@ﬁa

Campus

WAN Edge Routers

Branch

ColLo

==&

13

Cisco



Overlay Management Protocol (OMP)

Controller

* Overlay Management Protocol
(OMP)

» Control plane protocol

 Runs inside authenticated

Controller TLS/DTLS connections

* Advertises routing context and
policies

* Advertises OMP routes, TLOC

routes, service routes

WAN Edge WAN Edge OMP Peers

Controller

Note: WAN Edge routers need not connect to all Controllers
|
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Transport Locators (TLOCs)
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Transport Locators (TLOCs)
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Transport Locators (TLOCs)

Controllers advertise
TLOCs to all WAN
Edges* (default)

TLOCs Advertised
\ to Controllers
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W WAN Edge

Local TLOCs

(System IP, Color,
Encap)

WAN Edge WAN Edge
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*Can be influenced by the control policies
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Transport Locators (TLOCs)

Controllers advertise
TLOCs to all WAN
Edges* (default)

Full-Mesh SD-WAN
Fabric (default) of
IPsec Tunnels

TLOCs Advertised
to Controllers

Local TLOCs
(System IP, Color,
Encap)

WAN Edge

@® Transport Locator (TLOC)
------- OMP

WAN Edge  WAN Edge — IPsec

*Can be influenced by the control policies
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Fabric Operation Walkthrough

OMP Update:
_______ OMP Controller = Reachability - IP Subnets, TLOCs
DTLS/TLS T | A = Security - Encryption Keys
/ unne = Policy - Control/Data/AAR Policies
- ::FS;C Tunnel OMP oMP
Update Policies Update
OMP OMP
Update Update

WAN Edgel | WAN Edge 2

System IP: 10.255.255.11 / ' System IP: 10.255.255.21
Site ID: 10 Site ID: 20
N1 VPN2 VPN1 VPN2
BGP, OSPF, BGP, OSPF,

EIGRP, RIP EIGRP,RIP
Connected, Connected,
Static Subn ots Static

Subnets 1o Heh
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Cloud OnRamp for SaaS - DIA and Gateway

— Goodl « Cloud OnRamp for SaaS continuously
ms Microsoft 365 L00gie monitors “edge to SaaS” performance

23 Dropbox on both DIA and backhaul paths

» Picks best performing path based on
performance metrics (loss & delay)

 Automatic failover in case of
Best Performing performance degradation

{| Regional Hub « Fully automated

« Supports 14 apps + custom application
option with NBAR
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Remote Site
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Unifying Multicloud Connectivity —— SD-WAN Tumnel
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Catalyst SD-WAN Integrated Security
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Cloud Security with Umbrella SIG (Cisco Secure Access)

DNS/Web-layer Security
Cisco

Umbrella (1) ) Secure Web Gateway

Cloud-delivered Firewall

. <~ ) Cloud Access Security
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Data Loss Prevention
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Cisco Catalyst
SD-WAN

Design, Deploy, and Secure Your WAN

Second Edition

Cisco Catalyst SD-WAN,
2"d Edition

ANASTASIYA VOLKOVA
CCIE® X2 (ENT & SEC) NO. 54378

OSVALDO SALAZAR TOVAR
CONSTANTIN MOHOREA
CCIE® X2 (ENT, SEC) NO. 16223, CCDE® NO. 20170054
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Complete Your Session Evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

2o
0Q

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

&

Complete your surveys
in the Cisco Live
mobile app.
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Continue your education

¢

Visit the Cisco
Showcase for related
demos
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Book your one-on-one
Meet the Engineer
meeting

p)
)

o0
MM

Jo

O
M

Attend the interactive
education with DevNet,
Capture the Flag, and
Walk-in Labs

C’l'D
Q16

Visit the On-Demand
Library for more
sessions at

www.Ciscolive.com/

on-demand
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http://www.ciscolive.com/on-demand

Thank you C1SCO Live !
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