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Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session

How

G Find this session in the Cisco Live Mobile App
o Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

Q Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until June 13, 2025.
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\Way of Introduction ...

-

| am a Distinguished Engineer in the Cisco Security Innovation CTO team,
and have been with Cisco for 25 years.

| work primarily with large, high-performance Enterprise network
architectures, designs, and systems. | have over 30 years of experience
with designing, implementing, and supporting solutions with many
diverse network technologies.

| have a strong background in, and focus on, customer requirements, and
integrating these into the products and solutions Cisco builds. | have a
special interest in Flexible Hardware, Fabrics, Assurance and ML/AL.

Dave Zacks
Distinguished Engineer
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\Way of Introduction ...

-,

The Voice of Darth Vader ...
and Errol Roberts? ©

| am a Distinguished Architect in the Cisco Security Innovation CTO team,
and have been with Cisco for 25 years.

My journey into networking was fueled by a desire to explore the synergy
between different tech domains. At Cisco, I’ve had the opportunity to solve
complex problems for customers and gain a deep understanding of Cisco's
stack and its integration with our vendors' tech platforms.

What excites me most is the impact technology can have on operations
and efficiency. Every day, | am driven by the opportunity to leverage
technology to create solutions that make a difference.

Errol Roberts
Distinguished Architect

© 2025 Cisco and/or its affiliates. All rights reserved. CISCOU-2059 .
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eBPF and Hypershield -
Overview



Cisco acquires Isovalent

Cisco Completes Acquisition of Isovalent to Define
the Future of Multicloud Networking and Security

April 12, 2024

News Summary:

« Cisco has completed the acquisition of Isovalent, Inc., a leader in open source cloud native networking and
security

« Together, Cisco and Isovalent will build leading edge protection for every workload on every cloud

« Cisco is committed to nurturing and supporting eBPF, Cilium, Tetragon, and cloud native open source communities

SAN JOSE, Calif., April 12, 2024 /PRNewswire/ -- Cisco (NASDAQ: CSCO) today announced the completion of the
acquisition of Isovalent, a leader in open source cloud native networking and security. This marks a significant step
forward in Cisco’'s commitment to define the future of secure, multicloud networking.

A eBPF
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What is ?

* Makes the kernel programmable
* Allows bespoke, dynamic changes to kernel behavior
* Enables high performance, low overhead infrastructure tools

alualn
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How do operating systems work?

User layer
System calls !
No direct calls \ |
i 3
| . Kernel layer
Network Storage PhySica| |ayel’

Server physical components

© 2025 Cisco and/or its affiliates. All rights reserved. CISCOU-2059 8 CIsco



eBPF - Foundation of Hypershield

User layer
o .

7
/7
/7
4
/7
7
7/

// I
Security policy :
1

1

What Javascript is N Storage Physical layer
to the browser,

eBPF is to the kernel. g
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eBPF - Foundation of Hypershield

* Kubernetes networking .

+ Load balancing User layer

+ Kubernetes services

* ldentity-based security
« L7 policies

* Dependencies map

(service and flows) Kernel layer
* Monitoring and !

alerting

* App monitoring

Security policy

/
/
/
/

- Monitor process execution -

Y4
/

* Runtime security policies

/

- Real time enforcement ./

Physical layer

Server physical components

il
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What can eBPF see?

Linux bcc/BPF Tracing Tools

ucalls uflow

c:ik

java* node* php*

mysqgld_gslower

opensnoop statsnoop : hon* rubvy* dbstat dbslower gethostlatency
syncsnoop uobjnew ustat Pyt Y bashreadline memleak
\ uthreads ugc | / sslsniff
A filetop \
filelife fileslower ) _ + / syscount
viscount vfsstat Applications killsnoop
cachestat cachetop Runtimes execsnoop
dcstat desnoop // exitsnoop
mount snoop \ System Libraries pidpersec
< cpudist cpuwalk
trace \ 4 runglat runglen
argdist System Call Interface rungslower
funccount \\ / cpuunclaimed
funcslower VFS 4 Sockets - deadlock
funclatency . .
stackcount Scheduler offcputime wakeuptime
profile - File Systems / TCP/UDP <¢— offwaketime softirqgs
. slabratetop
btrfsdist ”,f”’/’/’ :
btrfsslower Volume Manager/ IP Virtual *____———-sizr:ﬁgil rdnir:rllzzk
ext4dist extdslower . . Memory P P
nfsslower nfsdist 4 Block Device Net Device hardirgs
xfsslower xfsdist — criticalstat
y Zisslower / / Device Drivers ttysnoop
zfsdist
mdflush  piotop biosnoop tcptop tcplife tcptracer
) biolatency bitesize tcpconnect tcpaccept tecpconnlat 11ecstat |CPUs
Other: tcpretrans tcpsubnet tcpdrop e
capable sofdsnoop tcpstates
https://github.com/iovisor/bcc#tools 2019
© 2025 Cisco and/or its affiliates. All rights reserved. CISCOU-2059
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Cisco HYPERSHIELD

WHAT IF ...

We could build on the strong foundation of eBPF to create

a dynamic, distributed, and high-performance
security solution ... running on both the host
as well as within the network?
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Cybersecurity fundamentals remain elusive
in today’s complex enterprise IT environment

Segmentation Patching Change is
Is challenging Is hard risky,

« Explosive workload * High vulnerability eXpensive
growth rate S Efree

¢ |nC0nSiStent ° M|t|gat|0n IS updates de|ayed
enforcement too slow

_ _ * Policy changes
* Environments keep * Ensure app is are behind

changing available - Delayed security
posture

ol I Il I [
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Cisco Hypershield

Telemetry

Cloud management (Cisco Security Cloud Control)

Autonomous Distributed L4 Zone

Segmentation Exploit Protection Segmentation Future services

Platform
Al- native security | Kernel- level enforcement (built on Isovalent) | Self- qualifying updates

Workload and network enforcement points
Public Cloud Private Cloud

Virtual machines Kubernetes Bare metal

© 2025 Cisco and/or its affiliates. All rights reserved. CISCOU-2059




Scalable hyper-distributed architecture

o7
. 0\ o
Al- Native Hyper- Distributed
Built- in Al from inception. - Distributed enforcement points
° _ CIOUd - Natlve across appliances, in thepnetwork,
recommendations and mteractions Bt on open source eBPF and the workload.
eBPF powers default network for Managed as one system.

cloud- native workloads in
hyperscalers

© 2025 Cisco and/or its affiliates. All rights reserved. CISCOU-2059




Secure the data center

USE CASE - L4 ZONE SEGMENTATION

with a simplified, easy to scale architecture

\ >

2x firewalls CI5CO
+4x switches Just 2x
N9324C

Simplified architecture, high-
performance stateful segmentation,
lower costs, & scalable security

© 2025 Cisco and/or its affiliates. All rights reserved.

Security Cloud
Control
Hypershield

Private Cloud
= csco | (D
@ Smart
Switches
; Public Cloud

Securty Cloud
Permit web app frontend can Control
access database Hypershield

Consistent & intelligently placed policies
across all enforcement points, from
data centers to public cloud workloads

CISCOU-2059

Frimary Data Flane

DEFLOYED POLICY

g
3 POLICY GROUP A
ol

Shadow Data Plane

Tested against live
production traffic to earn trust
and deploy with confidence




Hypershield -

Deeper Dive




Deep visibility and enforcement in the workload

built on Isovalent Tetragon

Namespaces
System Calls
VFS
‘ @ \ Q ‘ © \ p——
\ i |
P ROCESS | D
e _____ [ J
“ﬁﬁ' T B EHAVIORS
[ ]
?
"]
Network
Storage

TCP/IP
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Visibility and controls in network and workload

Tesseract Security Agent

Tesseract Security Agent
visibility
security controls

file read/write

Workload B
(Identity)

A eBPF

* Network

- File read/write

 Directory traversals Workload C
(Database)

» Privilege escalations
Workload A

© 2025 Cisco and/or its affiliates. All rights reserved. CISCOU-2059




Al & Graph Engine

dir traversal

>
>
Graph Graph Graph Gra_ph
Engine Engine Engine Engine
Process <---P Network BGEEasssesS > Network Network l€-------- » Network ek e > NG -~ o

plooil ==l === oD

Eme | Em |

Public/Private Cloud SWITCH / SERVER SWITCH / SERVER Public/Private Cloud
Workload - = Workload
= DPU DPU =
Tesseract Security Tesseract Security
Agent Agent

alualn
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Improve security posture with

self-qualifying firmware and policy updates

Policy update/ : )
firmware 1) Technical design Al-approved
upgrade test
4 2) Security review Al-approved
[ H{5] // 95%
3) Change request Al-approved
snees sesas / (® Passed )
Application l il —O— Approval " Confid 5
[ i onfidence ocore
behavior o T 4) Business approval needed
\ Hypershield
The application affected bythese changes is the Finance app.
The app owner's approval is needed due to the high risk of the affected application
Drew has been identified as the app owner of Finance app
Test Review Deploy
Using a digital twin, firmware Al system evaluates change. Hitless deployment with single
and policy changes are validated Admin controls promotion click, enabling teams to move
against customer environment fast with confidence

Note: Images are not an exact product Ul repre sentation

© 2025 Cisco and/or its affiliates. All rights reserved. CISCOU-2059




Network Enforcer VM

A platform to enable stateful services

Virtual Machine Cisco
Hypershield

Integrated security (license add-on)
 Intelligent security policy placement
» Self-qualifying policy updates

 Policy unified with workload/network
enforcement, public and private clouds

© 2025 Cisco and/or its affiliates. All rights reserved. CISCOU-2059




Network Enforcer: N9300 Smart Switch

A platform to enable stateful services

N9300 Series
Smart Switches

Cisco
Hypershield

Converge stateful services and network Integrated security (license add-on)

+ 800G stateful services throughput and scale + Intelligent security policy placement

* 24-port 100G » Self-qualifying policy updates

» 4.8T Silicon One + 4 AMD DPU » Policy unified with workload/network

« 1RU enforcement, public and private clouds

© 2025 Cisco and/or its affiliates. All rights reserved. CISCOU-2059




Cisco Hypershield use cases

oY DD
} ./ LT T/
R/ oKC (K ag sk s
== e R 7j+7, | }::} }::} }:::} P:-"
« Within and across data centers,  Deep understanding « Mitigate known and
cloud edge and top-of-rack of app behavior unknown vulnerabilities
« Consistent policy enforcement « Comprehensive inputs « Surgical mitigating controls

« Simplified architecture and lower for policy creation » Protection within minutes, while

costs » Constantly adapting to app keeps running
changing apps

© 2025 Cisco and/or its affiliates. All rights reserved. CISCOU-2059




USE CASE - AUTONOMOUS SEGMENTATION

Segmentation that is effective and keeps up with changing apps

Restricted Zone Web app
s D s s = o

Restricted Restricted database frontend

S D ]
Shared O>

. analytics
Services y
C | SN
@ Share
Service database

frontend

File changes Process Network
flow
Unrestricted
Set business guardrail and compliance Codify application fingerprints into micro trust AEEEES TUER e allgw
lici b dari normal app behavior
policies oundaries and surface anomalies

Enforce at the workload and in the network

alualn
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USE CASE - DISTRIBUTED EXPLOIT PROTECTION

Close the exploit gap

against growing vulnerabilities with automated workflows

A 40 60
60,234 vulnerable assets

65% | 20,123 Assets \/

High risk assets [] Severe risk assets [l Medium risk assets

containerd  Containerd- runc

o host_ns:/ ) d
dockerd shim runc-v2 EE;T;'i'tbg':?gd 0 . = 100
recorr:jmelnded Confidence Score
to deploy
CVE-2024-21626 10 50
runc. 1.1.17 vulnerability

16,234 vulnerable assets

2 £100%\*
| . | Jo
Cisco Security Risk Score (91, High CVSS3 (9.3

The Distributed Exploit Shield blocks new container

processes with a current directory of ”/” in the host 0] Passed 100
3 Affected zones name space.

Effectiveness Score
Production - External  Critical Production - Internal Dev Block and alert

The Distributed Exploit Shield was already tested in
your environment

Complete view of the
vulnerabilities, prioritized by severity
and critical business flows

Surgical mitigating control in
the path of the process that
keeps application running

Tested against live production
traffic to earn trust and
increase confidence

Note: Images are not an exact product Ul representation

© 2025 Cisco and/or its affiliates. All rights reserved.
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Unknown vulnerability protection

N EUTAIES

Runtime protection against suspicious
unknown exploits
Security efficacy and efficiency with multi- stage Al analysis A
Unique application process behavior graph
CWE 78

Common Weakness Enumeration (CWE) analysis 0S command injection
Application- specific behavior classifications

Detect, block, isolate CWE-200
Unauthorized access
Asset- specific Al-guided graduated responses to sensitive information

web shell payload > saved in PHP dir > execute web shell

CISCOU-2059
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Comprehensive inputs for policy creation

Network flows
Process behaviors
File changes

i\

Anonymized app behavior

Threat intel updates (Talos)

Learned policy preferences

© 2025 Cisco and/or its affiliates. All rights reserved. CISCOU-2059




Cisco Hypershield Policy Model

App Team

© 2025 Cisco a

”PARC’”’ Policy Model

Principal Action Resource Conditions Effect

ICUETATAISICOVETANGRIRBGIER) Zone- Sased Cuardrais

Block Well- Known Bad Universal Known Malicious

Compensating Controls Distributed Shielding

Declare Policy Well- defined common services/ Connectivity requests

Priority

App Intent Permit Belief Auto- Generated Policies

Review / Block New Risk evaluate new and suspicious

nd/or its affiliates. All rights reserved. CISCOU-2059




Al in Hypershield

Digital Twin :

Al- Native — Al modules as building Verify Al recommendation

blocks to deliver capabilities in Hypershield Web app group @ s

= Confidence Score - Al system

U S e C a.S e S auto-evaluates how changes

@\ impact the environment
ML: Self qualifying updates Al o

Autonomous Segmentation

Gen Al: Distributed Exploit Protection S o

Al Assistant -

© 2025 Cisco and/or its affiliates. All rights reserved. CISCOU-2059




Summary -
HyperShield Innovations

© 2025 Cisco and/or its affiliates. All rights reserved.

OUTCOMES THAT MATTER

for customer network and app deployments

LEVERAGING Al

for enhanced visibility and control

SECURITY 011Y

(OBSERVABILITY)

Network & App Infra

CISCOU-2059
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

2o
0Q

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

&

Complete your surveys
in the Cisco Live
mobile app.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(1

Book your one-on-one
Meet the Engineer
meeting

p)
)

(o))
MM

Jo

O
M

Attend the interactive
education with DevNet,
Capture the Flag, and
Walk-in Labs

tDl@
Q16

Visit the On-Demand
Library for more
sessions at

www.Ciscolive.com/

on-demand

© 2025 Cisco and/or its affiliates. All rights resel
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http://www.ciscolive.com/on-demand

Thank you C1SCO Live !
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