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Cisco Webex App

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until June 13, 2025.
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What is an Agent?

• An agent is a system that can 
autonomously perceive, reason, and 
act in pursuit of a goal

• Often uses LLMs as a core 
component

• Agents work with LLMs and other 
applications to execute a task

• Agents don’t work alone – they are 
often part of multi-agent systems 
involving a complex workflow
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What Agents do:

• Interpret goals from user input or system instructions 

• e.g., "Book me a flight to Rome next Friday"

• Break down tasks into sub-tasks, often using a planning module.

• Take actions by calling tools or APIs, accessing databases, or 
interacting with external environments (such as browsing the web 
or sending an email).

• Evaluate outcomes of its actions and adapt its next steps 
accordingly.
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Agent Workflows

Chatbot

Virtual 
Assistant

Prompt: Why is 
Webex so slow 
right now?

Agent needs to 
interpret the prompt 
and determine what 

to do next

LLM 
Interprets 

Prompt

Answer 
returned 
to user

API call to Webex to 
pull contextual data

API call to 1000eyes 
to get telemetry data

API call to Splunk to 
pull network data and 

other relevant logs

Chatbot

Virtual 
Assistant

Executes the API 
calls. What dose this 
data mean? Ask the 

LLM!

LLM 
reasons on 

the data 
provides by 

agent

Thanks, I’ll report 
back to the user
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Compare how APIs Work

Client
(browser)

Application

Service #1

Service #2

API call

API call

API consistency is *always* a problem
If service 1 changes their API, dependant 
applications won’t work!
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The Evolution of Agentic Systems

LLM

Tool #1

An LLM by itself 
doesn’t really do 
anything except 

generate text

LLM

When an LLM 
interacts with 

tools it becomes 
powerful, but 
relies on API 
consistency

Tool #2

Tool #3

Tool #4
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What are Agentic Tools?

• Code execution

• External system integration (API calls)

• Web search

• Calculators (for math functions)

• Transformation tools (e.g. Text-to-JSON)

• Identity services (e.g. authentication, etc.)

• Access to a file or database

• Physical actuators (robots, IoT systems, etc.)

• Self reflection tools (debugging, analysis, etc.)
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The Evolution to MCP

Tool #1

LLM + 
Agent

When an LLM 
interacts with 

tools it becomes 
powerful, but 
relies on API 
consistency

Tool #2

Tool #3

Tool #4

LLM + 
Agent

MCP 
Server

Tool #1

Tool #2

Tool #3

Tool #4

MCP is a 
gateway function 
between the LLM 

and tools

MCP 
Protocol

N×M integrations (every LLM × every tool)
N+M integrations (LLM supports MCP + every tool 

provider has a supporting MCP server)
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How MCP Works

MCP 
Server

Service / 
Tool

Maintained by 
the Service / 
Tool provider

MCP 
ProtocolMCP 

Client

Claude Desktop, 
Cisco AI Agent, 

Cursor, etc.

MCP Client
• A software agent with integration to 

LLM model(s)
• Orchestrates conversation flow
• Initiates connections to MCP servers
• Handles user requests and responses

MCP Server
• Connects to tools and functions
• Acts like a “translator” between the 

tool and the client
• Can act as a security gateway 
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How Might Webex Troubleshooting Look With MCP?

Chatbot

Virtual 
Assistant

Prompt: Why is 
Webex so slow 
right now?

Agent Determines 
What Tools Are 

Needed

API call to Webex to 
pull contextual data

Answer 
returned 
to user

API call to 1000eyes 
to get telemetry data

API call to Splunk to 
pull network data and 

other relevant logs

Chatbot

Virtual 
Assistant

LLM

Cisco MCP 
Server
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Understanding the MCP – Attack Surface

• MCP Supply Chain
• Client – Server connection
• Client, Server and resources

• MCP Supply Chain
• Client – Server connection
• Client, Server and resources

1. MCP Supply Chain

2. MCP Client – Server Connection

3. MCP Client, Server, Resources
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Supply Chain Attack

Attack exploiting or tampering the 3rd party software

Attacker

Victim

3rd party

Injects malicious code

Downloads / Updates

Backdoor

Attack exploiting or 
tampering the 3rd 
party software
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MCP Supply Chain

• Tool Poisoning

• Malicious MCP Server

• Compromised Setup Tools (ex: mcp-get, mcp-installer, smithery, etc.,)
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Tool Poisoning
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Parameter Abuse

Exfiltrate LLM specific data via tool 
parameters

• model_name
• system_prompt
• conversation_history
• tools_list
• chain_of_thought

Credit: https://hiddenlayer.com/innovation-hub/exploiting-mcp-tool-parameters/CISCOU-2070 18
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Tool Hijacking
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Tool Shadowing
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Rug Pull Attack
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Sampling

• Bi-directional
• Prompt Injection
• LLM DoS, Resource 

Exhaustion

• User Desensitized
• Client SHOULD (vs MUST) -

o User approval
o Validate input
o Sanitize input / output
o Rate limit
o Respect model 

preference
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MCP Authority
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MCP Gateway
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Summary

• MCP is the new “DNS” for Agentic AI systems

• MCP standardizes the way agents interact with models and tools

• The security landscape for MCP is rapidly changing

• Cisco AI Defense will enable safe and secure adoption of MCP and AI 
Agents
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Earn 100 points per 
survey completed 
and compete on the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
mobile app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to be entered in 
a drawing to win 1 of 5 
full conference passes 
to Cisco Live 2026.  

Complete Your Session Evaluations
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Book your one-on-one 
Meet the Engineer 
meeting

Attend the interactive 
education with DevNet, 
Capture the Flag, and 
Walk-in Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco 
Showcase for related 
demos

Continue your education

Contact me on LinkedIn: linkedin.com/in/robbarto
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