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What all OPs words have you
heard of?



Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session

How

G Find this session in the Cisco Live Mobile App
o Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

Q Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until June 13, 2025.
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e Skillsets : MLOPs, Cybersecurity, Al Research, Infrastructure

 Personal : 10+ years of Security industry experience, wore hats
for various roles, Double Masters (M.S. in Instrumentation, M.S. in
Information Technology and Management)

« What | do : Architect Infrastructure for Al platform at Cisco,

Design and implement MLOPs Pipeline, build small Al based tools for
increasing team productivity, Al Research LoRA finetuning, etc

Nikhil Ghodki @ (He/Him)

AlOps Engineering Technical Leader at Cisco, Al/MLOPs

Happy to connect with you on LinkedIn
https://www.linkedin.com/in/nikghodki/
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State of Artificial Intelligence

STATE OF Al: 2025

|
GPT-3
(OpenAl)
- Rise of Transformers

- Al in Pandemic
Response

- Ethics and Bias
Concerns

© 2025 Cisco and/or its affiliates. All rights reserved.
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The Age
Open-source of Agents
Competition . GPT-4 (OpenAl)
* MolgimigdslMausts - AutoGPT & LangChain
- AlphaFold2 (DeepMind)
- Google’s’PaLM

- Code Generation
+ Alin Industry

- Responsibile Al N— .
- Al Legislation Begins

DEVNET-1371

Intelligent Systems and
Multi-Agent Coordination

+ Al Agents — Al Ecosystems
» LLM-Powered Operating Systems
- Open Weight Leadership

- Next Frontier

Global Regulation Ramps Up
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Is it really MLOps?

MLOPs
AIOPs

AgenticOps

GenAIlOPs

CCCCC
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MLOPs - What is this?

ML + DEV + Ops = MLOps
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Main challenges

“IT Leaders responsible for Al are discovering ‘Al pilot
paradox’, where launching pilots is deceptively easy but
deploying them into production is notoriously challenging.”

- - Publishing ML Model and hosting the
V Publishing model is not enough

Managing the deployment, training, data
curation is as equally important

(((

Managing

]
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MLOps
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Demo Application

4 A
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SRE Al Prompt Task
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MLOps Pipeline
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Developer Model source Model Training Model deployment Model Serving
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AWS SageMaker Deployment

ﬁh

Model artifacts stored

in an Amazon 53
buckat
Create an Create an Amazon ; Create an Amaznr_t
v Amazon SageMaker SageMaker Endpoint SageMaker Endpoint
/\(\ Model Canfiguratian
Amazon ECR T
container image
Choosea
SageMaker
Inference option D D
(Opticnal: Use ) D +
Infarance .
|
Recommenderto nvake encpoint

getinstance to getinferences

recommendations)

The general workflow for inference endpoints in AWS - Source: AWS

modeldeployparentpipeline.yml
on: repository_dispatch

O IcDeploy [ create-model [ ] O IcDe... [ create-endpoint-config @ (] O IcDeploy [ create-endpoint [ ) (] O l... [ create-inference-compon...

]
© 2025 Cisco and/or its affiliates. All rights reserved. DEVNET-1371 14 CiIsco



GenAlOps

Deploy and Collect

Prompt Engineering Feedback
-""“—"hn"} te“raﬂﬂ""' F’?ﬁ anr;d Customize Copilot, enable guardrails and
ecord experimants define fine-grained feedback

Access Models Optimize Retrieval

Model Hub delivers Experiment g"ia”[?“f? F"'EF’?"E LILMh re?,d'f
access to SOTA models ' i ata. Ueline optimal chunking
from Saa$S providers via 6 Build and reranking strategy

APl or custom models
Observe Responses Connect to Data Sources
RAG Traces for retrieved chunks and Connect tn_enterprise data sources
summaries. Monitor for relevance such as Object stores, Saa5 platforms

toxicity and other LLM metrics and Databases

Ref: https://aws.amazon.com/blogs/machine-learning/migrating-to-amazon-sagemaker-karini-ai-cut-
costs-by-23/
]
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Prompt Engineering
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Experiment with <10 prompts
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.

O e BT ATy

Ref: https://medium.com/google-cloud/genaiops-operationalize-generative-ai-a-practical-guide-d5bedaa59d78

]
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Demo Application
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GenAl Reshaping OPs

o § | -

S &=m
@ g_ . ’ :
,g - Consumers Fine-Tuners ‘roviders
o
el
g 3 Interact with the Generative Al models Fine-tune the pre-trained FMs from Traan FMs from scratch using
Q5 from provider or fine-tuner providers with their own domain specific lerabyles of data and provide the
O data or instrucbion, creating new models FMs to fine-tuner and consumer.
for the consumers
.“'_ﬂ No ML expertise required. Focus on Strong end-1o0-end ML expertise and Deep cnd-to-wnd ML expertise
‘T prompt engineering, retrioval domain knowledge for tuning with extensive data preparation
%) wgmonted goneration, and agents, models on specific 1lasks or domains and labeling capabilities,
Productionize applications :
, o Ge ppt. Al & Productionize large models
ver n rauyv . .
gverags '9 Shioranys leveraging ML & Operations (MLOps)
Operations (GenAlOps)
Ref: https://medium.com/google-cloud/genaiops-operationalize-generative-ai-a-practical-guide-d5bedaa59d78
]
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AgenticOps

I ® DEPLOY

PROMPT

Agentic

® OPERATE
® BUILD

® RELRASE

Poaas we N
Step7. CSGHub

Step3. StarShip Step5. StarShip

DataFlow

AgentBuilder AgentBuilder AIRIF. Agenti§iE{T,

a Tear & DETDAMK

Ref: https://zhuanlan.zhihu.com/p/31620128944
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LLM Agent

Large Language Models

-

-

~

/
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Demo Application
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Demo Application
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What all Al protocols have you
heard about?



MCP

Dota Source #1

MCP Server #1 ]( — ( Tools <
N
MCP Protocol
MCP Client MCP W \( j
(Claude, IDE, Agent) Protocol MCP Server #2 J/ L Tools J
MCP Protocol
MCP Server #3 j< \( Tools I [saas Apphca‘tionJ
L )

]
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V- Fun Fact: What is the protocol
0O- developed by Cisco in LLM
Agents space?



AGNTCY

Documentation  GitHub  Supporters

An open source collective for inter-agent
collaboration.

The AGNTCY is where we are building the Internet of Agents to be: A diverse,
collaborative space to innovate, develop, and maintain software components and

services for agentic workflows and multi-agent software.

Learn more about AGNTCY's latest code drop

© 2025 Cisco and/or its affiliates. All rights reserved. DEVNET-1371




Agent Connect Protocol

Tool Ca“ing and Agent Communication

Simple Agent Agent w/ Remote Tools Agent w/ Remote Tools
r A e ~
Model + Context ACP ACP

/ M Moo(e_l + Context ﬁ Model + Context

|

cols °
:

Data Agent
>
Model + Context
Tools & Resources Tools & Resources

]
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MLOps Operationalizing and managing
ML models in production

Automating IT operations using
Al for monitoring and incident
response

GenAlOps Managing lifecycle and
operations of generative Al
models and systems

AClilH 0158 Orchestrating autonomous,
goal-driven agents with memory
and planning

© 2025 Cisco and/or its affiliates. All rights reserved.

MLflow, Kubeflow,
Airflow, SageMaker

Dynatrace, Moogsoft,
Splunk, IBM Watson
AlOps

LangChain, LLMOps,

Weights & Biases,
Hugging Face Hub

AutoGPT, CrewAl,
LangGraph, OpenDevin,
AgentOS

I Low to Moderate
(manual oversight)

I Moderate
(decision support
systems)

¢) High (dynamic
tuning & adaptation)

0 Very High
(autonomous
behavior loops)

]
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Enterprise based LLM application

—

Prompt

4 N

Is the Secure

Get Context

Input

v

Firewall(4110) version

P
<

O
=
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\ 4

7.0.0-94 compatible for
direct upgrade to 7.4.2-

. /

Query

Output Response

Context

Upgrade assistant which answers user queries for
different Cisco products

DEVNET-1371 30 Cisco



Prompt Engineering

compatibility prompt = SystemMessage(f"""You are a TAC expert and your primary role is to solve compatibility queries for different Cisco Security products. For certain queries you might have to

You need to retrieve tables from the tools and the tables would give the informatien in terms of matrices of compatibility for different product/versions.

Read the table information and answer if the product/versions are compatible or not. If not provide a version that is compatible.
Select the URL defined in List COMP URL depending on the tool prefix.

name starts with "fmc" kindly use the URL ending in "management-center-compatibility.html"
name starts with "ftd" kindly use the URL ending in "threat-defense-compatibility.html"
name starts with "asa" kindly use the URL ending in “"asamatrix.html"
name starts with "fxos" kindly use the URL ending in "fxos-compatibility.html
re few acronyms which you should be aware of
secure Firewall Management Center
ecure Firewall Thread Defense

: Firepower eXtensible Operating System

: Adaptive Security Appliance
g query input would be given by the user
¢ tools would give the context. Each tool has a description and try to map the query to the description provided. These would help in choosing the correct tool which would help in
choosing the correct table for answering the query.
The list of URL is defined in COMP_URL={COMP_URL}
Return the response if the products are compatible to direct or step upgrade required.

© 2025 Cisco and/or its affiliates. All rights reserved. DEVNET-1371




Knowledge Sources _

Management Center , https://www.cisco.com/c/en/us/td/docs/security
Compatibility Guide /secure-firewall/compatibility/management-
center-compatibility.html

https://www.cisco.com/c/en/us/td/docs/security
/secure-firewall/compatibility/threat-defense-
compatibility.html

\ 4

Defense Compatibility Guide

[ Secure Firewall Threat ]

—— &)

https://www.cisco.com/c/en/us/td/docs/security Model
[firepower/fxos/compatibility/fxos-
compatibility.html

\ 4

Firepower Compatibility Guide

\ 4

[asa/compatibility/asamatrx.html

[ ASA Compatibility Guide J https://www.cisco.com/c/en/us/td/docs/securit

Context
]
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/management-center-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/management-center-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Functions

Table 9. On-Prem Management Center- Device Compatibility

Management Center Version

7.7
7.6

7.4
Last support for NGIPS device management.

7.3
7.2
7.1
7.0
6.7
6.6
6.5
6.4
6.3
6.2.3
6.2.2
6.2.1
6.2
6.1
6.0.1
6.0
5.4.1

Oldest Device Version You Can Manage

7.2
7.1

7.0

6.7

6.6

6.5

6.4

6.3

6.2.3

6.2.3

6.1

6.1

6.1

6.1

6.1

6.1
5.4.0.2/5.4.1.1
5.4.0.2/5.4.1.1
5.4.0.2/5.4.1.1

5.4.1 for ASA FirePOWER on the ASA-5506-X series,
ASA5508-X, and ASA5516-X.

5.3.1 for ASA FirePOWER on the ASA5512-X,
ASA5515-X, ASA5525-X, ASA5545-X, ASA5555-X,
and ASA-5585-X series.

5.3.0 for Firepower 7000/8000 series and legacy
devices.

Providing Logic to read and select
the right information

© 2025 Cisco and/or its affiliates. All rights reserved.
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Essential components of LLM Application

Context

Prompt

Tools

LanGraph

CCCCC



Demo

Live Demo

]
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

2o
0Q

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

&

Complete your surveys
in the Cisco Live
mobile app.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(1

Book your one-on-one
Meet the Engineer
meeting

p)
)

o0
MM

Jo

O
M

Attend the interactive
education with DevNet,
Capture the Flag, and
Walk-in Labs

C’l'D
Q16

Visit the On-Demand
Library for more
sessions at

www.Ciscolive.com/

on-demand
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http://www.ciscolive.com/on-demand

Thank you C1SCO Live !
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