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Cisco Webex App

DEVNET-2125

Questions? 

Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated by the speaker until June 13, 2025.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#DEVNET-2125

Enter your personal notes here
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Introduction

SWG

CASB

DNS security

CDFW
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Splunk Development
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GET Present InvokeStore
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SOC/NOC Use Cases
and Common Practices

Query Monitor Analyze/Investigate Act
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In Practice
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Evolving Best Practices



© 2025 Cisco and/or its affiliates. All rights reserved.

-

Act 1: The Straightforward Approach
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Cisco Cloud Security Add-on for Splunk Cisco Cloud Security App for Splunk

Query Monitor

https://splunkbase.splunk.com/app/7569
https://splunkbase.splunk.com/app/5558
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Act 2: The Need for Speed
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/total-requests JSON

/requests-by-timerange JSON
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Act 3: What about that Granularity?

DEVNET-2125

sourcetype = cisco:umbrella:dns 

SWG Dashboard

DNS Dashboard

Layered Dashboards Event Drilldown 

sourcetype = 
cisco:umbrella:proxy 

CDFW Dashboard sourcetype = 
cisco:umbrella:firewall 
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Interactive Dashboards
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Implement API Best Practices
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Enum Detail

Paginate
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There are exceptions
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Balancing Enrichment
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A Threat Hunter, an Analyst and a CISO walk into a SIEM
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Making Interfaces - Actionable
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What's Next?
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“If you build it”…
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Logs from 
Secure Access/
Umbrella [via S3]

• Secure 
Access/Umbrell
a Dashboards 
[via API]

• Investigate
• Cloudlock
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What Next?

• API Documentation

• Cisco Cloud Security Add-on for Splunk Guide

• Cisco Cloud Security App for Splunk Guide

• DevNet Sandbox for SIG

• Self-paced course on the Umbrella Learning Hub

• Cisco Developer Learning Labs Center
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https://developer.cisco.com/docs/cloud-security/#!introduction/umbrella-api-use-cases
https://developer.cisco.com/docs/cloud-security/cisco-cloud-security-add-on-for-splunk/
https://developer.cisco.com/docs/cloud-security/cisco-cloud-security-app-for-splunk/
https://devnetsandbox.cisco.com/RM/Diagram/Index/4360e493-0ba7-4c1c-b2ce-f483c2f645fb?diagramType=Topology
https://learn.umbrella.com/cloud-security-api
https://developer.cisco.com/learning/modules/cisco-umbrella/
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Earn 100 points per 
survey completed 
and compete on the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
mobile app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to be entered in 
a drawing to win 1 of 5 
full conference passes 
to Cisco Live 2026.  

Complete your session evaluations
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Book your one-on-one 
Meet the Engineer 
meeting

Attend the interactive 
education with DevNet, 
Capture the Flag, and 
Walk-in Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco 
Showcase for related 
demos

Continue your education
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Contact me at: through Webex App
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http://www.ciscolive.com/on-demand
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