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What Is Log Analytics

© 2025 Cisco and/or its affiliates. All rights reserved.

Dashboard ’ Radius Live

Alarms Logs
’ ’ Log . \'
Analytics
Operational TACACS

Reports ’ \ Live Logs

Context
Visibility

slfbel ]l
cisco



Log Analytics Design

4 N\ N\ )\
ElasticSearch LogStash Kibana
Designed to store, search, and Data processing pipeline that Data Visualization platform that
analyze large volumes of data ingests, processes, and transforms allows users to create interactive
quickly in near real-time data from multiple sources dashboards, charts, and graphs

© 2025 Cisco and/or its affiliates. All rights reserved. 6 cisco
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How to Enable Log Analytics

“hal |dentity Services Engine Operations / System 360

cisco

) Settings Monitoring Log Analytics
I

..

i Monitoring and Log Analytics Settings

[
\\ Monitoring enables you to monitor a wide range of applications, system statistics, and key

performance indicators (KPI) of all deployment nodes from a centralized console.

( @ Monitoring
2 Go to Monitoring 4 View
,.ﬂ Log Analytics provides a flexible analytics system for in-depth analysis of syslog data generated from

different endpoints.

A Log Analytics
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Default Dashboards

Dashboards

QU Search...

Title

ISE Observability Dashboard

ISE Overview Dashboard

I ISE Processes Summary I

ISE Troubleshooting Dashboard

Profiler Performance

Profiler Summary

RADIUS Accounting Summary

RADIUS Authentication Summary

RADIUS Performance

RADIUS Step Latency

TACACS Accounting Summary

TACACS Authentication Summary

Rows per page: 20 v

@ Create dashboard

Tags v

Description Tags Actions

DN N NN Y YYD D

© 2025 Cisco and/or its affiliates. All rights reserved.
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ISE Processes Summary

= Dashboard ISE Processes Summar: y

D +Add filter

App Server

0O=down, 1=up, -1=starting
0=down,1=up,-1=starting

W 2100
+ 0=down, 1=up, ~1=starting 1

logged_at_timezone per 30 minutes

esa  AD Conni

ector

Fullscreen Share Clone & Edit

logged_at_timezol

B~ Searct KoL [ v May 8, 2025 @ 22:29:46.43 - May 11, 2025 @ 01:33:20.36 C Refresh

ne per 30 minutes

© 2025 Cisco and/or its affiliates. All rights reserved.

The ISE Processes Dashboard contains
visualizations of ISE services state of
operation over time

We can see the exact time when services go

down, how long they are down for, and
when they start back up again.

The chart is broken into three state:
1- up
0- down, and

-1- started
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ISE Processes Summary

Dashboard ISE Processes Summary Full screen Share Clone 2 Edit

[8) ~ Search KQL E v May 8, 2025 @ 22:29:46.43 - May 11, 2025 @ 01:33:20.36 C Refresh

®  + Add filter

App Server sos  AD Connector
2 g ,
- [ )
% = '
- : ?
g : a :
S 3 '
- i L |
c ! c ‘
3 8 21:00 2 ‘
z 1 : :
(<) . |O=down, 1=up, -1=starting 1 © :
logged_at_timezone per 30 minutes logged_at_timezone per 30 minutes

© 2025 Cisco and/or its affiliates. All rights reserved. 11 cisco



Default Dashboards

DaSh boa rds @ Create dashboard

Search... Tags v
g

Title Description Tags Actions

ISE Observability Dashboard
ISE Overview Dashboard

ISE Processes Summary

ISE Troubleshooting Dashboard
Profiler Performance

Profiler Summary

RADIUS Accounting Summary

I RADIUS Authentication Summary I

RADIUS Performance

RADIUS Step Latency

TACACS Accounting Summary

DN N NN Y YYD D

TACACS Authentication Summary

Rows per page: 20 v 1

el
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Radius Authentication Summary

The Radius Authentication Summery Dashboard
provides insights into:

+ Total amount of authentication

 Authentications over a time interval

RADIUS Authentication Response Times Guage

* Authentications Response time

« Transactions per Second

We can break information down further,
deciphering the information based on policy sets,
authorization policies, NAS Port type, Identity
store, and even filter it down per user and/or
device.

entication Passed Over Time

........

el
© 2025 Cisco and/or its affiliates. All rights reserved. 13 cisco



Radius Authentication Summary

RADIUS Authentication Timelion

® RADIUS_AUTHENTICATION 164
® Pass 105
o Fail 59
o @ Abandoned g8
® SupStop 10

Ty iy o b M B A o A I

RADIUS Authentications By Day Table

Date v Passed v Failed v~ Total count v Min response time v Max response time v Avg Response time

v

2025-05-14 56,267 29,714 85,981 0 15,014 40.964

© 2025 Cisco and/or its affiliates. All rights reserved. 14
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Radius Authentication Summary

RADIUS Authentication Response Times Guage

Max Response time

15,014

Min Response time

0

Average Response time

40.964

afra]e
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Radius Authentication Summary

RADIUS Authentication Passed Over Time Top 10 RADIUS Authentication Passed
e Count . o
o F\W\/\W\,/\/‘Vw @ Ethernet i
e dotlx H
® shn24-111-sw1 H
,200
o B8:A4:4F:AE:98:... 3
J o axis-b8ad4fase.. 3
1,000
@ B8:A4:4F:AE:99:93 3
o axis-b8ad4fae.. 3
= 800
a © B8:A4:4F:AE:9B:.. $
@ o axis-b8ad4fae.. 3
600
o B8:A4:4F:AE:9D:C1 3
o axis-b8ad4fae.. 3
2 o B8:A4:4F:BCES:... 3
o axis-b8ad4fbe.. 3
o B8:A4:4F:CO:35:... 3
o axis-b8ad4fcO.. 3
o o B8:A4:4F:AQAD:. 3
210 2 2:2 35 12:40 12:45 12:50 12:55 13:00 13:05
o axis-b8ad4fal.. 3
= DateTime = o BS:A4:AF:AQAF:27 §
lll'l'lll
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Default Dashboards

Dashboards

QU Search...

Title

ISE Observability Dashboard
ISE Overview Dashboard

ISE Processes Summary

ISE Troubleshooting Dashboard
Profiler Performance

Profiler Summary

I RADIUS Accounting Summary I

RADIUS Authentication Summary

RADIUS Performance

RADIUS Step Latency

TACACS Accounting Summary

TACACS Authentication Summary

Rows per page: 20 v

@ Create dashboard

Tags v

Description Tags Actions

DN N NN Y YYD D

© 2025 Cisco and/or its affiliates. All rights reserved.
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Radius Accounting Summary .

RADIUS Accounting Total Count RADIUS Accounting Total Endpoint ID's RADIUS Accounting Unique Network Device Name

56,524 9,735 674

nt Total Endpoints Total Networ k Device Name

23,351 21927 9 873 1,221 The Radius Accognting.Summery dashbo§rd

= o — can be further paired with the Authentication
dashboard to find information on our
accounting statistics overtime based on
different status types.

RADIUS Accounting Timelion

el
© 2025 Cisco and/or its affiliates. All rights reserved. 18 cisco



Radius Accounting Summary

RADIUS Accounting Total Count

RADIUS Accounting by Status type

ccounting

96,524

Count Total Endpoints

] by Status

23, 351

RADIUS Accounting Total Endpoint ID's

9,735

Radius Accounting by Status

ald L Interim-Updata

Total Network Device Name

adius Accounting by St:

1 221

Accounting-0n

RADIUS Accounting Unique Network Device Name

© 2025 Cisco and/or its affiliates. All rights reserved.
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Radius Accounting Summary

RADIUS Accounting Timelion

@ Combined 135
® Start 54
® Stop 61

tegim-Update 20

© 2025 Cisco and/or its affiliates. All rights reserved.
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Default Dashboards

Dashboards

QU Search...

Title

ISE Observability Dashboard
ISE Overview Dashboard

ISE Processes Summary

I ISE Troubleshooting Dashboard I

Profiler Performance

Profiler Summary

RADIUS Accounting Summary

RADIUS Authentication Summary

RADIUS Performance

RADIUS Step Latency

TACACS Accounting Summary

TACACS Authentication Summary

Rows per page: 20 v

@ Create dashboard

Tags v

Description Tags Actions

DN N NN Y YYD D

© 2025 Cisco and/or its affiliates. All rights reserved.
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ISE Troubleshooting Dashboard

troubleshooting dashboard

ISE RADIUS
Authentication
Troubleshooting

Time series authen failed/passed

User Name Identity Store PolicySet

Network Devices

troubleshooting by failure reason

Radius authen data table

22047 User name attribute is missing in client certificate

Tim policy. m; authentication_met hod authentication, protocol | identity_ store  networ k_device_name
M 3 Trusts Lookup 1 Endp

Device
[ 5 @ 13:10:58.784 TrustS p Endpo

85935 documents

The ISE Troubleshooting Dashboard
provides data on passed vs failed
authentications and breaks these
authentications down both overtime in a
chart.

It will also provide a heat map of the
authentication failure reasons to tell
what is the most popular authentication
failure.

© 2025 Cisco and/or its affiliates. All rights reserved.
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ISE Troubleshooting Dashboard

troubleshooting dashboard search control

User Name Identity Store PolicySet

ISE RADIUS = (2 B (= 5
Authentication
Troubleshooting :

Time series authen failed/passed

per 60 seconds

oo
o
N

@ Authen failed 545 @ Authen Passed

el
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ISE Troubleshooting Dashboard

troubleshooting by failure reason

22047 User name attribute is missing in client certificate

22063 Wrong password
9417 Dynamic Authorization failed

22056 Subject not found in the applicable identity store(s)
22040 Wrong password or invalid shared secret

Radius authen data table

85935 documents
Time | policy_set_name authentication_method authentication_protocol identity_store network_device_name failure_reason ide
> May 14, 2825 @ 13:108:58.742 TrustSec_Trusted_ mab Lookup Internal Endpoin  muc@7-sw2 15039 Rejected pe 08:
Device ts r authorization p F8:
rofile
> May 14, 2825 @ 13:10:58.784 TrustSec_Trusted_ mab Lookup Internal Endpoin  sjc34-52-swi 15039 Rejected pe D4:
Device ts r authorization p 63:
rofile
> May 14, 20825 @ 13:18:58.514 Probes_and_Endpoi  PAP_ASCII PAP_ASCII Internal Users iseaer-prod-wlan (empty) ise
ntBlacklist lar

afra]e
© 2025 Cisco and/or its affiliates. All rights reserved. 24 cisco



Custom Visualizations
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Create Custom Visualizations

® Count

Ill

mnt_analytics_radius_authentication*

Data Metrics & axes Panel settings
Phones >> Non Profiled Phones Metrics
> Y-axis Count
© Add
Buckets
Guest >> Guest Redirect
v X-axis X
>
Q2
S Aggregation Terms help (4
s
= Terms Vi
N
T
<]
£ Il Field
E:
authorization_policy.keyword N
Dot1x >> Posture Unknown
Order by
Metric: Count v
Order Size
Descending v 10 <
Dot1x >> Posture Exempt Group other values in separate bucket
Show missing values

Custom label

ol I () I b
© 2025 Cisco and/or its affiliates. All rights reserved. 26 cisco



DSL Queries

Edit filter Edit filter values

Elasticsearch Query DSL

1 {

2 ‘query”: {

3 “wildcard™: {

4 “authorization_rule.keyword": {
] ‘value”: "Posturex”

6 }

7 }

8 }

9 }

@ | create custom label?
Custom label

Contains Posture

el
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Create Custom Visualizations

@ Contains Posture X =+ Add filter

Dotlx >> Posture Unknown

Authorization policy

Dot1x >> Posture Exempt

Count

e

8

28

@ Count

mnt_analytics_radius_authentication*

Data  Metrics &axes Panel settings

Metrics

> Y-axis Count

© Add

Buckets
v X-axis
Aggregation

Terms

Field

authorization_policy.keyword

Order by

Metric: Count

Order Size

Descending S <}

Group other values in separate bucket
Show missing values

Custom label

Authorization policy

> Advanced

Discard

=
Y=

® X

Terms help (7

V]

D> _Update

Ill

© 2025 Cisco and/or its affiliates. All rights reserved.
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Create Custom Visualizations

Save visualization

Title Add to dashboard
RADIUS Posture Authentication by Authorization O Existing
Description RADIUS Authentication Summary 0 -
New
Mone

Add to library @

Tags

( Save as new visualization

Cancel Save and go to Dashboard

el
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Application Server Went Down

© 2025 Cisco and/or its affiliates. All rights reserved.

:* ALARMS O

RADIUS Request Dro...

[ ) Al Cloud certificate e...
[ | Process Down

[ | Active Directory not |...
(D Mo Configuration Bac...

Last refreshed:2025-05-08 15:13:12

1389

20

154

55 mins ago

1 hr 26 mins a:

1 hr 32 mins a

1 hr 33 mins a:

1 hr 33 mins a

31
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Application Server Went Down ‘

App Server

Using Log Analytics, we can see the
white gap, when the chart lieisa O is
when the server is down.

starting

up, -1

13:38 We can highlight over the cart to get
: the exact time intervals for every point.

O=down, 1

When the graph dips below 0to -1 is
when the service goes back into
initializing, and then we can see it go
from initializing back to running.

05:00 /00 08:00 09:00 10:00 1:00 12:00 13:00 14:00

logged_at_timezone per 6 minutes

el
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Application Server Went Down

= Dashboard ISE Processes Summary Full screen Share Clone & Edit
X
App Server View: Data
Download CSV
logged_at_timezone p..  Partof O=down, 1=up, .. Partof O=down, 1=up,.. 0= [ oo Cgy
05:18 ! ! . Raw CSV
05:24 1 1 1
05:30 1 1 1
05:36 1 1 1
05:42 1 1 1
05:48 1 1 1
05:54 1 1 1
06:00 1 1 1
06:06 1 1 1
08:12 1 1 1
06:18 1 1 1
06:24 1 1 1

ol I Il I b
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High Authentication Latency on PSN

eeeeeeeeeeeeeeeeeeeeeeeeeee

© 2025 Cisco and/or its affiliates. All rights reserved.

With Log Analytics we get an in-depth real
time investigate the latency.

Under the Radius Performance Dashboard,
we can view the overall traffic to a node, the
maximum amount of latency on the node,
and the average latency on the node.

From here we can take the time where the
peaks match up and narrow our time filters
on the dashboard to get a more in-depth
view

34
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High Authentication Latency on PSN

RADIUS All traffic per server ()

® ise-3-3...

Count

logged_at_timezone per minute

© 2025 Cisco and/or its affiliates. All rights reserved.
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High Authentication Latency on PSN

[RADIUS Maximum Latency (1

® Maximum_Response_Time 889

N

|

© 2025 Cisco and/or its affiliates. All rights reserved.
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High Authentication Latency on PSN

RADIUS Average Latency &)

<00 ® Avg_Response_Time 46

el
© 2025 Cisco and/or its affiliates. All rights reserved. 37 cisco



High Authentication Latency on PSN ‘

Unique RADIUS Endpoints () Node Selector &) Unique RADIUS Network Devices ©)
Node_Hostname
; ) 2
nnnnnnnnnnnnnn Unique Network Devices
RADIUS Average TPS (D Total RADIUS Requests () RADIUS Maximum TPI ()
Average RADIUS Requests per second Total RADIUS Requests Maximum RADIUS Transations per time interval

'RADIUS Endpoint Profile Breakdown ()

RADIUS Top Talkers ()

b:”“"‘“::_
E L _
=
3
K
8 s
2 conzzasa
2

RADIUS Breakdown by Access Method (1)

€

ssc  RADIUS Breakdown per Authentication Type ()

Here we get a better understanding of the total amount of
radius traffic we received along with the TPS.

Additionally, we can highlight which NADS were sending
the traffic, the type of authentications being received at this
time, and the top radius talkers.

Now we can narrow down the time, type of endpoints,
type of authentications, and NAD devices that were
causing the High Auth Latency

© 2025 Cisco and/or its affiliates. All rights reserved.
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High Authentication Latency on PSN

Unique RADIUS Endpoints ) Node Selector () Unique RADIUS Network Devices ()
Node_Hostname
Select... v
Unique Endpoints Unique Network Devices
RADIUS Average TPS (3 Total RADIUS Requests () RADIUS Maximum TPI(3)
Average RADIUS Requests per second Total RADIUS Requests Maximum RADIUS Transations per time interval

el
© 2025 Cisco and/or its affiliates. All rights reserved. 39 cisco



High Authentication Latency on PSN

RADIUS Endpoint Profile Breakdown (%)

RADIUS Top Talkers

RADIUS Top Talkers )

00:11:22:33:44:58

00:11:22:33:44:50

00:11:22:33:44:55

00:11:22:33:44:57

00:11:22:33:44:59

00:11:22:33:44:56

00:11:22:33:44:5A

o

100

150

200

250 300 350

Count of records

400

450

8

550

6

(=3
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High Authentication Latency on PSN

RADIUS Breakdown by Access Method (O ooo  RADIUS Breakdown per Authentication Type &)

alfhel ]
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* Visualize Your Data to Make
Intuitive Decisions

» Customize Your Monitoring Experience to Your
Deployment

Key Take Aways i

- Get Real Time Analysis for
Troubleshooting Support

<

A

s
..l
" 4
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Conclusion

@ Log Analytics

A

_ ¢

Novice Intermediate Expert

UL AN
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event Survey
to be entered in a
drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

0O
0Q

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

~
Level up and earn Complete your surveys
exclusive prizes! in the Cisco Live
mobile app.
J
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

e
(1

Book your one-on-one
Meet the Engineer
meeting

~
[r%:] ==
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with DevNet, Library for more
Capture the Flag, and sessions at
Walk-in Labs www.Ci Live.com
on-demand
J
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