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Acronyms Directory

SCC Security Cloud Control °@°

SDC Secure Device Connector

SSX Security Service Exchange C/<->\D
cdFMC Cloud-delivered Firewall (‘f\:})

9
<.

Q
o-
o

Management Center

FMC Firewall Management Center ‘Eqﬁ
FTD Secure Firewall Threat Defense ‘Eqﬁ
ASA Adaptive Security Appliance _O_
GUI Graphical User Interface
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Security Cloud Control

Cloud-based multi-device on-boarding technology that enables security devices
in distributed environments to achieve centralized device administration

Cisco I0S devices
>
< ASA (On-prem & Virtual)
>
FTD (On-prem & Virtual)
ASA
Cisco Meraki™ Organizations
>
¢ Umbrella Networks (Tunnel)
>
AWS Virtual Private Clouds

FTD

N
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Security Cloud Control Devices Onboarding Routes

v

Internet

J
I
L Security Cloud Control
L |

- SDC is the proxy that operates between the devices and the
sy C|oud sSDC Security Cloud Control applications in the cloud (The Security
|_I|| Cloud Control application never speaks directly to the devices
L all communication must go through the SDC)

On-prem SDC - We use either a Cloud connector (default) or an On-prem SDC
I - GUI>Administration>Secure Connectors

: _ﬁ b _ﬁ Type Deployment Status

— 4 Cloud Connector & Cloud @ Active

Secure Device Connector # On-Prem @ Active

FTD/ASA FTD/ASA
N
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Onboard ASA Device to Security Cloud Control

- GUI> Security Devices> Onboard device or service> ASA

< Onboarding

Onboard ASA Device

Follow the steps below

o Locate Device Eame= ASA
Adaptive Security Appliance (8.4)+

Select Secure Device Connector

[ = Cloud Connector ]
Device Name
[ Device Mame ]

Device Location Port

[

o Credentials
o Done

N
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Troubleshooting Skills Checklist

- Make sure device is compatible with Security Cloud Control

- The device must meet the prerequisites outlined in the onboarding guides

- Check Workflows logs to see which job failed while onboarding

. . . . =
Security Devices ASA Ciscolive &
> . .
Device Details
[ Devices | Templates I | Q, | Search by Device Name, IP Address, or Serial Number Displaying 5 of 5 results n
Location 10.31.124.187:443
Model n/a
All ASA FTD
Serial n/a
Chassis Serial n/a
= Name = Configuration Status = Connectivity = Software s
Version
ASA-consec-3 i
D - © Synced ® Online ASDM Version nia
ASA Firewall Mode  n/a
sSDC CDO_cisco-Imatuscl-cdo__smig0j-
ASA-consec-4
o A Conflict Detected ® Online sDC-2
ASA_CL - .
o - A Unreachable & Invalid Credentials
. Failed to validate device credentials. Please try again.
ASA Ciscolive : : Update Credentials
o A \nvalid Credentials P
FTD_CL . i i
] < Not Synced @ Online Device Actions
FTD
= Workflows
™ Remove
]
© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: TACSEC-2021
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Onboarding Skills Checklist (Continued)

- Verify connectivity using Security Cloud Control "Device Connectivity” tool
- Demo:

tuth Security Cloud Control Q yp ) * o O @ 0 | 0O basharAlsaeed . 131

Organization

TAC-Cloud-Security -  » General Settings

Morth America g jia = < n
User Management

orm m:
nnnnnnnnnnnnn & Connectivity &
O Syncaed & Dinfing /
e { Confiict Datected ® Onling https://d OCS . defe
&7 Insights & Reports il Athiibltes Connector & Unreachable
P Barie 5 nseorchestrator.c
Migrations '

e om/#!t-
- ik troubleshoot-
et device-
e connectivity-
\_ with-SDC.html

N
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Onboarding Skills Checklist (Continued)

- Verify connectivity using Security Cloud Control "Device Connectivity” tool

- Demo:

tsen’ Security Cloud Control

Services

&> Organization
TAC-Cloud-Security - | @

North America

® 0 | Q BasharAlsseed

CDO_cisco-Imatuscl-
cdo__smig0j-SDC-2

al -

. jﬁ(! Prem

Fuc Muiticioud Defense Version 3
tf P Addresses
Platform menu 7
Name Devices Type Deployment Status Last Heartbeat ¥ Addraes
Build ac 150608117917947d0
7793
Cloud Connector Cloud Cannector & Cloud ® Active
H Yashb ERAISAAE 10-C4'08 Actions v
Dashboard DO_cisco-Imatuscl-cdo_smig0j-SOC-2 3 4 Secure Device Connector ® Active 05/14/2025, 19:54:08 Action! /
¢ Reguest Heartboat

£7  Insights & Reports CDO.clsco-Imatuscl-cdo,
% Events & Logs

) L Policies
L

Objacts
wn Security Devices

I/ Secure Connections

G Administration

| Favorites
Security Devices
Shared Objects

Platform Management

© 2025 Cisco and/or its affiliates. All rights reserved.

smig0j-SEC 9122

vice Connector

Secure Event Connector

# On-Prem

@ Unreachable

® Onboarding

Session ID: TACSEC-2021

https://docs.defe
' nseorchestrator.c
om/H#!t-
troubleshoot-
device-
connectivity-
\_ with-SDC.html

Privacy Policy General Terms
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Onboarding Skills Checklist (Continued)

- Verify connectivity using Security Cloud Control "Device Connectivity” tool
- Demo:

sl

Security Cloud Control

Services CDO_cisco-Imatuscl-
cdo__smig0j-SDC-2

> Organization >

TAC-Cloud-Security - > [a [“Zl n Lo

North America

FMC  SecursConnectors  Multicloud Defense Vorsion
Platt 1P Addrossos
s Name Devices Type Deployment Status Last Meartbeat P Addrese
Buila N7y
& Cloud 2l
#% Dashboard coo_smig0j-S0C-2 @ On-Prem ® Active 05114/2025, 19:54:08
do_smig0j-SDC-3 20 * eu b t

Insights & Reparts CDO_cisco-Imatuscl-cdo_smig0f-SEC. 9f2e.. & ~ @ Onbo 4120 4:0

&  Events & Logs
) F

Objects
=u Security Devices
I} Secure Connections

| 21 Administration
o1 F s
an  Security Devices
®+ Shared Objects
U Ppiatform Management
o2 Gen
© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: TACSEC-2021
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Onboarding Skills Checklist (Continued)

- Verify connectivity using Security Cloud Control "Device Connectivity” tool
- Demo:

tsea’ Security Cloud Control

- Secure Connectors
Device Connectivity Troubleshooting

Platform menu

/https:/ /docs.defe
e nseorchestrator.c
om/#!t-
troubleshoot-
I Secure Connections d evi C e -
e connectivity-
\_ with-SDC.html

N
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Onboarding Skills Checklist (Continued)

- Verify connectivity using Security Cloud Control "Device Connectivity” tool
- Demo:

ties Security Cloud Control S % O ® 0O | £ senera .

¢ Secure Connactors
Device Connectivity Troubleshooting
nnnnnnnnnnn

Platform menu

-

‘ https://docs.defe
St G nseorchestrator.c
om/H!t-
troubleshoot-
device-
connectivity-
\_ with-SDC.htm|

Policies

*] Administration

N
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ASA Onboarding Failure to Security Cloud Control

Follow the steps below Cancel
© Locatevevic Device Name: ASA_CiscoLive; Device Location: 10.31.124.187:443
o Credentials © Invalid ASA credentials. Please try again.
Username
[ admin ]
Password

© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: TACSEC-2021 16 cisco



Let's Troubleshoot

Compatibility
Prerequisites
Connectivity

Workflows

Workflows

& Security Devices

ASA_Ciscolive

> QA

Name Priority Condition Current State Start Time End Time Service
) . ) 5/12/2025, 7:20:10  5/12/2025, 7:20:09  5/12/2025, 7:20:10
asaCredentialStateMachine ® On Demand ® Done Bad Credentials PM PM AEGIS

ACTION TIME STARTSTATE ENDSTATE RESULT

© 2025 Cisco and/or its affiliates. All rights reserved.

Session ID: TACSEC-2021

17

i j % | Did My Homework!

]
cisco



Troubleshooting (Continued)

- ASAs support credential-based authentication as well as client-side certificate authentication

- CiscolLive-ASA# show run | include ssl

ssl certificate-authentication interface <interface> port 443
vpn-tunnel-protocol ssl-client
vpn-tunnel-protocol ssl-client
anyconnect ssl rekey time 4

anyconnect ssl rekey method new-tunnel

- CiscolLive-ASA# show logging | include certificates

#ASA-7-725017: No certificates received during the handshake with client <interface>
:10.31.124.190/46088 to 10.31.124.187/443 for TLSv1l.3 session

N
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Root Cause and The Resolution

ASA has been configured to utilize client-side certificate authentication
Unfortunately, the Security Cloud Control does not support client-side certificate authentication

Resolution: Disable client-side certificate authentication from the ASA side

Procedure:

Step 1: Open a terminal window and connect to the ASA using SSH

Step 2: Enter global configuration mode

CiscolLive-ASA# configure terminal

Step 3: Enter the below command:

CiscolLive-ASA (config)# no ssl certificate-authentication interface <interface> port 443

]
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Onboard FTD to Cloud-delivered Firewall
Management Center

Port Protocol / Feature Details
8305/tcp » Securely communicate between >
Appliance communications appliances in a deployment.
€
443 HTTPS  Send and receive data from the >
internet.
+ Communicate with the AMP FTD

cloud (public or private)

* You must ensure that the threat defense device ports have external and outbound access for the cloud-
delivered Firewall Management Center.

4 )

Learn how to onboard FTD to cdFMC @

Prerequisites
\_ J -,

© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: TACSEC-2021 21 cisco
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cdFMC Registration Key

o Device Name FTD_Cisco_Live
e Policy Assignment Access Control Policy: Default Access Control Policy
e Subscription Licenses Performance Tier: FTDv50
o CLI Registration Key TN _ o ) o )
U,f*' Ensure the device's initial configuration is complete before trying to apply the
I
o L
( 2 ) Copy the CLI Key below and paste it into the CLI of the FTD

configure manager addjcisce-lmatuscl-cdo--smlg®j.app.us.cdo.cisco.com
tUpttwHRBLJuhMUBxUUZR apvmMn W1 ] njesohy c1sco-1lmatuscl-cdo--
smlg@j.app.us.cdo.cisco.com

© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: TACSEC-2021 23 cisco



FTD Cannot Establish Sftunnel with cdFMC

FTD Expert Mode ~S:

admin@user-ftd:~$ nslookup cisco-test-cdo--smlg@j.app.us.cdo.cisco.com
Server: 10.0.0.5
Address: 10.0.0.5#53

Non-authoritative answer:
Name: cisco-test-cdo--smlg@j.app.us.cdo.cisco.com

Address:l| 44.243.34.123

| Til| Source |.Dastination | Protc| Lellnfo
172.18.0. 44.243.34.123 TCP [ .. 59099 - 8305 [SYN] S=q=0 Win=64240 Len=

172.18.0. 44.243.34.123 TCP | .. [TCP Retransmission]] 59099 - 8305 [SYN]
172.18.0. 44.243.34.123 TCP | .. [TCP Retransmission]] 59099 - 8305 [SYN]
172.18.0. 44.243.34.123 TCP | .. [TCP Retransmission]j 59099 - 8305 [SYN]
172.18.0. 44.243.34.123 TCP \ .. [TCP Retransmission)) 59099 - 8305 [SYN]

© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: TACSEC-2021 24
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FTD Successfully Onboarded

Collect a packet capture on the FTD management interface.

| ~ |Source | Destination | Protc| Le! Infa

5 172.18.0.4 44.243.34.123 .§ 35123 - 8305 [ACK] Seg=1 Ack=1 Win=64256 Len=@ TSval=506039719 TSecr=1084691514
6 . 172.18.0.4 44.243.34.123 TL. ..JClient Hello
7 .. 44.243.34.123 172.18.0.4 TCP ACKN Seg=1 Ack=322 Win=642 2401593 TSecr=506039720
8 .. 44.243.34.123 172.18.0.4 TL.. ..JServer Hello, Chajjge~ ata, Application Data, Application Data
9 .. 172.18.0.4 44.243.34.123 TCP ..J 35123 - 8305 [ACK] Seg=322 A Secr=1084691598
10 .. 172.18.0.4 44.243.34.123 TL.. ..JChange Cipher Spef, Applicatid
11 .. 172.18.0.4 44.243.34.123 TL.. ..JApplication Data
19 AA D42 24 192 179 19 o A TI . : B
Deployments Upgrades © Health Tasks & ‘ () Show Pop-up Notifications ()
20+ total 0 waiting 0 running 0 retrying 20+ success [ Q Filter ]
0 failures

® Health Policy

Apply Initial_Health_Policy 2025-04-04 14:05:59 to FTD_CL
Health Policy applied successfully e

® Discovery

FTD_CL - Discovery from the device is successful.

@ SFTunnel

FTD_CL - SFTunnel connection established successfully.

@ Register
Remove successful tasks

N
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Event Logging Diagram

| T
LI
!

= (o -y

Cloud Storage

v

/’ Syslogs

— 1
T Secure Event Connector
— 1

ASA

® Events
Y Security Cloud Control

O Syslogs

]
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SCC Not Showing Events

SCC GUI > Events & Logs > Event Logging

Event Logging

|Y I Historical

Views View 1

Date/Time

Live ] [ Q, | Search by event fields and values or use one of the sample searches ] Background Searches Storage Utilization [ UTC Time || Local Time (i
All times shown in Local
(CST)
Clear Time Range After 05/08/2025 05:31:47 &
Device Type Event Type Sensor D/ Initiator IP Responder IP Respondel Protocol Action Policy =
Hostname Port
No events found. “
N
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FTD Debug and Packet Capture

FTD CLISH >

> system support firewall-engine-debug

Caution: This could result in high CPU usage and lower throughput.
Use filters to mitigate the impact

Please specify an IP protocol:

Please specify a client IP address:
Please specify a client port:

Please specify a server IP address:
Please specify a server port:

Monitoring firewall engine debug messages

cap <capname> interface <interface_name> trace match <protocol> host <a.b.c.d> any eq <port>

> capture ciscocapture interface Inside trace match tcp host 172.18.2.5 any eq 443
> show capture ciscocapture

20 packet captured

© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: TACSEC-2021
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Send Events to the Cisco Clou

. -
- Services Cloud
Delivered
7> Dashboard [ Q,  Search by Device Name, IP Address, or Serial Number ] FMC
cisco-l \-cd
FMC Secure Connectors Multicloud Defense smig0j.app.us.cdo.cisco.com
a4 Multicloud Defense Version 20250404

Smart license Evaluation period (expires in 71 days)

. Name Version Devices  Type Status Last heartbeat
Monitor

Actions
£ Insights & Reports > I Cloud-Delivered FMC I 20250404 21 Cloud-Delivered FMC @ Active 05/19/2025, 12:24:13

© Check For Changes
.
% Events&Llogs > (5 BT
@® Updates
= Workflows
Manage © APIExplorer
& Passive Identity
°%  Policies >
Management
: Objects
=)
‘wm Security Devices @
2
“®° gecure Connections > <
o
. . E-3
121 Administration > £ FEimei
System
# Configuration
= Smart Licenses
# AMP Management
-\ Device Health
Audit
# Cisco Cloud Events
Configure Cisco Cloud Events X

I @D send Events to the Cisco Cloudl

Send Intrusion Events to the cloud
Send File and Malware Events to the cloud

Send Connection Events to the cloud

(O security Events

® Al

N
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FTD tenancy info

FTD Expert Mode ~S:

admin@user-ftd:~$ curl localhost:8989/vl/contexts/default/tenan

T R R R R R R R S

{"registeredTenantInfo":{"companyName":"icisco-1lmatuscl-cdo_smlg@

- - -

4€0a0877b9d7", "spId":"CDO"}, "tenantInfo":[{"companyNafe":"cisco-1matuscl-cdo__smlge

—————————————————— Y

(4642-acf5-220a0877b9d7 ", ' sp1d”: "CDO"} ] yroot@lmatuscl-ftd: /home/admini

SCC tenancy info

SCC GUI > Platform Management > Settings

Tenant ID
hE84475e-ed46c-4042-acf5-4e0a0877b9d7 ==

Secure Services Exchange Tenant ID
b684475e-e46c-4042-acf5-4e0a0877b9d7

Tenant Nape = =m=m=m=m=
CDO_cisco-Imatuscl-cdo__smlg0j

© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: TACSEC-2021
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Event Service Module Status

FTD Expert Mode ~S:

admin@user-ftd:~$ curl localhost:8989/v1/contexts/default/status

Fault #1

admin@user-ftd:~$ curl localhost:8989/vl/contexts/default/status

{ "type": "Events", "status": "Failed", "name": , 'description": "Events service module failed, err: zmg4: could
not dial to \"ipc:///ngfw/var/sf/run/EventHandler SSEConnector.sock\" (retry=250ms): dial unix
/ngfw/var/sf/run/EventHandler_ SSEConnector.sock: connect: connection refused" }

Fault #2

admin@user-ftd:~$ curl localhost:8989/vl/contexts/default/status

{
"type": "Events",

"status": "Failed",
Ilnamell: Illl,
"description”: "Events service module failed"

alaln
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Connector Log Error Message

FTD Expert Mode ~S:

admin@user-ftd:~$ tail -10 /ngfw/var/log/connector/connector.log | grep -i "events”

time="2025-05-08T18:04:14.4995302522" "
root@lmatuscl-ftd:/ngfw/var/log/connector# level=warning msg="[test-ftd.intergal.cloudapp.net][events.go:181
events: (*Service).Start] Could not connect to WebSocket endpoint wss://eventing-ingest.sse.itd.cisco.com:443/ingest:
dial tcp 44.212.184.150:443: i/o timeout

Communication Issue on Port 443

* Collect a packet capture on the FTD management interface.

ource Llastination Froto | InTo

:I.?! :I.ﬂ.l 4 44, 11!.184 '.I.H TCP 43388 - 44.';! [SYN] ch-l Wi -IH!'I!' Ll:n-l HSS-‘
. 18. 0. 44.212.184.158 TCP § [TCP Retransmission 3388 )+ 4% :

L.lm.u.ﬂ 1’ '1:.1'1 158 TCP { [TCP HLE ansmission]

=
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Verification

FTD Expert Mode ~S:

admin@user-ftd:~$ curl localhost:8989/vl1/contexts/default/status

{
"type": "Events",

"status": "Success",
llnamell: llll’
"description": "Events service module successful"

connector.log path: /ngfw/var/log/connector

admin@user-ftd:~$ grep -i "eventing" /ngfw/var/log/connector/connector.log | more

time="2025-05-07T723:44:35.632778934Z" level=info msg="[1lmatuscl-
ftd.internal.cloudapp.net][srv_discovery.go:308 srvdisc.(*SrvReg).Start:func2]
Service Discovery successful response:

\"services\":[{\"name\" :\"Eventing\",\"tags\":[],\"apis\":[{\"type\":\"Events\",\"
version\":\"1.0\",\"url\":\"wss://eventing-ingest.sse.itd.cisco.com:443/ingest\"}

N
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Total Events Recevided and Sent by FTD

FTD Expert Mode ~S:

admin@user-ftd:~$ curl localhost:8989/vl/contexts/default/statistics

{
"type": "Events",
"statistics": {
"ZmgStat": {

"LastCloudConnectSuccess": "2025-05-07T23:37:05.594584935Z2",
"LastCloudConnectFailure": ""
"LastCloudDisconnect": "",
"TotalEventsReceived": 11,
"TotalEventsSent": 11

)

}s
"WsStat": {

"ActiveConnections": 0,
"LastClientConnectSuccess": ""
"LastClientDisconnect": "",
"LastCloudConnectSuccess": ""
"LastCloudConnectFailure": ""
"LastCloudDisconnect": ""
"TotalEventsReceived": 0,
"TotalEventsSent": ©

J
J

J

]
© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: TACSEC-2021 35 CIsco



SCC Displaying Events

May 8, 2025, 00:03:54
May 8, 2025, 00:05:55

May 8, 2025, 00:05:55

May 8, 2025, 00:06:00

FTD

© 2025 Cisco and/or its affiliates. All rights reserved.
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atuscl-ftd....

Imatuscl-ftd....

17218.2.5

172.18.2.5

172.18.2.5

172.18.2.5

172.18.2.5

72163.4185

72.163.4.185

72.163.4.185

72.163.4.185

72.163.4185

ConnectionEvent
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443

443

443

443

icmp Allow

tcp Allow

tcp Allow

tcp Allow

tcp Allow
LastPacketSecond

d

ACP_test

ACP_test

ACP_test

ACP_test

ACP_test

000000000000000000
000000ac120104

000000000000000000
00000048a304b9
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Y
* FTD successfully onboarded to SSC @ // 2 ?\\ ‘®.

0N Sftunnel successfully created and device
\\ registered to cdFMC @

 Understand how devices send events

to the cloud. @
 We can see events on Security

Cloud Control. @

= =

alfbal ]l
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Resources

Security Cloud Control

https://docs.defenseorchestrator.com/#!'g-managing-firewall-in-security-and-network-devices-with-
cdo.html

- Manage Security Devices

https://docs.defenseorchestrator.com/#!c-device-and-service-management.html

- Troubleshooting

https://docs.defenseorchestrator.com/#!g-troubleshooting.html

- Cisco Secure Firewall ASA

https://www.cisco.com/c/en/us/products/security/adaptive-security-appliance-asa-
software/index.html

- Cisco Secure Firewall Management Center

https://www.cisco.com/c/en/us/products/collateral/security/firesight-management-center/datasheet-
c78-736775.html

N
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Continue Your Education
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