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About Me

Started in Cisco Advanced Services (AS)
* Recreates
» Device configuration
» Advanced Threat Solutions TAC team 2 years
» Secure Endpoint, XDR, and Secure Malware Analytics SME
» Deliver training and develop documentation resources
* CCNA and DevNet Associate
« NBA & NFL Fan

* Traveler
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You can’t have a lot of great things
without also having a lot of pain

Ray Dalio

Founder of Bridgewater Associates Hedge Fund
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The Nature of Endpoint Detection and

Response (EDR)

=

Process injections

System activity




What Does High Resource Usage Look Like

* Process entitled “Cisco Secure Endpoint”

* Links to sfc.exe

| General LogOn Recovery Dependencies

Cisco Secure Endpoint 8.2.3 Properties (Local Computer)

Service name: CiscoAMP

Display name: Cisco Secure Endpoint 8.2.3

Description: Cisco Secure Endpoint 8.2.3

Path to executable:
"C:\Program Files\Cisco\AMP\8.2.3.30119\sfc.exe"

Startup type: Automatic

Service status: Running

Start Stop Pause

Resume

You can specify the start parameters that apply when you start the service

from here.

Start paramet

OK

Cancel

Apply

© 2025 Cisco and/or its affiliates. All rights reserved.

On Windows?

1% Task Manager - ) X
File Options View
Processes Performance Users Details Services
v 98% 62%
Name Status CPU Memory
> @ Cisco Secure Endpoint 67.3% 269.1 Mu "
> System activity monitor 5.5-% 123 MB
. Service Host: Group Policy Client 43% 39.0MB
@ WMI Provider Host 34% | 170.8MB
[] Distributed File System Replication 22% 21.0MB
{2 Cisco AMP Orbital 1.6% 33.2MB
. LocalServiceNoNetworkFirewall (2) 1.5% 11.0MB
> . Service Host: Windows Management Instrumentati... 14% 547.6 MB
[#] Host Process for Windows Tasks 13% 15.8 MB
J Service Host: Windows Event Log 0.9% 289 MB
= Service Host: Remote Desktop Services 0.8% 424MB
[#] Client Server Runtime Process 0.6% 1.6 MB
. Service Host: DCOM Server Process Launcher (3) 0.6% 71 MB
*J Service Host: Local System (Network Restricted) 0.6% 2.8 MB
@ WMI Provider Host (32 bit) 0.6% 7.3MB
[55] Local Security Authority Process (3) 0.6% 226.7MB
[ System 0.6% 0.1 MB
ai WMI Provider Host 0.6% 128 MB
1) Task Manager 0.6% 293 MB
J Service Host: Diagnostic Policy Service 0.5% 13.1MB
v
~) Fewer details End task
il
6 cisco

TACSEC-2022

Cisco Confidential



What Does High Resource Usage Look Like on MacOS &
Linux?

* Two main services - “amscansvc” & “ampdaemon”

* Runs with its own user

* Use top command to observe

top - 15:37:58 up 27 min, 2 users, load average: 2.41, 0.67, 0.41

Tasks: 250 total, 2 running, 248 sleeping, 0 stopped, 0@ zombie

%Cpu(s): 49.7 us, 8.0 sy, 37.6 ni, 0.0 id, 0.0 wa, 4.3 hi, 0.4 si, 0.0 st

MiB Mem : 3626.0 total, 410.6 free, 3007.6 used, 438.6 buff/cache
MiB Swap: 4012.0 total, 3436.0 free, 576.0 used. 618.4 avail Mem
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND

9669 cisco-a+ 20 0 1902172 1.5g¢ 6272 S 89.8 41.6 1:30.98 ampscansvc
2915 sysadmin 20 @ 3929020 70592 36192 S 8.1 1.9 0:25.73 ampdaemon

il
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Policy Guidance

* |dentify endpoint needs

+ Server vs Workstation

* Tune engines according to needs
+ Will differ based on OS

© 2025 Cisco and/or its affiliates. All rights reserved.

< Policies

Edit Policy: Protect

28 Windows

Name [ Protect ]

Description | This is the standard policy for the Secure Endpoint Connector that will quarantine

malicious files and block malicious network connections.

Modes and Engines

Conviction Modes

These settings control how Secure Endpoint responds to suspicious files and network activity.
Exclusions

6 exclusion sets Files ®

Remove and report malicious files.

Network ®

Block and report malicious network connections.

Host Firewall

Outbreak Control

Device Control Ay . A
evice Contro Malicious Activity Protection ©

Product Updates Block | Audit ’ Disabled

Advanced Settings End ransomware-like processes, remove their executable, and report them.

System Process Protection ©®

Block possible malicious tampering of critical operating system processes and report the activity.

Script Protection ©®

Stop, remove, and report malicious scripts when they execute.

Fvnlnit Pravantinn (M
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Policy Guidance Example

» Server or Workstation

» Specific endpoint needs:

General
Many network connections

Custom scripting

Extensive memory operations

Latency is critical

© 2025 Cisco and/or its affiliates. All rights reserved.
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This guidance is intended to provide engine

configuration best practices for common use cases.

Click each engine name below to see guidance for
testing, tuning or important notes. Refer to the best
practices guide for additional information.

Best practices guide ¥

Endpoint type

[ Workstation

3

Specific endpoint needs

[ Extensive memory operations

)

Suggested settings

Files

Network

Malicious Activity Protection
System Process Protection

Script Protection

Exploit Prevention

Exploit Prevention - Script Control

Behavioral Protection

Quarantine
Block
Quarantine A
Protect
Quarantine
Block

Audit

Protect
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Policy
Misconfigurations

Report from XM Cyber finds 80% of,
Cyber Exposures Are Fueled By
Misconfigurations

© 2025 Cisco and/or its affiliates. All rights reserve:




Advanced Policy Settings - Scheduled Scans

May cause temporary high resource usage

Full scans will scan ALL files on an endpoints

Can be scheduled or manual

Secure Endpoint:
» Connected.
0 Flash Scan

Flash Scan
Custom Scan
Full Scan
Rootkit Scan

Start

© 2025 Cisco and/or its affiliates. All rights reserved.

Flash scans will check running processes & registry

TACSEC-2022

Modes and Engines
Exclusions
6 exclusion sets

Proxy

Host Firewall
Outbreak Control
Device Control

Product Updates

Advanced Settings

Administrative Features
Client User Interface
File and Process Scan
Cache

Endpoint Isolation
Orbital

Engines

TETRA

Network

Scheduled Scans

Identity Persistence
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Advanced Policy Settings - Tetra Engine Considerations

+ Tetra with 3 Party Antivirus
+ Scan Archives

» Scan Packed Files

* Deep Scan Files

Detect Expanded Threat Types

© 2025 Cisco and/or its affiliates. All rights reserved.

Edit Policy: Protect

2% Windows

Name ‘ Protect

Description

Modes and Engines

Exclusions
6 exclusion sets

Proxy

Host Firewall
Outbreak Control
Device Control
Product Updates

Advanced Settings
Administrative Features
Client User Interface
File and Process Scan
Cache
Endpoint Isolation
Orbital
Engines
TETRA
Network

Scheduled Scans

Identity Persistence

TACSEC-2022

This is the standard policy for the Secure Endpoint Connector that will quarantine
malicious files and block malicious network connections.

TETRA©

Scan archives €

Scan packed files €

() Deep scan files €

[C) Detect expanded threat types €
@ Content updates @

Content update interval €

‘ 1 hour v

Secure Endpoint Update Server

() Local Secure Endpoint Update Server €

Secure Endpoint Update Server Configuration

mm
cisco

Cisco Confidential



Other Policy Considerations - Advanced Settings

Modes and Engines . . .
Monitor File Copies and Moves §

Monitor Process Execution §

Debug settings

6 exclusion sets [ Verbose History

« Administrative Features proy OnExecute Mode | passive vJe

Maximum Scan File Size I 50 MB Vl L]

Maximum Scan File Size Host Firewall

Outbreak Control

Maximum Archive Scan File Size bevice Contro

Product Updates

Maximum Archive Scan File Size [ 50 MB vl o

On Execute Mode

Advanced Settings

« Active Administrative Features
Client User Interface
¢ PaSSive File and Process Scan
Cache
Endpoint Isolation
Orbital
Engines
TETRA
Network
Scheduled Scans

Identity Persistence

Save Cancel

il
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« Sometimes exclusions are needed
o Applications with high activity
o Applications you trust

. Secure Endpoint allows exclusion by
Exclusions engine type

Cisco Maintained Exclusions

Avoid using exclusions if possible

Always refer to Best Practices

il
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https://www.cisco.com/c/en/us/products/collateral/security/fireamp-endpoints/secure-endpoint-og.html

Collecting Debug Bundles for Windows

 Utilize Support Diagnostic Tool

¢ Run from Windows search

* Located in C:\Program Files\Cisco\AMP\<version>\ipsupporttool.exe |

e Can also be collected via dashboard or CLI

» ZIP file will generate on desktop

© 2025 Cisco and/or its affiliates. All rights reserved.
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Q supporli Diagnostic Too

& m Apps Documents

Best match

= Support Diagnostic Tool
T App

Apps
Q Get Help
Settings

Write directly into the text field
e i
when it's supported

Search the web

Q supportassist - See more search

results

support

support dell
support synonym

support apple passcode

L L L L PO

support assistant

Web

>

Settings

O

(S R VIR

 CERNES = o

Folders Photos

2

Support Diagnostic Tool
App

Open

Run as administrator
Open file location
Pin to Start

Pin to taskbar

Uninstall

>
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Collecting Debug Bundles for MacOS

Cisco Secure Endpoint folder in Applications

Provide password

Bundle will generate on desktop

Can also be retrieved via dashboard or terminal

Cisco Secure Endpoint

acknowledgemen Secure Endpoint Secure Endpoint Support Tool
t.txt Connector Service

IXT

© 2025 Cisco and/or its affiliates. All rights reserved. TACSEC-2022

Uninstall Secure
Endpoin...ctor.pkg
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Collecting Debug Bundles for Linux

Does not have a GUI

* Must be performed via CLI

* Use command:

sudo /opt/cisco/amp/bin/ampsupport

Hostname
Operating System
Connector Version
Install Date
Connector GUID

BP Signature Version
Definition Version

Update Server

[J ¥ A Rocky-AMP in group Testing

B Take Forensic Snapshot

Can also be retrieved via Dashboard

Support bundle is placed in current user's home directory

Rocky-AMP

Y rocky linux release 9.5

Y 1.27.01221 ¥ Show download URL

2025-05-27 14:34:57 EDT

87839

ClamAV Linux-Full (daily.cvd: 27650, main.cvd: 62, bytecode.cvd: 336, min.cvd: 2118)

clam-defs.amp.cisco.com

& Investigate in Orbita

© 2025 Cisco and/or its affiliates. All rights reserved.

Group

Policy

Internal IP

External IP

Last Seen

BP Signature Last Updated

Definitions Last Updated

Testing

Lin Test

192.168.92.130
2025-05-29 15:38:55 EDT
2025-05-27 14:36:51 EDT

2025-05-27 14:35:06 EDT

Definitions Up To Date

Cisco Security Risk Score Pending...
9) Events I Device Trajectory @ Diagnostics @ View Changes
29 Start Isolation [ Q Scan... ’ Qs Diagnose... 4 Move to Group H - View Device in XDR H €5 Uninstall Connector ‘ w Delete
il
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Leveraging Windows Debug Bundles

* Leverage debug bundles to assist with creating exclusions

» Cisco Security GitHub script - amp-05-windows-tune

» Top processes, files, extensions, paths

Top 10 Processes:

423
170
168
83
64
29
25

C:

C
C
C
C
C
C

\Program Files\YourProgram\yourprogram.exe

:\Windows\explorer.exe
:\Users\testuser\AppData\Local\Programs\Python\Python37-32\python.exe
:\Windows\System32\wbem\WmiPrvSE. exe
:\Windows\System32\WindowsPowerShell\vl.@\powershell.exe

:\Program Files\Microsoft Office\root\Officel6\OUTLOOK.EXE
:\Windows\System32\svchost.exe

© 2025 Cisco and/or its affiliates. All rights reserved. TACSEC-2022
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https://github.com/CiscoSecurity/amp-05-windows-tune

Creating Windows Exclusions

* Exclude by engine, as few as possible
» Start with Process: File scan

» Ensure exclusion is attached to policy
New Exclusion Set

== Windows

Name ‘ Cisco Live ‘ [ -+ Add Exclusion ] [ Add Multiple Exclusions... J
Threat Path | C:\Program Files\YourProgram\Yourprogam.exe .
Path Sl

3 . You can provide path and/or SHA-256. If you specify both a path and SHA-256 then both conditions must
File Extension
be met for the process to be excluded.

Wildcard [J Apply to child processes
Executable
Process:

Malicious Activity
System Process

Behavioral Protection

il
© 2025 Cisco and/or its affiliates. All rights reserved. TACSEC-2022 19 cisco

Cisco Confidential



MacOS & Linux Debug Bundles

* No need to use a script, outputs many
helpful files

* Fileops.txt
* Includes files and processes
* Ampcli_status.txt

» Connector health

Hmm
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Creating Mac & Linux Exclusions

* Exclude by engine, as few as possible

* Applications must use Process exclusion

* Excludes from all engines

& Exclusions

New Exclusion Set

& Mac

Name ‘ Cisco Live -+ Add Exclusion ] { Add Multiple Exclusions... ]
Threat Path | /home/sysadmin/YourApplication
Path User | Leave blank for all users

. () Apply to child processes
File Extension

Wildcard ‘

il
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Recap - How to Identify and Address Performance Impacts

Identify high resource
utilization with built in OS
tools

Create an exclusion

© 2025 Cisco and/or its affiliates. All rights reserved.

Utilize Policy Guidance
Tools to tune policies

Identify possible
exclusion

TACSEC-2022

Check Tetra engine
settings in policy

Collect debug bundle

Check for
running/scheduled scans

Other miscellaneous
policy settings
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Questions CISCO Live !



Complete Your Session Evaluations

Complete 2 minimum of 4
session surveys and the
Overall Event Survey to
be entered in a drawing
to win 1 of 5 full
conference passes to
Cisco Live 2026.

o)
00

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

E

Complete your surveys in
the Cisco Live
mobile app.
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
R

Book your one-on-one
Meet the Engineer
meeting

F
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Attend the interactive
education with DevNet,
Capture the Flag, and
Walk-in Labs

=
ol

Visit the On-Demand
Library for more
sessions at

www.Ciscolive.com/

on-demand
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http://www.ciscolive.com/on-demand
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