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About your speaker: Owen Friel

« With Cisco since 2007 « Outside work | enjoy
« CUCM IM&P « Swimming in the North Atlantic (sometimes)
« Jabber XMPP integration

- CUCM
« SSO solution architect for on-prem UC portfolio
« Webex Calling Chief Architect
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Safe Harbour Statement

This presentation contains “forward-looking”
statements that involve risks, uncertainties and
assumptions. If the risks or uncertainties ever
materialize or the assumptions prove incorrect, our
results may differ materially from those expressed or
implied by such forward-looking statements. All
statements other than statements of historical fact
could be deemed forward-looking, including, but not
limited to, any projections of financial information; any
statements about historical results that may suggest
trends for our business; any statements of the plans,
strategies, and objectives of management for future
operations; any statements of expectation or belief
regarding future events, technology developments, or
enforceability of our intellectual property rights; and
any statements of assumptions underlying any of the
foregoing.

© 2026 Cisco and/or its affiliates. All rights reserved.
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These statements are based on estimates and
information available to us at the time of this
presentation and are not guarantees of future
performance. Actual results could differ materially
from our current expectations as a results of many
factors, including but not limited to: the
unpredictable nature of our rapidly evolving market
and quarterly fluctuations in our business; the effects
of competition; and any adverse changes in our
indirect channel relationships. These and other risks
and uncertainties associated with our business are
described in the company’s annual report on Form
10-K. The forward-looking statements in this
presentation are made as of the date of the initial
publication of this presentation, and we disclaim any
obligation to update these statements at any time in
the future.
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Disclaimer and Confidentially Notice

Be advised that the information contained in Cisco's This presentation is confidential and proprietary
product roadmaps do not constitute a promise or information of Cisco Systems, Inc. The information
obligation herein remain in varying stages of contained in this document shall not alter or modify
development and will be offered on a when-and-if- any contractual obligation between Cisco and you or
available basis. This roadmap is subject to change at your firm. Any use by, or disclosure to, persons or
the sole discretion of Cisco, and Cisco will have no entities other than the intended recipients is

liability for delay in the delivery or failure to deliver any prohibited. This presentation is for planning and

of the products or features set forth in this document. information purposes only. The specifications

contained herein are subject to change without
notice.
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How familiar are you with
WxCalling and CUCM?

The Slido app must be installed on every computer you're presenting
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https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design
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Webex platform strategy

* Deployment flexibility

e Infrastructure agnostic Webex platform
and services

 Ability to deploy key services across
multiple hyperscalers and Cisco data
centers globally

 Ability to dynamically burst from data
center to public cloud based on peak load

© 2026 Cisco and/or its affiliates. All rights reserved. . BRKCOL-2698
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Webex platform strategy enables rapid deployment and
innovation

* Enables rapid delivery of new
features, reliably, at cloud scale

*Enables deployment across
public and private clouds

 Facilitates global service
expansion

« Comply with regional data privacy
and data residency requirements



Webex adopts SaaS best practices

Leverage and lead industry best
practices for SaaS

Alerting &

Saa$S cloud native architecture onttoring
Best-in-class off-the-shelf SaaS
components etice &
. . Analytics
State of the art metrics, analytics,
monitoring and alerting infrastructure
Secure by design, secure by default LA ...
Services
24 [ 7 Site Reliability Engineering +
DevOps
W Terraform HELM ) ariracrory
" Pipeline
QrgoO kubernetes docker &%eploy

harness (= Consul ® git
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Webex architecture

Control Hub

SSO and IDaaS
Shared Services
Flexible PSTN Options
Unified Edge

Webex Edge Connect

Advanced Hybrid
Features

Devices and Clients

© 2026 Cisco and/or its affiliates. All rights reserved.
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Webex architecture
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Webex architecture
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CO ntrOI H u b Partners i) SAMLSC'M

SSO and IDaaS

Sha red SerViceS Collaboration Control Hub and Partner Hub
SShared Messaging|| Meetings %onttact Calling QD

F I eXI b | e P ST N O ptl O n S [:l D C]:l Q [?r(?gti:ﬁtcid Multi-Tenant

U nified Edge C Webex Unified Edge

Webex Edge ConneCt Webex Edge Connect
Equi"ix Megaport Hybrid / Premise

Adva N Ced Hybr|d . Server Components
Featu 'es S - ri i ing Si Local Gateway

OC audiocodes
ORACLE

. . ATA, D & De - : E—EI riobon
Devices and Clients PRONES  pronss e’ Webex AP 5roeor e A w2

f

cucm

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698




Webex architecture
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Webex architecture

Control Hub ~ Ioaas

SSO and IDaaS
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Webex architecture

Control Hub

SSO and IDaaS
Shared Services
Flexible PSTN Options
Unified Edge

Webex Edge Connect

Advanced Hybrid
Features

Devices and Clients
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Webex architecture

Control Hub
SSO and IDaaS
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Webex architecture
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Webex architecture
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Webex architecture

Control Hub ~ Ioaas
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Webex Calling Multi-Tenant services

Webex Network Backbone

4 . R
Webex Services*
. ’ N
C @% Collaboration Control Hub and Partner Hub ) Webex Calling Services* Webex Unified Edge Services*
) f - o )
4 . N /7 N\ Webex Calling Media Services |
Key Shared Services Webex Services Enterprise Telephony Services (MoH, AA, etc.) 'Ill I
D) Identity Meetings % ( )
?)m?u g (Devi T PSTN)
; . evices, Webex App, T
oo Analytics Messaging . ‘ PP J=itj
Webex KMS Media Services

Polling Calling Config, (MoH, AA, etc.)
Media files,

Recording & S etc. 'Ill'l'

Generated Content

@} Al Processing Contact Center
- A\ J SIP Edge
(Devices, Webex App, PSTN) dCap

> BRI OO0

Miscellaneous Shared Services N L )
| E | Pregence C.aII Hi§tory
= Device Status Licensing
J *This is a logical representation of Webex
\ - services. These services are distributed
across multiple Cisco and hyperscaler DCs
© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 23 I
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Key shared services used by Webex Calling

&

Webex Calling

Enterprise Telephony services

Webex Unified Edge

SIP Client & PSTN Edge, Calling Media services

T Control Hub Single pane of glass for managing all Webex services
Webex KMS Stores encryption keys for User Generated Content

/@ |dentity User identity storage, SSO and Authorization

o Analytics Powers Control Hub Analytics, including Calling CDR storage

Recording, Al Content

Voicemails, Recordings and Al Generated content storage

Al Processing

© 2026 Cisco and/or its affiliates. All rights reserved.

Transcripts, summary and action items processing
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Additional Information

« Relevant Session(s)
+ BRKCOL-2990: The Webex Cloud Platform: Infrastructure, Data Residency and Connectivity
« BRKCOL-2787: Planning and Designing Successful Cloud Calling Deployments with Webex Calling
+ BRKCOL-2166: Understanding how Provision and Single Sign-On works for Collaboration
« BRKCOL-2094: Webex Edge Connect Design and Deployment for Webex Meetings, Calling and DI
« BRKCOL-2312: Enabling Cloud and Premise Deployments with CUBE

« References
» https://help.webex.com/en-us/article/ WBX28754/Where-are-the-Webex-Data-Centers-and-iPOP-Locations

. . - ) ]
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Global
Topology

© 2026 Cisco and/or its affiliates. All rights reserved.
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Focus on "Where" and not “What Provider”

* The most relevant information for the majority of commercial
customers and partners is where are Webex Calling services
running and where is my data stored

* The Webex platform strategy is to build infrastructure agnostic
services

 This section focuses on where (i.e. what country or geographic
region) Webex Calling services are deployed

 Information on what provider or hyperscaler is covered in other
sessions

CCCCC



Webex Calling Q} Calling Service DCs
S

U
Canada

DC locations for Webex Calling services

N% :***: s

1 ST 5 x Australia 2=
Japan o

Saudi Arabia

Note: These DCs
include Edge and
Media Services

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 28 lélllsl:.‘lc;.



ey Webex Unified Edge
Webex Unified Edge s
South Africa >‘

PoP locations for Webex Unified Edge

South Korea

Note: Unified Edge
PoPs include
Media Services

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 29 clsco



Webex Calling Q}
Webex Calling and Unified Edge et

Calling Service DCs

) L P "
I .. £k Australia P - |

* ek

Japan ™
sy Saudi Arabia
=

South Korea l@;

]
cisco
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Webex Calling % Calllng Service DCs

Webex Unified Edge‘% Canada
UK/EU e

Webex Backbone

SIZ S o*x
> I < % Australia

Webex Unified Edge
Brazil
South Africa >_—

_
Webex data centers

connected by private, South Korea je:
secure, highly

redundant 100 Gbps

backbone

% CE

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 31 afrafn
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Planned

Full Webex stacks available in US, EU, APAC L
Full Webex stack planned |n Mlddle East

---------------

% Webex Calling =_E i %%
o — IR NP _ %
Webex Unified Edge = - 2N ; = ii * .

é% Control Hub = | = G

...... —i: — : sz
S —| :* *‘* | i SEEN ”7”@ % V*
| | | Il
| || | 1

7)) Identity = o - =

: i ] I
R | s RS : H I sy 1 ',
Liooto Analytics = O | = o
| | i |

G5  Recordings, Al Content = 13 = N 1

. 'Eii R ENZ i sy ii;é*'} G: i
@} Al Processing = 7 |2 | = e __

____________________________________________________

) . - ) ]
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Additional Information

« Relevant Session(s)
+ BRKCOL-2990: The Webex Cloud Platform: Infrastructure, Data Residency and Connectivity

« References
» https://help.webex.com/en-us/article/ WBX28754/Where-are-the-Webex-Data-Centers-and-iPOP-Locations

« https://help.webex.com/en-us/article/n70gvam/Data-Center-locations-for-Webex-Calling

« https://help.webex.com/en-us/article/oybc4fb/Data-residency-in-Webex

« https://help.webex.com/en-us/article/nx91ljh/Dedicated-Instance-datacenter-locations

. . - ) ]
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Data
Residency

© 2026 Cisco and/or its affiliates. All rights reserved.
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Six key decisions control data residency and media
anchoring

1. What is your data residency country?

2. What country is your Webex Calling headquarters in?
3. What are the addresses of your locations?

4. What is your org default data storage region?

5. What are your per-location data storage regions?

6. What are your recording settings?

CCCCC



Data residency example

*This is Cisco Live US so let's look at data residency for a
multi-national organisation with

 Headquarters: United States
e Branch offices: The Netherlands, South Korea and Japan

iiiiiiiiiii
iiiiii
iiiii

iiiiiiiiiii
i E W




1. What is your data residency country?

« Specified when creating an org Start a new trial

® Determines |dentity’ Analytics Customer Information |..Or;ga.f1‘|2jtﬂioﬁn rj|a.-m.el-“(§)
and Webex KMS storage oven iscoLie L3

* Analytics includes
« Webex Calling CDRs
 Calling media quality statistics

Administrator email

Administrator e enter will be used to determine
whether there is an existing customer account.

Business vertical

| Education

Data residency country or region

* All US customer data is stored in (e sttes o Americ
US region ‘

stomer is in a supported location for Cisco

[ cancel ) @

. . - ) ]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 37 cisco



1. What is your data residencv countrv?

« Specified when creating an org

* Determines ldentity, Analytics
and Webex KMS storage

* Analytics includes
« Webex Calling CDRs

 Calling media quality statistics

* All US customer data is stored in
US region

© 2026 Cisco and/or its affiliates. All rights reserved.

Data residency country or region

United States of America
Select your customer's country or region, or a supported location
closest to your customer. Your customer's location determines

accurate data residency (user data, encryption keys, and user-

genereated content). Learn m

Data residency country or region

United States of America v

Select your customer's country or region, or a supported location
closest to your customer. Your customer's location determines
accurate data residency (user data, encryption keys, and user-
genereated content). Learn more about Data residency in Webex

| certify that this customer is in a supported location for Cisco
Webex

—
| Cancel )

BRKCOL-2698 38 cisco



1. What is your data residency country?

 Data residency region
shown under Account

Account

» Display of calling HQ e e ol
region information is - . i

planned

Jata Locations C
Data Location Data Type Covered Data

transcript:

ta from the
and

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 39 cisco



1. What is your data residency country?

 Data residency region
shown under Account

Account

 Display of calling HQ

Organization profile Organization name

region information is (ot

Organization ID

p | a n n e d d31479ea-515b-409b-92d6-a36131895a4f

Which industry is your organization in?
[ Education ~ |
¢ identity platform data, such as

ymmon application data ) ) United Sta
tull user profiles

All monitored Webex usage data from the

Analytics data Analytics, Troubleshooting, and Reports United Sta

All Webex identity platform data, such as
full user profiles

Commeon application data United States
All monitored Webex usage data from the
Analytics data Analytics, Troubleshooting, and Reports United States

pages

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 40
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2. What country is your Webex Calling headquarters in?

Set up your headquarters location

* speciiied when Setting up an org
that is licensed for Webex Calling

» Determines Webex Calling home
region data center
» Enterprise Telephony services
» Calling user data
« Calling feature configuration

« Can be changed via support ticket

« Not a customer self-service operation

. . - ) ]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 41 cisco



2. What country is your Webex Calling headquarters in?

Set up your headquarters location

The country or region with the majority of your users is your headguarters location. Calling data is stored here. Keep

¢ S p e C ifi e d W h e n S etti n g u p a n O r g in mind that this first location is required to set up Webex Calling. You can edit or delete your headquarters address

that is licensed for Webex Calling e -
Map  Satellite ‘i me=EASTVILLAG

» Determines Webex Calling home o 1 e

:
region data center

» Enterprise Telephony services
» Calling user data
MOl RCEICNICNglile] Set up your headquarters location

« Can be changed vic
 Not a customer self-s

MOTO VILLAS
CONDODS

GASLAMP

RINA = mAal
Country/Region * ! - ] QUARTER
il |

LA = z ANGOVE
United States of America b0, = > = CONDOS

) . - ) ]
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HQ Country homed
in Japan

Webex Calling country mapping

HQ Country homed
in EU

HQ Country homed
in USA

Branch Only

il
|

Unavailable

i
~|;|

% o
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3. What are the addresses of your locations?

an

» Specified when creating each e ——— TTTiTS
. (HpANSeRATING® i1 Bem
new location N

« Determines preferred \Webex
Unified Edge access for Devices
(IP Phones, Local Gateway — wA ool /e,
Trunks) and Clients in the e e kO R 5
location* Eo— | 1

* Ensures media stays in region for
calls between users in region

* Roaming WxApp users will detect the
geographically closest Edge PoP

. . - ) ]
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3. What are the addresses of your locations?

Location name *

| Japan Sales Office
Country/Region *

| Japan

Address *

| Q. Akasaka, 9-chome-7-4
| Address line 2 (optional)
City/Town

| Minato City

State/Province/Region

| Tokyo

ZIP [ Postal Code

[ 107-0052

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 45 cisco



3. What are the addresses of your locations?

Locations (¥} What's a location?

= List @ Map

| Q. Search by name or addr... | | = by 4 locations + Manage locations

Location name Address Country/Region

HO USA 111 Harbor Dr, San Diego, CA 92101, USA United States
Japan Sales Office Akasaka, 9-chome-7-4 Japan
Metherlands Sales Office Haarlerbergweg 13, 1101 CH Amsterdam, Metherl... Metherlands

Seoul Sales Office 317 Yeongdong-daero, Gangnam District, Seoul, ... South Korea

« Headquarters: United States
* Branch offices: The Netherlands, South Korea and Japan

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 46 cisco



4. What is your org default data storage region?

» Default Data Storage Region under Calling
Ca”ing SerVice Settings* Overview Numbers Virtual Lines Call Routing Managed Gateways Features PSTN Settings

Service Webex App  Templates

« Webex Calling voicemalils,
recordings, Al generated
transcripts, summaries and action ata Storage
items are stored in this region e s | (oneasies

 Setting can be overridden on a
per-location basis

*If Calling HQ is in India or Saudi Arabia, then
default data storage region cannot be changed
from India or Saudi Arabia

. . - ) ]
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4. What is your org default data storage region?

» Default Data Storage Region under Calling
Ca”ing SerVice Settings Overview Numbers Virtual Lines Call Routing Managed Gateways Features PSTN -

Service Webex App  Templates

« Webex Calling voicemalils
recording ks |
transcript sl v edon

. . '. \

 Setting ca
per-locatiq

Australia
Canada
Germany

United Kingdom
Japan

Singapore

*If Calling HQ is in Ind
default data storage r¢
from India or Saudi Ar

Saudi Arabia

India
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5. What are your per-location data storage regions?

 On a per-location basis you can @ Japansales... curer
override the default data storage

settings

region*

* Enables granular per-location control
over voicemail, recordings,
transcripts, summaries and action
items storage**

« Recording transcripts, summaries and

action items only available with Webex
recording

*Locations in India: Data storage region is India and cannot be changed

**Locations in Saudi Arabia: Data storage region may be changed but
Voicemail are always stored in Saudi Arabia

. . - ) ]
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5. What are your per-location data storage regions?

® O n a pe r_ I O Cati O n ba S i S yo u Ca n @ Japan Sales.. overview Floors Caling PSTN
override the default data storage
region*

* Enables granular per-location control
over voicemail, recordings,
transcripts, summaries and action
items storage**

« Recording transcripts, summaries and

action items only available with Webex
recording

Uata storage reqgion L)
*Locations in India: Data storage region is India and cannot be ¢

**Locations in Saudi Arabia: Data storage region may be changed but
Voicemail are always stored in Saudi Arabia

) . - ) ]
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6. What are your recording settings?

« Webex Calling supports native call
recording in addition to integrations with
multiple 3 party recording partners

* You specify the org default provider

* On a per-location basis you can override
the default provider

» Per-location data storage region settings
do not apply to 3" party recording 9 twimmmtaotie
partners -

» Transcripts, summaries and action items
only available with Webex recording

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698
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Provider

OSE 1 a1l recording orovider o
L= ot - e o e et - R = - -

Webex

Cata storage region: United States

b |

CallCabinet

Dubber

Eleveo

Imagicle

Wiebex

FProvider

Default provider

B
provw

Webex

magicle

0 Select a different provider

R

Calling

~0  Templates

“erview Numbers Virtual Lines Call Routing Managed Gateways Features

Provider

Choose which call recording provider this organization will u

[ wepex ~)

Data storage region: United States

&

settings.
Call recording providers
record and store calls that
are recorded using Webex
Calling. These call
recording settings can also
be selected at the
Location level.

Compliance
announcements will be
played once during the
entire duration of the
external PSTN call.

Call Recording Failure

If call recording fails to start or terminates during the call

[ Proceed with the call, no announcement ~ ]

Compliance announcements
[] Play announcement for inbound PSTN calls
[[] Play announcement for outbound PSTN calls

@ Delay announcement @

Learn more. 10
Emergency calls
Allow call ling. Make sure a provider is selected.
Record emergency calls &
Netherlands Sales Office

Location ID: c9186fad-2bb5-4efa-aBf9-cbed7e403f30

Ousers - O workspaces

joors  Calling

PSTN

Provider
Choose which call recording provider this location will use.

() Default provider - Webex

The defaults are based on your organization's settings.

© Select a different provider




Per-location storage and recording settings example

@ Netherlands Sales Office

ors  Caling PSTN Galli s 0 o aling  PSTN
Galling

Call recordin " .
'a Call recording ide Call recording Provider

© Detault prot
re e

Calling features D Calling features © Caliing features Voicemail transcrip ans omail 3 Calling features
settings settings seftings settings

Location: HQ / US Location: The Netherlands  Location: Japan Location: South Korea
Provider: Webex Provider: Imagicle Provider: Webex Provider: Webex
Storage: United States Storage: Japan Storage: Japan
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@ Seoul Sales Office

Location |D: fda03454-3e8a-48b7-93cd-c3f2b5hEf650 (I [}
S yJ settings example

Overview Floors Calling PSTN

€ Calling

Call recording Provider

Choose which call recording provider this location will use.

© Default provider - Wabex

The defaulls are based an your organization's sellings.

() Select a different provider

Webex o

Calling features Voicemail transcription (@ Transcribe voice messages in-app and email a
settings copy to the user

Captions for Webex Calling @
Voice portal (D
Hot desking @

Schedules @

Call park settings @ cocation: South Korea
Provider: Webex
Storage: Japan

Announcement language @D English

Drata storage region @ Japan

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698




!" % « Control Hub

Data residency exampl ) SRt

Calling headquarters region

Identity

Analytics

Webex KMS keys

HQ / USA voicemails recordings, transcripts,
summaries, action items

el

+ Japan edge access

« Japan and South Korea
voicemails, recordings,
transcripts, summaries,
action items

» EU edge access

« EU voicemails and
voicemail transcripts

» EU recordings in Imagicle
DC under Imagicle data
residency controls

Webex
Backbone

» South Korea edge access

) . - ) ]
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Additional Information

« Relevant Sessions
« BRKCOL-2787: Planning and Designing Successful Cloud Calling Deployments with Webex Calling
+ BRKCOL-2990: The Webex Cloud Platform: Infrastructure, Data Residency and Connectivity

« References

» https://help.webex.com/en-us/article/2d73oy/Migrate-your-organization%E2 %80 %99s-Webex-data-to-another-region-in-Control-
Hub

» https://salesconnect.cisco.com/sc/apex/scormanywhere_ SCORM_Player?courseld=aim8c00000niwdcAAA

« https://help.webex.com/en-us/article/ajh6iy/Locations-in-Control-Hub

« https://help.webex.com/en-us/article/ilga4/Manage-call-recording-for-Webex-Calling

« https://help.webex.com/en-us/article/nyr2ribb/Configurable-data-storage-region-for-user-generated-content-in-Webex-Calling

. . - ) ]
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Media
Handling
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Regional Media

- All regional DCs are connected over

Webex Backbone

« All signalling and media flows over

Webex Backbone

« Telephony Services are always
provided from HQ region

« Calling configuration is only stored in

HQ region

* Devices and Clients connect to their

Location’s preferred Edge PoP*

« Media services are provided from

client’s preferred Edge PoP

*Roaming WxApp users will detect the

geographically closest Edge PoP

© 2026 Cisco and/or its affiliates. All rights reserved.

EU Calling Services

&

Media 'I||l|'

Services

SIP Edge d%j[j ’

BRKCOL-2698

== Client connections

US Calling Services
Telephony %
Services

Config’ Media
ote. 3| services 'Ill'l'

SIP Edge

Webex
Backbone

A

JP Calling Services

&

Media
Services

SK PoP

Media
Services

SIP
Edge

]
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Regional Media

» Let's focus on the executing
services

* |gnore the regional instances of

Telephony Services, Config, etc.

that are unused by our US org

© 2026 Cisco and/or its affiliates. All rights reserved.

Media
Services

SIP
Edge

EU DC

o

== Client connections

US Calling Services

Telephony %
Services

Config’ Media
etc. Services 'Ill'l' .....

[ SIPEdge B ]

BRKCOL-2698

Webex Media i
BaCkbone Services
S =)
SK PoP Edge 1L
Media
Servlices "ll"'

sip
Edge

E—

]
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<= S|P REGISTER

SI P regiStrationS US Calling Services

VVVVV

 SIP registrations are always

handled by HQ region
« All SIP messages are proxied — =
from regional Edge PoP over -

Webex Backbone to HQ
Telephony Services

O

JP DC

Vvebex Vovees

Backbone
¢\D =
£ &

Media
Services
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<= S|P Signalling

Intra-region calls

US Calling Services

SSSSSS

» Media stays in-region for intra-
region calls

» Signalling always handled by HQ
region

* In-region Media services looped
In where necessary e.g.

 Music on Hold
 Auto Attendant

) . - ) ]
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<= S|P Signalling

I C E US Calling Services
- ICE may of course be negotiated |
between clients (Webex App, P e

Devices, LGW SBC)

* |CE only negotiated on intra-org
calls

Services

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698



<= S|P Signalling

ICE and mobile / cellular

US Calling Services

 |ICE may even be negotiated on A
mobile / cellular networks ] | sfees

* |CE only negotiated on intra-org
calls

Services

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698



Inter-region calls

« For inter-region calls, media
flows over Webex Backbone
directly between regions

» Signhalling always handled by HQ
region

« Example: South Korea user calls
Japan user

© 2026 Cisco and/or its affiliates. All rights reserved.

<= S|P Signalling

US Calling Services
Teleph
[ o O

1 | Media
Services

EU DC

Media
Services

)
cage o

Webex
Backbone

Media
L ervices

e o

SK PoP

M idia
Sérvices

<p el
Fige 000

l||||||
4
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<= S|P Signalling

ICE and inter-region Ca"S US Calling Services
S

- ICE may still be negotiated | [— |

between clients if clients have & J|CA Ul

direct networking connectivity =

on organisation’'s LAN / WAN

EU DC
Medi
Seervli?:es |||||'
sP @
= n%n WebeX Media -| .
Backbone iservices ‘Il

M d|a
vices 'll'l

ol I
cisco
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Devices

3 Devices 2 Templates & XOD Devices % Settings 1} Software @ = Resources

ICE configuration fssss

Device configuration
defaults @ 3 Org-wide device configuration defaults [ Open org-wide defaults > |

« ICE may be disabled for IP Phones ‘
with granular controls at different otcbca U | > = oor contrsion o

[ ] (¢]

. Overview Configure eview Summary

Select device configurations

» Organization
» Location

L/ DeViCe N v ( : ) Eictory @

Calling
.
C 9 8 XX a n d 8 8 7 5 d eV I C e S Overview Numbers Virtual Lines Call Routing Managed Gateways Features Al Receptionist PSTN Settings

Service WebexApp Templates

Device Configure Default Device Settings

Line Key Template:

Organization's Default Device Settings

» Navigate to Devices > Settings

Device Settings

« All other devices

» Navigate to Calling > Settings

. . - ) ]
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<= S|P Signalling
S Internet / SD-WAN

Regional media and internet £
breakout

US Calling Services

= QD] s
A

 Pay attention to corporate internet
breakout PoPs

 Let's look at an example

« Assume internet access is centralized in
US HQ region

« Japan users calls South Korea user

Webex

« Signaling and media will traverse the Backbone

Webex backbone once it reaches the
backbone

SK PoP

9 | Media
Services

5.5

« But will traverse the globe to get there!

« Recommend regional or decentralized
internet access

e
ch
© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698

]
67 cisco



Additional Information

« Relevant Sessions
« BRKCOL-2787: Planning and Designing Successful Cloud Calling Deployments with Webex Calling
« BRKCOL-2084: Getting the best out of Webex Calling ... when migrating from Unified Communications Manager

« References

« https://help.webex.com/en-us/article/n4m0Osy3/Regional-media-with-Webex-Calling

* https://www.webex.com/products/calling-global-availability.html

» https://help.webex.com/en-us/article/ilga4/Manage-call-recording-for-Webex-Calling

. . - ) ]
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Hybrid Services
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Hybrid services
« Hybrid services enable seamless co-existence
of Webex Calling and CUCM users

« Some users [/ branches / sites can be on CUCM
and some on Webex Calling

e« Customers can transition from CUCM to Webex
Calling cloud at their own pace

» Customers can extend Webex Calling services
to CUCM users

 Cloud Connected PSTN
e Customer Assist
Al Receptionist

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698
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Fundamental requirements

« Users are able to search for and call each other

« It should not matter whether calling or called user is
* Registered with CUCM or WxCalling

T,
M / /
\ 4
.-

Webex Calling

» Using WxApp or IP Phone

« Users should be able to make and receive PSTN calls

« Users should have consistent experience for
» Call history
* Presence and DND

) . - ) _ ]
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Cloud Connected UC o
 Rich suite of Webex services to support UC infrastructure Webe)‘("éa”mg
« Cloud managed agents running on UC infrastructure

« UC inventory available in Control Hub

« Key CCUC services for co-existence ?—
S

« User and contact sync between CUCM and Webex
UC Agent @ UC Agent @
B

E
® o

« Rich presence and DND for CUCM clients

« Swiss army knife of additional CCUC services
« UC analytics in Control Hub

« Microsoft Teams integration

 Certificate management
» Borderless CTI
* Etc.

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698
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9 |dentity ;

Key considerations for co-existence

CCCCC



2 |dentity —

Key considerations for co-existence

+ ldentity stores and sync mechanisms@

« Microsoft AD: Directory Connector syncs identities up to Webex

\", Webex

/ ./ Calling

.

mmn

L] Il

Cisco
Directory
Connector
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% |dentity —

Key considerations for co-existence

* |dentity stores and sync mechanisms@
« Microsoft AD: Directory Connector syncs identities up to Webex

* OpenLDAP: CCUC syncs identities up to Webex

u\‘ Webex

/ Calling

{OpenLDAP
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Key considerations for co-existence

* |dentity stores and sync mechanisms@
« Microsoft AD: Directory Connector syncs identities up to Webex
* OpenLDAP: CCUC syncs identities up to Webex
* Cloud IdP: CCUC syncs identities down to CUCM

© 2026 Cisco and/or its affiliates. All rights reserved.

BRKCOL-2698

2 |dentity

M, Microsoft
$ns OKta Yl

““\‘, Webex
/ ./ / Calling
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2 |dentity —

Key considerations for co-existence

* |dentity stores and sync mechanisms@
« Microsoft AD: Directory Connector syncs identities up to Webex
* OpenLDAP: CCUC syncs identities up to Webex
* Cloud IdP: CCUC syncs identities down to CUCM

- Call history, presence and DND sync ()
+ CCUC pushes CUCM call history to Webex “ \C/)Vaeilti)r?;(

« CCUC pushes CUCM on/off-hook status to Webex
* CCUC syncs DND state between CUCM and Webex

UC Agent @

E=H

. . - ) ]
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2 |dentity —

Key considerations for co-existence

* |dentity stores and sync mechanisms@
« Microsoft AD: Directory Connector syncs identities up to Webex
* OpenLDAP: CCUC syncs identities up to Webex
* Cloud IdP: CCUC syncs identities down to CUCM

- Call history, presence and DND sync ()
+ CCUC pushes CUCM call history to Webex

\“, Webex

. .
v Calling

« CCUC pushes CUCM on/off-hook status to Webex
* CCUC syncs DND state between CUCM and Webex

* Local Gateway

* Routes calls between CUCM and WxCalling users

. . - ) ]
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Key considerations for co-existence

Identity stores and sync mechanisms@

« Microsoft AD: Directory Connector syncs identities up to Webex
* OpenLDAP: CCUC syncs identities up to Webex

* Cloud IdP: CCUC syncs identities down to CUCM

Call history, presence and DND sync ()
.« CCUC pushes CUCM call history to Webex Connected PSTN

« CCUC pushes CUCM on/off-hook status to Webex

* CCUC syncs DND state between CUCM and Webex

Local Gateway
* Routes calls between CUCM and WxCalling users

PSTN
* Cloud Connected PSTN or Local Gateway ByoPSTN

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698
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Key considerations for co-existence

Identity stores and sync mechanisms@

« Microsoft AD: Directory Connector syncs identities up to Webex
* OpenLDAP: CCUC syncs identities up to Webex

* Cloud IdP: CCUC syncs identities down to CUCM

Call history, presence and DND sync ()
+ CCUC pushes CUCM call history to Webex

« CCUC pushes CUCM on/off-hook status to Webex

* CCUC syncs DND state between CUCM and Webex
Local Gateway

* Routes calls between CUCM and WxCalling users
PSTN

* Cloud Connected PSTN or Local Gateway ByoPSTN
Dial Plans \&

* Need to be aligned across CUCM and WxCalling
Group Features

« Some limitations when users split across CUCM and WxCalling

© 2026 Cisco and/or its affiliates. All rights reserved.
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2 |dentity —

Key considerations for co-existence

Identity stores and sync mechanisms@

« Microsoft AD: Directory Connector syncs identities up to Webex
* OpenLDAP: CCUC syncs identities up to Webex

* Cloud IdP: CCUC syncs identities down to CUCM

Call history, presence and DND sync ()
+ CCUC pushes CUCM call history to Webex

« CCUC pushes CUCM on/off-hook status to Webex

* CCUC syncs DND state between CUCM and Webex
Local Gateway

* Routes calls between CUCM and WxCalling users
PSTN

* Cloud Connected PSTN or Local Gateway ByoPSTN
Dial Plans \&

* Need to be aligned across CUCM and WxCalling
Group Features

« Some limitations when users split across CUCM and WxCalling

© 2026 Cisco and/or its affiliates. All rights reserved.
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\LF e
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(

Cloud _
Connected PSTN W) Webex
/ ./ / Calling

ByoPSTN

/ \.
armm

{OpenLDAP w

Directory
Connector

]
81 cisco



Ildentity stores and sync mechanisms . .. cquion

APIs (SCIM, People, Contacts)

Microsoft
Entra ID

Microsoft Entra ID ), En
coun 5

Organization Settings

Entra ID

y Developer $ okta
ﬁ Integrations )Mimoﬁ

& Settings B Templates

Wizard App

Directory Service

» Uses SCIM and Microsoft Graph APls ‘
« Does not sync Contacts t \ \(llvaﬁlti)rfg

4

| £ Connected UC

O Hybrid

Migration utilities
* Does not matter how Users are

provisioned in Webex (SCIM, CSV,
Manually, etc..)

+ Updates CUCM enduser table

* Does not sync Contacts

Organization Settings

User/contact synchronization

& Settings B Templates

Cisco Directory
Connector

« Can sync from CUCM enduser table or from LDAP
« LDAP sync is via CUCM

« If using Microsoft AD, cannot sync Users

» Can sync Users and Contacts for other LDAPs

P
§ N

rmm

ory Synchronization App

{openLDAP

Directory

Connector « Syncs AD User and Contact objects

. . - ) ]
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Ildentity stores and sync mechanisms . .. cquion

APIs (SCIM, People, Contacts)

Microsoft
Entra ID

Microsoft Entra ID ), En
coun 5

Organization Settings

Entra ID

y Developer $ okta
ﬁ Integrations )Mimoﬁ

& Settings B Templates

Wizard App

Directory Service

» Uses SCIM and Microsoft Graph APls ‘
« Does not sync Contacts t \ \(llvaﬁlti)rfg

4

| £ Connected UC

O Hybrid

Migration utilities
* Does not matter how Users are

provisioned in Webex (SCIM, CSV,
Manually, etc..)

+ Updates CUCM enduser table

* Does not sync Contacts

Organization Settings

User/contact synchronization

& Settings B Templates

Cisco Directory
Connector

« Can sync from CUCM enduser table or from LDAP
« LDAP sync is via CUCM

« If using Microsoft AD, cannot sync Users

» Can sync Users and Contacts for other LDAPs

P
§ N

rmm

ory Synchronization App

{openLDAP

Directory

Connector « Syncs AD User and Contact objects

. . - ) ]
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Call history, presence and DND sync

« CCUC pushes call history from CUCM to Webex

» Pushes history for all calls across all CUCM registered clients and devices (IP
Phone, ATA, DECT, etc.)

* CUCM device call history is available on WxApp

\“ Webex
« CCUC pushes on/off-hook status from CUCM to Webex ( ./ / Calling
» Pushes hook status across CUCM registered devices (IP Phone, ATA, DECT,
etc.)

« All WxApp users across CUCM and WxCalling see hook status of users on

CUCM devices* @
UCAgent@
. CCUC syncs DND status between CUCM and Webex — ‘Ei
» Setting DND on WxApp puts CUCM phones in DND and vice-versa E-

« DND status also reflected in WxApp presence

*Subject to user personal privacy preferences

. . - ) ]
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PSTN & Routing Panama City Beach 2

Local Gateway |

» Local Gateways provide a bridge to on-
prem CUCM and ByoPSTN

* Trunks
 Represent a SIP trunk to an on-prem SBC S

« Can be SIP REGISTERIing or certificate based

Numi

« Assigned to a Location

« Can be in multiple Route Groups

* Route Groups
« Logical groups of up to 10 Trunks

rders  Gateway conf

* Provides scale and redundancy

« Dial Plans

« Enable call routing to a Route Group or Trunk

« Based on pattern matching rules

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 85 cisco



Local Gateway

* Route Groups can contain multiple trunks

* Trunks can be
* In multiple RGs

« Assigned different priorities in different RGs

« Routing advances to next trunk based on
priority order if failures occur

* Flexibility enables multiple priority ordered
redundant paths to prem

© 2026 Cisco and/or its affiliates. All rights reserved.
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e ByoPSTN -

DP West DP East
RG West RG East
P1 ~w-"" P1
=" P2 T~
(" e 7577 a il

28]

- J

Pog

Locatio

n West

]
86 cisco



Local Gateway platform

Concurrent calls Trunk auth type Link type

Up to 250 Registration Over the top (OTT)
250 -2000 Certificate OTT

2000 - 6500 Certificate Webex Edge Connect

Router platform*

Maximum sessions

Maximum calls per second

ISR 1100 S10]0 S
ISR 4461 10,000 95
Catalyst 8200L-1N-4T 1,500 9
Catalyst 8300-2N2S-4T2X 10,000 95
CSR 1000V / Catalyst 8000V 6,000 30
ASR 1004 /1006 / 1006-X 16,000 /70

* Partial list. Refer to references for full details

© 2026 Cisco and/or its affiliates. All rights reserved.
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Dial plans

* The most complex thing to configure and get right
* Worthy of at least a few hours on its own

« Watch the recording for yesterday's BRKCOL-27/87
» Attend BRKCOL-2084 tomorrow!

CCCCC



Group features

Basic calls « Call Recording « Shared line appearance features:
Call waiting « Video Sim-ring, Call status, Whisper, Barge,
Hold/resume « Content sharing (app-to-app) Hold/resume across devices,
Transfer « Telephony presence (BLF) MRS OSSN, =

» Hot desking / Ext. Mobility
» Desk phone control
» Voicemail distribution

» Group features:
Hunt groups, Call pickup groups, Call
park, BLF monitoring, Callback/call
completion, Call monitoring, Intercom,
PTT, Auto-attendant, Singlewire/group

paging, ...

A

Conference « Group feature reachability
Forward (i.e., calling into a hunt group)

Single Number Reach

A

M
v

Features that work Features that require all users
across calling platforms be on the same calling platform

) . - ) ]
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Three flexible PSTN options

Cisco Calling Plans

« Available in 19 countries (15 EU, US, CA, AU, NZ)
« Support for CUCM via Local Gateway planned

Cloud Connect

« Over 40 partners available in over 65 countries

« Partners may peer directly or via Enablement Partners

« Available for CUCM via Local Gateway and Route Lists

ByoPSTN via Local Gateway

« Can peer directly or via Webex Edge Connect

« CUBE and multiple 3 party SBCs supported

 Fully self-service provisioning

Per-Location PSTN choice

* Not all options available in all countries

© 2026 Cisco and/or its affiliates. All rights reserved.

BRKCOL-2698

Cisco
Calling
Plans

00

Edge PoP

Webex Calling DC e il
ervices
Telephony
‘ SEIWIES Al
Edge 000
Config, Media
ote. 3| | services "ll"'
‘ SIP Edge
Webex Edge

Connect

Cloud Connect
Enablement Partner

Local Gateway
seeremmd (X oudiocodes
il‘b ORACLE
CUBE ridoon
CCP @

(via Enablement

Partner)

Connection Type

Choose the connection type for all phone numbers a

e
© Cloud Connected PSTN
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Cloud Connected PSTN for CUCM

PSTN & Routing

« CCP PSTN numbers ordered and provisioned
normally

« CCP numbers for CUCM users must be
assigned to a Route List

* Route Lists are licensed (with a burst
allowance)

« Route Lists point to Route Groups which point
to Trunks to on-prem Local Gateways

« Same Route Groups and Trunks can be used
for both CCP and on-net calls between
CUCM and WxCalling users

» Cisco Calling Plan support coming

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698




Cloud
Connected PSTN

Cloud Connected PSTN for CUCM

\‘; Webex

« CCP PSTN numbers ordered and provisioned ./ Calling )
normally

« CCP numbers for CUCM users must be Dial Plan Royte List
assigned to a Route List ~——

« Route Lists are licensed (with a burst Route &1 *’l

P1 P2
allowance) /\

 Route Lists point to Route Groups which point Trunk Ore] Trunk Two
to Trunks to on-prem Local Gateways

VN

« Same Route Groups and Trunks can be used
for both CCP and on-net calls between
CUCM and WxCalling users

» Cisco Calling Plan support coming

) . - ) ]
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Customer Assist for CUCM

« Uses existing Customer Assist and co-existence
building blocks

« Agents and users

» Customer Assist agents are provisioned on \WxCalling

WxC Call
&%—) Qtj(euea

- “
] {\. Xvae“klfx Cloud
‘ / 9 Connected PSTN

* Normal users can be provisioned on CUCM or WxCalling

« Agents can find and see the availability of all users

« Agents can forward calls to CUCM resources e.g. hunt
pilots

- Hybrid service enablement is key to success
|
« Local Gateway trunks, route groups and dial plans Ei‘; ByoPSTN

* |dentity and Contact sync

* Presence and DND sync a h
» oo
« Works across Cloud Connected PSTN and ByoPSTN LE e
il

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 93 cisco



Hybrid services key takeaways

» The features and flexibility exists to enable seamless co-existence of CUCM
and WxCalling users

« Co-existence requires careful planning and design
* Cloud Connected UC
* |dentity
* Presence and history
* Trunks and routing

« Enables extending Webex services to CUCM users



The Slido app must be installed on every computer you're presentin o



https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design

Additional Information

« Relevant Sessions
+ BRKCOL-2084: Getting the best out of Webex Calling ... when migrating from Unified Communications Manager
« BRKCOL-2496: Webex Calling Customer Assist — What's This and What's New
+ BRKCOL-2064: Migrating Cisco IP Phones from Unified Communications Manager to Webex Calling Multi-Tenant

+ References
* https://www.webex.com/content/dam/www/us/en/documents/pdf/webex-calling-hybrid-aag-cm-173302.pdf

» https://www.cisco.com/c/dam/en/us/td/docs/solutions/PA/mcp/DEPLOYMENT_CALLING_Unified_CM_to_Webex_Calling.pdf

« https://www.cisco.com/c/en/us/products/collateral/unified-communications/unified-border-element/data-sheet-¢78-729692.html

. . - ) ]
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https://www.webex.com/content/dam/www/us/en/documents/pdf/webex-calling-hybrid-aag-cm-173302.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/PA/mcp/DEPLOYMENT_CALLING_Unified_CM_to_Webex_Calling.pdf
https://www.cisco.com/c/en/us/products/collateral/unified-communications/unified-border-element/data-sheet-c78-729692.html

Al

© 2026 Cisco and/or its affiliates. All rights reserved.
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Webex Calling Al &

 This section focuses on "Where" for Al features
* Where media flows
* Where Al processing takes place
* Where generated content is stored

« “"How" underlying Al algorithms work is covered in other sessions
 This section covers the following Webex Calling Al features

« Smart Audio
 Call recording Transcripts, Summaries and Action ltems

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 98



Responsible Al Framework & e

Trust Portal Guide

» Cisco Responsible Al Framework governs
development of all Webex Al features

* Ensures all Al development and features align with
our Al Principles

uuuuuuuuuuuu

» Transparency, Fairness, Accountability

» Privacy, Security, Reliability I

Messaging Al .’

- Al Transparency Technical Notes available on ——® Sorie | @ 4
T

Webex - [ .. Language Al

trustportal.cisco.com covering all Webex Al features LA 5T veetngsar X Service

Service Y
J

- Openal
| Services |

Cisco never uses customer N e L
media, data or content to train or
fine tune any of our Al models

4, The generated response is sent back to the Apglication to fulfill the user's request.

Figure 1 - Webex Al Codec architecture

. . - ) ]
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Smart Audio & S —

Webex uses artificial intelligence to enhance audio. Learn more

« Can remove both near end (“Microphone Microphone audio

audio") and far end ("External audio") Choose how you want your microphone audio to be heard during all calls and

. meetings.
noise* |
© Noise removal
« “External audio” removes noise for all non- - g‘*”’t‘_""?s 'f' noe
c () Optimize for my voice
Smart AUdIO Capable far ends Removes all noise and background voices

- PSTN, ATA, DECT, 6800 IP Phones, etc. ) Optimize for al voices

Removes all noise and enhances nearby voices

« Available across client portfolio O Music mode

Optimizes the audio for vocal and instrumental music

» Webex App Desktop and Mobile

External audio

. 8800 Series IP Phones* Choose how you want to hear the external party's voice in one-on-one calls going
over a public phone network.
« 9800 series IP Phones © Optimize for external party's voice

Enhances low-fidelity audio to high-definition and removes all noise

« Room Systems

(O Original

Preserves all audio, including music and noise, with no processing

* External audio / far end noise removal not
available on 8800 series IP Phones

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 100 cisco



Client-side Smart Audio processing and ICE

1. Noisy near
end audio

D

Near 4. Noise Webex Calllng L
removed far CUCM
End end audio
2. Noise removed near end audio Fa r
End

3. Noisy far end audio

 ICE negotiated so media flows directly between far end (e.g. CUBE) and Webex App
» Far-end does not support Smart Audio
« Webex App processes both near-end and far-end Smart Audio

. . - ) _ ]
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Webex Call Recordings,
Transcripts,Summaries and
Action Items &

« Transcripts, Summaries and Action
ltems can be generated for all
Call Recordings

« Admin has granular
and can individually enable

 Call Recording
 Transcript generation
« Summary and Action Item generation

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698

Call recording

Record incoming and outgoing calls and voicemails, or set
recording announcements and notifications.

() On Demand

O Aways @

() Always with Pause/Resume

() Mever &

[7] Record voice messaging
Recording start/stop announcement @

Pl /stop an ent for PSTN calls

[] Play recording start/stop announcement for internal calls

Recording Reminder Tone

Repeat Tone Every

() View and play call recordings, transcripts

For recorded calls, this user can also:
recordings and transcripts

ordings and transcripts

[] Show call recording platform information

lllllllll
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Webex Call Recordings, . S
Transcripts,Summaries and - SR
Action Items & S o

0O Aways @

() Always with Pause/Resume

() Mever (&)

 Transcripts, Summaries and Action e
Item S Ca n be g e nerated for a I I We beX Recording start/stop announcement (&
C a | I R e C O r d i n g S Play recun:ling start/stop announcement for -F‘STN calls

[] Play recording start/stop announcement for internal calls

» Admin has granular per-user controls B ety

and can int ( = (5 ) seooms
)

J -_I = alnsC -- Generate Transcript (@
¢ C a | I R e C O rd Allow Webex Al to analyze transcript and:

Allow Webex Al to analyze transcript and: S

¢ T ra n S C rl pt g View and play call recordings, transcripts
w (5 enerate L... ummary ai nd ', > ti[::' n ltems For recorded calls, this user can also:
e Summary a N >

Download recordings and transcripts

[ ] Delete recordings and transcripts

[[] Show call recording platform information

) . - ) ]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 103 cisco



Webex Call Recordings, Transcripts,
Summaries and Action ltems &

« Webex Al processing of recordings for a location only happens when \Webex
is the recording provider in the location

» Transcripts generated by Webex Speech Al transcription model for the
following languages

 English today

 French, German, Italian, Spanish

- 3 party speech-to-text processor will be used for 11 other languages
- Language will be auto-detected by Al transcription engine

« Summaries and Action ltems generated by Azure OpenAl GPT-40 mini LLM
* No customer data ever stored by any Al processors

. . - ) ]
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Webex Call Recordings, Transcripts,
Summaries and Action Items media processing &

1. Audio 2. Audio

3. Audio

4. Transcript

Stream Stream

g0l _Jorel/Bw . /BA
L /“ L ¥ :’J W jf‘
iy 9’ Y (¥ %/

R Edge PoP Recording Webex Al GPT-40 mini

il Q-
5. Summary,
Actions

« Transcripts generated by Webex Speech Al transcription model (for supported languages)

« Transcripts processed by Webex Language Al and sent to GPT-40 mini LLM

« GPT-3.5-Turbo LLM returns summary and action items

« Recording, Transcripts, Summary, Action Items are stored in admin-specified storage region

Recording

—_

Recording, 6. Transcript,
Transcripts, Summary,
Summary, Actions

‘ | Actions

N ———
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Webex Recordings Al

data residency example

* Let's look at our US org again

* Webex Al generated content
storage locations are shown

Location Provider | Storage
HQ US o« us
2 L2 X
Japan o Japan
South Korea (‘ Japan

© 2026 Cisco and/or its affiliates. All rights reserved.

n_

US Calling Services S

Telephony
Services

Config, Media 1.
etc. @ Services Il'”

SIP Edge %ﬂl (

Imagicle

Webex
Backbone

BRKCOL-2698

SK PoP

Media
Services

SIP
Edge

JP DC

Media
Services

SIP &=
Edge ﬂ%ﬂ

A
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Additional Information

« Relevant Sessions
 BRKCOL-2976: Al in Collaboration: Techniques and Architectures for Agentic Collaboration
+ BRKCOL-2043: Discover the Power of Webex Calling and Its Latest Al Innovations

» References

» https://trustportal.cisco.com/

« https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/cisco-responsible-artificial-intelligence-
framework.pdf

» https://blog.webex.com/collaboration/hybrid-work/next-level-audio-with-webex-ai-codec/

. . - ) ]
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https://blog.webex.com/collaboration/hybrid-work/next-level-audio-with-webex-ai-codec/

High
Availability

© 2026 Cisco and/or its affiliates. All rights reserved.
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Proven reliability

© 2026 Cisco and/or its affiliates. All rights reserved.

99.999%
Availability

BRKCOL-2698
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Webex High Availability

« Hyperscalers generally follow 3x
Availability Zone redundancy model (3AZ)

« Each AZ generally maps to a different
hyperscaler physical DC

« Webex physical DC platforms evolving to
align with public cloud 3AZ model

« Webex microservices scale independently
and horizontally

« Services follow 3AZ model as appropriate

« Devices and clients transparently and
automatically failover across DCs and AZs

© 2026 Cisco and/or its affiliates. All rights reserved.

DC 1

3 X AZ Model Across
Hyperscalers and Webex DCs

( )

]

Microservices

T
Persistence

ANVETIE] o1118Y

\ Zone 1 y

( )

e

Microservices

o
Persistence
[ TETolsteliLE

Availability

\ Zone 2 y

4 )

P

Microservices

S
Persistence

Availability
\ Zone3 )

L, Network Loadbalancer

&

ATAs DECT & Wi-Fi  Desk

BRKCOL-2698

Phones Phones

g

Webex
Desk

Webex App Browser Clients
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Webex Calling HA architecture

* Webex Calling DCs deployed in regional HA pairs

- Stateful telephony services deployed across DC pairs

 SIP Edge deployed in 3AZ model in regions where AWS is the provider

* All services scale horizontally

© 2026 Cisco and/or its affiliates. All rights reserved.
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Edge discovery and failover

 Client (Webex App, Device, Local Gateway) is configured with edge
proxy information e.g. our favourite US org

Location Client Type SRV
Netherlands | Trunk eunO1.sipconnect.bcld.webex.com
South Korea | WxApp sk02.hosted.bcld.webex.com

 Client does DNS SRV record lookup of _sips._tcp against proxy domain
« Multiple records are returned in priority order

 Client resolves A/AAAA record and establishes SIP connection

* On connection failure / drop, client fails over to next record

. . - ) ]
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Edge discovery and failover

 Client (Webex App, Device, Local Gateway) is configured with edge
proxy information e.g. our favourite US org Netherlands Trunk

Status @
e Offline

Location Client Type SRV

Trunk Typ

Netherlands | Trunk eunO1.sipconnect.bcld.webex.com rfcate

Device

South Korea | WxApp sk02.hosted.bcld.webex.com isco Unifed Border Element

SRV

hg-trunk

WxApp Wireshark trace

> Cllent d )E & proxy d () 11& x concurrent calls
250
£ Capturing fro
b M u |ti e .‘Edit Sne ' - = Webex Calling edge proxy addre.ss (FQDN)
¢ C | I e B '_ I - .‘ ; ps._tcp.ske2.hosted.bcld.web O n n eCtI O n
g : : A 9 . 4 NS E dard ps._tcp.sk@2.hosted.beld.
® On C Et:ernet I : ; : : .t e 5 11 : 0 2 record

Internet Prot o
ser Dat am Protocol, Src Port: 59
ystem (query
Transaction ID

Answer RRs
Authority RR

: type SRV, class IN

lllllllll
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DNS SRV discovery examples

$ dig SRV _sips._tcp.eun0Ol.sipconnect.bcld.webex.com

Trunk ;; ANSWER SECTION:

« 4x Records* _sips._tcp.eun0Ol.sipconnect.bcld.webex. . ssel.public.wfrawxc-p-3.prod.infra.
KR _sips. .eun0l.sipconnect.bcld.webex. . ssel.public.wfrawxc-p-3.prod.infra.
* x _sips._ .eun0l.sipconnect.bcld.webex. . sse7.public.wamswxc-p-2.prod.infra.

* g x _sips. .eun0l.sipconnect.bcld.webex. . sse6.public.wamswxc-p-2.prod.infra.

$ dig SRV _sips._tcp.sk02.hosted.bcld.webex.

;; ANSWER SECTION:
Webex App and Webex _sips. tcp.sk02.hosted . . . 5 50 8934 ssell.public.wicnwxc-p-1l.prod.infra.webex.com.

IWanagedl)echs _sips. tcp.sk02.hosted . . . 5 50 8934 ssel3.public.wicnwxc-p-1l.prod.infra.webex.com.

* 6x Records* _sips. tcp.sk02.hosted . . . 5 50 8934 ssel2.public.wicnwxc-p-1.prod.infra.webex.com.

_sips. tcp.sk02.hosted . . . 10 50 8934 hosted5laf-jpl0.bcld.webex.com.

_sips. tcp.sk02.hosted . . . 10 50 8934 hosted5lae-jpl0.bcld.webex.com.

_sips. tcp.sk02.hosted . . . 10 50 8934 hosted5lab-jpl0.bcld.webex.com.

*Different numbers of records currently returned based on 3" party interop testing

. . - ) ]
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DNS SRV record mapping example

Priority SRV records
point to preferred
Edge PoP

Clients automatically
fallback to next
available record on
failure

Resilient to single
instance failure and
full Edge PoP failure

Example: Webex App
in South Korea

© 2026 Cisco and/or its affiliates. All rights reserved.
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N
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$ dig SRV _sips._ tcp.sk02.hosted.bcld.webex.com

_sips._tcp.
_sips._tcp.
_sips._tcp.

_sips._tcp.
_sips._tcp.
_sips._tcp.

.hosted.bcld.webex.
.hosted.bcld.webex.
.hosted.bcld.webex.

.hosted.bcld.webex.
.hosted.bcld.webex.
.hosted.bcld.webex.

BRKCOL-2698

10 50 8934 hosted5laf-jpl0.bcld.webex.com.
10 50 8934 hosted5lae-jpl0.bcld.webex.com.
10 50 8934 hosted5lab-jpl0.bcld.webex.com.

Webex
Backbone

( i : ™
— T _|i—1 1= &
SIP Edge 4, | | |SIP Edge &, | i |SIP Edge ;&

Next Edge Region 3AZ y

5 50 8934 ssell.public.wicnwxc-p-1l.prod.infra.webex.com.
5 50 8934 ssel3.public.wicnwxc-p-1.prod.infra.webex.com.
5 50 8934 ssel2.public.wicnwxc-p-1l.prod.infra.webex.com.
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Webex Calling Survivability Gateway

« Strongly recommend all customers deploy multiple
redundant internet / WAN connections

- u‘ T

- ! !
! W /
y L/

« Webex Calling Survivability Gateway (SGW) provides Webex Calling

fallback telephony features in case of WAN down

Runs on IOS routers
: : . WAN /
A single SGW may provide fallback capabilities to users

across multiple WxCalling Locations

Supports WxApp desktop and Cisco IP Phones only

Number of clients supported per SGW depends on router
platform — maximum is 2500 clients on a Catalyst Edge
8300

- Clients detect loss of connection to WxCalling and "d,Lb"
fallback to local SGW

» Can co-exist with Local Gateway and ByoPSTN

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 16 léllzélt;'
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Webex Calling Survivability Gateway

« During normal operation i.e. internet / WAN up

- ! !
! W /
4 v

Webex Calling

» Clients download Location-specific configuration pointing
to their SGW

« WxCalling pushes Location-specific user identity and
registration information to the SGW

» Clients makes Webex Calling calls as normal
« On WAN down event

« Client detects loss of connectivity to WxCalling

» Client automatically falls back and SIP REGISTERs with
SGW

Local Gateway Survivability

Gateway

« Co-exists with Local Gateway and ByoPSTN
* Inbound and outbound PSTN calls possible |4b"

* Inter-Location calling possible via PSTN breakout

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 17 léllzélt;'
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REF

Survivability Gateway platform
Router platform* Maximum endpoint registrations
ISR 4321 50
ISR 4461 2000
Catalyst 8200L-1N-4T 1,500
Catalyst 8300-2N2S-4T2X 2,500
Catalyst 8000V 2,000

* Partial list. Refer to references for full details

. . - ) ]
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Limited features available

* Reduced capability warnings displayed on
WxApp and IP Phones

« Webex shared services unavailable
 Full directory and contacts search
» Centralised call history

 Presence

* Reduced set of telephony features
available

 WxApp must be already logged in when
WAN goes down

« WxApp Login when WAN down on

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698 19 cisco



Additional Information

« Relevant Sessions
+ BRKCOL-3228: Troubleshooting Managed and Survivability Deployments in Webex Calling
« BRKCOL-2222: Troubleshooting Webex Calling Endpoint Cloud Redundancy
« BRKCOL-2312: CUBE Updates

+ References
« https://help.webex.com/en-us/article/d68vil/Site-survivability-for-Webex-Calling

. . - ) ]
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Security

© 2026 Cisco and/or its affiliates. All rights reserved.

BBBBBBBBBBB

© © N O U AN~ WN S

Platform Introduction

. Global Topology
. Data Residency
. Media Handling

Hybrid Services

. Al

High Availability

. Security
. Conclusion

'
CCCCC



isco and/or its affiliates. All rights reserved. .. BRKCOL-2698

Secure by design

Secure by default
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. REF
Legal and regulatory compliance =
L I
Independently audited
Information security and privacy  Regulatory Cross-border transfers
* ISO 2700X i.e ISO 27001/ 27017 / 27018 / 27701 + HIPAA « Binding Corporate Rules
*+ SOC 2 Type Il and SOC 3 « GDPR « APEC cross-border privacy rules
* Cloud Computing Compliance Controls Catalog  FERPA « EU Standard Contractual Clauses
(C5) « COPPA
 HITRUST « PIPEDA
* *x *
* FedRAMP « PHIPA
« Cisco's Quality Management System . CCPA * GDPR *
« ISO 9001 « PCIDSS * * *
* CSASTARL2 - Continually assessing regulations
» The EU Cloud Code of Conduct
» Spain ENS

 Australia IRAP

» Japan ISMAP

» Swiss Digital Trust

» Thailand ETDA certification

Compliance statements publicly available on htips://trustportal.cisco.com
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Clients and devices

Network traffic Webex App software Hardware devices
. All signaling (SIP and HTTP) across - All software is digitally signed ~ ° &lss;?leeg%zcﬁlmiarlaev(iﬂl}/cl:a)nufacturer
all clients is encrypted using TLS 1.3* across all platforms
- All media is encrypted using SRTP - Gives security guarantees to SsignedibyiCiscolMantiacturingiCA
Installer and IT depts . Only signed Cisco Firmware images

can be installed on Cisco Hardware

Webex Control Hub and Partner hub

N
KMS
HSM
GMKE
Messaging Meetings Cent?ert Calling

( Webex Unified Edge

C rltenl
Encryption Key

One app to meet, Mestfoce

message and mll

o=l "5

ATAs DECT & Wi-Fi  Desk Webex

ATAs DECT & Wi-Fi  Desk Webex
Phones Phones Desk

Phones Phones Desk Webex App Browser Clients
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Webex Calling data at rest

« Webex Calling data is always encrypted at rest using AES-256 volume encryption

« Sensitive data is also encrypted at the application layer

« User generated content, including CDRs, is encrypted using Webex KMS managed keys

# | Data Volume Application Webex KMS
Cipher Cipher Encrypted

1 | Calling configuration (Numbers, Dial plans, etc) AES-256 AES-128

2 | Device configuration AES-256 AES-128

3 | Prompts and Media Files AES-256 NA - Volume only

4 | Call Detail Records AES-256 AES-256 Yes

5 | Voicemails, Recordings, Transcripts, Summaries, Action Iltems | AES-256 AES-256 Yes

© 2026 Cisco and/or its affiliates. All rights reserved.
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Webex Calling data at rest

Webex Network Backbone

Webex Services*

r
( @% Collaboration C¢

Webex Calling Services* Webex Unified Edge Services*

Stored in data residency region

Webex Calling Media Services 'I||||'

Key Shared Service 45 Call Detail Records Enterprise Telephony Services (MoH, AA, etc.)

@ Ve 3 ) V SIP Edge
010110 . i

Analvt . (Devices, Webex App, PSTN) aCp
tiooio nalytics D Messaging ~ L

Media Services

Webexj Polling Calling Config, (MoH, AA, etc.)
@ Recording & K gi?la files, .|||||.

Generated Content Events

J

@} Al Processing {) Contact Center

N L J SIP Edge
(Devices, Webex App, P

bared Services

Stored in Calling HQ region
1. Calling configuration
2. Device Configuration

Stored in per-location storage region

5. Voicemails, Recordings,
Transcripts, Summaries, Action
ltems

3. Prompts and Media files
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@{ represents encrypted media}

SRTP media encryption SRTP Key

« [IETF RFC 3711 Secure RTP

« [ETF RFC 4568 SDP Security Descriptions for Media Streams

« SRTP encryption keys passed in SDP body in SIP signalling
« SRTP encryption keys exposed to Webex Cloud

SIP INVITE

Content-type: application/sdp
a=crypto <SRTP encryption key info> Oa

) . - ) { edla } il
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@{ represents encrypted media}

Zero Trust E2EE media encryption SRTP Key

« [ETF RFC 9420 Message Layer Security
« [IETF RFC 9605 SFrame: Lightweight Authenticated Encryption for Real-Time Media

 Clients negotiate MLS encryption keys without directly including them in signalling
. MLSencryption keys never exposed to Webex Cloud

» Media packets are double encrypted by both MLS and SRTP keys

SIP INVITE

Content-type: application/sdp
a=crypto <SRTP encryption key info> Oa

&) { &) { media }}
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Network connectivity

 All domain and port information for access to Webex Calling is maintained in on-line
documentation

* https://help.webex.com/en-us/article/b2exve/Port-Reference-Information-for-Webex-Calling

 Includes domain requirements from
across all client types

Cisco Webex
Cloud platform

« Browser access to Control Hub

Webex App across all platforms
MPP IP Phones

Room Systems

Local Gateway

© 2026 Cisco and/or its affiliates. All rights reserved. BRKCOL-2698
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Client network access

Native IPv6

on Roadmap

Client 802.1X IPv4 NAT NATG64 Native IPv6 HTTP Proxy TLS Intercept Proxy
Webex App Yes Yes Yes Roadmap Yes Yes

IP Phone Yes Yes Yes Roadmap Yes No

Room System Yes Yes Yes Roadmap Yes No

© 2026 Cisco and/or its affiliates. All rights reserved.
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802.1X and HTTP Proxy details

Client EAP Mechanisms Notes
Webex App Delegate to OS Delegate to OS
IP Phone EAP-TLS LSC cert can be manually uploaded on each device via GUI

EAP-FAST No password-based mechanism support
Room System EAP-TLS EAP-MD5 LSC cert can be manually uploaded on each device via GUI
EAP-FAST  EAP-PEAP Password can be manually entered on each device via GUI
Client HTTP Proxy Discovery HTTP Proxy Authentication
Webex App Windows Manual, PAC, WPAD, GPO None, Basic, Digest, NTLM
Webex App Mac Manual, PAC, WPAD None, Basic, Digest, NTLM
Webex App iOS Manual, PAC, WPAD None, Basic, Digest, NTLM
Webex App Android Manual, PAC None, Basic, Digest, NTLM
IP Phone Manual, PAC, WPAD None, Basic, Digest
Room System Manual, PAC, WPAD None, Basic, Digest

© 2026 Cisco and/or its affiliates. All rights reserved.
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Additional Information

« Relevant Sessions
+ BRKCOL-2166: Understanding how Provision and Single Sign-On works for Collaboration
+ BRKCOL-3117: Troubleshooting Webex Authentication and Provisioning

» References

« https://www.cisco.com/c/en/us/products/collateral/conferencing/webex-control-hub/white-paper-c11-743446.html

https://help.webex.com/en-us/article/WBX000028782/Network-Requirements-for-Webex-Services

https://help.webex.com/en-us/article/jwkbt2/Security-requirements-for-Webex-Calling

https://help.webex.com/en-us/article/nv2hm53/Webex-Security-and-Privacy

https://help.webex.com/en-us/article/b2exve/Port-Reference-Information-for-Webex-Calling

. . - ) ]
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Conclusion

What did we cover?

Platform Introduction
Global Topology
Data Residency
Media Handling
Hybrid Services

Al

High Availability
Security

If only we had more
time...

PSTN
Call Recording
Emergency Calling

Media Codec Resiliency
Webex Go
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WebRTC

Compliance and
eDiscovery

Microsoft Teams
Integration
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What topics would you like to
learn more about?

The Slido app must be installed on every computer you're presenting
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https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design

Join at

slido.com
#BRKCOL-2698

Webex Calling is %r%
Secure, Reliable, SFiind

and Globally Available
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Complete your session evaluations

Complete a minimum
of 4 session surveys
and the Overall

Event Survey to be
entered in a drawing
to win 1 of 5 full
conference passes to
Cisco Live 2027.

o)
0®

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

N\

NG

Level up and earn
exclusive prizes!

&

Complete your
surveys in the Cisco
Live mobile app.

BRKCOL-2698
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Continue your education

¢

Visit the Cisco
Showcase for
related demos

e
(1

Book your
one-on-one Meet the
Engineer meeting

D)
D)

(0 N¢)
MM

Jo

(®)
()

Attend the
interactive education
with DevNet, Capture
the Flag, and

Walk-in Labs

07
090

Visit the On-Demand
Library for more
sessions at
www.CiscolLive.com/

on-demand

BRKCOL-2698
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