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Session Abstract

Cisco Identity Services Engine (ISE) delivers context-based access control for every
endpoint that connects to your network and serves as the advanced policy engine
behind Cisco's Digital Network Architecture (DNA). In addition to providing visibility
into all things and users that connect to the network, ISE offers a comprehensive
solution for Authentication, automated Device Classification and loT onboarding, Guest
Access, Bring Your Own Device (BYOD), Endpoint Compliance, Software-Defined
Segmentation, Context Sharing, Threat-Centric NAC, and controlled access to
network devices.

This session will focus on the advanced services of ISE including successful
deployment strategies, overall best practices, lessons learned from the trenches, as
well as serviceability tips and tricks to help you gain optimal value and productivity
from ISE. The session will also explore strategies for implementing successful access
policies based on a Trusted Device + Trusted User.
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ISE Sessions @Live Orlando 2018

Sunday

; Wednesday

Thursday

TECSEC-2672

Identity Services Engine
2.4 Best Practices
Jesse Dubois,

Eugene Korneychuk,
Kevin Redmon,

Vivek Santuka

Monday 9:00-6:00

BRKSEC-3697
Advanced ISE Services, Tips & Tricks
Craig Hyps, Wednesday 8:00-10:00

Monday

BRKCOC-2018

Inside Cisco IT: How Cisco Deployed ISE and
Group Based Policies throughout the Enterprise
Raj Kumar, David lacobacci

Wednesday 8:30-10:00

BRKSEC-3699

Designing ISE for Scale & High
Availability

Craig Hyps

Thursday 8:00-10:00

BRKSEC-2059
Deploying ISE in a
Dynamic Environment
Clark Gambrel
Monday 1:30-3:30

BRKSEC-2464

Lets get practical with your network security
by using Cisco ISE

Imran Bashir, Wednesday 10:30-12:00

BRKSEC-2038

Security for the Manufacturing
Floor - The New Frontier
Shaun Muller

Thursday 10:30-12:00

BRKSEC-2695

Building an Enterprise Access Control
Architecture using ISE and Group Based Policies
Imran Bashir, Wednesday 1:30-3:30

BRKSEC-2039

Cisco Medical Device
Segmentation

Tim Lovelace, Mark Bernard
Thursday 1:00-2:30
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ISE Integrations and Lab Sessions

Labs

Tuesday

Wednesday

Thursday

LABSEC-2330

Rapid Threat Detection
on ISE 2.3 With Cisco
Fire power integration
via Pxgrid

Kushagra Kaushik,
Prachi Chauhan

BRKSEC-3557
Advanced Security
Integration, Tips &
Tricks

Aaron Woland
Tuesday 4:00-6:00

SOLSEC-2002

Extending Cisco Identity
Services Engine Policies
to the Cloud and Beyond
Doug Johnson
Wednesday 11:10-11:25

BRKSEC-3014
Security Monitoring
with Stealthwatch: The
Detailed Walkthrough
Matthew Robertson
Thursday 8:00-10:00

LABSEC-1200

ISE 2.3 : Dot1x :
Troubleshooting tips and
tricks

Kushagra Kaushik,
Prachi Chauhan

BRKSEC-3889
Advanced Security
Architecture Integrations
using APIs and pxGrid
Jamie Sanbower
Wednesday 1:30-3:30

HCLUS BRKSEC-3697

DEVNET-1010

Using Cisco pxGrid for
Security Platform
Integration

Nancy Cam-Winget,
Syam Appala
Thursday 10:30-11:15
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Cisco Webex Teams (G

Questions?
Use Cisco Webex Teams (formerly Cisco Spark)
to chat with the speaker after the session

How
. Find this session in the Cisco Events App

@ Click “Join the Discussion”
. Install Webex Teams or go directly to the team space
. Enter messages/questions in the team space

Webex Teams will be moderated
by the speaker until June 18, 2018.

Cisco (( Vf:/ HCLUS
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Where can | get help after Cisco Live?

ISE Public Community http://cs.co/ise-community

Questions answered by ISE TMEs and other Subject Matter Experts -
the same persons that support your local Cisco and Partner SEs!

ISE Compatibility Guides  http://cs.co/ise-compatibility

ISE Design Guides http://cs.co/ise-guides

Courtesy
of
Thomas
Howard

BRKSEC-3697 © 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 8


http://cs.co/ise-community
http://cs.co/ise-compatibility
http://cs.co/ise-guides

Session Agenda

- Installation and Upgrade

- Auth Policy Tuning and Tricks
- AD Integration

- Guest and Web Services

- Profiling and Anomalous Behavior Detection

(=)
- Posture Best Practices

- TACACS+ Design
- Passive Identity and Easy Connect
- Trusted Device + Trusted User

Q
- Context Visibility Time Permitting

ol
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Installation and Upgrade




ISE 2.4 Sizing by Deployment/Platform/Persona

Max Concurrent Session Counts by Deployment Model and Platform

- By Deployment

Max Active Sessions | Max # Dedicated | Min # Nodes (no HA) /

Deployment Model Platform Max # Nodes

3515 7,500 0 1/2
3595 20,000 0 1/2
3515 as PAN+MNT 7,500 5/2* 217
3595 as PAN+MNT 20,000 5/ 2% 2/7
3595 as PAN and MNT 500,000 50/ 2 3/58
3595 as PAN and

Large MNT 500,000 50/4 3 /58

Max Active Sessions != Max Endpoints; ISE 2.1+ supports 1.5M Endpoints

- By PSN . J
Max Active Sessions

Scaling per PSN per PSN * Each dedicated pxGrid
SNS-3515 7,500 node reduces PSN count by 1

(Max Sessions Gated by Total (Hybrid deployment only)
Deployment Size) SNS-3595 40,000

HCLUS BRKSEC-3697  © 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 11




ISE 2.4 Appliance Support

- Hardware Appliances No SNS-34x5
- SNS-3515 - Support in ISE 2.4
- SNS-3595

ISE 2.3 is last
supported release
for SNS-3400
Series

- Virtual Appliances
- Small (based on SNS-3515)
- Medium (based on SNS-3595)
. Large (based on Memory-Enhanced SNS-3595)

SNS-34x5 End of Life/End of Sale Notice: https://www.cisco.com/c/en/us/products/collateral/security/identity-
services-engine/eos-eol-notice-c51-737032.html

vl
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Sizing Production VMs to Physical Appliances

Summary

Appliance used for Physical Disk
sizing comparison Clock Rate* (GB) **

SNS-3415 4 2.4 16 600
SNS-3495 3 2.4 32 600
SNS-3515 6 2.3 16 600
SNS-3595 3 2.6 64 1,200

~

C Minimum VM processor clock rate = 2.0GHz per core (same as OVA).

** Actual disk requirement is dependent on persona(s) deployed and other factors.
See slide on Disk Sizing.

KWarning: # Cores not always = # Logical processors / vCPUs due to Hyper Threading/

HCLUS BRKSEC-3697  © 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



ISE OVA Templates

Summary

Virtual | Virtual | Virtual | Target
Memory | NICs | Disk | Node
(GB) (GB) | Size | Type

OVA Template

Eval 2 2.3 4,600 8 4  200GB EVAL
200GB PSN/PXG
SNS3415 4 2.0 8,000 16 4 o T
200GB  PSN/PXG
SNS3495 8 2.0 16,000 32 4 o AT
200GB PSN/PXG
SNS3515 @ 12 2.0 12,000 16 6 e AT
SNS3595 (8)16 20 16,000 64 6 558 PeMxa
/

CSCvh71644 - VMware OVA templates For 35x5 ISE VMs,

for SNS-35xx are not detected correctly... HyperThreading is Mandatory

vl
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ISE Platform Properties

Verify ISE Detects Proper VM Resource Allocation

« From CLI...

« ise-node/admin# show tech | begin PlatformProperties

PlatformProperties whoami: root

PlatformProperties show inventory: Process Output:

Profile :| UCS_SMALL
urrent MEmMOTg <12 - 16267516

ime taken for NSFAdminServiceFactorii

- From Admin Ul (ISE 2.2 +)

- Operations > Reports >
Diagnostics > ISE Counters > [node]
(Under ISE Profile column)

Chcohb%/

ISE Counters @ UCS_SMALL
From 2013-01-14 00:00:00.0 to 2018-01-14 15:14:21.104
 Filters @
Server v Is exactly (or equals) ise22-pani
Time Range v Is exactly (or equals) Today
Counter Attribute Threshold
Attribute Name ISE Profile
ARP Cache Insert Update Received UCS_SMALL
DHCP Endpoint Detected UCS_SMALL
DHCP Skip Profiling '-ZDEiSLIéLL

HCLUS BRKSEC-3697  © 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public




ISE VM Provisioning Guidance

- Use reservations (built into OVAS)

« Do not oversubscribe!

Customers with VMware expertise may

choose to disable resource reservations and
over-subscribe, but do so at own risk.

vl
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Introducing “Super” MnT
For Any Deployment where High-Perf MnT Operations Required

- Virtual Appliance Only option in ISE 2.4 MnT
- Requires Large VM License

- 3595 specs + 256 GB

- 8 cores @ 2GHz min (16000+ MHz)
= 16 logical processors

- 256GB RAM
- Up to 2TB* disk w/ fast I/O

- Fast I/O Recommendations:

- Disk Drives (10k/15k RPM or SSD) _ ;

. _ * CSCvb75235 - DOC ISE VM installation
+ Fast RAID w/Caching (ex: RAID 10) can't be done if disk is greater than or
. More disks (ex: 8 vs 4) equals to 2048 GB or 2 TB

vl
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ISE 2.4 MnT -- Fast Access to Logs and Reports

Identity Services Engine Home » Context Visibility ~[EelEIEIIIE » Policy » Administration » Work Centers License Waming A

vRADIUS = Threat-Centric NAC Live Logs » TACACS  » Troubleshoot » Adaptive Network Control ~ Reports

Live Logs Live Sessions
——

Misconfigured Supplicants @ Misconfigured Network Devices @ RADIUS Drops & Client Stopped Responding @ Repeat Counter @
0 0 2880 480 0
Refresh  Never :J Show  Latest 50 records ;I Within  Last 30 minutes :I

< Refresh @ Reset Repeat Counts & ExportTov Y Filterv ¥+~

Time Status Details Repeat ... Identity Endpoint ID Endpoint P... Authenticat... Authorizati... Authorizati... |P Address Network Device  Device Port Ide
X :I Identity Endpoint ID Endpoint Profi Authenticatior Authorization Authorization IP Address j Network Device Device Port Ide

Jan 26, 2018 11:06:16.262 AM Q ey 0 susain 98:5A:EB:8E:FD:16 Apple-Device Bldg_SJC19... Bldg_SJC19...  PermitAcces... 10.40.130.16

Jan 26, 2018 11:05:50.519 AM [<] o) jiose2 98:F1:70:33:42:B0 sbgise-bgl13-00...

Jan 26, 2018 11:05:34.504 AM (-] a INVALID Building_SJ... Building_SJ... WNBU-WLC1

Jan 26, 2018 11:05:32.821 AM (<] Q INVALID Building_SJ... Building_SJ... sjc14-22a-talwar

Jan 26, 2018 11:05:23.126 AM 0 ey 0 50:1A:C5:DD:7A:AF 50:1A:C5:DD:7A:AF Microsoft-W... Location_NT... Location_NT... WLC_NTN_...

Jan 26, 2018 11:05:23.126 AM Q 50:1A:C5:DD:7A:AF 50:1A:C5:DD:7A:AF Microsoft-W... Location_NT... Location_NT... WLC_NTN_... NTN-WLC1 Wo

Jan 26, 2018 11:05:11.995 AM (<] Q vani AC:BC:32:AC:7E:23 sjc19-00a-wic1

Jan 26, 2018 11:04:54.173 AM c a 0 kusenapa DC:EF:CA:4D:41:1F Unknown Bldg_SJC19... Bldg_SJC19... PermitAcces... 10.40.130.46

Jan 26, 2018 11:04:27.145 AM o Q 0 6C:40:08:92:25:96 6C:40:08:92:25:96 0S_X ElLC... Location_BX... Location_BX... Guest_Redir... 10.86.103.135

Jan 26, 2018 11:04:23.999 AM Qa 6C:40:08:92:25:96 6C:40:08:92:25:96 OS_X _ElC... Location_BX... Location_BX... Guest_Redir... sampg-bxb22-0... Wo

Jan 26, 2018 11:04:10.882 AM (-] o INVALID Building_SJ... Building_SJ... sjc14-22a-talwar

Jan 26, 2018 11:04:06.040 AM [<] a USERNAME\USE... 4C:EB:42:C7:31:70 Bldg_SJC19...  Bldg_SJC19... sjc19-00a-wic1

Jan 26, 2018 11:04:04.493 AM (<] Q jiose2 98:F1:70:33:42:B0 sbgise-bgl13-00...

Jan 26, 2018 11:04:03.462 AM [ ] a 0 vinothra 7C:50:49:63:CC:FO Apple-iPhone Bldg_SJC19... Bldg_SJC19... PermitAcces... 10.40.130.14

1Y/4d4
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Flash Removal (ISE 2.4)

And no Yahoo! User Interface Library (YUI)

- “No Flash”

- C’'mon, you mean just a
little bit of flash, right?

- No. I’'m Saying No
Flash! There is no
Flash in this product!

Cisco(l'l/&/ HCLUS



Post-Install Setup - First Things First

Update Admin Access Settings

bl 1dentity Services Engine

- Set
password
policy and
lockout
settings.

- Consider

secondary

~System  » Identity Management

Home » Context Visibility » Operations » Policy « Administration » Work Centers

» Network Resources  » Device Portal Management  pxGrid Services  » Feed Service b Threat Centric NAC

Deployment Licensing » Certificates » Logging » Maintenance  Upgrade » Backup & Restore  ~Admin Access » Settings

Authentication

» Authorization

¢ Administrators

» Settings

Authentication Method Account Disable Policy Lock/Suspend Settings

The newly added custom dictionary file will replace the existing custom dictionary file.

Password must contain at least one character of each of the selected types:
Lowercase alphabetic characters
Uppercase alphabetic characters
Numeric characters
[ Non-alphanumeric characters

Password History
Password must be different from the previous versions [When enabled CLI remembers only last 1 password irespective of value configured]

*  Cannot reuse password within[ 15| days (Valid Range 0 to 365)

super admin
account as
backup.

Passwonrd Lifetime

Admins can be required to periodically change their password

Administrator passwords expire | 45

days after creation or last change (valid range 1 to 3650)

[J Require Admin password

Password cached for| 10 Minutes (1-60)

Admin Ul Password Reset: ise-panl/

admin# application reset-passwd ise admi

n

Cisco (('/6/

HCLUS BRKSEC-3697  © 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 20




Post-Install Setup - First Things First
Configure Read-Only (RO) Admins

admin user account

- Simply enable “Read Only” flag for\

- RO Admin granted full Menu Access but
Read Only to Data. Menu access can
be changed, but not data access.

Administrators List > ro-admin

» Admin User

* Mame | helpdesk

Status | Enabled «

Email | helpdesk@company.com

| O Incluge system alarms in emails

External

» | Read Only Admin Policy If‘ Read Only Admin

dp |then

Modifying data acoess to Read only admin policy is not allowed

Cisco (l'l/&/

BRKSEC-3697

Super Admin Menu Access ..

|Super Admin Menu Access

|Read Only Admin Data Acces

Read Only

Inactive account never disabled [

w Password

* Password | sessnnns

* Re-Enter Password | .

| Generate Password |

w User Information

(Cannot edit

First Name | Help

when RO

Last Name | Desk

» Account Options

L €nabled

Deascription | Account usedﬁr ISE view only P

HCLUS

b Admin Groups




Configure
ERS API

1.Enable ERS
2.Create ERS

i i
cisco

- System

Deployment

Identity Services Engine

» |dentity Management

Licensing

Client Provisioning

FIPS Mode

Alarm Settings

Home » Context Directory » Operations ¥ Policy
b Metwork Resources b Device Portal Management  pxGrid Services  » Feed Senvice b Passiv
b Cerificates k Logging ¥ Maintenance  Upgrade  Backup & Restore b Admin Access v Settings |
o
ERS Settings
¥ General

External RESTiul Services (ERS) is a REST APl based aon HTTPS over port 9060.
The ERS senvice is disabled by default.
An ISE Administrator with the "ERS-Admin™ or "ERS-Operator” group assignment is required to use the API.

Adm|n user » Posture For more information, please visitthe ERS SDK page at:
hitps:410.1.101.16:9060/ers/sdk
Profiling
3 Ad d to E RS ¥ ERS Setting for Administration Node
) b Protocols
A d . G For Your
min Group ooy (® Enable ERS for ReadWrite Reference
L'.'sé'; Identity Services Engine Home ¥ Context Directory b Operations b Policy « Administration b Work Centers
 Jystem ¥ |dentity Management  » Metwork Resources ¢ Device Portal Management  pxGrid Services ¥ Feed Senvice ¥ PassivelD ¥ Threat Centric MAC
Deployment  Licensing b Certificates ¥ Logging F Maintenance  Upgrade Backup & Restore = Admin Access k Settings
|
<]
Authentication Administrators
» Authorization S Edit oeadd | [EChange Status | € Delete [f3Duplicate I
~ Administrators [ status MName Description First Marne Last MName Ermail Address Admin Groups
O Enabled & admin Default Admin User Super Admin
Admin Users ] Enabled & ersadmin password = defaultlA ERS Admin
Admin Groyn:







Upgrade Readiness Tool (URT)

Available on Cisco.com under ISE Software

Upgrade Readiness Tool (URT) to validate config DB upgrade from 29-MAR-2018
2.0,2.0.1, 2.1, 2.2, 2.3 to 2.4. This is a signed bundle for image

integrity.

ise-urtbundle-2.4.0.357-1.0.0.SPA.x86_64 tar.gz

- CLI tool used outside of upgrade bundle

Detect potential upgrade issues
BEFORE upgrade.

No downtime needed to run tool.

Runs data upgrade on cloned database
on Secondary PAN or Standalone node.

Reports failures/success for each stage
as well as time estimate for upgrade.

Introduced in ISE 2.3

HHEHHAHHBHHHHHH BB B BHEHE
# Running Upgrade Readiness Tool (URT) #
HHEHHAHHHHHH BB B BHEHE
This tool will perform following tasks:

1. Pre-requisite checks

2. Clone config database

3. Copy upgrade files

4. Data upgrade on cloned database

5. Time estimate for upgrade

Pre-requisite checks

Disk Space sanity check - Successful
NTP sanity - Successful

Appliance/VM compatibility - Successful
Trust Cert Validation - Successful
System Cert Validation - Successful
Invalid MDMServerNames in Authorization
Policies check -Successful

6 out of 6 pre-requisite checks passed

Clone config database...

vl
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Upgrade Enhancements
Example URT Outputs

Cisco {l'l/&/

— Data upgrade step 93/96, NSFUpgradeService(2.3.0.206)... Done in @ seconds.

— Data upgrade step 94/96, ProfilerUpgradeService(2.3.0.206)... Done in 1 seconds.

— Data upgrade step 95/96, GuestAccessUpgradeService(2.3.0.206)... Done in 6 seconds.
— Successful

Running data upgrade for node specific data on cloned database

— Successful

Time estimate for upgrade

Estimated time for each node(in mins):
upsdev—vml1l1l(STANDALONE) :193

Application successfully installed

P U Y. . B s e ey

F=Data Upyrade oLlep S0/97, NCIWOTRACCESSUpPUralElZ2:3:0:.1/8)-.s Done 1In o seconas.
- Data upgrade step 91/97, NetworkAccessUpgrade(2.3.0.182)... Done in ® seconds.

~ Data upgrade step 92/97, CertMgmtUpgradeService(2.3.08.194)... Done in 3 seconds.
—~ Data upgrade step 93/97, UPSUpgradeHandler(2.3.0.201)... Failed.

- Failed

Final cleanup before exiting...

Collecting log files ...

- Encrypting logs bundle...

Please enter encryption password:

Please enter encryption password again to verify:

Encrypted URT logs(urt_logs.tar.gpg) are available in localdisk. Please reach out to Cisco to debug

%5 Post-install step failed. Please check the logs for more details.
upsdev-vmll/admin# exit

HCLUS BRKSEC-3697  © 2018 Cisco and/or its affiliates. All rights reserved.
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ISE Upgrade: Standard or Backup/Restore Method

Standard Upgrade

Overview  Upgrade

‘© Read anly mode. Click the Upgrade tab to procesd.
Node Group - Host Name Persona Version - Repository Status
npf-sica-pap02.6isco.com Admin seconoaRy 2.4.0.358 o Active
npf-sica-mnt02.cis00.com Monitor (PRMARY ) 2.4.0.358 » Active
sbg-bgla-pdp01 cisco.com Policy service 2.4.0.358 » Active
npf-sica-px02.cisco.com pxGrid 2.4.0.358 » Active
npf-sjca-pdp01.cisco.com Policy service 2.4.0.358 o Active
npf-sjca-pdp02.cisco.com Policy service 2.4.0.358 » Active
npf-sjca-pdp04.cisco
npl-sica-pr01.cisca, Overview Upgrade
npf-sjca-mnt01.cisco 1 Review Checklist 2 Download Bundle to Node(s) 3 Upgrade Node(s)
npf-sjca-pap01.cisco,

Print Checklist | Review the checklist before you begin upgrading the nodes.

Backup ISE
o Co

and data (see 1> System > Backup & Restore)

Upgrade - 3 step pr

« Backup system logs (see Operations > Troubleshoot > Download Logs)
« Export certificates and private keys (see Ad

Software e
« Review the ISE U| .
« Confirm valid ISE
+ Download the ISE| ove

1. Review Checklist

2. Download Bundle to Nodq

3. Upgrade Node(s) Credentials
* Make a note of thy
arsrans s 20
Operational Data Purge| ** —
« Purge operational + nefeajoa-pap02.clsce.com o Upgsang

Cancel

| have reviewed thy Admn secoaey

|nnf—qca—paw\ ci600.com AN (Famaas 2 nptsjca-papli cisca.com » Ungrade queved.

Sact notes o seguance 3

L T T T T ————

o CZD

Backup/Restore

Primary  Primary

Backup/Restore method requires more manual
effort, but provides "cleanest” upgrade.

CSCvi38845 Upgrade fails after Feed update due to less
heapspace -- Requires new Upgrade Bundles to be posted to
Software Center

CSCvh57345 Restore of 1.4/2.0/2.0.1 backup fails which taken
after Feed update -- Fixed in 2.2 Patch 8 and 2.4

HCLUS BRKSEC-3697  © 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 26




ISE Upgrade Best Practices Guide

https://communities.cisco.com/docs/DOC-77486

ISE Upgrades - Best practices Cisco

ISE upgrades — Best Practices

This deployment guide is intended to provide key details, information related to best practices, tips
and tricks for smooth upgrade of Cisco |dentity Services Engine software.

Krishnan Thiruvengadam
April 19, 2018

Cisco (('/6/

e
eployment

ISE Upgrades — Best practices cisco

Table of Contents

T (v d ot o A e e e e e P B o B Mo e e B A sy e S AT s 3
About Cisco Identity Services Engine (ISE). 3
About this guide. 3

Deployment fundamentals .
Plan your UPGrade ..........ocueiceiiiieicie ettt sb s s e e ebs e s b e s e e as e asesaae s e s aeebssann s aenaes i/
Single Step vs Multi-Step Upgrade

Life cycle of ISE 1.x release.

What hardware/software should | upgrade to?

Do I need a hardware upgrade?

Do | need to upgrade my VM?

A,

Key considerations for upg

What is better, in-place upgrades or backup/restore?

Guidelines to minimize upgrade time and maximize efficiency during production upgrade. .

Key functionalities added since ISE 2.x

Issues, Fixes and other consideration. 12
Pre-Upgrade Steps. 13

U pgrade proCEdine o O s e s s SN S e e S e s el sk s 15
Phase 1: Upgrade Secondary Datacenter. 16
Phase 2: Adding Additional Nodes and upgrade the Primary DC. 20
Post-Upgrade steps. 21
Single-Step Upgrade process 22

HCLUS
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Cisco Software Notifications
Be Alerted for New ISE Versions, Patches, PSIRTs, Field Notices, EoL, Bugs

Software Download ik

Downloads Home / Security / Network Visibility and Segmentation / Identity Services Engine / Identity Servi

(_searen.. ) Identity Services Engine

(Expand Al I Collapse Al ) Release 2.4.0

A Notifications

Latest Release N

Edit Notification

Identity Services Engine Software | Identity Services Engine System Software

Get natifications about New, Suggested, Software Advised, Deferred, Certified and Obsolete Software releases.

Name your Notification | ISE software upd.

Interested In

@© All Releases
O 2.4.0 and newer
O 2.4.0 only

An Email Delivered | Daily ~ Sentto | chyps@cisco.com

Edit All Notifications

vl
cisco

Cisco Services

2. Cisco Notification Service

© Feedback @ Sign Up © Unsubscribe

Software Updates for Identity Services Engine Software

Product Name: Identity Services Engine Software

Software Type: Identity Services Engine System Software

Release Version: 240
Alert Type: New File
File Name: ise-patchbundle-2.4.0 357-Patch1-18052411.SPA x86_64 tar.gz
File Release Date: 28-MAY-2018

Software Updates for Identity Services Engine Software

Identity Services Engine Software

Product Name:
Identity Services Engine System Software

Software Type:

Release Version: 201
Alert Type: New File
File Name: i 1.130- h6-1 18.SPA.
File Release Date: 30-MAY-2018

Find additional information in Software Downloads index.

@ 2018 Cisco and/or its affiliates. All rights reserved. Terms & Conditions | Privacy Statement | Cookie Policy | Trademarks
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Auth Policy Tuning and
Optimization




Auth Policy Optimization (ISE 2.2 and Earlier

/Y Home Opemtions|v  Policy|

v  Administration | ¥

E Summary of Policies
Alist of all your policies

|4 Policy Sets |+&] Profiing | Posture |&) Client Provisioning |2 Security Group Access & Policy Elerments
Policy Sets .
ficy IDeﬁne the Policy Sets by configuring rules bz PO||Cy Set on the left hand side to change the order.
[ Search policy names & descriptions. Pl -‘ Status e C dt Conditions
dr Gyr | o b | X Wireless onaiion Wireless Edit

¥ Authentication Policy

Authentication

[ Global Exceptions MAB © If Wireless_MAB Allow Protocols 3 f P
Rules across entire deployment o . Max Auth Rules S_Imple POIIcy_ Set Mode
Wired MACWLWA I ‘Rj;ﬂus.Called—Stztmn—ID ENDS WITH Pollcy Mode (Max p°||cy Sets=100)
Wireless I Default use AD_Internal_Endpoints Max Authentication 100 200
& ven Rules (2 rules + default)
L
- Dot1X : If Wieless_802.1X Allow Protocols 3 . .
Default e - Max Authorization 700
au Default use AD_Internal Users Rules 600 (7 rules + default)
Default Policy Set
Save Order Reset Order Defm;lg Rule (If no Allow Protocols : Default Network Access and use : AD_Internal_Users Edit | =
matcl
¥ Authorization Policy Authorlzatlon
» Exceptions (0)
Standard
PO I Icy Status  Rule Name Conditions (identity groups and other conditions) Permissions
S ets Wireless Black List Defa i Blacklist then  Blackhole_Wireless_Access Edit | v 0l
ult
.. . . . Edit | ~
Administration > System > Settings > Policy Sets
Domain_Computer ©  AD1:ExternzlGroups EQUALS cts.localf/Users then AD_Login Edit | =
/Domain Computers
Game Consoles - Reqist f  (EndPoints:EndPointPolicy EQUALS then  Game_Console Edit | «
BRKSEC-3697 ered Gam_e—ConsoIe—Reglstered AND Rgdius:CaIIed— 30




Policy Sets

Standard Equipment under new ISE 2.3 Policy User Interface

- No Authentication Outer Rule - Now part of Policy Set

‘dscs’ ldentity Services Engine Home  » ContextVisibility  » Operaions [Ed=lS@l * Administaton  » Work Centers License Wamning A

Paolicy Sets | Profiling  Posture  Client Provisioning  » Policy Elements

Policy Sets

+  Status Policy Set Name Description Conditions Policy Set Condition

Allowed Protocol i Hit Counts [ERERET
or RADIUS Proxy E—

[ @ Wired Wired Network Access Radius-NAS-Port-Type EQUALS Ethernet ] [ Default Network Access x v | au ] 23456 'a' )
@ Wireless Wireless Network Access Radius-NAS-Port-Type EQUALS Wireless - IEEE 802.11 Default Network Access x v = 0 -u' )
VPN VPN Network Access Radius-NAS-Port-Type EQUALS Virtual Default Network Access x v | & 0 ﬂ' >

@ Enabled
@ Disabled Default policy set Default Network Access x v & 0 -u' >

@ Monitor

In addition to organizing policy rules and making it more efficient
and easy to manage, policy sets are great for staging test rules

vl
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Search Speed Test

- Find the object where...

- Total stars = 10

- Total green stars = 4

- Total red stars = 2
- Quter shape = Red Triangle

: 5 s
PR FEN ook x| | %k
ook kok \ /Hkhk *k | | * Kok

Cisco (('/6/

HCLUS




Auth POIle Optlmlzatlon (Policy Logic: )

Avoid Unnecessary External Store Lookups o First Match, Top Down
o Skip Rule on first negative

v Authorization Policy condition match
» More specific rules generally at top

> Exceptions (0, « Try to place more “popular” rules

Standard before less used rules.
m \_ _/
Fd Employee_MDM MDM:DeviceCompliantStatus EQUALS Employee
Compliant MDM:DeviceReqgisterstatus

EQUALS Registered AD1:ExternalGroups
EQUALS cts.local/Users/employees-
contractors ' EndPoints:LogicalProfile
EQUALS Android Devices

Example of a Poor Rule: Employee_MDM
 All lookups to External Policy and ID Stores
performed first, then local profile match!

ol
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Auth Policy Optimization

Rule Sequence and Condition Order is Important!

w Authorization Policy (Example #1: Employee ) rExample #2: Employee_CWA )
1.Endpoint ID Group 1.Location (Network Device Group)
b Exceptions (0) 2.Authenticated using AD? 2.Web Authenticated?
Standard 3.Auth method/protocol 3.Authenticated via LDAP Store?
\_ 4.AD Group Lookup Y, \_ 4.LDAP Attribute Comparison )
Status  Rule Name Cnndrtinanééident'rtv groups and other conditions) Permissions
> Employee Registered Devices [Netwaork Employee
Access:AuthenticationIdentityStore EQUALS
AD1 Metwork
Access:AuthenticationMethod EQUALS
MSCHAPY?2 AD1:ExternalGroups
EQUALS cts.local/Users/employees
Fd Employee_CWA DEVICE:Location EQUALS Al Employee

Locations#MNorth_America#5an_Jose
Metwork Access:UseCase EQUALS Guest
Flow Metwork
Access:AuthenticationIdentityStore EQUALS
AD LDAP Radius:Calling-Station-ID
EQUALS

AD LDAP:msNPSavedCalingStationID

BRKSEC-3697 34



ity Services Engine Home Context Visibility » Operations » Administration + Work Centers License Waming 4k

Policy Sets Profiling  Posture  Client Provisioning » Policy Elements

Auth Policy s

O"CV Set
+  Status Policy Set Name Allowed Protocols / Server Sequence  Hits

Condition

Default Network Access x v o 0

@  wired

¥ Authentication Policy (1)

¥ Authorization Policy Local Exceptions

¥ Authorization Policy Global Exceptions

W Authorization Policy (2)
Results
+
Status Rule Name Conditions Profiles Security Groups Hits  Actions
k. AD1-ExternaiGroups EQUALS cts local/Usersiemployees
OR AD1-E 5 f
D1-ExternalGroups EQUALS cts local/lUsersiemployees-
AND (&) o
contractors
E AD AllowDialin EQUALS true
E W™D RegisterStatus EQUALS Registered
1 CERTIFICATE-Subject - Organization Unit CONTAINS
MyOrganization
©@  Employee AND OR * PermitAccess + Employees x v 4 0 &
- IdentityGroup-Name EQUALS Endpoint identity = !
Groups: RegisteredDevices
MyCorpSQL-Asset Type EQUALS Corporate
Network Access-EapAuthentication EQUALS EAP-TLS
AND k  EndPoints EndPointPolicy STARTS_WITH Windows7
OR
f  EndPoints EndPointPolicy STARTS_WITH Windows10
L] DEVICE-Location EQUALS All Locations#L

. (' / @  Default * DenyAccess + v+ 0 £ e
Clsco lvc BRKSEC-3697 B85}



Auth Policy

ISE 2.3 Example

asco  ldentity Services Engine

Home » Context Visibility » Operations ~ Policy » Adminisiration + Work Centers

Policy Sets Profiling  Posture  Client Provisioning » Policy Elements

License Waming £

+  Status Policy Set Name

Nested Conditions
“IS NOT” insertion

Simplified Boolean
(AND/OR) logic

Rule Hit Counts

Condition Library
with Drag & Drop

BRKSEC-3697

| Policy Set
Condition

Allowed Protocols / Server Sequence Hits.

Default Network Access

contractors

E; AD1-ExternalGroups EQUALS cts.local/Usersiemployees

AD1-ExternalGroups EQUALS cts local/Usersiemployees-

N

AD1-msNPAllowDialin EQUALS true

MDM-DeviceRegisterStatus EQUALS Registered

CERTIFICATE-Subject - Organization Unit CONTAINS
MyOrganization

IdentityGroup-Name EQUALS Endpoint Identity
Groups:RegisteredDevices

MyCorpSQL-Asset Type EQUATS Corperaia

AND

--

Network Access-EapAuthentication EQUALS EAP-TLS

'Eg EndPoints-EndPointPolicy STARTS_WITH Windows7

'f:g EndPoints-EndPointPolicy STARTS_WITH Windows10

DEVICE-Location EQUALS All Locations#US#SanJose

Lirity Groups Hits  Actions
Employass 47228
v * 0 &
36




Policy > Policy Elements > Conditions

Advanced Compound Conditions (before ISE 2.3)

Tic-Tac-Toe

Authorization Simple Conditions
For Policy Export go to Administration = System = Backup & Restore = Policy

Autharization Compound Condition List > New Authorization Compound Condition

Authorization Compound Conditions

= If you switch to the advance view, you can not switch back.

Descripd Do you want to proceed?

Yes | No | P

J Edit  obAdd  [fyDuplicate | 3¢ Delete

i Bl i *Condition Expression
O A shavior EndPoints: AnomalousBehaviour EQUALS t
] Anon xeeption EndPoints:EndPointPolicy EQUALS Anomal
O Asia DEVICE:Location EQUALS All Locations#5
D CertRe F' t t S' | — - F— -  — — — - - "
O Europ IF'ST Create simpile i | Select a condition to insert below v || ()]l vl & ||| validate Expression |
] India COnditionS. ReCIUired o3:] : - : - Simble Conditions
[ Mobile to make Advanced o | (Mobile_Devices | Workstation_Devices & SSID1) & US_West) |
(1 Printer . = | [ (Mobile_Devices & SSID2) | (Workstation_Devices & 1 5S5I02) & 1US_East)
O ssor \ . COMpound Conditions. L
0 ssip2 Radius:Called-Station-ID ENDS_WITH ssid § ssIDi -
] us_East DEVICE:Location EQUALS All Locations#M g siD2
(] us west DEVICE:Location EQUALS All Locations#5an Jose _ _
0 Wireless_Accass Radius:NAS-Port-Typs EQUALS Wireless - IEEE 802.11 > © Mobile_Devices
[ 1 workstation_Devices EndPoints:LogicalProfile EQUALS Weorkstations @ Printer_Devices

R / W Workstation_Devices
Cisco(l ch HCLUS BRKSEC-3697 ©2018 C W Anaomalous_Behavior
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First Things First — Build Common Conditions

Save with User-Friendly, Intuitive Names

Library

® .
‘ Search by Name ‘ San Jose OR New York

= Set to 'Is not' (@) Duplicate

------------------------------------------------------------------------------------------------------------------------------------------------

DEEN EEEEEEEIOEE -
or
@ San@ 6} -

E San Jose OR New York @

________________________________________________________________________________________________________________________________________________

Description (c
Condition D




ISE 2.4 Auth Policy Scale

- Max Policy Sets = 200
(up from 100 in 2.2; up from 40 in 2.1)

- Max Authentication Rules = 1000
(up from 200 in 2.2; up from 100 in 2.1)

« Max Authorization Rules = 3000
(up from 700 in 2.2; up from 600 in 2.1)

- Max Authorization Profiles = 3200
(up from 1000 in 2.2; up from 600 in 2.1)

vl
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Dynamic Variable Substitution

Rule Reduction

 Authorization Policy Conditions

« Match conditions to unique values stored per-
User/Endpoint in internal or external ID stores
(AD, LDAP, SQL, etc)

v Authorization Policy

Standard
Status Rule Name Conditions (identity groups and other conditions . Permissions
Dynamic Match Rule Radius:Calling-Station-ID MATCHES|LDAP1jDepartment Permit Access
i

 ISE supports custom User and Endpoint attributes

- Authorization Profile Conditions m Attribute

v Advanced Attributes Settings

Radius:Class

InternalEndpoin

Cisco (('/6/
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Dynamic Variable Substitution - Example
Define Custom User Attributes

= User Custom Attributes
Aftribute Name Description Data Type Parameters Default Value Mandatory
i [user_1P | | static IP address assignment | | IP : 192.168.200.0 | O =
ﬂ} User_VLAN | |Per-User VLAN assignment | | Int - | Min value : 100, Max value : 200 < | [100 | =
| Liser_Start_Date | | Hire Date | Date 0 0 =
| Is_User_Temp_Employeas | | Temporary Employes Tracker | Boolean i O =
) o dacL | |Per-user ACL assignment | | String - | String Max length < | [20 | —
| save NEESS

vl
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Dynamic Variable Substitution - Example

Populate Internal or External User Account e s
AD / LDAP /SQL / OTP

Network Access Users List > New Network Access User

v Network Access User employeel Properties ﬂ
*Name [ jsmith Interna_l User' Dialin | Environmenit | Sessions I Remote control
Status | Enadled ~ Update via Import ' Remote Desktop Services Profile |  Personal Virtual Desktop | COM-
Email [ jsmith@company.com 1 or ERS AP' General  Address |Acmurrt I Profile | Telephones | Organization | Member Of

v Passwords

"\?““&”?“V‘?W‘Eﬁ/\ T OO, Strest: I ;I

v Account Disavle Policy =

O Disable accountif date exceeds | 2017-06-28 (yyyy-mm-dd) P.O. Bax: I

City: ICleveland

w User Custom Attributes

User_IP = 192.168.200.185 | (1Pv4 or 1Pvs Address) State/province: I

B i = [100 | Zip/Postal Code: IEmpree-.ﬁ.CLI l
User_Start_Date = [2017-01-01 | (yyy-Mu-dd)

Courtry/region: I "I
Is_User_Temp_Employee = [ FALSE v R

* User_dACL = [ Employee-acL |
v User Groups | QK I Cancel | Apphy | Help |
Employes

&LUS BRKSEC-3697  © 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



1.

Dynamic DACL Values in Authorization Profile

Per-User Policy in 1 rule

Populate attribute in
internal or external
ID store.

Reference attribute
in Authorization
Profile under dACL

Internal User example

External User example

Altharization Profiles > New Authorization Profile

Authorization Profile

* Name | Employss Access |

Description | Policy for Employee Access

A

 Access Type [ACCESS_ACCEPT |

MNetwork Device Profile e CiscoWired | « | &3

Service Template o
Track Movement oG

Fassive ldentity Tracking [ ;

» Common Tasks

I# DACL Name

InternalUser

(

=)

(:37 =T
— L

E|

I I @ I E @ B EEB EH

EnableFlag i
Firstname

IdentityGroup
Is_lser_Temp_Employee

Lastname

MName

User dACL

User_IP

User_Start_Date

User_VLAN

UserType -

| InternalUser:Uiser_dACL

'\..«'|

¥ DACL Name

BRKSEC-3697

|LDAP1:postalCode
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Dynamic VLAN Values in Authorization Profile

Per-User/Endpoint Policy in Single Authorization Rule

- Set VLAN
number of name
in unique
attribute in local
or external ID
store.

+ Common Tasks

DACL Mame

Dynamic attributes not currently supported under
Common Tasks, so must use Advanced Attr. Settings

» Advanced Attributes Settings é—J

- Ex:
AD1:postalcode

« VLAN value will
be retrieved and

replaced with
variable name;

Cisco {l'l/&/

Access Type = ACCESS ACCEPT
1> Tunnel-Private-Group-ID = 1:AD1:postalCode \[

¥ : [Radius:Tunnel-Private-Group-ID  &| = |AD1:postalCode || oD 1 [ EditTag,]
|Radius:TunneI-T~,r|:|e 1::1| = |UL&N | TagID 1 | Edit Tag. |
|Radius:TunneI-Medium-Tvpe 1.::f| = |BEIE | TagID 1 | Edit Tag |

w Attributes Details

Tunnel-Type = 1:13

- AD1 for authenticated user ID.
Tunnael-Medium-Type = 1:6

Actual value will be based on lookup in |

vy
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Dynamic Authorization for Security Group Tags

Segmentation Policy Based on Per-User/Device Attributes

Authorization Profile

* Name | DynamicSGT |

employeel Properties | 71X

Dialin |  Environment I Sessons |  Remote control
Remote Desktop Services Profle | Personal Vitual Desktop |  COM+

Description | Retrieve segmentation value from user account in external ID st

General | Address | Account | Profile | Telephones | Organization | Member Of |

* Access Type | ACCESS_ACCEPT v |

Network Device Profile i Cisco | w | €53

replaced with variable name
v Advanced Attributes Settings

\
» Common[ SGT value will be retrieved and

Cisco:cisco-av-pair | |ADl:description | r——

v Attributes Details

L?) employee1

ID store set to SGT value
Display name: [employee1

W [ds:sewritygroup{ag =0002-0

Office: jur-redirect =http://ad cts Jocal

Last name:

First name: [Attribute in local or external]

Teleghone pumbec. |

Access Type = ACCESS_ACCEPT

cisco-av-pair = ADL:description | CISCO-a@V-pPair = cts:security-group-tag=0002-0 —
_ Oter. |

st JETTH

Web page: l

HCLUS
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Session Trace (aka Policy Trace Tool)

What-If ISE Policy Tester

Three-Step Process:
1. Build test policy @

2. Run test

-

Test policy is run through same
rules engine as real traffic, but
completely simulated.

~

No actual endpoints or network

devices required!
\_ ! J

3. View and compare results

Cisco {l'l/&/ HCLUS
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Session Trace Test Cases > New

Build Test Policy s o oG

Test Samp Run Test Previous Runs
Option 1: Start with Existing Session
Description
~ Predefined Test
Predefined test Select type (optional) j
Custom Attributes
aluabi |dent i i ol o @ = o
cisco. ty Services Engine Home » Context Visibility + Policy » Administration » Work Centers

~RADIUS | Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot  » Adaptive Network Control ~ Reports

Radius.Calling-Station-1D=78-9{-70-7b-80-02
Live Logs  Live Sessions Radius.User-Name=sathishr
pig S Radius.Service-Type=Framed
£ Refresh @ Reset Repeat Counts & Export To Radius.NAS-IP-Address=10.127.16.84
Radius.NAS-Port-Type=Wireless - IEEE 802.11
Time Status Details Repeat ... Identity Endpoint ID Endpoint P... Network Access.NetworkDeviceName=sbgise-bgl13-00a-wic1
x Auth Pass 7| i x IEGDI73E02CEF x  Endpoint Prof Network Access.Protocol=RADIUS

Actions . . Radius.NAS-Port=1
:07.58.! Pl 78:9F.70.7B:80:
Apr 30, 2017 03:07:58.668 PM o ) 8:9F.70.7B:80:02 0S_X_El_C. Radius.Framed-MTU=1300
Show Session Trace... ‘
Apr 30, 2017 03:07:55.009 PM a E0:D1:73:E0:2C:EF Cisco-IP-Ph...

Summary of all attributes

Radius.Calling-Station-ID=78-9f-70-7b-80-02
Radius.User-Name=sathishr
Radius.Service-Type=Framed
Radius.NAS-IP-Address=10.127.16.84
. Radius.NAS-Port-Type=Wireless - IEEE 802.11

J ACtIOI"IS Network Access.NetworkDeviceName=sbgise-bgl13-00a-wic1
.$. Network Access.Protocol=RADIUS

\ Radius.NAS-Port=1
Show Session Trace — Radius.Framed-MTU=1300
Radius.State=37CPMSessionID=0a7{105400003d4e59066039;4 1Session|D=sbg-

bgla-pdp01/281240336/258896;
Radius.Acct-Session-ld=59066039/78:9f:70:7b:80:02/15696
Radius. Tunnel-Private-Group-ID=(tag=0) 133

Cisco {"/5/ #CLUS BRKSEC-3697 48




Build Test Policy

Option 2: Start from Scratch (Fully Custom Policy)

il
cisco

» RADIUS

wDiagnaostic Tools
———

« General Tools

RADIUS Authentication Trouble..

Execute Network Device Comm...

Evaluate Configuration Validator
Posture Troubleshooting
EndPoint Debug

TCP Dump

Session Trace Tests

» TrustSec Tools

Identity Services Engine

Threat-Centric NAC Live Logs

Home » Context Visibility

» TACACS | ~Troubleshoot

Download Logs

Session Trace Test Cases > New

Session Trace Test Case

«Operations

» Adaptive Network Control

» Policy » Admini

Test Setup Run Test

Previous Runs

stration » Work Centers

Reports

1. Build (Setup)
2. Run

Name *

Description

3. View/Compare

Select type (optional) '|

- Predefined Test
Predefined test

Select type (optional) ¥

Basic Authenticated Access
> Profiled Cisco Phones

Custom Attributes

O
1]

Compliant Devices Access
Wi-Fi Guest (Redirect)
Wi-Fi Guest (Access)

(<]

Summary of all attributes

Operations > Troubleshoot > Diagnostic Tools > Session Trace Tests

BRKSEC-3697

Dictionaries

(

v v

Ly AucapaLe
|| Alcatel-Lucent
| Alpha_LDAP
|| Aruba

|| Brocade

| CERTIFICATE
|| Cisco

|| Cisco-BBSM
| Cisco-VPN3000
| CiscoAD

[ WA

| DEVICE

=2 EndPoints
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Session Trace
Run Test

- User Groups & Attributes

External User Attribute/Group Viewer
User employee1
Identity Stare [ AD1 x‘.":l
LDAP1
shuwgmupsj’attﬁbutes _
MySaL
R <
Groups Attributes

Name Optional: View
ctslocallUsersiemployess group & attnbutes
cts local/Users/employees-contrac fetChed from

cis.local/Users/Domain Users AD/LDAP/ODBC

Session Trace Test Cases = New

Session Trace Test Case

Test Setup Run Test Previous Runs

Test Name MyTest

ISE MNode ise22-panl.cts.local

|

PSN to run test

Policy Stage

Policy Set

Authentication Policy (Allowed Protocols)

Authentication Palicy (Identity Selection)

Exception Autharization Palicy

Authorization policy

Run Results
show matching
rules and objects

Matching Rule Result Object(s)
Default

Default Default Network Access

Default All_User_ID_Stores
DenyAccess

Results assume typical conditions, rather than irregular situations that may cause access failures @

User Groups & Attributes N&

HCLUS BRKSEC-3697
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Session Trace

View and Compare
Previous Test Runs

Select the previous
runs to view and/or
compare

Cisco [l V&/

BRKSEC-3697

Session Trace Test Cases = SessionTraceExample

Session Trace Test Case

Test Setup Run Test

2 Selected

@ View/Compare

P

M Trash~

revious Runs

v Time Authentication Policy...  Allowed Protocol Authorization Profile
L
] 10/6/16 4:32 PM Default Default Metwork Access DenyAccess
"] 10/6/16 4:33 PM Default Default Metwork Access PermitAccess
—
Time 10/6/M16 4:32 FM 10/6/16 4:33 FM
ISE Node dev-na-ambaeri . cisco.com dev-na-ambaeri . cisco.com
Policy set name Default Default
Authentication rule Default Default
Authorization profile DenyAccess PermitAccess

Configured attributes

Aftribute Name Value

Value

Radius. User-Name badUser

goodUser
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Active Directory Sites and
Services

Scaling AD Integration w/Sites & Services ﬁ

How do | ensure Local PSN is connecting to Local AD controller?

Without Site & Services Properly Configured

® Active Directory Sites and Services

] File Acton View Help
Which AD e 7[m XL o= H6m| 2

server ShOU|d [ffE Active Directory Sites and Services | Name | Site | Location
| connect to? t | 192.168.1.1... Default-First-Sit...

| 192.168.1.103/32 | will connect
|| Inter-Site Transports

Which AD B Default-First-site-Name with local AD
server should server X!

| connect to?

O
® Site Y’

| will connect
with local AD
server Y
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AD Sites and Services Elﬁﬁﬁz‘:‘-‘ﬁii

Links AD Domain Controllers to ISE Servers Based on I= Address

BN Server Manager (AD) Subnets 7 objects [Filter Activated]
= 5 Roles
Active Directory Certificate Services
=l Active Directory Domain Services

Description
[ 10,1.10,0/24  Ohio Subnet Head Quarters

] Active Directory Users and Computs DC1 Server Farm
= [ Active Directory Sites and Services ==L DC2 Server Farm
= [ sites EMEA Cluster

=2 [E910.3.0.0/16  Singapore Subnet  AsiaPac Cluster

|E2 10.4.0.0/16 Mew'ork Subnet US-East
|E2 10.5.0.0/16 SanJose Subnet US-\West

[E2 10.1.10.0/24
|2 10.1.100.0/24
|2 10.1.101.0/24
[E3 10.2.0.0/16
[z 10.3.0.0/16
|5 10.4.0.0/16
|z 10.5.0.0/16

DNS and DC Locator Service
work together to return list of
“closest” Domain Controllers
based on client Site (IP address)

F2l Default-First-Site-Name
= [ Servers

g ap
= L]

[+

| Singapaore

d London

4 SanJose

d MewYork e
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Authentication Domains (Whitelisting)

« “Whitelist” only the
domains of interest—those
used for authentication!

* In this example, the join
point can see many
trusted domains but we
only care about r1.dom

Enable r1.dom
And disable the rest

Cisco (l'l/&/

Connection

[

1

[ ] Use all Active Directory domains for authentication ¢

/" Enable Selected

Name
c1.ri.dom
cZ2.c1l.ri.dom
c3.r2.dom
c4.ri.dom
cH.c4.ri.dom
c6.c5.c4.r3.dom
ri.dom

r2.dom

OO0dOO0O0000

r3.dom

% Disable Selected

a Authenticate
NO
NO
NO
NO
NO
NO
YES
NO
NO

Groups

/ 'Show Unusable Domains

Forest

R1.dom
R1.dom
R2.dom
R3.dom
R3.dom
R3.dom
R1.dom
R2.dom
R3.dom

SID

5-1-5-21-744
5-1-5-21-419¢
5-1-5-21-34T
5-1-5-21-743¢
5-1-5-21-6791
5-1-5-21-170-
5-1-5-21-132
5-1-5-21-971¢
5-1-5-21-114¢

HCLUS BRKSEC-3697
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Authentication Domains - Unusable Domains

- Domains that are unusable, e.g. 1-way trusts, are hidden automatically

- There’s an option to reveal these and see the reason

n Domains Groups

uthentication ¢

P! 'Show Unusable Domains

Unusable Domains 4

Cisco (('/6/

Listed below are domains that have been identified by ISE, but may not be used for
authentication. For details, refer to the "Reason for Exclusion” column.

MName & Reason for Exclusion Forest sSID

ré.dom R6.dom % S5-1-5-21-853624879-338281.
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Run the AD Diagnostic Tool

Check AD Joins at Install & Periodically to Verify Potential AD Connectivity Issues

oFRun Tests * JView Test Details v @ Stop All Running Tests 5] Reset All tests to "Not Run"

Test Mame -
DMS A record high level APl query '/

DNS A record low level AP query @

DNS SRV record query i

DNS SRV record size ¢

Kerberos check SASL connectivity to AD
Kerberos test bind and query to ROOT DSE ...
Kerberos test obtaining join point TGT
LDAP test - DC locator @

ODoooooood

Join Point
cisco.com
cisco.com
cisco.com
cisco.com
cisco.com
cisco.com
cisco.com

Cisco.com

Status
Successful
Successful
@ Failed

& Failed
Successful
Successful
Successful
Successful

Result and Remedy

Address record found

Address record found

Response contains no answer. Check DNS configuration.
Response contains no answer. Check DNS configuration.
SASL connectivity test to AD was successful

ROOT_DSE was successfully reached

TGT was obtained successfully

DCs availability test was successful List of RPC/LDAP a...

« The DNS SRV errors can actually mean something else
* The response was too big...and retried with TCP, etc.

* A sniffer can confirm

« AD Sites or DNS configuration changes are required to get that optimized

Cisco {l'l/&/
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AD Background Diagnostics

Schedule Periodic Testing to Verify AD Connectivity and Health

= AD diagnostic tests run in the background without interrupting user auth
= Scheduled to daily at 00:00, by default
= Alarm is fired if test fails

Active Directory > Active Directory Diagnostic Tool
Active Directory Diagnostic Tool
These tests check proper Active Directory configuration and operation of the Active Directory Service for use with ISE.

ISE node | Positron-vm-2.demo.local v| Run scheduled tests

Join Point | All Instances ¥

— Start At | 00:00 Hrs.
| Run Tests Now |

Summary: i Successful

Finish running tests (7:54:05 AM). |-ﬂ.i

%}:Run Tests v ) View Test Details v @ Stop Al Running Tests [£)Reset Al tests to Not Run”

[[] TestName  Join Point Status Result and Remedy

[ii] System health - check AD service System Successful AD service is running

[J system health - check DNS configuration i System |54 Successful DNS configuration & status test was successful
O System health - check NTP & System &4 Successful NTP configuration & status test was successful

Cisco {l'l/c:/ HCLUS
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Enhanced AD Domain Controller Management and Failover

Preferred DC Based on Scoring System

=)
| -
wm
o
» O
DO —
W_
o w
Lak
o O
+— )




BRKSEC-2132 What’s new in ISE
Active Directory Connector
(CiscoLive.com/online) -Chris Murray

AD Integration Best Practices

- DNS servers in ISE nodes must have all relevant AD records (A, PTR, SRV)

« Ensure NTP configured for all ISE nodes and AD servers ] 2
- Configure AD Sites and Services
(with ISE machine accounts configured for relevant Sites)

« Configure Authentication Domains (Whitelist domains used) (ISE 1.3)
- Use UPN/fully qualified usernames when possible to expedite use lookups
« Use AD indexed attributes™ when possible to expedite attribute lookups

« Run Scheduled Diagnostics from ISE Admin interface to check for issues.

+ Microsoft AD Indexed Attributes:
http://msdn.microsoft.com/en-us/library/ms675095%28v=vs.85%29.aspx
http://technet.microsoft.com/en-gb/library/aa995762%28v=exchq.65%29.aspx
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Single URL for Sponsors/MyDevices

Global Load Balancers / “Smart DNS” Example

£

Global LB

Y

Use Global Load Balancing / intelligent DNS to direct traffic to closest
VIP. Local Web Load-balancing distributes request to single PSN.

Load Balancing simplifies and scales ISE Web Portal Services

\

Y- N\

BRKSEC-3697 /

DNS SERVER: DOMAIN =
COMPANY.COM

ISE-PSN-9

SPONSOR 10.1.0.100
10.2.0.100
10.3.0.100

MYDEVICES 10.1.0.100
10.2.0.100
10.3.0.100

ISE-PSN-1 TO.1.1.1

ISE-PSN-2 10.1.1.2

ISE-PSN-3 10.1.1.3

ISE-PSN-4 10.2.1.4

ISE-PSN-5 10.2.1.5

ISE-PSN-6 10.2.1.6

ISE-PSN-7 10.3.1.7

ISE-PSN-8 10.3.1.8

3.1.9




. - . ISE Web Services: Sponsor, Guest,
ISE Certificate without SAN 4, bevices, CWA. Hotspot. Posture,
Certificate Warning - Name Mismatch Chent Provisioning, MDM, BYOD, Cert

DNS Lookup = sponsor.company.com

http://sponsor.company.com

DNS
Server

10.1.99.5

DNS Response = 10.1.98.8

SPONSOR 10.1.98.8

http://sponsor.company.com

10.1.99.6

ps://sponsor.company.com:8443/sponsorportal

Q
;:} ISE Certificate

Subject =
ise-psn-3.company.com

Load Balancer

Name Mismatch! 10.1.99.7
Requested URL = sponsor.company.com :
Certificate Subject = ise-psn-3.company.com

ISE-PSN-3

vl
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ISE Certificate with SAN

No Certificate Warning

SPONSOR

ISE Certificate

Subject =
ise-psn.company.com

ise-psn-2.company.com

ise-psn-3.company.com
G sponsor.company.com__J

Cisco (l'l/&/

DNS Lookup = sponsor.company.com

DNS
Server

DNS Response = 10.1.98.8

10.1.98.8
http://sponsor.company.com

ttps://sponsor.company.com:8443/sponsorporta

Load|Balancer

SAN= Certificate OK!
ise-psn-1.company.com Requested URL = sponsor.company.com

Certificate SAN = sponsor.company.com

10.1.99.5

ISE-PSN-1

10.1.99.6

ISE-PSN-2

10.1.99.7

ISE-PSN-3
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Subject Alternative Name (SAN) :: [ DNS Name ~|| psn.ise.company.com

“Universal Certs”
UCC or Wildcard SAN Certificates

Allow Wildcard Certificates [] i <@

- | | *.ise.company.com

Checkbox to use wildcards

Node(s)
Generate CSR's for these Nodes:

CN must also exist in

Node RN SAN
ise-psn ise-psn/Admin
Subject

Commeon Name (CN)J $FQDN$

Universal Cert options:
« UCC / Multi-SAN
» Wildcard SAN

State (ST) [NC

Country (C) [us |

Subject Alternative Name [SAN) EE DNS Mame - |ise_psn_company_com

DNS Name v| |mydevices.company.com |

...... |

[ 1P Address ~ || 192.168.254.99

Other FQDNs or wildcard
as “DNS Names”

N IP Address is also option | «




Dedicated Web Interfaces
Direct Access and URL-Redirected Traffic with Dedicated PSN Web Interfaces

RADIUS session load-balanced to PSN @ 10.1.99.6
( \ 10.1.99.0/24

UserA 10.1.10.0/24 10.1.98.0/24

User B

& 10.1.91.0/24

* Response to traffic received on an interface sent out same interface
User C if default route exists for interface: No SNAT required!

Default route 0.0.0.0/0 10.1.99.1ethO
Default route 0.0.0.0/0 10.1.91.1eth1

vl
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Dedicated Web Interfaces

Symmetric Traffic Flows
- Configure default routes for each interface to support symmetric return traffic

ise24-psn-x/admin# config t
Enter configuration commands, one per line. End with CNTL/Z.
isel3-psn-x/admin (config)# ip route 0.0.0.0 0.0.0.0 gateway 10.1.91.1

- Validate new default route

ise24—psn—x/admin# sh lp route What |S default route for

, , outbound connections when
Destination Gateway Iface .
_______________________ multiple default routes
10.1.91.0/24 0.0.0.0 ethl configured?
10.1.99.0/24 0.0.0.0 eth0
default 10.1.91.1 ethl ISE 1.3/1.4: Round-robin
default 10.1.99.1 eth0 ISE 2.0: ip default-gateway

ol
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Use Publicly-Signed Certs for Guest Portals!

- Starting in ISE 1.3,
HTTPS cert for Admin
can be different from
web portals

- Guest portals can use a
different, public
certificate

« Admin and internal
employee portals (or
EAP) can still use certs
signed by private CA.

Cisco (('/6/

v Portal Settings

HTTPS port: * (8000 - 8999)

Allowed interfaces: *

|| Gigabit Ethernet 0
# Gigabit Ethernet 1
(| Gigabit Ethernet 2
|| Gigabit Ethernet 3

rd

Redirection based on first
service-enabled interface;
if ethO, return host FQDN;
else return interface IP.

Certs assigned to

Certificate group tag: *I |Pu blic Portal Certificate Group ;l I\

Configure certificates at:
Administration > System > Certificates > Syste

_.J i

Authentication method: * | Guest_Portal_Sequence

Configure authentication methods at:

Administration > Identity Management > Identity Source Sequences
Administration > External Identity Sources > SAML Identity Providers

this group signed
by 3rd-party CA

HCLUS

BRKSEC-3697
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Secondary Interface - CWA Example

DNS & Port Settings-Single Non-Management Interface Enabled for Guest Portal

- CWA Guest Portal access for - [P Address for eth1 on ISE-PSN-1
ISE-PSN-1 configured for eth is 10.1.91.5
Allowed interfaces: * | | Gigabit Ethernet O ISE Node IP Address Interface
| (¥ Gigabit Ethernet 1 I | ISE-PSN-1 10.1

| Gigabit Ethernet 2 ﬂ:sgzgsmj 18'1 'g;'g EZEE;

|_| Gigabit Ethernet 3 ISE-PSN-1 10.1.93.5 # eth3

- ISE-PSN-1 10.1.94.5 # eth4

ISE-PSN-1 10.1.95.5 # eth5

- Authorization for URL Redirect
cisco-av-pair = url-redirect=https://ip:port/portal/gateway?sessionld=Se:

- By default, PSN substitutes host FQDN for ‘ip’ on ethO, but interface IP
for other interfaces. So what is the resulting redirect for eth1?

cisco-av-pair = url-redirect=https://10.1.91.5:8443/portal/gateway?sess

vl
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CWA Example with FQDNs in SAN

URL Redirection Uses First Guest-Enabled Interface (eth1)

Admin/RADIUS:
eth0: 10.1.99.5
RADIUS Authentication requests sent to ise-psn1 @ 10.1.99.5. ISE-PSN1
2. RADIUS Authorization received fromise-psn1 @ 10.1.99.5 with
URL Redirect to https://10.1.91.5:8443/...

User sends web request directly to ise-psn1 @ 10.1.99.5.
User receives cert name mismatch warning.

_

o RADIUS request to ise- psn1 @ 10.1. 99 5

https://10.1.91.5:8443/...

User .
https://10.1.91.5:8443/... Switch
HTTPS response from 10.1.91.5 /" Guest
: € eth1:10.1.915
(> Name Mismatch! )
o _ MyDevices

2% ISE Certificate Requested URL = 10.1.91.5 oth2 101 02,5

Gl Certificate SAN = ise-psn1.comany.com ————

ise-psn1.company.com = SpelisalreneriLeem Sponsor

SAN = = mydevices.company.com eth3: 10.1.93.5

ise-psn1.company.com
Sponsor. company com
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Interface Alias Example

DNS and Port Settings - Single Interface Enabled for Guest

Interface eth1 enabled for Guest Portal/

(config)tt ip host 10.1.91.5 ise-psn1-guest.company.com

Guest DNS resolves FQDN to correct IP address

DNS SERVER
DOMAIN = COMPANY.COM

ISE-PSN1-GUEST IN A 10.1.91.5 #eth'll

ISE-PSN2-GUEST IN A 10.1.91.6 #eth1

ISE-PSN3-GUEST IN A 10.1.91.7 #eth

Cisco (l'l/&/ BRKSEC-3697

HCLUS

Allowed interfaces: * || Gigabit Ethernet 0

# Gigabit Ethernet 1 I

|| Gigabit Ethernet 2
[ | Gigabit Ethernet 3

URL redirect = https://ise-psn1-guest.company.com:8443/...

FQDN with
Publicly-Signed

Cert
DNS SERVER
DOMAIN = COMPANY.LOCAL
ISE-PSN1 IN A 10.1.99.5 #ethO
ISE-PSN1-MDP IN A 10.1.92.5 #eth2
ISE-PSN1-SPONSOR IN A 10.1.93.5 #eth3
ISE-PSN2 IN A 10.1.99.6 #ethO
ISE-PSN2-MDP IN A 10.1.92.6 #eth2
ISE-PSN2-SPONSOR IN A 10.1.93.6 #eth3
ISE-PSN3 IN A 10.1.99.7 #ethO
ISE-PSN3-MDP IN A 10.1.92.7 #eth2
ISE-PSN3-SPONSOR IN A 10.1.93.7



CWA Example using Interface Alias

URL Redirection Uses First Guest-Enabled Interface (eth1) [aamnradius
eth0: 10.1.99.5
ISE-PSN1

1. RADIUS Authentication requests sent to ise-psn1 @ 10.1.99.5.

2. RADIUS Authorizationreceived fromise-psn1 @ 10.1.99.5 with
URL Redirect to https://ise-psn1-guest:8443/...

3. DNS resolves alias FQDN ise-psn1-guestto 10.1.91.5 and sends
web request to ise-psn1-guest@ 10.1.99.5.

4. No cert warning received since SAN contains interface alias FQDN.

RADIUS request to ise-psn1 @ 10.1.99.5

RAD authorization; URL redire
evice

https://ise-psn1-guest.company.com:8443/...
A@- HTTPS response from 10.1.91.5

Switch
| Web Portals

e %I
eth1: 10.1.91.5

) - '
% ISE Certificate C.ertlflcate OK! All Web Portals
. Requested URL = ise-psn1-guest.company.com eth2: 10.1.92.5
Subject = Certificate SAN = ise-psn1-guest.company.com
ise-psn1.company.com @ Al Web Portals
SAN=ise-psn1- eth3:10.1.93.5

Could also use wildcard SAN or UCC cert
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Using Guest Accounts with VPN and 802.1X

“Activated Guest” allows guest accounts to be used without ISE web auth portal

- Guests auth with 802.1X using EAP methods like PEAP-MSCHAPv2 / EAP-GTC

- 802.1X auth performance generally much higher than web auth

Maximum devices guests can register: 5 (1-999) Warning:
Watch for
Store device information in endpoint identity group: | GuestEndpoints expired
Purge endpoints in this identity group when they reach 30 days old i SR
accounts,
Allow guest to bypass the Guest portal ¢ else high #
auth failures !

Note: AUP and Password Change cannot be enforced since guest bypasses portal flow.
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Scaling Web Auth

“Remember Me” Guest Flows
- User logs in to Hotspot/CWA portal and MAC address auto-registered into

GuestEndpoint group
- AuthZ Policy for GuestEndpoints ID Group grants access until device purged

Endpoint identity group: * [GuestEndpoints | =]

Purge endpoints in this identity group | 3p days
when they reach

Configure endpoint purge at

Administration > Identity Management > Settings > Endpoint purge

=
; Work Centers > Guest Access > Settings > Logging e
New in When guest portal is bypassed, authorization is based on endpoint group MAC address of their device.
| S E 2 3 When guest users are displayed
s . . N in reports, the username is the
. L i _
COnflg ura bIe Show endpoint's associated portal user 1D {vs. MAC address) as the usermnams I'l."IA_C P S— Ifj_.rc-u_ soloct hic
. option, reports will display the
in ISE 2.4 D Reset m portal user ID as the usemame,
instead of the MAC address.
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RADIUS NAC on WPA/WPA2-PSK WLAN

Web Authentication over a Protected Network Introduced in
WLC 8.3.102.0

&

0 ‘l
- >
N Iﬁ
‘
« 23-pan1.cts.local:8443/portal/PortalSetup.act ¢

Enter the password for “guest-cwa”
@ Enter Password , :
Password Q000000000000 Joeguest@gmall.com
Password:

Or reqister for quest access
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RADIUS NAC on WPA/WPA2-PSK WLAN

WLANs = Edit 'auest-cwa’

' General ‘l Security T Qos T Policy-Mapping T

Layer 2 T Layer 3 T AAA Servers \|

Introduced In

WLC 8.3.102.0

Layer 2 Security & | WPA+WPAZ hd
MAC Filtering2 |+
Fast Transition
Fast Transition
Protected Management Frame
WPA+WPA2 Parameters
WPA Policy L
WPA2 Policy [
WPA2 Encryption ¥ aEs | ITap) i

OSEN Paolicy (]

Authentication Key Management 18

WLANSs > Edit 'guest-cwa’

Allow AsA Override

Coverage

Enable Session Timeout

Aironet IE

Diagnostic Channel 12
Override Interface ACL
Layer2 fcl

URL ACL

P2P Blocking Action

Client Exclusion 2

) 1800

Session Timeout (secs)

1 General T Security T Qos T Policy-Mapping ‘| Advanced )

DHCP
= DHCP Server L over
DHCP Addr. Assignment  #| Requ
|#
¥ Enabled OEAP
|_|Enabled .
IPv4 | None v | IPv6 | None v Split Tunnel ] Enable

il

60

Timeout Value (secs)

Management Frame Protection (MFI

MFP Client Protection 2 | Optional

DTIM Period (in beacon intervals)

R

HCLUS

BRKSEC-3697

© 2018

802.1X || Enable
i . g

Maximum Allowed Clients £ l:l 802.11a/n (1 - 255)
CCKM ) Enable . T

Static IP Tunneling 11 JEnabled 802.11b/g/n {1 - 255) |1

|# :
PSK ¥ Enzble Wi-Fi Direct Clients Policy [ Disabled v NAC
FT 802.1X Enable Maxi Allowed Clients Per AP Radio (200
aximum Allowe IEn er 1o - NAC State

FT PSK [ Enzble Clear HotSpot Configuration |_'Enabled
PSKE Format ASCII ¥
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ldentity PSK

PSK “Lookups” to ISE via RADIUS

&

Admin

9=
=1

Sponsor/User registers device

Introduced in
WLC 8.5.103.0

to obtain PSK (OOB)

Unique PSK

assigned to
user/device

Patient
Monitor

e

MAC=BB:CC:DD:11:33:55

loT device attempts auth using PSK

If keys match,
auth succeeds!

A 4

MAC=BB:CC:DD:11:33:55

IR P WLC

WLC performs RADIUS lookup using
RADIUS MAC Authentication (MAB)

MAC Address

AA:BB:CC:00:22:44

ISE returns PSK secret and type
_associated with endpoint

v

BB:CC:DD:11:33:55
CC:DD:EE:66:88:00
DD:EE:FF:77:99:11

loT device granted access

RADIUS Accounting Start

|
PSK=secret2

[

Cisco [l'l/&/

HCLUS BRKSEC-3697

> Trusted Network

»
»
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ISE Stores PSKs in

Endpoint Database _Q

» Advanced Attributes Settings

00:09:FB:0A:BE:A3

MAC Address: 00:09:FB:0A:GE:A3
sername:

Endpaoint Profile: Philips-Device
Current IF Address:

Location:

Step ,I Assign PSK tO endpoint or group Applications (@) Attributes Authentication Threats ulnerabilit

Of endeintS USing Adm|n Ul, General Attributes

Registration Portal, or ERS API Description Philips Patient Monitor
Step 2. Return endpoint PSK to WLC et Assionment e

US|ng RAD'US Endpaint Policy FPhilips-Device

Static Group Assignment false
pSk_mOde can be ] Identity Group Assignment  Profiled

OF H

ASCII or HEX
(2 EE|Ci5co:ci5coav-pair D| = |p5k-mode=ﬁ.5{:]1 O| Custom Attributes
& [Cisco:cisco-av-pair ©| = [EndPoints:PreSharedKey Q| ¥ Filter =
+ Attributes Details Aftribute Name Aftribute Value
Access Type = ACCESS_ACCEPT X | Attribute Name Attribute Value
Cisco-av-pair = - =ASCTT ) N
Cisco-av-pair =] EndPoints:PresharedKey — AssignedPort GigabitEthernet1/0/23 @
\ AssetType FPatient Manitor
0 g ¥ FPreSharedKey psk=CustomPreSharedkey1234
cisco-av-pair=psk=CustomPreSharedKey1234 l@
H#CL IsManaged BRKSEC-3697 True




ERS API to add PSK to endpoint

MAC Address 00:09:FB:0A:6E:A3

<?xml version="1.0" encoding="utf-8" standalone="yes"?>

<ns4:endpoint description="Philips Patient Monitor" id="d60d3d90-35ee-11e7-8631-46cff03358ad" name="00:09:FB:0A:6E:A3" xmins:ers="ers.ise.cisco.com"
xmins:xs="http://www.w3.0rg/2001/XMLSchema" xmlIns:ns4="identity.ers.ise.cisco.com">
<link rel="self" href="https://ise22-pan1.cts.local:9060/ers/config/endpoint/d60d3d90-35ee-11e7-8631-46cff03358ad" type="application/xml"/>

<customAttributes>
<customAttributes>
<entry>
<key>AssignedPort</key>
<value>GigabitEthernet1/0/23</value>
</entry>
<entry>
<key>AssetType</key>
<value>Patient Monitor</value>
</entry>
<entry
<key>PreSharedKey</key>
<value>psk=CustomPreSharedKey1234</value>
</entry>
<entry>
<key>IsManaged</key>
<value>True</value>
</entry>
</customAtiributes>
</customAttributes>
<groupld>aa10ae00-8bff-11e6-996¢c-525400b48521</group
<identityStore></identityStore>
<identityStoreld></identityStoreld>
<mac>00:09:FB:0A:6E:A3</mac>
<portalUser>JohnSmith</portalUser>
<profileld>30e1c590-8c00-11e6-996¢c-525400048521 </profileld>
<staticGroupAssignment>false </staticGroupAssignment>
<staticProfileAssignment>false</staticProfileAssignment>
</ns4:endpoint>

<customAttributes>
<entry>
<key>AssignedPort</key>
<value>GigabitEthernet1/0/23</value>
</entry>
<entry>
<key>AssetType</key>
<value>Patient Monitor</value>
</entry>
<entry>
<key>PreSharedKey</key> ]>
<value>psk=CustomPreSharedKey1234</value
</entry>
<entry>
<key>IsManaged</key>
<value>True</value>
</entry>
</customAttributes>
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Which Portals are Customizable

- Guest

- Sponsor
- BYOD (Device Registration)

- My Devices

- Certificate Provisioning

- Client Provisioning (Desktop
Posture)

- MDM (Mobile Device Management)
- Blacklist B

Username:

vl
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Admin Users that ISE Customization Supports

Embedded Interfaces for Different Skillsets

-

Average User The Tweaker
No understanding of Some CSS & JavaScript Experienced with
HTML, CSS or JavaScript ability but doesn’t want HTML, CSS &
or design. Wants a to rewrite all guest pages JavaScript. Is brought
button to push to make from scratch. An intuitive in to do complex web
everything work. editing Ul is preferred. design.

vl
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Advanced Portal Customization

Administration > System > Admin Access > Settings > Portal Customization

il Identity Services Engine

 3ysiem ¥ |dentity Management » Metwork Resources

Deplayment  Licensing p Certificates

¥ Logging » Naintenance  Upgrade ¥ Backup & Restare

Authentication » Portal Customization

¢ Authorization

» Device Portal Management  pxGrid Services

= Admin Access

» Feed Service

Home » Context Visibility ¢ Operations » Policy  Administration

ization with HTWL
» Administrators (®) Enable Portal Customization with HTML and JavaScript
~ Settings Save
Access 0
Allow JavaScript
Session

Partal Customization

Cisco (('/6/

HCLUS BRKSEC-3697
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ISE Portal Builder (isepb.cisco.com)

o0l ise ports) Builder
cisco

TEMPLATES GALLERY

t template to cr ortal

8
Flig&(

Health Care Fire & ISE

Portals created:

Corporate Education

Portals created: Portals created:

Cisco (l'l/&/

ANNOUNCEMENT

Template 1

Portals created:

Federal

Portals created:

Template 2

Portals created:

llllnllln
CIsCO

Default

Portals created:

HCLUS BRKSEC-3697

Contact us

[&sl Image Manager

vaum o0 COMPANY NAME

Template 3

Template 4
Portals created: 1983 Portals created: 2841
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Customizations
Support for 1.3+

| ] | ]
P O rta I ( : u Sto I I I I Z a t I O n « | have a script that shows me how to hide an element on a page but | want to also hide something else, how

Community Tips and Tricks

o B This video shows you in an example on the sponsor portal page

General customizations

https://communities.cisco.com/docs/DOC-64018

. How to center ISE content in a frame.

sl lal ]l M
c||sc|o Communities Welcome,

e =] ISE Web Portals providing a different logo per language
+ Insert a background image (built-into ISE 2.2)

. Guest Page insert image with hyperlink

= ISE Guest & Web Authentication

created by Thomas Howard on Nov 24, 2015 9:17 AM, last modified by jakunst on May 24, 2018 1:08 PM

Guest

=] How To: ISE Web Portal Customization Options
=] ISE Portal Builder - create customized portals (guest, byod, mdm, posture) using drag & drop editor

* Release Enhancements

¢ ISE2.3
o ISE 2.1/2.2 o Used for guest scenario where they only want a 6 number passcode (not a username + password)

|=.| Single Credential Login to Guest Portal (same password used for all accounts and hiding field)

¢ Product Training . Hotspot as a Message Portal with Support link

o redirect user to a meaningful message portal when being redirected due to quarantine or blacklist (only
1 blacklist portal allowed)

e Demos
« Blogs

« Configuration * = Login page auto-redirect to create an account page

o Misc o This script is used for providing guests direct access to self-registration page.

o EETERnE = For a kiosk that might be in a lobby
o NAC Guest Server

* Meraki How To and Video

» Web Portal access via SAML SSO
« Integrations

* Miscellaneous Jason Ku nSt
« SMS

e Special Flows

= guest flow is usually going to create an account first (and not needing the login page)

= Meraki LWA where they want to link customer directly to self-reg portal from the splash page

ISE Guest registration (create account) and login on same page
Hotspot Portal with information collection

o Makes a self-reg portal into a hotspot flow that allows you to collect information (such as email
address)

) Re: Ise guest self registration page checkbox requirement for newsletter

« Customizations e [ ISE Guest Portal Customization hide username password field

« General customizations » [ Captcha type protection for self-reg and login pages

e Guest o i am not a computer, human interaction

o Credential loain paae . Linking one guest portal to another guest portal



Profiling

Ips and

ricks




- First Things First

- Feed Services and Community
Profiles

- Logical Profiles

- Custom Profile Creation

A
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Profiler Setup - First Things First

Configure Global Profiler Settings

- Set default CoA type for profile changes >> None/Reauth/Port Bounce

Profiler Configuration  \\ork Centers > Profiler > Settings

@ Type

public,ciscoro

: | Port Bounce

Current custom SNMP community strings:

Change custom SNMP community strings

Caonfirm changed custom SNMP community strings:
EndPoint Attribute Filter:

Enable Anomalous Behaviour Detection:

Enable Anomalous Behaviour Enforcement:

Enable Custom Attribute for Profiling Enfarcement:

endpoint queries

{(Far NMAR, comma separated. Field will be cleared on successiul saved change.)

: [ RO SNMP string fOF ] {(For NMAF, comma separated. Field will be cleared on successful saved change.)

#| Enabled i <—

I#| Enabled ;
I Enahled

¥ Enabled <—

Limit data collection and replication to essential attributes

Only enable if require profiles based on custom attributes

Cisco (('/6/
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Verify Required Profiler Probes Enabled

Work Centers > Profiler > Node Config Edit Node

General Settings Profiling Configuration

O

» NETFLOW

- Only enable what is needed.

=

» DHCP

- By default, RADIUS probe always running (even without Plus
License) to collect endpoint data needed for Context Visibility
and to allow Purge functions to operate with Guest accounts.

» DHCPSPAN

a od

b HTTP

=

» RADIUS

- HTTP Probe is automatically running for redirected web flows,
but can be enabled to additionally collect browser user agent
data from SPAN or direct portal access.

=

» Metwark Scan (MMAF)

a

» ONS

- DNS should generally be enabled if there is a reasonable
naming schema assigned to hosts in DNS.

(. Remember that network must also be configured to

support profiling queries, or to send data to ISE PSNSs.

=

» SNMPQUERY

O

» SNMPTRAP

~

=

» Active Directory

a

» pxGrid
» Distribution switches that serve as L3 gateways should
\  be added as NADs for SNMP polling of ARP tables. )
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“ISE Feed Service is like
a box of chocolates
You never know what

you’re gonna get.”

Cisco (( '/6/



Profiler Feed
Service Updates

Both Online and Offline Service

- Scheduled and On-Demand
Profiler Feed Service updates
from Cisco.com when have
direct Internet connection from
ISE Primary Admin node.

- Offline Feed Updates available
when Internet access restricted.

- Highly-Secured deployments
- Proof of Concepts

- Lab Testing
- Demos

Cisco {l'l/&/

aluil |dentity Services Engine Home  » ConiextVisibility  » Operations  » Policy R

¥ System ¢ ldentity Management ¢ Network Resources  » Device Portal Management  pxGrid Services

stration

*Feed Service

Profiler
I

Online: Automatic/On-Demand

Profiler Feed Seryicgs#@®Mfiguration

Offline: On-Demand

Offline Manual Update

Update occur automatically at a regularly scheduled interval and can also be done manually.

#| Enable Online Subscription Update

Automatically check for updates every day at hh mm UTC (3

| Update Now |

Test Feed Service Connection RIS

#| Notify administrator when download occurs

Administrator email address | admin@cts.local

¥ Provide Cisco anonymous information to help improve profiling accuracy (i
Include Administrator Information (optional)

First name |John

Last name | Smith

|
|
Email address | admin@cts.local |
|

Phone | (408) F55-1111

HCLUS BRKSEC-3697  © 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Profiler Feed Best Practices

https://ise.cisco.com/partner/

1. Disable Online Subscription Updates

2. Testupdates in lab or other pre-staging
environment (via live or offline updates)
before apply updates to production.

Setup email
notifications
to be alerted
for new OUI
and Profile
updates

Cisco (('/6/

CISCO Feed Service Management

Offli

e  Manage Content

Download Package E-mail Preferences

Offline Update E-mail Notification Preferences

Configure your preferences balow for receiving emails sbout profite and OUT updates,

Enable notifications (includes p

days

Send notification of new updates every

E-mail Addressas (Comma(,) separatad list of email addrasses.) | chyps@cisco.com

Ij Save ] [ Reset jI

HCLUS BRKSEC-3697

Mon 5/7/2018 10:18 PM
feed-admin@cisco.com
Email from CISCO:: Notification of CISCO ISE Device Profile Updates

To Craig Hyps (chyps)

You've requested to be notified of updates to the CISCO Identity Services Engine (ISE)
Device Profile and OUI data every 30 day(s).The following updates have been made since
your last email update on 2018-04-07 18:15:25.0

Device Profiles: 8 updates.

Name: Audio Code IP Phones
Version: 1
Description: Profiles for Audio Code IP Phones

Approval Date: 2018-05-02 13:56:50.0

Name: Cisco AP Profiles
Version: 1
Description: Cisco AP 1700,1800,2800,3800

Approval Date: 2018-05-02 13:56:50.0

Name: Lexmark Printers
Version: 1
Description: Hierarchy Update for Lexmark Printer Profiles

OUI Updates: 204 updates.

The latest OUI version is 8082 and was updated on 2018-05-07 17:11:24.0

You can update your ISE Deployment with these and all p changes by d ing
a file from the ISE Feed Service and importing it into your deployment.

Steps for Downloading the Update File:

1) Access the ISE Feed Service Partner Portal at
https://ise.cisco.com/partner. Log in with your CCO credentials

2) Navigate to the page Offline Feed -> Download Package. Press the
"Generate" button, then "Download" and save the file

3) From the Administration console on your ISE Primary PAN node, navigate
to Workcenter > Profiler > FeedService > Offline Manual Update. Then "Browse" and
"Apply Update”

Steps for modifying your notification preferences:

1) Access the ISE feed Service Partner Portal at
https://ise.cisco.com/partner. Log in with your CCO credentials

2) igate to the page D: loads -> Offline Update -> Email Preferences.
Update your preferences and press the Submit button.

Thank you,
CISCO Systems, Inc.
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New and Updated loT Profile Libraries o

Auto-detect and classify Automation and Control endpoints @

- Automation and Control
- Industrial / Manufacturing
- Building Automation
- Power / Lighting
- Transportation / Logistics
- Financial (ATM, Vending, PoS, eCommerce)
- IP Camera / Audio-Video / Surveillance and Access Control

. Other (Defense, HVAC, Elevators, etc) \@\
. Windows Embedded D @\\
- Medical NAC Profile Library - Updated g

4
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700+ Automation and Control Profiles

il Identity Services Engine

Home

Policy Sets = Profiling | Posture  Client Provisicning

Profiling

( o)
5 e [y &

* |4 siemens-Device

E Siemens-Automation-Drives-Device
E Siemens-Building-Device

E Siemens-Building-Technologies-Device
E Siemens-Convergence-Device

E Siemens-Digital-Factory-Device

E Siemens-Energy-Automation-Device
E Siemens-Energy-Management-Device
E Siemens-Home-Office-Device

E Siemens-Industrial-Automation-Device
E Siemens-Industrial-Automation-EWA-Device
E Siemens-Industrial-Device

E Siemens-Industry-Device

E Siemens-Low-Voltage-Device

E Siemens-Numerical-Control-Device

|+, siemens-SIMEA-Device

E Siemens-Sector-Industry-Device

E Siemens-Switzerland-BT-HVP-Device
E Siemens-Transportation-Device

» Context Visibility

» Operations

» Policy Elements

Profiling Policies

» Administration

» Work Centers

License Waming A

—-—
[ﬁ Smarthome-Device

[ﬁ Soenen-Controls-Device

Lighting
» p -
JEdit <feAdd [fyDuplicst= | ) Delete v @ulmport @ Export v Show | Lig Q..Iil:k Filter
Match the following rule: .
Filter | Description * | [ Contains ~ | [ Lighting | - |I‘ \E‘ I—mlﬂ Advanced Filter
Profiling Policy Name a Policy Enabled System Type Description "I'l"l |
[0 Advanced-llumination-Device Enabled Administrator Created Automation and Control (Lighting) Policy for Adval Mﬂ nagE PFESEt FllterE
[J Advatek-Lighting-Device Enabled Administrator Created Automation and Control (Lighting) Policy for Adval
[J BC-llumination-Device Enabled Administrator Created Automation and Control (Lighting) Policy for BC-TI| Automation arllj '::l:lrltl'{ﬂ
[J eeijing-E3Control-Technology-Device Enabled Administrator Created Automation and Control (Building/Lighting) Policy Ma f Sctur
[J Creative-Lighting-Sound-Device Enabled Administrator Created Automation and Control (Lighting) Policy for Creal nu n ﬂg
[0 cree-Device Enabled Administrator Created Automation and Control (Lighting) Policy for Cree] Bl_llld |r'|g ,I'-'I.th{:ul'l'latiljn
[J Darfon-Lighting-Device Enabled Administrator Created Automation and Control (Lighting) Policy for Darfi B
[J Digital-Lighting-Systems-Device Enabled Administrator Created Automation and Control (Building/Lighting) Policy I"CIFI"IE' .I!l.l.ItI:II'I"E‘h'."..II'I
[ ELC-Lighting-Device Enabled Administrator Created Automation and Control (Lighting/Entertainment) E|E'|‘lat.:r
[J Electronic-Theatre-Controls-Device Enabled Administrator Created Automation and Control (Home/Lighting/Entertain )
[J GE-Consumer-industrial-Device Enabled Administrator Created Automation and Control (Building/Power/Lighting)| Tra nE-pElrtatll:lrl
[J General-Electric-Device Enabled Administrator Created Automation and Control (Manufacturing/Building/! Fl n-EIr'u:i-El | #.L.l'b:lmatil:ln
O German-Light-Products-Device Enabled Administrator Created Automation and Control (Lighting/Entertainment)
[JJ Hills-Sound-Vision-Lighting-Device Enabled Administrator Created Automation and Control (Building/Healthcare-RT! HWVAC
[J Hubbell-Building-Automation-Device Enabled Administrator Created Automation and Control (Building/Lighting) Policy S'Elerlt'g." ACI:ESS Cﬂf'lt"l:ll
[J Intelligent-Distributed-Controls-Device Enabled Administrator Created Automation and Control (Manufacturing/Building/
[J invisua-Lighting-Device Enabled Administrator Created Automation and Control (Lighting) Policy for Invisy Camm - -'I:"-_||II'-III
[J LACROIX-Traffic-Device Enabled Administrator Created Automation and Control (Lighting/Traffic-Transpor P'DW er
[J LED-Roadway-Lighting-Device Enabled Administrator Created Automation and Control (Lighting/Traffic-Transpor]
[J LNT-Automation-Device Enabled Administrator Created Automation and Control (Building/Lighting) Policy D=fenss
[J Lsser-Light-Engines-Device Enabled Administrator Created Automation and Control (Lighting) Policy for Lase] |_ ht
[J Leedarson-Lighting-Device Enabled Administrator Created Automation and Control (Building/Home/Lighting) Ig ||'|g
[C] Liohtina-Science-Groun-Device Enabled Administrator Created Automation and Control (Lichtina/Healthcare-Aariculture) Policv for Lichtina-Scie 95




300+ Medical Device Profiles

v |4 Philips-Device
@ Philipz-Analytic al-*-Ray-Device
@ Philipe-CareServant-Device
@ Philipz-Electronics-Metherlands-Device
@ Philipe-Healthcare-PCCl-Device
[ Philips-intellivue
- @ Philips-Medical-Systems-Device
@ Marconi-Medical-Systems-Device
@ Philips-Medic al-Systems-Cardiac-Monitoring-
@ Philipz-Oral-Healthcare-Device
- @ Philipz-Patient-Monitoring-Device
hd @ Philips-SureSigns-Patient-Maonitor
IE Philips-2ureSigns-v'5 2-Patient-Monitor
@ Philips-ZureSigns-v54-Patient-Monitor
|4 Philips-Personal-Health-Device
@ Philipe-Respironics-Device

e

Profiling Policies

Selected 0 | Total 315 B 55 o

Cisco (( Vf,/

JEdt Jeadd [FyDuplicate | Y Delete v | @almport @ Export v Show [ Quick Filter ]| S8
Profiling Policy Name | Policy Enabled | System Type Description '
[ I I | I ] I Healthcare l

i Draeger-Medical-Device Enabled Administrator Created Healthcare policy for Draeger-Medical devices
Draeger-Medical-Systems-Device Enabled Administrator Created Healthcare policy for Draeger-Medical-Systems devices
Dragerwerk-Device Enabled Administrator Created Healthcare policy for Dragerwerk devices
Durr-Dental-Device Enabled Administrator Created Healthcare policy for Durr-Dental devices
Edwards-Lifesciences-Device Enabled Administrator Created Healthcare policy for Edwards-Lifesciences devices
Ellex-Medical-Device Enabled Administrator Created Healthcare policy for Ellex-Medical devices
Eppendorf-Device Enabled Administrator Created Healthcare policy for Eppendorf devices
Essilor-Device Enabled Administrator Created Healthcare policy for Essilor devices
Etymonic-Design-Device Enabled Administrator Created Healthcare policy for Etymonic-Design devices
Fisher-Paykel-Device Enabled Administrator Created Healthcare policy for Fisher-Paykel devices
Fluke-Biomedical-Device Enabled Administrator Created Healthcare policy for Fluke-Biomedical devices
Fresenius-Medical-Care-Device Enabled Administrator Created Healthcare policy for Fresenius-Medical-Care devices
Fukuda-Denshi-Device Enabled Administrator Created Healthcare policy for Fukuda-Denshi devices
GE-Healthcare-Device Enabled Administrator Created Healthcare policy for GE-Healthcare devices
GE-Medical-System-Device Enabled Administrator Created Healthcare policy for GE-Medical-System devices
GN-ReSound-Device Enabled Administrator Created Healthcare policy for GN-ReSound devices
Gambro-Lundia-Device Enabled Administrator Created Healthcare policy for Gambro-Lundia devices
Gem-Med-Device Enabled Administrator Created Healthcare policy for Gem-Med devices
Getinge-Device Enabled Administrator Created Healthcare policy for Getinge devices
Getinge-IT-Solutions-Device Enabled Administrator Created Healthcare policy for Getinge-IT-Solutions devices
Getinge-Sterilization-Device Enabled Administrator Created Healthcare policy for Getinge-Sterilization devices

= HL7-Client Enabled Administrator Created Healthcare policy for HL7-Client devices

O HL7-Server Enabled Administrator Created Healthcare policy for HL7-Server devices

O HORIBA-Medical-Device Enabled Administrator Created Healthcare policy for HORIBA-Medical devices
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Community Profiles e Communities —

communities.cisco.com/docs/DOC-66340

Products & Services Partners @& Global Developer Cisco Customer Connection

ICisco Communities > Technology > Security Community > Policy and Access > Identity Services Engine (ISE) > Documents

- Alternative method to submit
and access new profiles = ISE Endpoint Profiles

created by cl

- Why not use Feed Service Al

| cISco Communities Welcome, Guest
Portal?
* How
> Less formal method We encourag
ISE or distrib} |  Content tagged with ise-endpoint-profile
. H ided in tl
> Staging area to vet new profiles | ™™ _ roycom profierackvto T
Cisco is not 3 weeks ago in Identity Services Engine (ISE) Y chyps Y
> Allows sharing of vertical- that they frsf | Amazon Alexa profil policy oy chyps 8
. . a4 3 weeks ago in Identit}f Services Engine (ISE) Y chyps Y
Posted profil
specific profiles that may not be | frseel . wome protie sy e
H Mol 3 weeks ago in Identity Services Engine (ISE) A
of interest to general customer. i
Cisco ISE Automation and Control Profile Library v1.0 by chyps @
C I 2 P f-I L- ] Get E 4 1 month ago in Identity Services Engine (ISE) Y chyp .
> u rre nt y a OOO ro I e I mlt All network d Cisco ISE Medical NAC Profile Library v2.0 by ch °
You j a4 2 months ago in Identity Services Engine (ISE) Yy chyps -
https://communities.cisco.com/tags/ise-endpoint-profile I ) Sisco ISE Industral Network Director (IND) loT Profile Library 10 gy
L = Cisco ISE Windows Workstation Embedded-loT Profile Library v1.0 by chvos @
. {' / ‘You may con 2 months ago in Identity Services Engine (ISE) Y chyp Y
ciscollVL) H#CLUS ,
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Logical Profiles

- Logical Profiles help
organize views and
simplify policy rules.

- An endpoint profile
can be a member of
multiple Logical
Profiles

- Use Logical Profiles
instead of Identity
Groups when
possible

Cisco (('/6/

Work Centers > Profiler > Profiling Policies > Logical Profiles

Profiling

( L)

| Profiling Policies
~ [ Logical Profiles
[q_-g Cameras
[ Gaming Devices
| Home Netwark Devices

| 1P-Phones

[é Infrastructure Network Devices

|5 Medical Devices
Ii"; Mgbile Devices
|4 Printers

|4 urs

[+, Workstations

Logical Profiles List > Workstations
Logical Profile

* Name | Workstations

| Description

* Policy Assignment

Available Policies:

endpoint

All Profiles matching a desktop or workstation

4

Move policies to assigned list

+ Assigned Policies:

Windows10-Workstation
Windows7-Workstation
Windows8-Workstation
WindowsXP-Workstation
Winpresa-Building-Automation-Device
Wintech-Automation-Device

Workstation

-

-

WL-Gore-Device

[ Reset |

w Logical Profile

Endpoints in Logical Profile

Choose policies here

(Shift and CTRL keys to
select multiple profiles)

- Endpoint policy 4  MAC Address 1P Address
Endpoints
matching
Logical
Profile .
— »
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L i a | Profiling Logical Profiles List > IND Devices
( , ‘ : Logical Profile
g [ o)
- G| @. = Name| IND Devicas Description | Devices learned from Industrial Network
rofiles .
» [ Prefiling Policies * Palicy Assignment
Authorization | 75 fabe Poic gned Poic
E Cameras Available Palicies: Assigned Palicies:
POl |Cy RU |eS [+ Gaming Devices 2Wire-Device , BACnet-Device -
3Com-Device =9 CIP-Device
IND Devi . . )
IE suiees 3IM-Company-Davice [ = '| Industrizl-Drive
IM-Deutschland-Device Industrial-EtherMNetNode
Metwork Devices .
IM-Devics = Industrial-HMI
[5] Medical Devi ) [—l )
— 3M-Germany-Device Industrial-I0
¥ Authorization Policy (14)
Results
Status  Rule Name Conditions Profiles Security Groups Hits  Actions
B  wireless_Access
@ Wireless Black List Default AND | = Blackhole_Wireless_Access | L Quarantine x v = 51 Q
=2 IdentityGroup-Name EQUALS EnXpoint Identity Groups:Blacklist
& [| EndPoints-LogicalProfile EQUALS IND Devices
® Manufacturing AND [ x PermitAccess | + Manufacturing x v 822 Re
t-g EndPoints-assetGroup EQUALS Pod5
Profiled Cisce IP Phones A IdentityGroup-Name EQUALS Endpoint Identity Groups:Profiled:Cisco-IP-Phone | = Cisco_IP_Phones | + Phones x v & 21397 Q
Profiled Non Cisco IP Phones B  Non_Cisco_Profiled_Phones  *Non_Cisco_IP_Phones + Phones x v & 4281 e

HCLUS BRKSEC-3697
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Get all Endpoints Available in:

ISE 2.0.1 Patch 3
Generate and Offload Report ISE 2.1 Patch 4

ISE 2.2 FCS and later

# application configure ise

[1Z21Generate Daily KPM Stats
[131Generate KPM Stats for last 8§ Weeks
[141EnablesDisable Counter Attribute Collection

[161Get all Endpoints

[181Reset Config Wifi Setup
[19]1Exit

opying files to ~slocaldisk

omnleted generating All _Endpoints report. You can find details in following files located under ~localdisk
FullReport Z5-fApr-Z817.csv

- Report saved to local disk.
- To view, copy to external repository. Example:
# copy disk:/FullReport 25-May-2018.csv £ftp://10.1.100.200

i
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Get All Endpoints - Example Report (excerpt)
wahedsier O Gmine Qe SRR e

70:70:0D:72:47:BA

3C:E5:A6:C3:8A:90

00:50:56:91:7D:B3

00:50:56:A0:0B:3A

00:09:FB:0C:2D:F9

00:1A:1E:CF:B8:82

7C:6D:62:E3:D5:05

6C:20:56:13:E9:FC

00:50:56:91:42:61

3C:61:04:FA:6F:01

00:C0:B7:68:31:E1

10.1.10.100

10.1.10.104

10.1.10.103

10.1.10.105

10.1.10.102

172.16.10.216

10.1.10.101

10.1.101.9

10.10.50.2

172.16.1.28

Cisco [l'l/&/

chyps-iPhone?7

WA2612-AGN

win7-pc2

win7-pc

philips-mx450

00:1a:1e:cf:b8:82
Apple-1pad

ap1602

Profiled

JUnknown

\Workstation

\Workstation

|Profiled

|Profiled
iApple-iDevice
Profiled
Profiled

Juniper-Device

IProfiIed

Apple-iPhone

Unknown

Microsoft-
Workstation

Microsoft-
Workstation

Philips-Device

Aruba-AP

Apple-iDevice

Cisco-AP-Aironet-
1600

ISE-Appliance
Juniper-Device

American-Power-
Conversion-Device

HCLUS

Apple, Inc.

Hangzhou H3C
[Technologies Co.,
| imited

VMware, Inc.

VMware, Inc.

Philips Patient
Monitoring

Aruba Networks
Apple, Inc.

Cisco Systems, Inc
VMware, Inc.

Puniper Networks

AMERICAN POWER
CONVERSION CORP

1,121,3,6, 15,119,252

H3C. H3C
oA 1,121,3, 6,15, 33,43
57:69:6e:64:6f1, 15, 3, 6, 44, 46,47, 31,
MSFT 5.0 :77:73:37  33,121,249,43
43:6f:72:70:2d 1, 15, 3, 6, 44, 46,47, 31,
MSFT 5.0 :57:69:6e:37 33,121,249, 43
1,28,2,121,15,6,12,
40, 41,42,26,119, 3,
121,249, 33,252, 42
I 1,3,4,6,12,15,28,42,

43,60
1,3,6,15,119,252

1,6,15,44,3,7, 33,150,

Cisco AP ¢c1600 43

Profiler

BRKSEC-3697

Attributes!

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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EAT

- Registration required

http://iseeat.cisco.com
- Open to partners and customers p://

- Simple/Intuitive
- Best effort support

| | ISE Endpoint
- Collects endpoint attributes from Analysis Too|

Primary PAN db

Extract data from Cisco |dentity Services Engine (ISE)

- Optional collection and correlation o supportng e 2 S ' |.I||ii
to ISE Auth Logs ‘

SIGN UP LOG IN. 4

- Select/all export to CSV

« Automatic data collection to Cisco
cloud for profiling analysis

vl
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Generating EAT Reports

[ BON ] ISE Endpoint Analysis Tool

clsco ISE Endpoint Analysis Tool

Reports
Create new report Open saved report
Profiles
My profiles Public profiles

Data

Report =

7 reports

(@0 @

ISE Endpoint Analysis Tool

alraln f ;
cIsco ISE Endpoint Analysis Tool

Configure your |SE access

Report name *
ise24-endpoints

Endpoints per Request
500

Saved ISE configuration *
New Ise Configuration

ISE Name *
ise24-pan1

ISE IP address *

10.1.100.3

Collect MnT info

ISE MnT IP address
10.1.100.4
ISE Administrator Username *
- admin

ISE Administrator Password *

Save ISE configuration

Identity Source

Internal

Add syslog file

Start collecting

4.0.0

Cisco (l Vf,/

HCLUS

BRKSEC-3697

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public

104




EAT - Embedded Filter and Sorting

Alpha  4/11/18, 8:28 PM / 3h 1m 29s
Show| 50 %) entries
OUI Name

SAMSUNG ELECTRO MECHANICS C...

Samsung Electronics Co.,Ltd

Samsung Electronics Co.,Ltd

LG Electronics (Mobile Communicatio...

HUAWEI TECHNOLOGIES CO.,LTD

LG Electronics (Mobile Communicatio...

HTC Corporation

HTC Corporation

Motorola Mobility LLC, a Lenovo Com...

OnePlus Tech (Shenzhen) Ltd
OnePlus Tech (Shenzhen) Ltd
ARRIS Group, Inc.

Samsung Electronics Co.,Ltd
HTC Corporation

UNKNOWN

zte corporation

Motorola (Wuhan) Mobility Technolog...

LG Electronics (Mobile Communicatio...

Samsung Electronics Co.,Ltd

DHCP Parameter Request List

1,33, 3,6, 28, 51, 58, 59
1,33,3, 6,15, 28, 51, 58, 59
1,33, 3,6, 15, 28, 51, 58, 59
1,3,86, 15, 26, 28, 51, 58, 59
1,3, 6,15, 26, 28, 51, 58, 59, 43
1, 3,6, 15, 26, 28, 51, 58, 59, 43
1,3,6, 15, 26, 28, 51, 58, 59, 43
1,33, 3,6, 15, 28, 51, 58, 59
1,3, 6,15, 26, 28, 51, 58, 59, 43
1, 3,6, 15, 26, 28, 51, 58, 59
1,3,6, 15, 26, 28, 51, 58, 59
1,33,3,6,15, 28,51, 58,59
1,33,3,6,15, 28, 51, 58, 59
1,3,6,15, 26, 28, 51, 58, 59, 43
1,33, 3,6, 15, 28, 51, 58, 59, 43
1, 3,6, 15, 26, 28, 51, 58, 59, 43
1,3,6, 15, 26, 28, 51, 58, 59
1,3,6, 15, 26, 28, 51, 58, 59

1,33, 3,6, 15, 28, 51, 58, 59

IP Address

10.40.135.142

10.34.94.45

10.40.130.11

10.33.216.145

10.40.135.144

10.86.99.12

10.40.135.141

10.33.218.60

10.40.135.146

10.40.130.10

10.40.130.12

161.44.104.22

161.44.104.26

10.86.99.19

10.40.130.53

10.40.130.52

10.40.130.12

10.86.99.19

161.44.104.11

DHCP Class Identifier

dheped-5.2.10:Linux-3.0.15-...

dheped-5.2.10:Linux-3.1.10:a...

dheped-5.2.10:Linux-3.0.8-9...

android-dhcp-6.0.1
android-dhcp-8.1.0
android-dhcp-7.1.2

android-dhcp-7.1.1

dheped-5.2.10:Linux-3.0.8-0..

android-dhcp-7.1.1
android-dhcp-6.0.1

android-dhcp-6.0.1

dhcped-5.2.10:Linux-3.0.8-g..

dheped-5.2.10:Linux-3.1.10:a...

android-dhep-7.1.1
android-dhcp-7.0

android-dhcp-7.1.1
android-dhcp-6.0.1

android-dhcp-6.0.1

dheped-5.2.10:Linux-3.0.8-1...

Web Browser User Agent

com.google.android.youtube/3.5.5(Linux\; U\; Android 4.0.3\; en_|

SAMSUNG-Android

SAMSUNG-Android

Onefootball/Android/7.8.0

Mozilla/5.0 (X11\; Linux x86_64) AppleWebKit/537.36 (KHTML, i
Mozilla/5.0 (X11Y; Linux x86_64) AppleWebkKit/537.36 (KHTML, i

Mozilla/5.0 (X11\; Linux x86_64) AppleWebKit/537.36 (KHTML, i

Showing 1 to 50 of 103 entfles (filtered from 89,513 total entr|

DECE Host bame o

Export option to
leverage the full
power of external
S tools such as Excel

ke

J

ke Gecko) Chrome/52.0.2743.82 Saf..  android-6fadc808d496e876

Mozilla/5.0 (Linux\; U\; Android-Zoolz\; en-gb\; App
Mozilla/5.0 (Linux\; Android 7.0\; XT1650 Build/NCL
Mozilla/5.0 (Linux\; Android 6.0.1\; AO0O1 Build/MM§
Mozilla/5.0 (Linux\; Android 5.1.1\; A00O1 Build/LM
Mozilla/5.0 (Linux; U; Android 4.0.4; en-us; XOOM 2§
Mozilla/5.0 (Linux; U; Android 3.2; en-us; GT-P7510)
Mozilla/5.0 (Linux; Android 7.0; Nexus 9 Build/NRD9)
Mozilla/5.0 (Linux; Android 7.0; F3113 Build/33.3.A.
Mozilla/5.0 (Linux; Android 6.0.1; ZTE B2017G Build§l

Mozilla/5.0 (Linux; Android 6.0.1; Lenovo K33a42 By

Mozilla/5.0 (Linux; Android 4.4.2; Nexus 5 Bi

uild/KO'
Mozilla/5.0 (Linux; Android 4.0.4; GT-P5113 Build/Il

Report types

Profiling &
Network View [}
Endpoint Attributes ]
Authorization Policy [}

Cisco (('/6/
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EAT

Profile Creation

Select attributes to be
used in new profile and
click “Create Profile”

- Option to edit condition

criteria before complete.

« Import XML into ISE.

- Advanced profile tuning
can be performed inside
ISE (change hierarchy,
policy name, Scan/CoA
actions, etc.)

Cisco [l '/6/

Alpha

Show | 250 3| entries

OUI Name

Murata Manufacturing ...

UNKNOWN

Murata Manufacturing ...

UNKNOWN

Murata Manufacturing ...

Murata Manufacturing ...

UNKNOWN

UNKNOWN

Murata Manufacturing ...
Murata Manufacturing ...

Murata Manufacturing ...

UNKNOWN

Murata Manufacturing ...

UNKNOWN

Murata Manufacturing ...

Murata Manufacturing ...

UNKNOWN

UNKNOWN

Murata Manufacturing

4/11/18, 8:28 PM / 3h 1m 29s

DHCP Parameter Request List

e
Cisco

- IP Address

1,3, 6, 15, 26, 28, 51, 58, 69, 43

10.40.130.54

1

1

1

Endpoint Policy

Unknown

Unknown

ISE Endpoint Analysis Tool

Export as CSV...

Showing 1 to 250 of 17,170 entries (filtered from 89,513 total entries)

DHCP Class Identifier DHCP Host Name Dor

android-dhcp-7.0 Galaxy-S8

Create profile

Manufacturer Model -G935A
Samsung Galaxy-S8 -G955U
-G950U
-G950U
DHCP Host Name Equals - Galaxy-S8
-Gg55U
DHCP Class Identifier Equals - android-dhcp-7.0
DHCP Parameter Request  equals ~ ~ 1,3,6,15,26,28, 51, 58, 59, 43
Create Profile

, 3,6, 15, 26, 28, 51, 58, 59, 43 10.86.103.136 Unknown android-dhcp-7.0 Galaxy-58

, 3,6, 15, 26, 28, 51, 58, 59, 43 10.40.130.17 Unknown android-dhcp-8.0.0 Galaxy-S8

, 3,6, 15, 26, 28, 51, 58, 59, 43 10.40.130.23 Unknown android-dhcp-7.0 Galaxy-S8

3 6 15 26 78 51 58 5O 43 10.40.130.27 Lat deoidedhan.Z1.] Galosublatal
Previous 1 2 3 4 5 69 Next




Sample EAT Report (CSV Export

operating-system-result User-Agent

IMAmddress

8C:79:67:95:12:9A
8C:79:67:B4:B4:68
A8:A6:68:D9:BA:A8
D0:5B:A8:30:7A:65
D8:55:A3:97:AD:26
D8:55:A3:CA:E6:1B
F8:DF:A8:79:FF:C4
00:BB:3A:53:F7:DA
00:BB:3A:B8:3A:C9
00:BB:3A:F4:22:EB
00:BB:3A:F9:14:5C
74:75:48:94:D6:26
AQ:02:DC:26:82:0C
A0:02:DC:28:A1:D8
A0:02:DC:48:71:A1
A0:02:DC:97:F2:0D
A0:02:DC:9D:60:42
10:AE:60:13:63:C7
10:AE:60:69:84:0F
10:AE:60:DA:B7:0D
FO:4F:7C:C7:9E:C5
F0:A2:25:0C:23:39
F0:A2:25:4F:E0:D6
F0:A2:25:7A:29:26
F0:A2:25:BF:71:01
F0:A2:25:C9:4F:62
FO:A2:25:EC:A7:E8
FO:A2:25:EF:82:24
08:60:6E:A3:2E:15
08:60:6E:AC:24:63
08:60:6E:AE:ED:A7
10:BF:48:BF:76:39
10:BF:48:BF:8A:C1
10:BF:48:C1:8B:41

oul

zte corporation
zte corporation
zte corporation
zte corporation
zte corporation
zte corporation
zte corporation

Amazon Technologies Inc.
Amazon Technologies Inc.
Amazon Technologies Inc.
Amazon Technologies Inc.
Amazon Technologies Inc.
Amazon Technologies Inc.
Amazon Technologies Inc.
Amazon Technologies Inc.
Amazon Technologies Inc.
Amazon Technologies Inc.

Private
Private
Private
Private
Private
Private
Private
Private
Private
Private
Private

ASUSTek COMPUTER INC.
ASUSTek COMPUTER INC.
ASUSTek COMPUTER INC.
ASUSTek COMPUTER INC.
ASUSTek COMPUTER INC.
ASUSTek COMPUTER INC.

Cisco (l'l/a/

MatchedPolicy

Android

Android

Android

Android

Android

Android

Android
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Amazon-Kindle
Android-Asus
Android-Asus
Android-Asus
Android-Asus
Android-Asus
Android-Asus

dhcped-5.5.6
android-dhcp-7.1.1
dhcped-5.5.6
dhcped-5.5.6
dheped-5.5.6
dhcped-5.5.6
android-dhcp-6.0.1
dheped-5.5.6
dheped-5.2.10
dhcped-5.2.10
dhcped-5.5.6
dhcped-5.5.6
dhcped-5.5.6
dhcped-5.5.6
dhcped-5.5.6
dheped-5.5.6
dheped-5.5.6
dheped-5.5.6
dheped-5.5.6
dheped-5.5.6
dhcped-5.2.10
dhcped 4.0.15

dhcped 4.0.15
dheped 4.0.15
dheped 4.0.15

dheped-5.5.6
dheped-5.5.6
dhcped-5.5.6
dhcped-5.5.6
dhcped-5.5.6

1,3,6,15, 26,28, 51, 58, 59, 43

1,33, 3, 6, 15, 28, 51, 58, 59

1,33, 3, 6, 15, 26, 28, 51, 58, 59

1,3, 6, 15, 26, 28, 51, 58, 59
1,33, 3, 6, 15, 28, 51, 58, 59

1,33,3, 6,15, 28, 51, 58, 59

1,33,3,6, 15,28, 51, 58, 59

1,33, 3, 6, 15, 28, 51, 58, 59

1,33,3, 6,15, 28, 51, 58, 59

1,121, 33, 3,6, 15, 28, 51, 58, 59, 119

1,33, 3,6, 15, 26, 28, 51, 58, 59

1,33,3,6, 15,28, 51, 58, 59

#CLUS

Android
Android

Android
Android
Android 4.4 KitKat

FreeBSD general purpose 8.X
Android 4.0.x Ice Cream Sandwich
Android 4.0.x Ice Cream Sandwich

Android 4.2 Jelly Bean
Android 4.4 KitKat

Linksys WET54G wireless bridge

Android 4.4 KitKat
Android 4.2 Jelly Bean
Android 4.4 KitKat
Android 4.4 KitKat
Android 4.4 KitKat
Android 4.4 KitKat
Android 4.4 KitKat

Android 4.0.x Ice Cream Sandwich

Android 2.3.x Gingerbread
Android 2.3.x Gingerbread
Android 2.3.x Gingerbread
Android 2.3.x Gingerbread
Android 2.3.x Gingerbread
Android 2.3.x Gingerbread
Android 2.3.x Gingerbread
Android

Android
Android
Android

BRKSEC-3697

Dalvik/2.1.0 (Linux\; U\; Android 5.1\; 2958 Build/LMY470)
Mozilla/5.0 (Linux; Android 6.0.1; ZTE B2017G Build/MMB29M; wv) Apple\

Dalvik/2.1.0 (Linux\; U\; Android 5.1\; 2958 Build/LMY470)
Dalvik/2.1.0 (Linux\; U\; Android 5.1.1\; LS-5504 Build/LMY47V)
Dalvik/1.6.0 (Linux\; U\; Android 4.4.2\; Z667T Build/KVT49L)

Dalvik/1.6.0 (Linux\; U\; Android 4.4.4\; SD4930UR Build/KTU84P)
Dalvik/1.6.0 (Linux\; U\; Android 4.0.3\; KFTT Build/IML74K)

Dalvik/1.6.0 (Linux\; U\; Android 4.0.3\; KFTT Build/IML74K)

Dalvik/1.6.0 (Linux\; U\; Android 4.2.2\; SD4930UR Build/JDQ39)
Mozilla/5.0 (Linux; bKit/53

Dalvik/1.6.0 (Linu Leve rage the

Dalvik/1.6.0 (Linu|
Dalvik/1.6.0 (Linu|
Dalvik/1.6.0 (Linu f | I f
Dalvik/1.6.0 (Linu| u powe r O
Dalvik/1.6.0 (Linu|

muvisoind ©XtErnal tools
Dalvik/1.6.0 (Linu|

Dalvik/1.6.0 (Linu h E |
Mozilla/5.0 (Linu &SUC as XceJBREA
Mozilla/5.0 (Linux; RBREA
Dalvik/1.4.0 (Linux\; U\; Android 2.3.4\; Kindle Fire Build/GINGERBREAD)
Mozilla/5.0 (Linux; U; Android 2.3.7; md-us; Kindle Fire Build/GRK39F; Cyal
Mozilla/5.0 (Linux; U; Android 2.3.4; en-us; Kindle Fire Build/GINGERBREA
Mozilla/5.0 (Linux; U; Android 2.3.4; en-us; Kindle Fire Build/GINGERBREA
Mozilla/5.0 (Linux; U; Android 2.3.4; en-us; Kindle Fire Build/GINGERBREA
Android

Android
android-async-http/1.3.1 (http://loopj.com/android-async-http)
Android
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Anomaly Behavior
Detection

There’s something
suspicious about #58. He’s
acting a bit too ginger for
my liking. We better send a
team in to check it out!

Cisco (l'l/&/



Cisco {l'l/&/

Unveiling the #1 ISE feature
to prevent MAC Spoofing!

Authentication

And the #1 method to reduce the
Impact of a spoofed device...

Principle of Least Privilege

HCLUS



Almost Everything
Can Be Spoofed!

dhcp-class-identifier

PHILIPS Intellivue MX450 Patient bMomitor

dhcp-message-type

CHCPODISCOVER

dhep-paramster-request-list

1,28, 2,121,156, 12, 40, 41, 42, 26, 119, 3. 249 33, 252,

Endpoints 00:09:FB:0C:2D:F9

00:09:FB:0C2DF9 Oz H

MAC Address: 00:09:FB:0C:20:F9

Uszemame: 00-03-FB-0C-2D-F9

Endpeint Profile: Philips-IntelliVue-MX450-Patient-Monitor
p— Current IP Address: 10.1.10.105
Location: Location =» All Locations

Applications (@& atiributes Authentication Threats
General Attributes
Description
Stafic Assignment falze

Endpoint Policy Philipz-Intelli’®/ue-Mx450-Patient-Monitor

Stafic Group Assignment falze

Identity Group Assignment  Profiled

dhep-requested-address 10.1.10.105
host-name philipe-mx450

hitype Ethernst (10Mb)
ifDescr GigabitEthernet1/0/2
ip 10.1.10.105
lldpCac heCapsabilities 5
lldpCapabilitiesMapSupporied 5

lldpChassisid 10110105
lldpPortDescription Interface 3 as ens32
lidpPortld 00:09:f:0c-2d-f3

7
lidpSy=stemDescription

lldpSystemMNams
\

Linux philipz-mx450_cts local 3.10.0-227.el7 x35_&64 #1 SMF

philipg-mx4530.ctz local

Other Attributes
lidpUndefined127 00:12:0f:01:03:80:37-00:1e
Qul Philips Patient Monitoring o B ] ] ] ]
User-Agent This is a Philips IntelivVue MX450 Patient Monitor. Do not argue with the factsl
OriginalUserMame 000%b0e2df9
HCLUS BRKSEC-3697  © 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 110




ISE Anomalous Behavior Detection (ABD)

- ISE 2.2 introduced Phase 1 of ISE Anomalous Behavior Detection

- Goal of Phase 1:

- Monitor endpoint attributes collected from ISE Profiler and detect most
common cases of conflicting behavior, as may result from a basic MAC
Spoofing attempt.

Profiler Configuration Work Centers > Profiler > Settings

*CoA Type: | Port Bounce '|
Current custom SNMP community strings: eessssssssssss | Show |
Enable Anomaly Behavior Change custom SNMP community strings: | | (For NMAR,

EndPaint Attribute Filter: Enabled ;;

DeteCtion (VISIbI'Ity Only) \Tanged custom SMNMP community strings: | | (For NMAR,

Trigger Enforcement for Enable Anomalous Behaviour Detection: [« Engbled
endpoints ﬂagged anomalous =) Enable Anomalous Behaviour Enforcement: [ ) Enabled

Enable Custom Aftribute for Profiling Enforcement.  # Enghled

vl
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Endpoints 00:60:80:05:82:C2

00:60:B0:05:B2:C2 Oz H

MAC Address: 00:60:B0:05:B2:C2

Username:
Applications

Which Behavior is Deemed Anomalous?

Endpoint Profile: Windows7-Workstation
Current IP Address: 10.1.10.103
Location:

@ Attributes

Authentication

- ISE ABD Phase 1 rules check for the following basic
indicators of anomalous behavior:

1. Any change in DHCP-Class-Id (Option 60)
2. Any change in RADIUS NAS-Port-Type between

General Attributes

Description

Static Assignment false
Endpoint Policy Windows7-Workstation

Static Group Assignment false

Identity Group Assignment  Workstation

Wired and Wireless

3. Change in profile from ‘printer’ or ‘phone’ to
‘workstation’. s
- If endpoint MAC matches any of the above rules,
it is flagged Anomalous
. |If Enforcement enabled.| Enable Ancmalous Behaviour Enforcement: ¥ Enabled B aNE e e
) AD-OS-Version 6.1 (7601)

CoA triggered on endpoint session.

AD-Operating-System

Windows 7 Professional N

AD-Service-Pack Service Pack 1
AnomalousBehaviour true AnomalousBetaviour e
» / BYODRegistration Unknown
Cisco ( l V& #CLUS BRKSEC-3697 DeviceRegistrationStatus  NotRegistered



il Identity Services Engine ~ Context Visibility » Operations » Policy » Administration » Work Centers
Endpoints = Users Network Devices
Authentication BYOD Compliance Compromised Endpoints @ Endpoint Classification Guest Vulnerable Endpoints
ENDPOINTS © 9 O ENDPOINT CATEGORIES @ =g NETWORK DEVICES ©
Type Profile oul 0OS Types Idenuty Group Location Type Device Name
ip-phones: [2.04%] other: [6.38%)]
workstations: [2.04%] broca... inc.: [2.13% \
mobil . vices: [8.16%] asix ...corp.: [2.13%,
phili...oring: [4.26% \‘
ameri... corp: [6.38%] \ vmware, inc.: [36.17%)]
misc: [48.98%] apple, inc.: [8.51%]
infra_ vices: [38.78%]
cisco..., inc: [34.04%)] locat... tions: [100%] ——
Rows/Page | 10 v
o + [i] @ ANC ~ Change Authorization = Clear Threats & Vulnerabilities Export Import ~ MDM Actions ~ Release Rejected Re
“ MAC Address oul IAnomalous Behavior I IPv4 Address Hostname
X MAC Address OUl lous Behavior IPv4 Address Hostname Endpoint P Logical P
C 00:00:0C:FFED:B1 Cisco Systems, Inc 172.16.1.66 Cisco-Device
o 00:0B:45:82:47:C0 Cisco Systems, Inc Cisco-Switch
o 00:09:5C:11:22:44 Philips Medical System 10.1.10.102 win7-pc | Philips-Medical-Systems-Cardiac-Monito I Medical Devices
o 00:09:FB:0C:2D:F8 Philips Patient Monitori... 10.1.101.240 S8MX450 Philips-Patient-Monitoring-Device Medical Devices
00:09:FB:0C:2D:F9 Philips Patient Moniton 10.1.10.105 philips-mx450 Philips-Patient-Monitoring-Device

uuuuuuuuuuuu AU U UIUUU G T U O U USSR S v s

License Waming A

15 Go 4970

Y Filter =

[ Windows 7 Profession J




Authorization Policy Example

Optional: Dynamically Re-Authorize Anomalous Endpoints with New Access

Policy

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

| First Matched Rule Applies v

» Exceptions (0)

-4

Standard

Status

(< I < B < B < |

Deny access, apply restrictive access, or simply tag for visibility/
enforcement in external systems (Switches, Firewalls, SIEM, VA, etc)

Match endpoints flagged as exhibiting Anomalous Behavior

Rule Name

Conditions (identity groups and other conditions) &

Permissions

Anomalous Clients

Assigned_Port_Not_Matched
EQUALS true

< EndPoints:AnomalousBehaviour

Quarantine A!
Quarantined_Systems

Wireless Black List Default

Profiled Access Points

Profiled Cisco IP Phones

Profiled Non Cisco IP Phones

Blacklist A1\ Wireless_Access

EndPoints:LogicalProfile EQUALS Access Points

Cisco-IP-Phone

Non_Cisco_Profiled_Phones

Blackhole_Wireless_Access
Access_Points
Cisco_IP_Phones

Non_Cisco_IP_Phones

Cisco [l"/&/

HCLUS
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ABD Considerations/Caveats

- Once flagged, currently the only option to clear flag is to Delete the
endpoint!

- Profiling / ABD is NOT an exact science. Expect false positives.
Examples:

- PXE-Boot clients: DHCP-Class-Id starts as “PXEClient:Arch:...” upon
initial boot, and then switches to new value when boots off new image.

- Skype/Lync clients: DHCP-Class-ld communicated as expected (for
example, a phone device as “Polycom” or Windows workstation as
“MSFT 5.07, then later DHCP Inform searches for Communication Server
address and sends “MS-UC-Client” in DHCP-Class-Id.

- Class-Ild changes work well for Windows Workstations but are hit-
and-miss for Mac OS and Linux.

ol
Cisco ("/6’ HCLUS BRKSEC-3697  © 2018 Cisco and/or its affiliates. All rights reserved. CiscoPublic 115



Example Workarounds for ABD False Positives

- Example 1

ABD Exception EndpointsAnomalousBehaviour=true AND Phone-Access Inspect
Endpoints:EndpointProfile = Polycom-Device

ABD Quarantine EndpointsAnomalousBehaviour=true Quarantine Quarantine

IP-Phones Endpoints:LogicalProfile = IP-Phones Phone-Access @ Voice

- Example 2

_ v |+, Polycom-Device
- Apply new Polycom Profile Pack so that all [.%] Polycom-Phone-Skype-Cint

legitimate Polycom devices match more specific

: . : : b |4 Polycom-SoundPoint-IP-Phone-Series
policy; limit access to generic Polycom-Device.

F l"_":a Folycom-SoundStation-IP-Conferenc e-Series

. Example 3 » |4 Polycom-Trio-IP-Conference-Series

- Block DHCP Informs from reaching ISE PSNs! > |4 Polycom-\WX-IP-Phone-Series

ol
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Mac OS Workstation Example

Original Endpoint Attributes Post-Spoof Attributes

ISE Profiler adds/merges attributes. It
does not clear attributes with null values
nor delete previously learned attributes.

Mac OS client did not populate DHCP-

Class-Id, so no change to attribute and
ABD not triggered.

No profile change occurred due to pre-
existing attributes, so again, ABD not

triggered.
dhcp-parameter-request-list 1, 66, 6, 3, 15, 150, 35 dhcp-parameter-request-list 1,3,6, 15, 119, 95, 252, 44, 46
host-name SEP00235E17FDB3 host-name chyps-macbookpro

User-Agent Mac OS X/10.8.5 (12F45)

Net New, but insufficient to change

BRKSEC-3697 © 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 117




Using Exception Actions to Detect and
Quarantine Anomalous Endpoints

- What is a Profiling Exception Action?
- An Exception Action allows an endpoint to be statically mapped to a
new profile policy with optional CoA.
- Requirements to trigger Exception Action (EA)
- Endpoint must match the profile policy where EA configured.

- Endpoint must match the condition which triggers EA. S

- Two useful cases for Exception Actions: I~ G |
1) Lock critical device to a policy once profile matched. Q\t\/ =
2) Trigger policy action when conflicting attributes <X

detected for given endpoint (Ex: presence of unexpected attributes)

ol
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Configuring
Exception
Actions

. Step@ - Create a
new Profile Policy -

no rules required.

Step@ - Create a
new Exception Action

that assigns the new

Profiler Policy

@

* Metwark Scan (NMAP) Action | MOME

*Mame | Spoofed-Device

Palicy Enabled |«

* Minimum Certainty Factor | 10

* Exception Action | NONE

Create an Identity Group for the policy O Yes, create matching Identity Group
® Mo, use existing |dentity Group hierarch

* Parent Policy | NONE

v |

* Associated CoA Type [ Global Settings v

Systam Type  Adminisirator Created

Rules

Work Centers > Profiler > Profiling Policies

Description Custom Profile for Spoofed Endpoints

idRange 1 to 65535)

If Condition | Conditions

o | Then | Certzinty Factor Increases

[=]

policy from Step 1.

Work Centers > Profiler

Check “Force CoA”
to trigger immediate —
policy enforcement.

Profiler Exception Actioi Actions

* Mame | Looks-Like-Spoafing

——y COA Action [« Farce COA

* Policy Assignment | Spoofed-Device

System Type  Administrator Created

> Policy Elements > Exception

Desgfiption

Custom Exception Action to flag endpoints with
Anomalous Attributes

Ped

Cisco (('/6/

HCLUS BRKSEC-3697
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Mac OS Workstation Example

Original Endpoint Attributes

Oul

EndPointPolicy

Total Certainty Factor
User-Name
cdpCacheCapabilities
cdpCacheDeviceld
cdpCachePlatform
cdpCacheVersion
dhcp-class-identifier
dhcp-client-identifier

dhcp-message-type

dhcp-parameter-request-list

dhcp-requested-address

host-name

Cisco Systems, Inc
Cisco-IP-Phone-7975

255
CP-7975G-SEP00235E17FDB3
H;P;M

SEP00235E17FDB3

Cisco IP Phone 7975
SCCP75.9-3-1ES27S

Cisco Systems, Inc. IP Phone CP-7975G
01:00:23:5e:17:fd:b3
DHCPREQUEST

1, 66, 6, 3, 15, 150, 35
10.13.1.204
SEP00235E17FDB3

HCLUS

Post-Spoof Attributes

Oul

EndPointPolicy

Total Certainty Factor
User-Name
cdpCacheCapabilities
cdpCacheDeviceld
cdpCachePlatform
cdpCacheVersion
dhcp-class-identifier

dhcp-client-identifier

Cisco Systems, Inc
Cisco-IP-Phone-7975

255

CP-7975G-SEP00235E17FDB3

H;P;M

SEP00235E17FDB3

Cisco IP Phone 7975
SCCP75.9-3-1ES27S

Cisco Systems, Inc. IP Phone CP-7975G
01:00:23:5e:17:fd:b3

dhcp-message-type = DHCPREQUEST
dhcp-parameter-request-list 1,3,6, 15, 119, 95, 252, 44, 46
dhcp-requested-address 10.10.1.103

host-name

User-Agent

BRKSEC-3697

chyps-macbookpro
Mac OS X/10.8.5 (12F45)
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Exception Actions

Phone Profile Example

. Step@— To base or child policy,
add conditions deemed anomalous.

- In this example, DHCP attributes
unique to Windows and Mac OS
workstations are added to an IP phone
profile (a common and accessible 10T
endpoint in the workplace.)

- Conditions are configured to:
1. Trigger the named exception

Profiler Policy

* Name | Cisco-1P-Phone Description

Policy for all Cisco 1P Phones

Policy Enabled (&

* Minimum Certainty Factor | 20 (Valid Range 1 fo 65535)

* Exception Action | Looks-Like-Spoofing v|

* Network Scan (NMAP) Action | NONE "|

Create an Identity Group for the policy (& Yes, create matching Identity Group

(O No, use existing Identity Group hierarchy

Parent Policy Cisco-Device

* Associated CoA Type | Global Settings hd

System Type Administrator Modified
Rules

action “Looks-Like-Spoofing”

2. Increase Certainty Factor
(likelihood profile will continue

If Condition | CiscalPPhoneDHCPClassldentifierCheck < | Then [ Certainty Factor Increases -] [20
If Condition { CiscolPPhoneCDPDeviceldCheck < I Then | Certainty Factor Increases v| | 5 }
If Condition | Cisco-IP-Phone-Rule6-Check1 ‘ Then | Certainty Factor Increases v‘ |2El |
If Condition [ IPPhoneLLDPCapabilitiesCheck < | Then [ Certainty Factor Increases »] [20 J/ |
Vv A& 4

4 44 Y
ITCond\tionl Apple-MacOS-DHCP-PRL-Check1_OR_AD... <> | Then [ Take Exception Action A

L If Condition | Microsoft-WorkstationRule1Check1 4 | Then | Take Exception Action - )

7
If Cond\tlon| Microsoft-WorkstationRule 1Check1 <P v‘ |2UO

Then | Certainty Factor Increases

to match)

L If Condrtlonl Apple-MacOS-DHCP-PRL-Check1_OR_Ap... ‘ <p | Then | Certainty Factor Increases v|

200

Administrator Created
Administrator Created

Apple-MacOS-DHCP-PRL-Check
Apple-MacOS-DHCP-PRL-Check2

Apple-Mac0S-DHCP-PRL-Check3 Administrator Created

dhcp-parameter-request-list EQUALS 1, 3, 6, 15, 119, 95, 252, 44, 46
dhcp-parameter-request-list EQUALS 1, 121, 3, 6, 15, 119, 252, 95, 44, 46
dhcp-parameter-request-list EQUALS 1, 3, 6, 15, 119, 95, 252, 44, 46, 47

PRL Check 1 or 2 or 3

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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(Once issue addressed, \
unlike ABD flags, Exception
Action assignments can be
easily removed by deleting
static assignment in Admin

Exception Action Enforcement

. Step@— When CoA triggered on Exception Action,

match on new rule for suspect endpoint \U| or via ERS API p
¥ Authorization Policy - Local Exceptions (1)
Results
+
Status  Rule Name Conditions Profiles Security Groups
@ Anomaly Detected - Exception o E EndFPoints-EndPointPolicy EQUALS Spoofed-Device e i R B
Action & EndPoints-AnomalousBehaviour EQUALS true B -
In above example, Anomalous Behavior Restricted access is optional; policy may
Detection is combined with Exception simply flag endpoints for closer inspection
Actions for broader coverage. via Security Group Tags

vl
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- Client Types and Selection
- First-Time Setup Checklist
- Phased Approach to Posture

- Posture Discovery

A
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ISE Posture Agent Options

Temporal Stealth | Temporal Agent AnyConnect AnyConnect Agent
Agent Stealth Agent

Discovery stage;
pre-production or
proof-of-concept

Temporary User:
Visitor, Short-
Term Contractor

Long-Term User:
Employee, Long-
Term Contractor

Long-Term User:
Employee, Long-
Term Contractor

User Interaction BN\e}ilE

Each connection

Minimal/None

Fully Interactive

Uses saved Admin
credentials in ISE

Install Rights
Required

No admin rights
required

Admin rights for
initial install only

Admin rights for
initial install only

Standalone ISE
deployment only;
No user interaction

Provisioning

During each new
client connection

During initial
connection, direct
portal, or software
distribution app

During initial
connection, direct
portal, or software
distribution app

Remediation None-Visibility

Only

Manual Only

Automatic Only

Manual or
Automatic

Cisco (('/6/

HCLUS

BRKSEC-3697
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First-Time Posture Checklist
What to do First!

1. Global Setup
- Update Posture Settings
- Download Software/Posture Updates

Add/Configure Client Provisioning Resources
Use Default Client Provisioning Policies or Add New Policies

Enable Default Posture Policies or Build New Posture Policies

o &~ N

Enable Default Authorization Policy Rules for Posture or Configure
New Policies

ol
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Global Settings - Posture Updates

Work Centers > Posture > Settings > Software Updates > Posture Updates

Posture General Seitings Posture Updates

Ressessment configurations (® Web O Offline
Acceptable Use Policy * Update Feed URL | https://www.cisco.com/web/secure/spa/posture-update.xmi | | Sat to Default |
+ Software Updates Proxy Address i

Proxy Port HH MM S5

Client Provisioning

I Automatically check for updates starting from initial delayi 02 - || 00 - || 00 - | ever‘;| 2 | hours (i

Fosture Updaies

| Update Now | | Reset | i Updating ...

Froxy Settings ] e |

» Update Information

Last successiul update on 2018/05/30 00:25:51
Last update status since ISE was started Last update attempt at 2018/05/30 00:25:51 was successful
Cisco conditions version 243865.0.0.0

Cisco AVIAS support chart version for windows  196.0.0.0

Cisco AVIAS support chart version for Mac 02X 115.0.0.0

Cisco(l'l/&/ Cisco supported OS5 version 43.0.0.0



Posture General Settings
Work Centers > Posture > Settings > Posture General Settings

Fosture General Settings
Fessessment configurations

Accepiable Use Policy

= Software Updates

Client Provisioning
Fosture Updates

Froxy Settings

Cisco {l'l/&/

Posture General Settings ;

Remeiaton Timer |4 | wnees o \What if client does not

Network Transition Delay |3 | seconds i Support posture or No

Default Posture Status |Com|:|liant<f - matChlng pl’OVISIOﬂIﬂg
Automatically Close Login Success |5 — | Seconds pollcy’?

Screen After

——

Continuous Monitoring Interval | 3

Acceptable Use Policy in Stealth Mode

Posture Lease

L

Auto-Close Agent on
Success

) Perform posiure assessment every time a user connects to the network_

Posture Lease

Grace Periods --

®) Perform posiure assessment everjr| 1 | Days j
Cache Last Known Posture Compliant Status <
Last Known Posture Compliant State | 10 | |H-:|urs

Cache Last Known

HCLUS BRKSEC-3697

Posture Compliance
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Passive Re-Assessment (PRA)
Work Centers > Posture > Settings > Reassessment configurations

Fosture General Settings
Ressessment configurations
Acceptable Use Policy
= Software Updates

Client Provisioning

Posture Updates

Proxy Settings

Cisco {l'l/&/

* Configuration Name PRA

Configuration Description Rechack Compliance avery 4 hrs |

Use Reassessment Enforcement 7 [

Group Selection Rules

* PRA configurations

Configurations list

Enforcement Type /

Interval 240 minutes. (i
Grace Time | 5 — | minutes. 3
1. Each configuration must have a unigue group or a unique cofmimeation of groups.

2. Mo two configurations may have any group in common.

3. If a config already exists with a group of "Any’, then no other configs can be created |

i the existing config with a group of 'Any' is updated to reflect a group (or grou

ii. the existing config with a group of "Any' is deleted

4. If a config with a group of "Any" must be created, delete all other configs first.

If client no longer
compliant on rescan,
allow, remediate, or
kick off network?

Reassessment interval

Time to remediate

FULTET g Ay, Or |

* Select User ldentity Groups Employes  <b |

PRA limited to ISE
|dentity Groups. If
need to apply to all
users/endpoints, then
select ‘Any’

Existing Reassessment Configurations a | User Identity Groups
) PRA Employee I
#CLUS BRKSEC-3697
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Populate Required Client Provisioning Resources

Work Centers > Posture > Client Provisioning > Resources

- Some software like full AnyConnect Agent must be downloaded
from Cisco Software Center and uploaded into ISE.

- Other software can be auto-populated, downloaded/created
offline and uploaded, or created directly within ISE.

- AnyConnect Temporal Agents are pre-loaded in ISE 2.3+

7

DooOOooon) s

Edit opAdd v [fyDuplicate | ¢ Delete

Last Update
2018/03/22 18:52:45

Description

Supplicant Provisioning Wizard for Mac CsX comg

2018/03/22 18:62:49

Cisco Temporal Agent for Mac OsX 4.6.0035%

2016/M10/08 20:01:12

Pre-configured Mative Supplicant Profile For Chro

2018/03/22 18:62:46

Cisco Temporal Agent for Windows 4.6.00359

2018M10/06 20:01:12
2018/03/22 18:62:46

Pre-configured Mative Supplicant Profile. The S5l
Supplicant Provisioning Wizard for Windows (ISE

Mame Type “ersion
MacOsXSPWizard 2.2.1.43 MacOsXSPWizard 22143
CiscoTemporalAgemtOSX 4.6.00359 CiscoTemporalAgentOsx 46.358.0
Cisco-ISE-Chrome-NSP Mative Supplicant Profile Mot Applicable
CiscoTemporalAgentWindows 4.6.00... CiscoTemporalAgentWindows 4.6.359.0
Cisco-ISE-NSF Mative Supplicant Profile Mot Applicable
WinSPWizard 2.2.1.53 WinSPWizard 22153
Cisco {l'l/&/ HCLUS
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AnyConnect Cocktail Mix \}\

Mandatory Ingredients

1. Add together:
* 1 part AnyConnect Secure Mobility Client v4.x
1 part AC/ISE Compliance Module v4.x

« 1 part AnyConnect Profile Software Center:
2. Shake into single AnyConnect Configuration Package https://software.cisc
3. Serve with your favorite Client Provisioning Policy Rule o.com/download/ho
_ _ me/283000185
Optional Ingredients per Taste

» Profiles for VPN, NAM, Web Security, AMP, NVM, ,

Umbrella, Customer Experience Don’t forget @
 Localization and Customization Bundles to add ISE !!!

i
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Phased Approach to Posture/Compliance

Don’t Swallow the Entire Watermelon at Once

- Enable “Visibility Only” Policies with Temporal
or Persistent Agents - No remediation

- Enable Posture Policies as Optional or in Audit Mode.

- Start small in terms of # items checked assessed.

- Start off with specific target devices, users, or locations.

- Enable Posture Lease to extend compliance status after initial check.
- When move to enforcement, implement Grace Periods.

- Gradually increase coverage and enforcement as needed.

ol
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Deploy and Verify Posture Policies

Enable Posture in Production with Minimal Impact

Ciher Conditions Requirements
| (Optional) Dictionar . <> | Ay ant =« To limit impact, Posture
requirement can be set to
[Any_AM_Tnstallation_Mac | = < Optional or Audit
Mandatory
© Optional

_| @ Audit '{b y

User is notified of failure results and given a remediation timer to

IR A make corrective action to comply with the posture policy

User is notified of failure results and given the option to continue
in order to bypass the posture assessment policy

User is not notified of any failure results based on posture
assessment policy

Audit

ol
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Posture Enhancements

Grace Periods

"teese ldentity Services Engine Home b Context Visibility » Operations ~ Palicy » Administration » Work Centers

Policy Sets  Profiling Posture | Client Provisioning  » Paolicy Elements

Posture Policy Grace = O = Disabled
Define the Posture Palicy by configuring rules based on operating system and/or other conditions. G race > O — Ena bled
-
_S_tatus Palicy Options Rule Name |dentity Groups Cperating Systems Compliance Module Posture Ty
) @ Policy Options D;fauIt_ﬁnl-iru'ialware_Pnl-icy_M Any Mac 05X 4 % or later AnyConne
ac

Any_AN_Installation_W

ac
'd = || Polic... = || Windows Service Pack Upd | | Any dp | | Windows Al <5 | [4.x or later - AnyCon
Select Re..
@ Grace pEI’IDd Semngs Wac 05X 4 % or later Temporal .
Any_AM_Insta Grace Pariod for: | 1 | D._a',r5 -
ac_temporal Minutes
h Hours
Days

vl
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Grace Period and Remediation

Rescan allows ad-hoc posture assessment

Warning Icons
with Appropriate
Message

Cisco AnyConnect

=

In Grace Period Message = Cisco Defined Text (e.g. “Your
endpoint is not compliant but has been granted short term
access. Please address the posture failures highlighted in
AnyConnect system scan summary and then hit "Rescan”

button to ensure continued full access

Cisco {l'l/&/

VPN

9 Cisco AnyConnect Secure Mobility Client

Verify your network connection.

| Amsterdam - S5L

System Scan:
In Grace Period

Security problem detected

Time Remaining: 12:34

Roaming Security:

Disabled while you are on a trusted netwark.

o] ®|==

(.

_—~ Rescan
button.

HCLUS

BRKSEC-3697

Persistent

* Admin option to
enable/disable

» Off by default
for backwards

\ compatibility /

\
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Design posture policies

Reports for Grace Period -- ‘Grace Compliant’

Logged At

X Match Al
Logged At
2017-11-10 15:03:19.657
2017-11-10 15:01:19.227
2017-11-10 14:59:18.342
2017-11-10 14:56:11.637
2017-11-10 14:53:43.822
2017-11-10 12:40:42.697
2017-11-10 12:38:41.907
2017-11-10 12:26:59.165
2017-11-10 09:00:12.175

2017-11-10 08:59:11.615

Posture Assessment by Endpoint @
From 2017-11-15 00:00:00.0 to 2017-11-15 11:57:01.0
0

Status

Details

4+ of the following rules.

+  Within
)

o

Grace Compliant

<< ]

o BB o

[~}

= » B o B o

o

O D D

o

PRA Action

rs
v

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Last 30 Days

Enter Advanced Filter Name.

A
v

+

© Identity

puarya

puarya

puarya

puarya

puarya

puarya

puarya

puarya

puarya

puarya

4 My Reports

2 Export Tov | O Schedule
Y Fiter~v < Refresh L~
@® Endpoint ID

00:71:CC:79:36:F4

00:71:CC:79:36:F4

00:71:CC:79:36:F4

00:71:CC:79:36:F4

00:71:CC:79:36:F4

00:71:CC:79:36:F4

00:71:CC:79:36:F4

00:71:CC:79:36:F4

00:71:CC:79:36:F4

00:71:CC:79:36:F4

Cisco {l'l/&/

HCLUS
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Alternative Approaches to Full ISE Com

Assessment and Remediation

- Simply Check if Patch Management Installed/Running

nliance

Patch-Management Conditions List > New Patch-Management Condition

Patch Management Condition

*Name [ Patch_Management_Running

Description [ Verify SCCM is running

* Operating System | Windows All <

* Compliance Module [ 4.x or later

* Viendor Name [ Microsoft Corporation

i |

* Name | Patch_Management_Running

Description | Verify JAMF Casper Suite running

* Operating System | Mac OSX  <p

* Compliance Module | 4.x or later

*Vendor Name | 1AM Softward -
AppleInc. )
Check Type Dell Inc.

BMC Software, Inc.
CSIS Security Group
Dell Inc.

F-Secure Corporation

G Data Software AG
GFI Software Ltd.

IBM Corp.

Innovative Solutions
Kaspersky Lab
LAMDESK Software, Inc.
Lumension Security, Inc.
Mcifes, Inc.

Check Type O Installation ® Enabled O Up to Date

Check paiches installed [ Critical only |

v Products for Selected Vendor

Check patches installed

JAM Software

JAMF Software, LLC
Kromtech

Kromtech Alliance Corp.

Product Name 4  Version Enabled Checked Support Update Checked Support

Microsoft Intune Client 5x NC NO 425200
[] System Center Configuration Manager Client 4x YES YES 421331.0
System Center Configuration Manager Client L YES YES 425200
[] windows Update Agent 10.x YES YES 4.2.520.0
[ windows Update Agent T YES YES 425200

Megaify Software Co., Ltd.
Microsoft Corporation
Morman AS

Minimum Compliant Module S S2CLINI3

Shavlik Technologies, LLC
Smart PC Solutions, Inc
Symantec Corporation
ThreatTrack Security, Inc.

Cisco (l'l/&/

HCLUS

BRKSEC-3697

WMware, Inc.
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Alternative Approaches to Full ISE Compliance
Assessment and Remediation

Absolute
- Is Device Registered/Compliant per External AirWatch

. 9 Blackberry - BES
Device Manager/MDM Blackberry - Good Secure EMM

- When did device last check in? Citrix Xenmobile

Globo A
IBM - MaaS360
JAMF Software

Microsoft inTune
'Eg MDM-DeviceRegisterStatus EQUALS Registered Microsoft SCCM

Status  Rule Name Conditions

(¥)  Device Registered and Compliant  AND = MDM-DeviceCompliantStatus EQUALS Compliant Mobilelron
SAP Afaria
Sophos

E MDM-DaysSincelLastCheckin LESS 1

SOTI
Symantec
Tangoe

Cisco(l'l/fr/ #CLUS BRKSEC-3697 Mera kl EM M







AC Posture Discovery

Parallel Probing (Behavior Prior to ISE 2.2/AnyConnect 4.4)

Note: Discovery Host should
— NOT be a PSN, but IP

s the endpoint on the ISE network? ( reachable target which
intercepts NAD

.
Default Gateway of primary interface.
fﬁ Such as 10.86.116.1, /auth/discovery, redirection expected. )
. )
Discovery Host
If it was set in the agent profile ISEPostureCFG.xml
\_ /auth/discovery, redirection expected )
( . )
enroll.cisco.com
hard coded
(_/auth/discovery, redirection expected )
. . . “ Vs - ~
Redirection is the ONLY | Previously connected head-ends
supported method for From ConnectionData.xm!
initial disco\/ery! (_No redirection expected )

ol
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AnyConnect PSN Node Discovery

Phased Discovery
A

Parallel Probing

&4
L4
L4

EEEEEEEEN
EEEEEEEEEEEEEEEEEnN
NN NN NN NN NN ENg,
-....
EEEEEEEEEEEEER,, v,
l...
L
EEEEEEEEEENNN ¥
l....

Illlllllll..... .. *

ISE 2.2 R Y

AC 4.4

Sequential Probing
v

Cisco {l'l/&/

Vs

.

N
Default Gateway of primary interface.
Such as 10.86.116.1, (/auth/discovery, redirection expected)
J
- A
Discovery Host
If it was set in the agent profile ISEPostureCFG.xml
9 (/auth/discovery, redirection expected) )
e ) N
enroll.cisco.com
hard coded
\(/auth/discovery, redirection expected) )
e N
Previously connected PSNs
From ConnectionData.xml
\No redirection expected )

-
Packets to a “Call Home?” list (inc. VIP of LB)
. (ISEPostureCFG.xml (no redirection—MnT lookup if needed)

).
Previously connected PSNs
\ConnectionData.xml (no redirection—MnT lookup if needed)

Vs

enroll.cisco.com
| hard coded (no redirection—MnT lookup if needed)

J

#HCLUS BRKSEC-3697
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ISE 2.2/AC 4.4 Posture Discovery

RADIUS Session

] User Connects to RADIUS session
Wired/Wireless established to PSN2
Network
LAN 3rd-Party Access Device PSN1 or LB VIP
User (or Cisco device without

redirection)

Active MNT

el
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ISE 2.2/AC 4.4 Posture Discovery

Posture Discovery

@ posture Discovery to < AC communicates client MAC/IP
Call Home Server (PSN1) address to PSN for session lookup.

@ Posture Discovery to _
Default Gateway Posture Discovery to — PSN redirects client

correct PSN with @ with correct URL (PSN
required information. FQDN, session ID, ...)

Target PSN
determines it does not
own client session;
queries MnT for

No URL Redirection session owner (PSN2)
supported, so Discovery or SNMP-based CoA by using client address
packet dropped session owner (PSN2)

3rd-Party
Access Device

Active MNT

vl
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AnyConnect Posture Profile

Discovery Host and Call Home Lists

P Single Entry for Initial Discovery

Parameter

Walue

Miotes

~

Description

FRA retransmission time

120 seCs

/

This is the agent retry period if there is a Passive Reassessment
communication failure

Discovery host

* Berver name rules

‘ redirect.company.com\

L~

The server that the agent should connect to

|*.company.com |

need to be blank by default to
force admin to enter a value, ™"
means agent will connect to all

A list of wildcarded, comma-separated names that defines the servers
that the agent can connect to. E.g. ".cisco.com

Call Home List

(| psn1 .company.com,|
psn2.company.com,
vip1.company.com:8888,
L vip2.company.com:8888,)

List of IP addresses, FQDNs with
or without port must be com

number should be the same,
specified in the Client Provisioning
partal)

[ List of PSNs (or VIPs!) to use as |
_a fallback to initial Discovery

A list of IP addresses, that defines the all the Policy service nodes that
the agent will try to connect to if the PSN that authenticated the endpoint
doesn't respand for some reason.

v

Back-off Timer

secs

Enter value of back-off imer in
seconds, the supported range is
between 10s - 600s.

Anycaonnect agent will continuously try to reach discovery targets
(redirection targets and previously connected PSMs) by sending the
discovery packets till this max time limit is reached

Mote: It is recommended that a separate profile be created for Windows and 05X deployments



AnyConnect Provisioning Portal

SSO Experience for On-Prem Users!

aleih.  |dentity Services Engine Home » Context Visibility » Operations » Policy Administration
b System  » Identity Management  » Metwork Resources | = Device Portal Management | pxGrid Services ¢ Feed Senvi
Blacklist BYOD  Certificate Provisioning  Client Provisioning  Mabile Device Management My Devices  Custom Port

Fartal & Fage Settings

F Portal Settings

* Login Page Settings

[| Enable Login

Maximum failed login attempts before rate
limiting:

[ Include an AUF  on page ¥
[ | Require acceptance

[ | Require scrolling to end of AUP

Time between login attempts when rate limiting:

Enabling Auto-Login tells PSN to
perform MnT lookup for existing
session based on client IP.

t-s50)
1-ss9)

BRKSEC-3697
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TACACS+ Deployment
Best Practices




Design #1 - RADIUS & TACACS+ Share PSNs

=38 ISE Deployment
‘jfT . N
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Design #2 - RADIUS & T+ Use Dedicated PSNs

ISE Deployment
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Design #3 - Separate Deployments for RAD & T+

Dev Admin Only
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RADIUS Only PSNs

Administration > System > Deployment > [ISE node]

Personas

| Administration

Monitoring

] Enable Session Services

Enable Profiling Service

Enable SXP Service

[J Enable Device Admin Service

Use Interface I GigabitEthernet 0

Role PRIMARY | Make Standalone |

Role PRIMARY '~

Other Monitoring Node

Policy Service Policy Service is Required

Include Node in Node Group [ None

vli

Enable Identity Mapping

#CLUS

-

Enable What’s Needed
for Network Access

BRKSEC-3697
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TACACS+ Only PSNs

Administration > System > Deployment > [ISE node]

Personas
v| Administration Role PRIMARY [ Make Standalone |
Monitoring Role | PRIMARY |~

[ Enable Session Services i

Include Node in Node Group = None
[ Enable Profiling Service

[ Enable SXP Service
Use Interface | GigabitEthernet 0

Enable Device Admin Service Device Admin

O Enable Identity Mapping

HCLUS

Other Monitoring Node

Policy Service Policy Service is Required

-

Disable Network
Access Services

BRKSEC-3697 © 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Options for Deploying Device Admin

https://communities.cisco.com/docs/DOC-63930

= Ane S te Depl t
Priorities according to Policy and [t
Business Goals

Separate PSNs Mixed PSNs

v

RADIUS TACACS | RADIUS TACACS | RADIUS/ TACACS

Yes: Specialization for TACACS+

No: Shared resources/Reduced SS

Yes: Scale as needed/No impact on
Device Admin from RADIUS services

No: Avoid underutilized PSNs

Yes: Services dedicated to TACACS+

No: Focus on “human” device admins

Yes: Optimize log retention VM

No: Centralized monitoring
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ACS to ISE Migration

https://communities.cisco.com/docs/DOC-63880

cisco Communities I
CISCO

Products & Services Partners & Global Developer (

Cisco Communities > Technology > Security Community > Policy and Access > Identity Servig|

= ACS to ISE Migration

« Video Tutorials
* Demos
« How To Document Cisco ACS to ISE Migration Guide
* Migration Paths

* ACS 4.x to ACS 5.x

¢ ACS5xto ACS55/56/5.7/5.8
¢ ACS vs ISE Comparison ( Why do you need to migrate to ISE?)

Secure Access How to Guides Series

¢ ACS vs ISE Deployment Sizing Author: Krishnan Thiruvengadam

¢ ACS End of Life Date: June 2nd, 2016

« Migration Tool Guide BRKSEC-3697 ireserved. CiscoPublic 153



What is Passive |dentity




Passive vs Active Identity / Authentication

- Most of security vendors (including Cisco) use Passive Authentication
to provide user identity for security policies.

- It’s “asking” Microsoft AD to please tell our product the username & IP
address of users who authenticate to AD. i.e.: It’s all hearsay

- Example: Context Directory Agent (CDA) using Windows Management
Infrastructure (WMI) to tell it when a user authenticates and current IP.
- Active authentication is learning it from the endpoint/user directly.
- Ex: chyps@cisco.com has authenticated to the wireless network “Blizzard”

- Cisco ISE is the authentication server & learns directly from Craig
- It’s more reliable and works for all devices/users, not just AD managed systems.

ol
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Active Authentication

- Data Center
e

e
_Q_ &)
. @f@ o0

N\ 802.1X - part of WPA2

RADIUS

« Credentials provided directly to ISE via EAP (802.1X)
» |SE Validates Credentials Against ID Store
» |SE Providing Authorization Results
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Passive Authentication

Data Center

» Credentials not provided directly by user/endpoint
» |ISE “trusts” the source that user auth succeeded
» |ISE pulls groups and attributes from ID store
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ISE Passive ldentity Feature Overview

Broker for IP-User/Group Mappings for Cisco Consumers stéacrH _®_

L/ATB H NG;V;V

- Collect Passive ID via multiple sources P— pxGrid Pub/Sub Bus
. . 2\ 9
- Share out via pxGrid @@

ISE or PIC/

Input to ISE-PIC / ISE

Kerberos|  |SE-PIC Endpoint
SPAN  Agent Syslog REST AP Probe

e O|@
’dﬁ 'Q’D EBLUECAT Blue 3- Coat

© .
AI m OSt Anyt h I n g BRKSEC-3697 © 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 158
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Same Still
User? There?




Enabling ISE Passive Identity Service

« Enable Passive ID on ISE PSNs

- Enables all passive identity provider
features

+ Typically need only 2 nodes (for
redundancy) to support WMI.

- Additional PSNs can be enabled for
Passive ID to support:
- PIC Agent

Syslog

Endpoint probes

- SPAN

APl / TS Agent

Cisco {l'l/&/

HCLUS

Edit Node

Profiling Configuration

Hostname th-amit-6-vm3

EQDN th-amit-6-vm3.cisco.com

|P Address 10.56.15.134

Node Type Identity Services Engine (ISE)

| Administration

|

Monitoring

|

Policy Service

V| Enable Session Services (i

V| Enable Profiling Service

[] Enable Threat Centric NAC Service i

[C] Enable SXP Service (&

[7] Enable Device Admin Service  ;

Enable Passive Identity Service i

[ pxGrid i

Coue D

Role STANDALONE [ Make Primary |

Role _ PRIMARY s Other Monitoring Node:

Include Node in Node Group | None

Use Interface  GigabitEtheret 0

==t
BRKSEC-3697 © 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Easy Connect:
dentifying Trusted

Jsers without 802.1X
Jser Authentication




Passive Identity / Easy Connect Architecture

Sl Standby

AD Logins ,. F’—&\TA = ctive

7

Cp

Publish Session

) \V
E AD Logins © ' Topic to pxGrid
‘Q—/ > D) .

Wired SwitcFTRERADIUS AAA

User: jsmith
IP:1.2.3.4 Update SXP peers with Controller
11:22:33:44:55:66 SGT mappings from
RADIUS + EZC

/ Cisco ASA
4
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asy Lonnect
Consuming Both AD and RADIUS Logins

Identity
: 1.2.3.4| chyps Mapping
Windows Event log .
. . Identity
2.3.4.5 | imbashir .
Mapping
1.2.3.4 chyps 22:33:44: . Samsung
e 500,77 |3456| hslai Galxy | dotix | RADIUS | 10
2.3.4.5 imbashir 334456
66:77:88 5.6.7.8 | zsariedd | Apple-iPad mab RADIUS | 20
44:55:66: Apple-
77:88:99 6.7.8.9 | awoland Sl dot1x RADIUS | 10

AD Logins
RADIUS Login

Publish Session

pdate SXP peers ,Topic to pxGrid
with SGT mappings
from RADIUS = PXG
Dy 4
, / Cisco ASA S
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Easy Connect Enforcement ISE Session Directory
Merging RADIUS and AD Login Identity _

- 33:44:55 -WS +PsvIiD | [RADDUE
- Merge active RADIUS Windows Event log 11:22:33; 1 windows | MAB | Iiedainy
Identity with passive AD a0 | 940 M| 10| wpoun | ey | 7

00:11:22: 1.2.3.4| chyps Windows7 | Dot1x | laidmdiby

i 1.2.3.4 chvos 22:33:44: , Samsung
|dentity _chyps o 345.6| hshai Goomy. | ot | RADIUS | 10
2.3.45 imbashir e —
« AuthZ = RADIUS + PassivelD 66.77-8a | 9-6-7-8 | zsariedd | Apple-iPad | mab | RADIUS | 20
v 44:55:66: Apple-
27-88:99 6.7.8.9 | awoland anything dot1x RADIUS | 10

e
%, Calling ID:
&7 00:11:22:33:44:55
00:11:22:33:44:55 Framed|IP: 1.2.3.4
AD Logins

AD Logins

* ................ = - J RADIUS Login

112233405566 Wired Switch TRRADIUS AAA

@) . .

Authentication/ ATy Publish Session

Authorization Update SXP peers with Topic to pxGrid
Calling ID: SGT mappings from

11:22:33:44:55:66 RADIUS + PassivelD

FramedIP: 2.3.4.5
Cisco ASA

Cisco {l'l/&/ HCLUS
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Easy Connect Configuration (beyond Passive ID)

Authorization Profile

- To enable Easy Connect,
Authorization Profile must:

- Flag session as candidate for
Passive Identity tracking.

- Permit access for AD login.

« MnT node:

- Merges RADIUS session with
AD passive ID session based
on matching IP address.

- Generates CoA reauth to PSN
to apply new authorization
policy based on AD identity
(Passive ID).

Cisco {l'l/&/

Authorization Profile

* Name | AD_Login_EasyConnect |

Description | Policy that allows AD Login access and tracks session for Passive Identity (EgsyConnect)

* Access Type | ACCESS_ACCEPT -

MWetwork Device Profile | @& Cisco | = | &3

Senvice Template [l

Track Movement [ Tr|gger3 COA for
Passive |dentity Tracking £ ;j\/ merged SeSS|OnS

[_Enable Passive Identity for policy enforcement and user tracking ]

* Common Tasks

DACL Mame AD_LOGIN_ACCESS ¥
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Easy Connect Configuration

Authorization Policy

“Easy Connect Chaining”
- Add conditions based on Passive Identity —

Authorization Policy
Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag a op rules to change the order.
For Policy Export go to Administration = System = Backup & Restore = Policy Export Page
| First Matched Rule Applies \d
Status Rule Mame 1ons (identity groups and other conditions) Permissions
Employee (1X plus EasyConnect ) Wired_802.1X AD1:ExternalGroups EQUALS cts locallUsers Employes
Domain Computers PassivelD:PassivelD_Groups EQUALS
ADT:cts locallUsersfemployees
Employee (1X Only) Wired_8021X AD1:ExternalGroups EQUALS cts local/lUsers Employee
lemployees
Employee (MAB plus EasyConnect) Wired_MAB PaszsivelD:PassivelD_Groups EQUALS Employee
AD1:.cts localllsersfemployees
Employee (WebAuth) Wired_MAB AD1:ExternalGroups EQUALS cts local/llsers Employee
lemployees
AD_Computer (11X Only) Wired_8021X AD1:ExternalGroups EQUALS cts local/lUsers AD_Login_EasyConnect
Diomain Computers
Limited Access (AD or CWA) Wired_MAB AD_Login_EasyConnect

vl
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|dentifying Trusted
Devices without 802.1X
Machine Authentication




ldentifying Trusted Devices using Profiler

Profiler Policy

« Custom Profile
Workstation Corp * Name | Workstation_Corp | Description Custom Policy for Corporate Workstations

Policy Enabled

* Minimum Certainty Factor | 30

* Exception Action

- Add child policy to
current Workstation
profile.

(Valid Range 1 to 65535)

* Network Scan (MMAP) Action | MOME

o Add rU|e tO matCh g Create Matching Identity Group
. IUse Hierarchy
any (logical OR) of
" * Parent Policy |Workstation ~r|
these conditions to Rules
mycompany.com: -
If Condition | IP_FQDMN_CONTAINS_mycompany.com_OR_... = | Then
* DNS FQDN
. If Condition Condition Mame Expression
* DHCP C“ent_fqdn f} IP:FQDMN v CONTAINS = | mycompany.com
* DHCP domain-name If Condition ¢ |DHCP:cIient—fqdn o | | COMTAINS '| | My COMpPany.com |
O DHCP:dormain-name ) COMTAINS | | rmycompany.com
If Condition
/ If Condition | ©S_X_SnowLeopard-WorkstationRule1Check P | Then | Certainty Factor Increases '| | 30
Cisco("/& HCLUS BRKSEC-3697  © 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 167



ldentifying Trusted Devices using Profiler

Real Customer Example: Profiling Based on a Custom DHCP Attribute

« Custom DHCP-User-Class-ldentifier for

Domain Computers

- Provides a unique way to profile
the device as a Corporate Asset.

- Manual Configuration Example:

| Profiler Policy

Windows 7 IP Configuration

C:\>ipconfig /setclassid "Local Area Connection" Corp-XYZ

Profiler Condition List > New Profiler Condition

Profiler Condition

* Name I Corp-XYZ

* Type | DHCP '|
* Attribute Name | dhcp-user-class-id v |
* Operator I EQUALS v |

* Attribute Value I 43:6f:72:70:2d:58:59:5a |

System Type Administr: eated
[suorit JECTN

DHCP Classld successfully modified for adapter "Local Area Connection”

* Name l Windows10-Corp-XYZ-Workstation I Des

Policy Enabled

Certainty Factor l 50 I (Valid Range
Exception Action [ NONE v|

n (NMAP) Action | NONE -|
oup for the policy O Yes, create matching Identity Group

(® No, use existing Identity Group hierarchy

* Parent Policy | Windows10-Workstation |

bciated CoA Type | Global Settings v]

e N\

Condition value must be expressed in hex.

http://technet.microsoft.com/enus/library/cc783756(WS.10).aspx Rules

- GPO Script Configuration Example:

If Condition | Corp-XYZ I Then | Certainty Factor Increases v| I 50

1 - Create a GPO which has the necessary IPCONFIG command in a startup script
2 - Create a Domain Local group called something like 'Laptop Computer Accounts' and add all the laptop computer accounts
3 - Modify the GPO by removing the 'Authenticated Users' from the permissions list
4 - Add the 'Laptop Computer Accounts' group to the permissions list and assign 'Read' and 'Apply Group Policy' permissions.
5 - Link the GPO to the domain root (or the highest level OU which will encompass all computer accounts)

BRKSEC-3697 © 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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|dentifying Trusted Devices using NMAP

Custom Port Scans

Custom Ports Work Centers > Profiler > Manual Scans

Scan Options
Add up to 10 UDP and 10 TCP custom ports to this action. 05 Run SMB Discovery script @
UDP Ports: TCP Ports: "] SNMP Port i [”] Skip NMAP Host Discovery i
["| Common ports i (Only applies to manually run scans]
2502 - Remove 8081 3 Remove i
§§§§ lude service version information

p View Common Ports
OK

Reset to Default Scan Options

Cancel P Scan Actions

Cisco [l'l/&/
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|dentifying Trusted Devices using NMAP

Service Information

Custom Ports Work Centers > Profiler > Manual Scans

| Scan Options

- - 135 520 53
137 631 80
p View Common Ports 138 1434 110 3389

ok | Cancel 139 1900 135 8080
139 9100

631
3306

Add up to 10 UDP and 10 TCP custom ports to this action. TCP ports automatically checked for
UDP Ports: TCP Ports: McAfee ePolicy Orchestrator if Service
L e | \ersion in¥ormation checked
2502 = Remowe 8081 - m v LT OIS L -
2503 L
gggg V] Include service version information i
uDP: TCP:
53 161 21 143
67 162 22 443
68 445 23 445
123 500 25 515

QK Cancel
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NMAP Scan Actions

Used in Profiler Policies (triggered scans)
or Manual Scans

Identity Services Engine

it
]

Home b Context Directory ¥ Operations - Policy

Authentication  Autharization  Profiling Posture  Client Provisioning = Paolicy Elements
Dictionaries b Conditions ~Results
<]
¥ Authentication NMAP Scan Actions
¥ Authorization J Edit opAdd | Y Delete
[]| Metwork Scan (WMAP) Action Mame
= Profiling ; ! :
[ MCAFeeEPOOrchestratorClientsc Cisco Provided
Exception Actions [ _QSescan Cisco Provided
L) sMB-scan Cisco Provided
Metwork Scan (MMAP) Action ) )
(] sSNMPPorisAndOS-scan Cisco Provided

¢ Posture

Metwork Scan Action List = SMB-scan
Network Scan (NMAP) Action

* Action Mame SMB-scan

Description | Perform SMB scan
Systemn Type  Cisco Provided
Scan Options [ |pg'*
SNMP Port *

Commaon Paort i

Custom ports !

Include service version in

Fun SMB Discovery script i

0 TS CovEry

Perform operating system detection.
Perform SMB scan

Perform operating systern and SMMP ports detection. Used for "Ur

HCLUS

BRKSEC-3697
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Triggered NMAP Scan using Template

Work Centers > Profiler > Profiling Policies

* Associated CoAType | Global Settings -

System Type Cisco Provided

Rules

DHCP:dhcp-class-identifier
COMTAINS MSFT

Expression

Profiler Policy
*Mame | Microsoft-Workstation | Description Generic policy for Microsoft workstation
Policy Enabled
* Minimum Certainty Factor | 10 | (Valid Range 1to 65535)
* Exception Action | NONE v
* Network Scan (NMAF) Action | SMB-scan -] r
Create an Identity Group for the policy (O Yes, create matching l#Petity Group Conditions Details x

(®) No, use existing Identity}Group hierarchy Mame Microsoft-WorkstationRulel1Checkl

Parent Policy Workstation Description Microsoft-WorkstationRule1Checkl

If Condition | Windows7-Workstation-Rule2-Check!  4¢ | Then | Certainty Factor Increases

+] [10

I If Condition | Microsoft-WorkstationRule1Check1  <p IThen | Take Network Scan Action

IfCUnditiUn|Winduws1D—Wnrkstatinn—RuleE—Check1 o= | Then | Certainty Factor Increases

172



Enhanced NMAP Probe

SMB Discovery

SMB.cpe cpedomicrosoftwindows_7V-professional
SMB.fqdn winv-pc.cts.local

SMB.lanmanager Windows 7 Professional M 6.1
SMB.operating-system Windows 7 Professional M 7&00
SMB.server WINT-PCw00

SMB.workgroup CTSw00

>

YV VY

Detailed Windows Info including:

Common Platform Enumeration
(CPE)

FQDN

Operating System version
Domain

Workgroup

NMAP Reference: https://nmap.org/nsedoc/scripts/smb-os-discovery.html

If unable to get SMB info, verify SMB can access computer:
Windows 7 Scan to Folder SMB Setup www.kb.lesolson.com/InstantKB20/Attachment130.aspx

Cisco {l'l/&/ HCLUS
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http://www.kb.lesolson.com/InstantKB20/Attachment130.aspx

123-udp ntp
E n h a n C ed N MAP P ro be 135-tcp msrpc-Microsoft Windows RPC
. 135-udp msrpc
Custom Ports, Service Info, ePO Check
137-udp netbios-ns-Microsoft Windows netbios-ssn-workgroup: CTS ]
wilk - dentity Services Engine ~ Context Directory 138-udp netbios-dgm
. . 139-tcp netbios-ssn-Microsoft Windows 98 netbios-ssn
Endpoints sers Metwark Devices
139-udp netbios-ssn
Endpuoints 00:10:158:88:4C:94 1434-udp ms-sgl-m
161-udp snmp
00:10:18:88:4C:94 = B
1800-udp upnp
MAC Address: 00:10:18:88:4C:04 : ) : )
Usemame: 00-10-18-88-4C.a4 445-tcp microsoft-ds-Microsoft Windows 10 microsoft-ds
Endpoint Profile: Corporate-Windows7-Workstation | 445-udp microsoft-ds
i urren ress: 10.1.
Location: 500-udp isakmp
Aftributes Authentication Threats Yulnerabilities 520-udp route
F— B3-udp domain
General Attributes f31-udp ipp
67-udp dhcps
Custom Port Check on TCP/8081 and 68-udp dhcpe
McAfee eponcy Orchestrator Agent Check 8021-tcp hitp-Metwork Associates ePolicy Orchestrator
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AD Probe

Work Centers > Profiler > Node Config > Deployment > (node) > Profiler Config

- Increases OS fidelity through detailed info extracted via AD.
- Distinguishes corporate from non-corporate endpoints. = IS device a Corp Asset?

- Leverages AD Runtime Connector

¥ Active Directory

- Attempts fetch of AD attributes once
computer hostname learned from:

DHCP Probe
Description | The Active Directory probe
DNS Probe gueries Active Directory for

. Machine Auth Windows information.

- AD queries gated by:

Days before rescan |1

- Rescan interval (default 1 day) Note: If AD probe enabled after endpoint learned
- Profiler activity for endpoint and hostname acquired, then no AD query.
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AD Probe

e - Match on the following:
Conditions and Attributes bl

« AD Computer?

* Join Point Domain

FProfiler Condition List = New Profiler Condition Conditions o OS, Version, and Service Pack
Profiler Condition
*Mame | AD-Check | Description | Custorn AD Probe Condition
*Type | ACTIVEDIRECTORY v _
Sample Attributes
* Aftribute Name | AD-Host-Existsd| -
+ Operat AD-Host-Exists AD-Fetch-Host-Name win7-pc.cts.local
PETEOT | Ap 30in-Point
* attribute Value AD-Operating-System AD-Host-Exists true
AD-05-Version . _
System Type | AD-Service-Pack AD-Join-Point CTS.LOCAL
| Cancel | AD-Last-Fetch-Time 1460430231349
AD-05-Version 6.1 (F600)
MAB - DHCP - AD Probe _ _ _
. AD-Cperating-3ystem Windows ¥ Professional M
Simpleas1-2-3!
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ldentifying Corporate Assets using Posture

Check for Unique Corp Attributes

 ISE Posture checks reg

istry for pre-

populated or unique entries.

« Ex: Check for key Terces with value
YNAPMOC under HKLM\SOFTWARE\

Microsoft\Bmurc\Daerb\

COMPAMNY secreT breaD crumB

« Optional Checks:

* Files unique to
corporate image

& Registry Editor

File Edit “ew Favorites Help

Registry Conditions List = New Registry Condition

Registry Condition

* Mame |Cumpanv_BreadCrumb_Check |

Description |Checkﬂ:|r company registry key |

Registry Type | RegistryValue '|

Registry Root Key | HKLM v | *SubKey N| SOFTWARE\Microsoft\Brurc\Daerb

*Value Mame
Value DataTyge [String [«

Value Opegator | equals (=]

ValugData [[YNAPMOC
* Operating Sfstem | Windows Al % |

« Applications/
Services specific to
organization’s SOE.

[ BidInterface Mame

= Bmurc| ab)(Defaul)  REG_SZ

]
' Daerb] Terces REG_SZ
] Code Store Database

SOE=Standard Operating Environment




Endpoint Custom Attributes

Administration > Identity Management > Settings

User Custom Attributes
User Authentication Settings
Endpoint Purge

Endpoint Custom Attributes

/Once defined, Custom

B\

)

Attributes can be set using:
 Admin Ul
» File/LDAP Import
Endpoint Custom Attributes « ERS AP
Endpoint Attributes (for reference) k ’ pXG rid
Mandatory Attribute Name Data Type
PortalUser
Endpoint Custom Attributes Int
i Boolean
Attribute name
AssetType Float —
AssetTagMumber Long -
SerigMumber IP -
ProfitCenter Date -
CorpDevice String

HCLUS BRKSEC-3697
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Endpoint Custom Attributes

Edit Attributes From Context Visibility

* General Attributes

fMac Address * 00:10:18:88:4C:94

Description Technical Marketing Department workstation - Building G -4th floor

W

* Custom Attributes

Y Filter~ £~

Attribute Name Attribute Value

AssefTagNumber 864444923566 | R q Save/Delete
AssetType Managed = q Edit
FrofitCentar 00251977 c
CaorpDevice true (£
SerialMumber BX135295740C (£
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E n d pOI nt E RS / \P I GET https://10.1.101.16:9060/ers/configlendpoint/6ec34372-f790-11e5-aaa3-0  Params
. Authorization @ Headers (3) Pre-request Script Tests
<customAttributes> :
<entry> @ Authorization Basic ZXJzYWRtaWAEZGVmYXVsdDFB = X
<key>ProfitCenter</key> . o _
Accept applicationfvnd.com.cisco.ise.identity.enc = X
<value>00251977</value>
Accept-Search-Result application/vnd.com.cisco.ise.ers.searchr = X
</entry>
Bulk Edit
<entry> ulk Edi
<key>CorpDevice</key>
<Va|ue>true</va|ue> Bod Cookies Headers (7) Tests
</entry> _
Pre Raw Preview XML v s |
<entry>
1 ?uxml wersion="1.8" encoding="utf-8" standalone="yes"?»
<key>AssetNumber</key> 2~ | Ansd:endpoint id="6ec34372-798-11e5-a3a3a3-00585691cT84" name="080:18:18:88:4C:94"
<Va|ue>864444923566</va|ue> Lcom” xmlns:xs="http://www.w3.org/ 2881/ XML5chema™ xmlns:ns4="identity.ers.is
3 <link rel="self"™ href="https://16.1.181.16:9@68/ers/config/endpoint/6ec34372
</entry> -P@E5A5691cFE4" type="application/xml"/>
4~ {CUSTtomATTributes>
<entry> 5= <entry:
6 <key>AssetNumber</key>
<key>AssetType</key> 7 <value>864444923566</value>
<value>Corporate</value> - entry>
< / ent ry> 18 <key>AssetType</key>
. 11 <value>Corporate</value>
</customAttributes> 12 <Jentry>
13 Joystomattribytes
14 <groupld>4f34c838-f1d7-1125-a8e%-005856bT55e@ </ groupId:

el
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pxGrid Probe (Context In)

Industrial Network Director (IND) Example

- IND communicates with Industrial Switches and Security Devices and collects detailed
information about the connected manufacturing devices.

« IND v1.3 adds pxGrid Publisher interface to communicate loT attributes to ISE.

/ IND Asset Inventory \
{ 1

ISE Profiler Attributes \

L Publisher Subscriber TR
": o 172.27.162.184", lotlp. ress
"00:1d:9c:c2:7d:d2", .
Rockwell Automation/Allen-Bradley", iotName
"1756-EN2TR/B"
": "10423738", prrId iotVendor
P 92,07, iotProductld
: ncIpY, i 5
“otComectediinks s [ iotSerialNumber
{
“igtId": 103, i i
ig:ibév,i.@mﬁg": "Switch", iotDeviceType
y WIE3@10-TrunkSwitch", . o
";‘.g‘;‘;;??cﬂgmg" g :ast E:Ee rvr:;E;/lS" - iotSwRevision
iotIpAddress™: "172.27.162.162" . .
] } iotHwRevision
“iotCustomAttributes” : [ iotProtocol
“attrName”: "deviceProfile”, . .
"\?'a'i'gégr{lvﬁtommsxiigt;gn; :dapter Custom AttrlbuteS iotConnectedLinks

Su pported m deviceProfile
= productNode
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Custom Endpoint Attributes ?"“
A=~
- Exposed to Authorization Policy Rule Conditions o AssetTagNumber:
B AssetType
B BYODRegistration
@ CorpDevice
B EndPointPolicy
Fule Mame Conditions (identity groups and other conditions) FPermissions
Corporate PC Policy i |EndPuoints:CorpDevice EQIUALS True A0 EndPoints:EndFointPolicy then  PermitAccess
EQUALS Microsoft-Workstation
W Portallser

@ PostureApplicable
¥ ProfitCenter

@ SerialMumber

Cisco {l"/&/ HCLUS
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ldentifying Corporate Assets

Device Registration

- Is a user-registered device a corporate asset?

- Registered devices added from self-serve portals used to track personal devices.

- Cannot validate self-registered devices as ‘corporate’ unless use some other method.

Add a New Device

cISco My Devices Portal

Username ‘ employee ‘

L pe— |

Acceptable Use Policy

To add a device, please enter the Device ID (MAC Address) and a description
(optional); then click submit to add the device.

* Device ID | My New Phone |

Description | 44:55:66:77:88:99 |
EEI (concel
Your Devices fjb

State Device ID Description Action
B 00:11:22:33:44:55 My Windows Laptop Edit \ Lost? \
B 11:22:33:44:55:66 My iPad Edit | Lost? |
(%] 22:33:44:55:66:77 My Android Phone Edit | Renstate | &
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External Device Registration

Is Device Registered in a Trusted System?

- ISE can check enrollment and compliance with most MDM/EMM
vendors as well as SCCM and Intune.

Standard

Status Rule Name

MDM_Compliant_alpha

Conditions (identity groups and other conditions)

EndPoints:LogicalProfile EQUALS
MDM_Devices Network
Access:EapAuthentication EQUALS EAP-TLS

MDM:DeviceRegisterStatus EQUALS
Registered MDM:DeviceCompliantStatus

IO o O Slif=

Permissions

WLC_SJC19_V6e02_Q
SJC19_Wireless_Mobile_Devices

Cisco (('/6/
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ldentifying the Machine AND the USER

Machine Access Restrictions (MAR)

- MAR provides a mechanism for the RADIUS server to search the
previous authentications and look for a machine-authentication with

the same Calling-Station-ID.

- This means the machine must authenticate before the user.
- I.e. Must log out, not use hibernate, etc....

- See the reference slides for more possible limitations.
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Machine Access Restrictions (MAR)

Rule Name Conditions Permissions

MAR Cache IP Phones Cisco-IP-Phone Cisco_IP_Phone

Calling-Station-ID 00:11:22:33:44:55 - Passed

mployee &
Employee if | WasMachineAuthenticated = then Employee
true
GUEST if | GUEST then | GUEST
Default If no matches, then WEBAUTH
NAD
RADIUS A -R .
[EAP-ID=CorpXP-1] Matched Rule = MachineAuth

RADIUS Access-Accept
[cisco-av-pair] = dACL=Permit-All
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CISCO["/cI #CLUS BRKSEC-3697  © 2018 Cisco and/or its affiliates. All rights reserved. CiscoPublic 187



Machine Access Restrictions (MAR)

MAR Cache

Calling-Station-ID 00:11:22:33:44:55 - Passed

NAD

Cisco [l V&/

_FAD%AMLBM}

EAP-ID = Employee1]
RADIUS Access-Accept
[cisco-av-pair] = dACL=Permit-All

Rule Name

Conditions

Permissions

IP Phones if | Cisco-IP-Phone then Cisco_IP_Phone
MachineAuth if | Domain Computers then MachineAUth
- Employee &
Employee WasMachineAuthenticated = Employee
true
GUEST if | GUEST then | GUEST
Default If no matches, then WEBAUTH

Matched Rule = Employee

HCLUS BRKSEC-3697
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Problems Faced Today w/ Secure Network Access
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TEAP vs. Other EAP Types

EAP- TEAP EAP-FASTV?2 EAP-TTLS
RFC-7170 Proprietar EARRIEAS RFC-5281

Certificate _
Provisioning in-band ~
Distribute EAP Server _
Trust-List p 4
User + Machine EAP ;
Chaining NV,

Posture Transport in-
band (PT-TLS or o/
PT-EAP

Certificate Renewals ;
in-Band pV4
Fast Reconnect w/ )
Server ~
Fast Reconnect w/ 4 4
PAC File AV, 7

XX XXX
XX XXX

XX X XX X

X <
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ldentifying the Machine AND the User

The next chapter of authentication: EAP-Chaining

- RFC-7170: Tunneled EAP (TEAP).
- Next-Generation EAP method that provides all benefits of current EAP Types.
- Also provides EAP-Chaining.
. http://www.rfc-editor.org/rfc/rfc/7170.txt

- Cisco did it YEARS before TEAP was/is adopted
- EAP-FASTV?2
- AnyConnect 3.1+
- ldentity Services Engine 1.1.1+

- **Adopted & in Production at Organizations World-Wide!
« Only True Chain of Machine + User
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EAP-Chaining
With AnyConnect 3.1.1

1. Machine Authenticates

and ISE 1.1.1

2. ISE Issues Machine AuthZ PAC

NAD

FAPol Start > RAD

IP Phones Cisco-IP-Phone Cisco_IP_Phone

Rule Name

Conditions

Permissions

Employee &
Employee i el then Employee
Access:EAPChainingResult =
User and machine suceeded
GUEST if | GUEST then GUEST
Default If no matches, then WEBAUTH

A -R

[EAP-Tunnel = FAST]

RADIUS Access-Challenge

‘ EAP-Request:.TLV |«

[EAP-TLV = “Machine”]

EAP-Response RADIUS Access-Request

EAP Success
4 L=

TLV = “Machine” [EAP-TLV= “Machine”]
[EAP-ID=Corp-Win7-1]

' RADIUS Access-Accept | 4

HCLUS
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EAP-Chaining

With AnyConnect 3.1.1 and ISE 1.1.1

3. User Authenticates

4. ISE receives Machine PAC
5. ISE issues User AuthZ PAC

Rule Name

IP Phones

Conditions

f | Cisco-IP-Phone

Permissions

then Cisco_IP_Phone

MachineAuth

Employee

GUEST

Domain Computers MachineAuth

Employee &
Network
Access:EAPChainingResult =
User and machine suceeded

then | Employee

if | GUEST

then

GUEST

Default

If no matches, then WEBAUTH

P RADIUS A -R
[EAP-Tunnel = FAST]
RADIUS Access-Challenge
[EAP-TLV = “Machine”]

RADIUS Access-Request
[EAP-TLV= “User”]
[EAP-ID=Employee1]

‘ RADIUS Access-Accept | 4

FAPol Start

EAP-Request:TLV

-

: AP-Response
TLV = “User”

EAP Success

HCLUS

BRKSEC-3697

No chainingv
| No chaining

| User and machine both failed

User and machine both succeeded
User failed and machine succeeded
User succeeded and machine failed

v
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ldentifying the Machine AND the User

What to do when EAP-Chaining is not Available?

- There are many requirements to determine Machine AND the User
- Windows is the only current OS that can run EAP-Chaining (with AnyConnect)
- What about iOS or Android based Tablets?

- Chain together 802.1X with Easy Connect (EZC)

- Validate the device using machine auth or user-issued certificate
- Validate the user with AD or other credentials learned from external provider

- Chain together 802.1X with Centralized Web Authentication (CWA)

- Validate the device using machine auth or user-issued certificate
- Validate the user with username/password or SAML auth
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Mobile Device w/ Certificate
What ldentifies the Actual User?

mil. AT&T 7

Please enter your passcode to log on

Mobile Device
w/ Certificate

i
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Permissions

802.1X and CWA Chaining gy e

IP Phones i

=

Cisco-IP-Phone then Cisco_IP_Phone

AD:ExternalGroup=Employees
AND
CWA:CWA_ExternalGroup=

=

Employee_ CWA then Employee & SGT

1. EAP-TLS Authentication Employees
2. ISE Sends Access-Accept ‘ _| Employee & .
. Employee_1X if | Network Access: then CWAchain
W/ URL-Redirect EAPAuthentication = EAP-TLS

Default If no matches, then WEBAUTH

i 2= CN=employee1 || Certis Valide

NAD
_FAR-IDResponse | RADIUS Access-Request

o [EAP-Protocol= “TLS’]

[Session Data

User Identity = employee |
¢ RADIUS Access-Accept .
[AVP:url-redirect, dacl] y User Group = employees

» \_ J
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802.1X and CWA Chaining gy e

Permissions
IP Phones if | Cisco-IP-Phone then Cisco_IP_Phone
AD:ExternalGroup=Employees
.| AND
Employee_CWA | if | o\ya.cWA_ExternalGroup= then | Employee & SGT
3. User Enters Uname/PWD Employees
4. |SE Sends CoA-reauth | Employee & _
Employee_1X if | Network Access: then CWAchain
EAPAuthentication = EAP-TLS
Default If no matches, then WEBAUTH
EELE BobSmith
Password
NAD
Login
Self Servica
Chane Password
Manage Your Account e . N\
Session Data
User Identity = employee |
RADIUS CoA _
y EAP-ID Req_ |4 TAVP reauth] User Group = employees
+
CWA Identity = BobSmith I
/ CWA Group = employees
, \_ Y,
Ciscoll '/c: HCOLUS
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802.1X and CWA Chaining gy

o 01k W

Conditions Permissions
IP Phones if | Cisco-IP-Phone then Cisco_IP_Phone
AD:ExternalGroup=Employees
‘ Employee _CWA | é\';lVI?A:CWA_ExternalGroup= ten | Employee & SGT
User Enters Uname/PWD Employees
ISE Sends CoA-reauth _| Employes & .
] . Employee_1X if | Network Access: then CWAchain
Supplicant Responds with Cert EAPAuthentication = EAP-TLS
ISE sends Accept, dACL & SGT Default If no matches, then WEBAUTH
NAD :2=~] CN=employee1 || Cert is Valich /'
! FA%’ RADIUS Access-Request SeSS|On Data
i [EAP-Protocol= “TLS’]
] a User Identity = employee }
RADIUS Access-Accept _
4W% User Group = employees
. +
Q!Access—Granted _ _
CWA Identity = BobSmith }
CWA Group = employees
\ / . Y
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Identifying Trusted Devices
ISE Profiling

« Device Classification and Trusted (Whitelist)@ |dentification

DNS Matching Hostname/Domain Name

NMAP SMB Discovery for matching AD domain name
NMAP McAfee ePO Agent Detection

AD Probe Computer exists in AD domain

DHCP Custom User Class ID pushed via GPO

pxGrid Endpoint Assets published by external source
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Identifying Trusted Devices

Other options to identify trusted computers

AD/LDAP/ODBC/RADIUS | Lookup device in existing trusted ID store
MDM / EMM Lookup device in existing trusted DM store
Posture Endpoint inspection for managed device attribs
Device Registration Admins / Trusted users vouch for device
BYOD Onboard personal assets as trusted device
Import / API Seed inventory of managed / trusted devices
Custom Attributes Import/API marking of trusted endpoints
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CISCO("/cI HCLUS BRKSEC-3697  © 2018 Cisco and/or its affiliates. All rights reserved. CiscoPublic 202



Matching Trusted Users to Trusted Devices

Combinations Flows

MAR Cache previous successful Machine Auth event
and link to user auth with same MAC

CWA Chaining Link Web Authentication to current 802.1X auth

EZC Chaining Link Passive ID to current MAB/802.1X auth

EAP Chaining Link Machine 802.1X and User 802.1X auth

TEAP Link Machine 802.1X and User 802.1X auth
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Implicit Device Trust

- 802.1X User Authentication using non-Exportable certificates

- 802.1X User Authentication with embedded device data in
certificate

- Example, match authenticating MAC address to issued certificate value
- Multi-Factor authentication (MFA) based on individual user input.

- Devices authenticated using Easy Connect are implicitly members
of AD domain

- In order trigger AD login event, device must be member of domain
- AD login is not simply authentication using AD credentials

vl
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Trusted Device and Trusted User Policies
@ = Implicitly Trusted Device @ = Trusted Device = Trusted User

802.1X Machine + User (EAP Chain) | AD_PC_Employee_1X AD_PC-Employee ?)

<)

802.1X Machine + EZC (EZC Chain) AD_PC_Employee_EZC AD_PC-Employee

802.1X Machine + CWA (CWA Chain) | AD_PC_Employee_WebAuth | AD_PC-Employee

802.1X User Auth + EZC (EZC Chain) | Employee_1X_EZConnect AD_PC-Employee

OOOO

802.1X User Auth Employee_1X Employee

802.1X Machine Auth Only AD_PC_1X AD_Computer

MAB + EZConnect (no 1X) Employee_EZConnect AD_PC-Employee ’;)
MAB + CWA (no 1X) Employee_WebAuth Employee
MAB + Trusted Device Profile AD_PC_MAB AD_Computer

© OO0 ©O0O
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Trusted Device and Trusted User Policies
* Include Trusted Device Profile @ = Trusted Device = Trusted User

802.1X Machine + User (EAP Chain) | AD_PC_Employee_1X AD_PC-Employee

802.1X Machine + EZC (EZC Chain) AD_PC_Employee_EZC AD_PC-Employee

802.1X Machine + CWA (CWA Chain) | AD_PC_Employee_WebAuth | AD_PC-Employee

802.1X User Auth + EZC (EZC Chain) | Employee_1X_EZConnect AD_PC-Employee

802.1X User Auth Employee_1X Employee

802.1X Machine Auth Only AD_PC_1X AD_Computer
MAB + EZConnect (no 1X) Employee_EZConnect AD_PC-Employee
MAB + CWA (no 1X) Employee_WebAuth Employee

MAB + Trusted Device Profile AD_PC_MAB AD_Computer
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Context Visibility

Authenticated Devices - Filter by Trusted Device/Trusted User Policy

Horme

¥ Administration

el Ider Engine
Endpoints Users Metwork Devices
Filters: | » SJC

Authentication BOD

INACTIVE ENDPOINTS @

¥ Context Visihility

Compromised Endpoints

& O

[&]

+ 0 ©

ANC

O

MAC Address

*

MAC Address

S8 E0DABSESRD

04:38:35:67:40:C4

BAGBEDSEEZET

BEEGER 492030

CRERCDBR3692

3436:38:D1:06:14

Ooooooao

Change Authorization =

Status

Status

» Operations

¥ Policy

AUTHENTICATION STATUS @

connected: [0L0

Clear Threats &Vulnerahilities

IPvd Address

IPv4 Address

10326157

10322118

10.42.36.95

10322112

10.22.2.68

10.32.2.50

Endpoint Classification

1%

Export~ Import
Username Hostname
Userame Hostname
hnarsana HMARSARMNA-
tting TTIMG-M-503Y
YEENS
smasilarm Saravanans-
mansjain MAANSIAIN-M.
rohyaday ROHYADAM.

Guest Yulnerahle Endpoints

* Endpoint details

» Users details

» Applications
running/installed

« Compliance Status

Threat Ratings

vl @

=4« Vulnerability
Scores

.4 ¢ HW/SW versions
Guest data
 Network Devices

5.0 [ ]

510

Al

/Context Visibility:\.

12934, hment: [60.43%]

.\* Custom Attributes/

Rows/Page 1 %

NETWORK DEVICES @

Location  Typs

Device Hame

loeat... land3: [37.17%] :

23 42

Authorization Policy
Futhorization Policy
Default
Byod-Dot1x-21C18
YR
Byod-Dotlx-5JC18

Byod-Dotlx-5JC19

Byod-Dotlx3JC149

Authorization Profile
Authorization Praofile
Cualys SGT_3, Gualys
Alpha-Compliant

WPN PrePosture
Alpha-Cornpliant
Alpha-Compliant

Alpha-Compliant

Go o 4216 Total Rows

T Fiter~ 4~

Authentication Protoc
Authentication Protocal
Lookup

M CHAPYZ

PAP_ASCI

Lookup

MECHAPYZ

MSCHAPY2



Endpoint Classification

4+ Create new

Context Visibility

Admin Personalization Click to set as default selection ® Authentication
@ BYOD
‘s’ ldentity Services Engine ~ Context Visibility » Operations » Policy » Compliance
Endpoints | Users  Network Devices  Application . .
® Compromised Endpoints
Authentication BYOD Compliance Compromised Endpoint @ Endpoint Classification Guest Vulnerable Endpoints Hardware My Custom View X 0~
@ Endpoint Classification
ENDPOINTS @ 8 O ENDPOINT CATEGORIES © 9 O NETWORK DEVICES @ =] ® Guest
Type Profile ou 0OS Types Identity Group Locarion Type Device Name e Vulnerable Endpﬂiﬂts
home _.vices: [1.01%] ~ other: [4.3%] @ Hardware
S bl (152

mobil...vices: [10.1%]

workstations: [13.13%]

infra_ vices: [29.29%]

misc: [44.44%)]

ameri___ corp: [4.3%]

apple, inc_: [10.75%] ‘

— vmware, inc.: [39.78%)

Y Fiter~ £~

Column order

&
©

cisco..., inc: [35.48%)] locat.. tions: [100%] !
(] Select Al Reset To Default
Rows/Page 10 v 1 110 Go 99 Drag to order columns
Z o+ @ ANC~  Change Authorization ~ Vulnerabiliies  Export~  Import=  MDM Actions ~ cate ¥ Filter &~ = #) MAC Address
L) MAC Address Anomalous... IPv4 Address Usemame ¥ Hostname Location Endpoint Profile Description oul 08 Types £ 4 Anomalous Behavior
x VMAC Address Anomalous B¢ Pv4 Address sername Hostname ocation Endpoint Profile Description S Types o
= ¢ IPv4 Address
0 00:50:56:86:FE-F3 10.1.10.101 hostwin7-pc...  win7-pc3 Location = Al. Windows7-Workstation VMware, Inc. Windows 7 Profession.. _
= (¢ Usemame
00:23:5E:17:FD:83 172.16.1.220 CP-7975G-S.. SEPO0235E1.. Locaion=Al. Cisco-lP-Phone-7975 Cisco Systems, Inc
£ |4 Hostname
7C:6D:62:E3:D5:05 10.1.41.102 Tc-6d-62e3-... Apple-1pad Location = Al Appl — o
- —
— ;
= 70:70:00:72:47-8A 10.1.41.104 70-70-0d-72-.. CraigsPhone7 Location= Al  Appl D ra g a n d D rO p O rd e r — Location
6C:20:56:13ESFC 10.1.10.106 6C-20-56-13-__  ap1602 Location = Al = ¢/ Endpoint Profile

Cisco {l '/6/

“\Display/Remove Field
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Create New View

COnteXt VlSlblIlty Name® My Custom View

C u Sto m VI ews Attribute Categories | Al Attributes (90) v
Columns * | | ® Policy Service Node | | = Portal User | | * PortalName | -
° Ad m | nN- S peC |f| C V| eWS | = PortalUserCreationType | | = PortalUserGuestSponsor |
| = PortalUserGuestStatus | | = PortalUserGuestType |
° C h Oose the At‘tn b uteS | = PortalUserLocation | | = PortalUserPhoneMumber | | = PostureQs |
| = PosturePolicyMatched | | = PostureStatus | | = Registration Date |
N C h oose the assocC | ated [  SelectedAuthorizationProfiles | [ = SSID | [ = Static Assignment |
| = Static Group Assignment | | = Status | | = Total Certainty Factor |
d aS h |etS . | =DID | | = UpdateTime | | = User-Fetch-CountryName |
. | = User-Fetch-Departmeant | | = User-Fetch-Job-Title |
° Use th e ta b | e ed Ito r to | = User-Fetch-LocalityMame | | = User-Fetch-Crganizational-Unit |
m a n a g e CO | u m n W| dth , | = User-Fetch-StateCrProvinceName | | = User-Fetch-StreetAddress |

| = User-Fetch-Telephone | | = Usemame | | = UserType | -

order, and columns to
display.

Click inside the field to start searching atiributes.

Dashlets || = Endpoint Classification: Endpoint Categories |

| = Endpoint Classification: Network Devices | |

Compliance: Applications by categories

Endpoint Classification: Endpoints

ciscolive! 5



alvln
cisco

Identity Services Engine

Summary

METRICS

other: [1.86%] |
inter...oints: [4.05%)

ciscoad: [27.55%]

i BYOD ENDPOINT]

Type  Profile

» Context Visibility » Operations

Vulnerability Threat

Active Endpoints ©@

» Policy

» Administration

» Work Cer

Search

1 Connected

178

0 Failed

Distribution

4 | Authorization Profile (1)
|| PermitAccess,Q... (1)
4 | Endpoint Profile (1)

| Apple-iPhone (1)

0 Disconnected

d

b8:c1:11:a7:cf:95

1 Total

Endpoints ordered based on recent activity

Apple-iPhone [2 @&
2 yshchory, B8:C1:11:A7:CF:95, 10.40.130.31
:‘ All Locations#..., All Device Typ..., PermitAccess,Q...

infra...vices: [<1%]
misc: [3.78%)

| Identity Group (1)
| Identity Store (1)
Launch page level help N P
sal 4 || Location (1)
. ntn
ISE Community page &, All Locations#... (1)
. 4 | Network Device (1)
ISE on Cisco.com sic] e
B sjc19-00a-wic1 (1)
ISE Documentation s [ Network Device Type (1)
ISE Software Downloads
ISE YouTube Channel
ISE Partner Ecosystem ALARMS ©
. erity Name Occu...
ISE Portal Builder Bl (ame
Ask a Quesﬁon % Profiler SNMP Request ... 1326
Smart Licensing Id Certi... 583

o About Identity Services Engine b O X
Last Occurred | ~ 24HR ~
1 min ago Logout 0 Loteccy
11 mins ago L

Account Settings
Online Help
Feedback

\

Server Information




Summary

- In addition to comprehensive authentication and authorization
services, ISE detects all users and things connected to the network
and collects rich context used for policy decisions.

- The data collected by ISE directly, or learned from external sources
of truth, serves as the basis for managing access of trusted devices
and trusted users to services.

- Context can be used by ISE but also shared with other systems to
provide higher degrees of visibility, efficiency, and effectiveness in
connected systems.
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Recommended Reading

- http://www.ciscopress.com/store/
cisco-ise-for-byod-and-secure-
unified-access-9781587144738 Cisco ISE for BYOD

and Secure Unified Access

Second Edition

. http://amzn.com/1587144735

Aaron T. Woland, CCIE" No. 20113
ciscopress.com Jamey Heary, CCIE” No. 7680
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',
For Your
Reference

Additional Resources

ISE Public Community http://cs.co/ise-community
ISE Compatibility Guides http://cs.co/ise-compatibility
ISE Design Guides http://cs.co/ise-guides
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Complete your online session evaluation

Give us your feedback to be entered
into a Daily Survey Drawing.

Complete your session surveys through
the Cisco Live mobile app or on
www.Ciscolive.com/us.

Don’t forget: Cisco Live sessions will be available for viewing
on demand after the event at www.Ciscolive.com/Online.
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http://www.ciscolive.com/us
http://www.ciscolive.com/Online

9.,
Continue
your
education
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