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Questions? 
Use Cisco Webex Teams to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install Webex Teams or go directly to the team space

Enter messages/questions in the team space

How

Webex Teams will be moderated 
by the speaker until June 16, 2019.
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Cisco Webex Teams 

cs.co/ciscolivebot#
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About Me 

• BS in Electrical and Electronics Engineering

• 2006 – 2013  TAC Engineer

• CCIE Security #35505

• 2013 – 2018 TME

• 2019 – Present TME, Manager

• Areas of expertise

• IOS and IOS-XE security features

• SD-WAN Security solutions

• 2018 - Distinguished Speaker Cisco Live (EUR and ANZ)

# 35505
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Agenda
• Device Identity

• Data Plane Security

Zone Based Firewall

Snort IPS

URL Filtering

Cisco Umbrella Integration 

Advance Malware Protection and Threat Grid

Firepower Threat Defense for ISR

Encrypted Traffic Analytics (ETA)

• Control Plane Security

• Management Plane Security

• IOS-XE VS XE SD-WAN

• Management

• Live Demo
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Cisco Enterprise Routing Portfolio

ASR 1000

• Hardware and software redundancy

• High-performance service with 
hardware assist

vEdge 5000

• Modular

• RPS

ISR 4000

• WAN and voice module 
flexibility

• Compute with UCS E

• Integrated Security stack

• WAN Optimization

vEdge 1000 & 2000

• Fixed/Pluggable 
Module

ISR 1000

vEdge 100

• 4G LTE & Wireless

• Integrated wired and 
wireless access

• PoE/PoE+

Branch Aggregation

Virtual and Cloud

• Service chaining virtual functions

• Options for WAN connectivity

• Open for 3rd party services & 
apps

Cisco ENCS CSR 1000V • Cisco DNA virtualization

• Extend enterprise routing, 
security & management to 
cloud

ISR 900

• Fixed and fan less

• IOS Classic based

S
D

-
W

A
N
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Device Identity - Appendix

• RNG – Random Number Generator

• ASLR – Address Space Layout Randomization

• BOSC - Built-in Object Size Checking

• X-Space – Execution Space

• TAm – Trust Anchor Module

• RTD – Run Time Defense

• PKI – Public Key Infrastructure

BRKSEC-2342 8
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Trustworthy technologies enhance the security and resilience of Cisco solutions

Runtime Defenses (RTD)

• Protects against injection of 
malicious code into running code

• Makes it harder for attackers to 
exploit vulnerabilities in running 
software

• Runtime technologies include 
ASLR, BOSC, and X-Space

Trust Anchor module (TAm)

• Tamper-resistant chip with X.509 
cert installed at manufacturing

• Provides unique device identity 
and anti-counterfeit protections

• Secure, non-volatile on-board 
storage and RNG/crypto services

• Enables zero-touch provisioning; 
minimizes deployment costs

• Helps prevent malicious code from 
booting on a Cisco platform

• Automated integrity checks

• Monitors startup process and 
shuts down if compromised

• Faster identification of threats

Secure Boot of Signed Images

Foundations of Trustworthy Technologies

BRKSEC-2342 9
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Hardware-Anchored Secure Boot

Cisco hardware-anchored secure boot verifies platform authenticity and integrity.  Provides a secure device 

identity for authentication.  Helps prevent inauthentic or compromised code from booting on a Cisco platform.

Software authenticity checks Hardware authenticity check

Step 1

CPU

Microloader

Step 2

Microloader
checks Bootloader

CPU

Bootloader

Step 3

Bootloader
checks OS

CPU

OS

Step 4

OS launched

Step 5

Authenticity and
license checks

CPU

OS

Step 6

Trust Anchor 
module provides
critical services

CPU

OS

First instructions run on CPU stored in tamper-resistant hardware

Hardware
Anchor

Microloader

Trust 
Anchor 
module

Trust 
Anchor 
module
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Secure (UDI) = SUDI

C4331#show license udi

SlotID   PID       SN                      UDI                                                                         

-----------------------------------------------------------------

*        ISR4331/K9    FDO21XXXXXX ISR4331/K9:FDO21XXXXXX

BRKSEC-2342 11
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Trust Anchor module (TAm)

TAm Features:

• Tamper-resistant chip

• Hardware-anchored device 
identity

• Secure onboard storage

• Built-in crypto functions including 
random number generator (RNG)

Secure Unique Device ID (SUDI)
X.509 Certificate = Device’s Identity

• Manufacturer-installed certificate

• Hardware serial numbers

• Device-unique public key

Key Use Cases

• Verifying the integrity of a device’s identity

• Onboarding a new device – Secure Zero Touch 
Provisioning

• Secure enrollment within an organization's PKI

BRKSEC-2342 12
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Zone Based Firewall Use Case: PCI Compliance  

Data Centre

Applications

Internet
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Zone Based Firewall – Benefits and Requirements

Benefits

• PCI * compliance

• Stateful firewall built into 
branch routers 

• VLAN Segmentation 

• Supports VRF

• Supports IPv6

Requirements

• SEC-K9 license

• XE 3.9 and above on ISR 4K

• XE 16.6.1 and above on ISR 1K

• XE 16.8.1 and above on ISRv

• XE 3.7S and above on ASR1K

• XE 3.10S and above on CSR 1000V

* PCI – Payment Card Industry
BRKSEC-2342 15
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• Custom Zone

• default zone

• “default” security zone for all INSIDE 
interfaces

• default zone has always been in IOS-XE 

• default zone support on ISR-G2 is from 
15.6(1)T

• Self Zone 

Zone Based Firewall

BRKSEC-2342 16
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Zone Based Firewall
Configuration Theory - directional, different policy based on packet direction

Identify traffic 
using class-map

• Access-list

• Protocols

Take action using 
policy-map

• Inspect

• Pass

• Drop

Apply action 
using   zone-pair

• Service policy 
applied to traffic

• Apply zones to 
interface

BRKSEC-2342 17



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CLUS

Interface G0/0/0
zone security OUTSIDE 
Interface G0/0/1
Zone security INSIDE

class-map type inspect match-any INSIDE-TO-OUTSIDE-CLASS
match protocol ftp 
match protocol tcp                         | or match access-list
match protocol udp 
match protocol icmp 

zone-pair security IN_OUT source INSIDE destination OUTSIDE 
service-policy type inspect INSIDE-TO-OUTSIDE-POLICY 

policy-map type inspect INSIDE-TO-OUTSIDE-POLICY
class type inspect INSIDE-TO-OUTSIDE-CLASS 
inspect 

class class-default 
drop 

Zone Based Firewall - Custom Zone

zone security INSIDE
zone security OUTSIDE 

Data Centre

Applications

Internet
Security Zone 

OUTSIDE

Security Zone 
INSIDE

G0/0/0

G0/0/1
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Interface G0/0/0
zone security OUTSIDE 

class-map type inspect match-any INSIDE-TO-OUTSIDE-CLASS
match protocol ftp 
match protocol tcp            | or match access-list
match protocol udp 
match protocol icmp 

zone-pair security IN_OUT source default destination OUTSIDE
service-policy type inspect INSIDE-TO-OUTSIDE-POLICY

policy-map type inspect INSIDE-TO-OUTSIDE-POLICY
class type inspect INSIDE-TO-OUTSIDE-CLASS
inspect 

class class-default 
drop 

Zone Based Firewall – Default Zone

zone security default
zone security OUTSIDE

Data Centre

Applications

Internet
Security Zone 

OUTSIDE

Security Zone 
default

G0/0/0

G0/0/1

BRKSEC-2342 19
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• Pre-defined zone member

• Protects traffic TO and FROM router

• Traffic sourced or destined to router

• Excludes THROUGH the box NAT traffic 

• Two differences

• Pre-defined and available for use

• Explicit allow compared to explicit deny

• Use to protect management and control 
plane traffic

Self Zone

Management

traffic

• SSH

• Telnet

• HTTP

Monitoring traffic

• SNMP

• Syslogs

• Netflow

Routing Protocols

• EIGRP

• OSPF

• BGP

VPN

• ESP

• GRE

• NAT-T

• ISAKMP

Zone Based Firewall – Self Zone

BRKSEC-2342 20
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Zone Based Firewall
Self Zone inbound - Inbound traffic to the router itself

ip access-list extended ACL-RTR-IN
permit udp host y.y.y.y any eq 4500 
permit udp host y.y.y.y any any eq isakmp 
permit icmp host x.x.x.x any echo 
permit icmp host x.x.x.x any echo-reply 
permit icmp any any ttl-exceeded 
permit icmp any any port-unreachable 
permit udp any any range 33434 33463 ttl eq 1

class-map type inspect match-any INSPECT-ACL-IN-CLASS
match access-group name ACL-RTR-IN

class-map type inspect match-any PASS-ACL-IN-CLASS 
match access-group name ESP-IN
match access-group name DHCP-IN
match access-group name GRE-IN

policy-map type inspect ACL-IN-POLICY
class type inspect INSPECT-ACL-IN-CLASS
inspect 

class type inspect PASS-ACL-IN-CLASS
pass 

class class-default 
drop 

ip access-list extended ESP-IN
permit esp host x.x.x.x any

ip access-list extended DHCP-IN
permit udp any eq bootps any eq bootpc

ip access-list extended GRE-IN
permit gre host x.x.x.x any

zone-pair security TO-ROUTER source OUTSIDE destination self
service-policy type inspect ACL-IN-POLICY

BRKSEC-2342 21
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Zone Based Firewall
Self Zone outbound – Outbound traffic from the router itself

ip access-list extended ACL-RTR-OUT 
permit udp any host y.y.y.y eq 4500
permit udp any host y.y.y.y eq isakmp 
permit icmp any host y.y.y.y

class-map type inspect match-any INSPECT-ACL-OUT-CLASS 
match access-group name ACL-RTR-OUT 

class-map type inspect match-any PASS-ACL-OUT-CLASS 
match access-group name ESP-OUT 
match access-group name DHCP-OUT 

policy-map type inspect ACL-OUT-POLICY 
class type inspect INSPECT-ACL-OUT-CLASS 
inspect 

class type inspect PASS-ACL-OUT-CLASS 
pass 

class class-default 
drop

ip access-list extended ESP-OUT 
permit esp any host y.y.y.y

ip access-list extended DHCP-OUT 
permit udp any eq bootpc any eq bootps zone-pair security FROM-ROUTER source self destination OUTSIDE 

service-policy type inspect ACL-OUT-POLICY 

BRKSEC-2342 22
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Benefits

• Application Visibility and Granular 
control 

• 1400+ layer 7 applications classified

• Allow or block traffic by application, 
category, application-family or 
application-group

• Segmentation

• PCI compliance

• Supports VRF

• Supports IPv6

Requirements

• AppX license (includes 
Sec-K9)

• XE 16.9.1 and above

on ISR4K, ISR1K, CSR 
and  ASR1K

App-aware Firewall – Benefits and Requirements

BRKSEC-2342 23
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Interface G0/0/0
zone security OUTSIDE
Interface G0/0/1
Zone security INSIDE

zone-pair security IN_OUT source INSIDE destination 
OUTSIDE 

service-policy type inspect INSIDE-TO-OUTSIDE-POLICY 

policy-map type inspect INSIDE-TO-OUTSIDE-POLICY
class type inspect INSIDE-TO-OUTSIDE-CLASS 
inspect 
service-policy avc AVC-POLICY 

class class-default 
drop 

Ent. Firewall App Aware - Configuration
zone security INSIDE
zone security OUTSIDE

class-map match-any AVC-CLASS
match protocol yahoo
match protocol amazon
match protocol attribute category consumer-streaming
match protocol attribute category gaming
match protocol attribute category social-networking

policy-map type inspect avc AVC-POLICY
class AVC-CLASS
deny
class class-default
allow

class-map type inspect match-any INSIDE-TO-OUTSIDE-CLASS

match protocol ftp 
match protocol tcp [AND / OR] match access-group name 
match protocol udp 
match protocol icmp 

BRKSEC-2342 24
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Snort IPS Use Case: PCI Compliance

Data Centre

Applications

Internet

BRKSEC-2342 26
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Snort IPS - Appendix

• VPG – Virtual Port Group

• DIA – Direct Internet Access

• CSR - Cloud Services Router

• WL – White Listing

• OVA – Open Virtual Appliance

• UTD – Unified Threat Defense

• PCI – Payment Card Industry

• TCO – Total Cost of Ownership

• VMAN – Virtualization Manager

BRKSEC-2342 27
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Snort IPS – Benefits and Requirements

Benefits

• PCI compliance.

• Threat protection built into 
ISR and ISRv branch 
routers 

• Complements ISR 
Integrated Security

• Lightweight IPS solution 
with low TCO and 
automated signature 
updates

• Supports VRF (16.6)
• Supports IPv6

Requirements

• SEC-K9 license

• 4 GB additional memory

• XE 3.16.1 and above on 
ISR4K

• XE 16.8.1 and above on ISRv

• XE 16.3.1 and above on CSR 

• Subscription (1Yr, 3Yr or 
5Yr)

• Monitoring via 3-rd party

BRKSEC-2342 28
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Security App Hosting Profile & Resources

4331 / 4351

PPE1 PPE2

PPE3
I/O

Crypto

IOS

SVC2 SVC3

SVC1

Linux

Control Plane
(4 cores)

Data Plane
(4 cores)

4321 / 4221

PPE I/O

Crypto

IOS SVC
Control Plane

(2 cores)

Data Plane
(2 cores)

IOS

SVC2 SVC3

SVC1

Linux

Control Plane
(4 cores)

PPE1 PPE2 PPE3 PPE4 PPE5

PPE6
PPE7 PPE8 PPE9 BQS

Data Plane

(10 core)

4431 / 4451 / 4461

CPP Code

Linux

Total No of 
CP Cores

Low Profile
% of CPU

Medium 
Profile
% of CPU

High Profile
% of CPU

4221 2 50% _ _

4321 2 50% _ _

4331 4 25% 50% 75%

4351 4 25% 50% 75%

4431 4 (8) 25% 50% 75%

4451 4 (8) 25% 50% 75%

4461 4 (8) 25% 50% 75%
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Snort IPS Configuration –Virtual Service Networking

eth1 eth2eth3

VPG0 VPG1

ISR 4K/CSR

Container

G0/0/0 G0/0/1

G0

Purpose of the VPGs

• VPG1 <==> eth2 (data plane)

• Container Management

• VPG0 <==> eth1

[OR]

• eth3 can be mapped to dedicated 
mgmt port G0 of the router

BRKSEC-2342 30
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Step 2 Configure Port Groups

interface VirtualPortGroup0
description Management interface
ip address 172.18.21.1 255.255.255.252

interface VirtualPortGroup1
description Data interface

ip address 192.0.2.1 255.255.255.252 Step 5 Enabling UTD (data plane)

utd
all-interfaces
engine standard
fail close (fail open is default)

Step 4 Configuring UTD (service plane)

utd engine standard
logging host 10.12.5.55
logging syslog 
threat-inspection
threat protection (protection-ips, detection-ids)
policy security (balanced, connectivity)
logging level warning
signature update server cisco username <blah>
signature update occur-at daily 0 0
whitelist

Step 3 Activate virtual service and configure

virtual-service myips
vnic gateway VirtualPortGroup0
guest ip address 172.18.21.2

vnic gateway VirtualPortGroup1

guest ip address 192.0.2.2
activate

Step 6 Whitelisting (optional)

utd threat-inspection whitelist
signature id 21599 comment Index
signature id 20148 comment ActiveX

Step 1 Configure virtual service
virtual-service install name myips package 
flash:utd.ova

Snort IPS – Configuration using VMAN
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Step 2 Configure Port Groups
interface VirtualPortGroup0

description Management interface
ip address 192.168.1.1 255.255.255.252

interface VirtualPortGroup1
description Data interface
ip address 192.0.2.1 255.255.255.252

Step 3 Activate virtual service and configure

iox
app-hosting appid utd
app-vnic gateway0 virtualportgroup 0 guest-interface 0

guest-ipaddress 192.168.1.2 netmask 255.255.255.252
app-vnic gateway1 virtualportgroup 1 guest-interface 1

guest-ipaddress 192.0.2.2 netmask 255.255.255.252
app-resource package-profile low (medium, high)
start

Step 1 Configure virtual service
app-hosting install appid utd package bootflash:utd.tar

Intrusion Prevention – Configuration using IOx

Step 5 Enabling UTD (data plane)

utd
all-interfaces
engine standard
fail close (fail open is default)

Step 4 Configuring UTD (service plane)

utd engine standard
logging host 10.12.5.55
logging syslog 
threat-inspection
threat protection (protection-ips, detection-ids)
policy security (balanced, connectivity)
logging level warning
signature update server cisco username <blah>
signature update occur-at daily 0 0
whitelist

Step 6 Whitelisting (optional)

utd threat-inspection whitelist
signature id 21599 comment Index
signature id 20148 comment ActiveX
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Snort IPS - Resources 

At-A-Glance 
http://www.cisco.com/c/dam/en/us/products/collateral/security/router
-security/at-a-glance-c45-735895.pdf

Data Sheet
http://www.cisco.com/c/en/us/products/collateral/security/router-
security/datasheet-c78-736114.html

Snort IPS Deployment Guide
http://www.cisco.com/c/en/us/products/collateral/security/router-
security/guide-c07-736629.html 
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Internet

URL Filtering Use Case: Guest Internet Access

BRKSEC-2342 35
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URL – Filtering - Appendix

• VPG – Virtual Port Group

• DIA – Direct Internet Access

• CSR - Cloud Services Router

• WL – White Listing

• OVA – Open Virtual Appliance

• UTD – Unified Threat Defense

• PCI – Payment Card Industry

• TCO – Total Cost of Ownership

• VMAN – Virtualization Manager
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URL Filtering

Block/Allow based on 

Categories,

Reputation

Requests for “risky” domain requests

URL Filtering

White/Black lists of 

custom URLs

Requirements

• SEC-K9 license

• 4 GB additional memory

• XE 16.3 and above on CSR

• Multitenancy 16.6.1 on CSR

Benefits

• Content Filtering for BYOD

• 82+ Web Categories with dynamic 

updates from Webroot/BrightCloud

• Block based on Web Reputation score

• Create custom Black and White Lists 

• Customizable Block Page

• Supports VRF and IPv6

BRKSEC-2342 37



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CLUS

URL Filtering – Configuration using VMAN
Step 4 Configure (optional) white and black list

parameter-map type regex wlist
pattern www.google.com  
pattern www.cisco.com

parameter-map type regex blist  
pattern www.exmaplehoo.com  
pattern www.bing.com

Step 2 Configure Port Groups

interface VirtualPortGroup0
description Management interface
ip address 172.18.21.1 255.255.255.252

interface VirtualPortGroup1
description Data interface

ip address 192.0.2.1 255.255.255.252 

Step 3 Activate virtual service and configure

virtual-service utd
vnic gateway VirtualPortGroup0
guest ip address 172.18.21.2

vnic gateway VirtualPortGroup1

guest ip address 192.0.2.2
profile urlf-low
activate

Step 1 Configure virtual service
virtual-service install name myips package 
flash:utd.ova

Step 5 Configure web-filter profile

utd engine standard multi-tenancy
web-filter url profile URL-FILTER-POLICY
blacklist  

parameter-map regex blist
whitelist  

parameter-map regex wlist
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URL Filtering – Configuration using VMAN

Step 8 Configure data plane policy

utd global
logging syslog

!
utd engine standard multi-tenancy
policy utd-policy
vrf 1, 2
all-interfaces
fail close
web-filter url profile URL-FILTER-POLICY

Step 7 Configure and attach block page

utd engine standard multi-tenancy
web-filter block page profile block-URL-FILTER-

POLICY
text “WHAT ARE YOU DOING??!!!”

web-filter url profile URL-FILTER-POLICY
block page-profile block-URL-FILTER-POLICY

Step 6 Attach blacklist and whitelist to the profile

utd engine standard multi-tenancy
web-filter url profile URL-FILTER-POLICY

categories block 
abortion
abused-drugs
adult-and-pornography
bot-nets

alert all 
reputation
block-threshold moderate-risk 
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