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Why “Device 
Controllability”
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Device Controllability 
TrustTelemetryMonitoring Settings
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What happens 
when we add a 
device in DNA 
Center
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What happens when a device is added to DNAC?
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• Inventory Collection

• Configuration pushed to devices to allow DNAC manageability

• Establish Streaming Telemetry over secure connection

Discovery Inventory
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Full device on-boarding process into DNA Center
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Discovered Added to Inventory Assigned to Site

Enabled for Telemetry Provisioned
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What happens when a C9K switch is added to 
Cisco DNA Center?
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1

3
Syslog, 
SNMP Trap
Streaming 
Telemetry

SNMP Poll 
and CLI 
telemetry 
collection

crypto pki trustpoint DNAC-CA
enrollment mode ra
enrollment terminal
usage ssl-client
revocation-check crl

crypto pki certificate chain DNAC-CA
<snip>
quit

device-tracking tracking
!
device-tracking policy IPDT_MAX_10
limit address-count 10
no protocol udp
tracking enable

!
interface <ACCESS-INTERFACES>
device-tracking attach-policy IPDT_MAX_10

ip http client source-interface Loopback0

snmp-server community <RO-COMMUNITY> RO
snmp-server community <RW-COMMUNITY> RW

Example of configuration pushed by DNAC

2Push PKI, 
IPDT, HTTP 
Server, SNMP 
configuration, 
Netconf-yang,
telemetry
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Changes in the right direction: more visibility and 
control of required configuration

DNA Center 1.x DNA Center 2.x

Device Added to DNA Center inventory 
the following are configured

• SNMP/CLI credentials
• Syslog to DNAC
• Traps to DNAC
• Netflow to DNAC
• IPDT for wired clients
• WSA/TDL for Wireless telemetry
• Cisco trustsec credentials
• Cisco controller certs

Device Added to DNA Center inventory 
the following is configured
• SNMP/CLI credentials

Adding device to a site (site level 
customization of what to enable):
• Syslog to DNAC
• Traps to DNAC
• Netflow to DNAC
• IPDT for wired clients (2.2.1)
• WSA/TDL for Wireless telemetry
• Cisco trustsec credentials
• Cisco controller certificates

BRKEMT-2003 10
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Adding a switch to DNA Center - Discovery

BRKEMT-2003
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Adding a switch to DNA Center - Discovery
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Adding a switch to DNA Center - Discovery
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C9200L-24T-4G
IOS-XE: 17.03.01

device-tracking tracking
!
device-tracking policy IPDT_POLICY
no protocol udp
tracking enable

!
<snip>
!
interface GigabitEthernet1/0/2
device-tracking attach-policy IPDT_POLICY

!
interface GigabitEthernet1/0/3
device-tracking attach-policy IPDT_POLICY

!
interface GigabitEthernet1/0/4
device-tracking attach-policy IPDT_POLICY

!
interface GigabitEthernet1/0/5
device-tracking attach-policy IPDT_POLICY

!
<snip>

<snip>
!
snmp-server community ro RO
!
<snip>
!
netconf-yang
!
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Adding a switch to DNA Center – Assign to Site
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Adding a switch to DNA Center – Assign to Site
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Adding a switch to DNA Center – Assign to Site
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Adding a switch to DNA Center – Assign to 
Site – Part 1

BRKEMT-2003

C9200L-24T-4G
IOS-XE: 17.03.01

!
flow exporter 10.85.54.177
destination 10.85.54.177
transport udp 6007

!
<snip>
!
crypto pki trustpoint DNAC-CA
enrollment mode ra
enrollment terminal
usage ssl-client
revocation-check crl none

!
crypto pki trustpoint sdn-network-infra-iwan
enrollment url

http://10.85.54.177:80/ejbca/publicweb/apply/scep/sdnscep
fqdn TBRANCH-C9200-1
subject-name CN=C9200L-24T-4G_JAE22501JXT_sdn-network-infra-

iwan
revocation-check crl
source interface Vlan419
rsakeypair sdn-network-infra-iwan
auto-enroll 80 regenerate

!
crypto pki certificate chain DNAC-CA
certificate ca 00B8550967690FF9AC

!
<snip>
!
crypto pki certificate chain sdn-network-
infra-iwan
certificate 6692DA412BE64785
<snip>

certificate ca 4259D7BFCB7B5B46
30820323 3082020B A0030201 02020842

!
<snip>
!
logging source-interface Vlan419
logging host 10.85.54.177
!
<snip>
!
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Adding a switch to DNA Center – Assign to 
Site – Part 2
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C9200L-24T-4G
IOS-XE: 17.03.01

<snip>
snmp-server enable traps tty
snmp-server enable traps ospf state-change
snmp-server enable traps ospf errors
!
<snip>
snmp-server enable traps eigrp
!
<snip>
snmp-server enable traps vlancreate
snmp-server enable traps vlandelete
snmp-server enable traps port-security
snmp-server enable traps license
!
<snip>
!
snmp-server enable traps cpu threshold
snmp-server enable traps memory bufferpeak
snmp-server enable traps stackwise
snmp-server enable traps udld status-change
snmp-server enable traps fru-ctrl
snmp-server enable traps flash insertion removal lowspace

<snip>
snmp-server enable traps power-ethernet police
snmp-server enable traps entity
snmp-server enable traps envmon
!
<snip>
snmp-server enable traps config-copy
snmp-server enable traps config
!
<snip>
snmp-server enable traps syslog
snmp-server enable traps ipsla
snmp-server enable traps mac-notification change move threshold
snmp-server host 10.85.54.177 version 2c ro
!
<snip>
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Adding a switch to DNA Center – Assign 
to Site – Part 3

BRKEMT-2003

telemetry ietf subscription 550
encoding encode-tdl
filter tdl-uri /services;serviceName=smevent/sessionevent
source-address 10.85.54.23
stream native
update-policy on-change
receiver ip address 10.85.54.177 25103 protocol tls-native profile sdn-network-infra-iwan

telemetry ietf subscription 551
encoding encode-tdl
filter tdl-uri /services;serviceName=sessmgr_oper/session_context_data
source-address 10.85.54.23
stream native
update-policy periodic 360000
receiver ip address 10.85.54.177 25103 protocol tls-native profile sdn-network-infra-iwan

telemetry ietf subscription 552
encoding encode-tdl
filter tdl-uri /services;serviceName=iosevent/sisf_mac_oper_state
source-address 10.85.54.23
stream native
update-policy on-change
receiver ip address 10.85.54.177 25103 protocol tls-native profile sdn-network-infra-iwan

!
<snip>

C9200L-24T-4G
IOS-XE: 17.03.01
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Adding a switch to DNA Center – Telemetry
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Adding a switch to DNA Center –
Telemetry – Part 1

BRKEMT-2003

C9200L-24T-4G
IOS-XE: 17.03.01

!
!
flow record dnacrecord
match ipv4 version
match ipv4 protocol
match application name
match connection client ipv4 address
match connection server ipv4 address
match connection server transport port
match flow observation point
collect timestamp absolute first
collect timestamp absolute last
collect flow direction
collect connection initiator
collect connection client counter packets long
collect connection client counter bytes network long
collect connection server counter packets long
collect connection server counter bytes network long
collect connection new-connections

!

!
flow exporter dnacexporter
destination 10.85.54.177
source Vlan419
transport udp 6007
export-protocol ipfix
option interface-table timeout 10
option vrf-table timeout 10
option sampler-table
option application-table timeout 10
option application-attributes timeout 10

!
!
flow monitor dnacmonitor
exporter dnacexporter
cache timeout inactive 10
cache timeout active 60
record dnacrecord
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Adding a switch to DNA Center –
Telemetry – Part 2

BRKEMT-2003

C9200L-24T-4G
IOS-XE: 17.03.01

<snip>
!
interface GigabitEthernet1/0/14
device-tracking attach-policy IPDT_POLICY
ip flow monitor dnacmonitor input
ip flow monitor dnacmonitor output

!
interface GigabitEthernet1/0/15
device-tracking attach-policy IPDT_POLICY
ip flow monitor dnacmonitor input
ip flow monitor dnacmonitor output

!
!
interface GigabitEthernet1/0/16
device-tracking attach-policy IPDT_POLICY
ip flow monitor dnacmonitor input
ip flow monitor dnacmonitor output

!
<snip>
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Adding a switch to DNA Center – Telemetry
Application Telemetry Field
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Adding a switch to DNA Center – Provision
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Adding a switch to DNA Center – Provision
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Adding a switch to DNA Center – Provision
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Adding a switch to DNA Center – Provision
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Adding a switch to DNA Center – Provision
Part 1
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!
aaa new-model
!
!
aaa group server radius dnac-network-radius-group
server name dnac-radius_10.85.54.185
ip radius source-interface Loopback0

!
aaa authentication login default local
aaa authentication login VTY_authen group dnac-network-
radius-group local
aaa authorization exec default local
aaa authorization exec VTY_author group dnac-network-
radius-group local if-authenticated
aaa accounting update newinfo periodic 2880
aaa accounting exec default start-stop group dnac-network-
radius-group
!
!
!
aaa session-id common

<snip>
!
ip radius source-interface Loopback0
!
radius-server attribute 6 on-for-login-auth
radius-server attribute 6 support-multiple
radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server attribute 31 mac format ietf upper-case
radius-server attribute 31 send nas-port-detail mac-only
radius-server dead-criteria time 5 tries 3
radius-server deadtime 3
!
radius server dnac-radius_10.85.54.185
address ipv4 10.85.54.185 auth-port 1812 acct-port 1813
timeout 2
retransmit 1
pac key 7 123A54041104282A0B6A

!

C9200L-24T-4G
IOS-XE: 17.03.01
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Adding a switch to DNA Center – Provision
Part 2
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C9200L-24T-4G
IOS-XE: 17.03.01

!
ip name-server 64.102.6.247 173.37.137.85
ip domain name cisco.com
!
access-session mac-move deny
!
<snip>
!
interface GigabitEthernet1/0/15
description Description pushed by DNAC Template -- lan
switchport access vlan 419
switchport mode access
device-tracking attach-policy IPDT_POLICY

!
interface GigabitEthernet1/0/16
description Description pushed by DNAC Template -- lan
switchport access vlan 419
switchport mode access
device-tracking attach-policy IPDT_POLICY

!

!
<snip>
!
banner motd ^C***** Welcome to TBRANCH-AAA 
device managed by Cisco DNAC ***** ^C
!
<snip>
alias exec showntp show nto status
!
!
<snip>
ntp server 10.81.254.202
ntp server 10.81.254.131
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What happens when an IOS-XE C9800 WLC is 
added to Cisco DNA Center?
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• Cisco DNAC pushes automated scripts to enable telemetry
• Prerequisite – Enable Netconf-yang from Cat9800 CLI 
• Install DNAC Certificate for https setup with Cisco DNAC
• Configure and Enable streaming telemetry (TDL) using NETCONF to Cisco DNAC

Download 
NA Cert

2
4

Streaming Telemetry
data (TDL) using TLS3 Automation (NETCONF)

Script to enable WSA

1 (config)#aaa authorization exec default local
(config)#netconf-yang    // Enable Netconf from WLC CLI 
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Adding a C9800 WLC to DNA Center - Discovery

BRKEMT-2003



© 2021  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Adding a C9800 WLC to DNA Center - Discovery
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Adding a C9800 WLC to DNA Center -
Discovery
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C9800-CL
IOS-XE: 17.04.01

! If snmp is not configured
snmp-server user adam default v3 auth sha xxxxx
snmp-server group default v3 auth

! This will be pushed
netconf-yang ssh port 830
netconf-yang

! Save changes
write memory
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Adding a C9800 WLC to DNA Center –
Assign to Site
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Adding a C9800 WLC to DNA Center – Assign 
to Site – Part 1
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C9800-CL
IOS-XE: 17.04.01! syslog

logging host 10.10.10.144 transport udp port 514
logging trap 6
logging source-interface GigabitEthernet2
logging on

! snmp (v3 now supported)
snmp-server host 10.10.10.144 traps version 3 auth adam udp-
port 162
trapflags ap register
trapflags ap interfaceup
snmp-server enable traps wireless AP wireless_mobility
snmp-server enable traps rf
snmp-server enable traps config
snmp-server source-interface traps GigabitEthernet2

! cts
cts credentials id 9P015USKRB8 password 9P015USKRB8

! Netflow export
flow exporter 10.10.10.144
destination 10.10.10.144
transport udp 6007

! DNS
ip domain name adamlab.cisco.com
ip name-server 10.10.10.151

! DNAC PKI
no crypto pki trustpoint DNAC-CA
crypto key zeroize rsa DNAC-CA

! Correct source interface
ip http client source-interface 
GigabitEthernet2
ip ssh source-interface GigabitEthernet2
ip ssh version 2
ip domain lookup

crypto pki trustpoint DNAC-CA
enrollment mode ra
enrollment terminal
usage ssl-client
revocation-check crl none
crypto pki authenticate DNAC-CA
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Adding a C9800 WLC to DNA Center – Assign to 
Site – Part 2
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C9800-CL
IOS-XE: 17.04.01

! Add Device Certificate
crypto pki import sdn-network-infra-iwan pkcs12 http://10.10.10.144/api/v1/trust-point/pkcs12/xx/xx password xxx

crypto pki trustpoint sdn-network-infra-iwan
auto-enroll 80 regenerate 
enrollment url http://10.10.10.144:80/ejbca/publicweb/apply/scep/sdnscep
fqdn reallylongName2.adamlab.cisco.com
revocation-check crl
source interface GigabitEthernet2
rsakeypair sdn-network-infra-iwan
subject-name CN=C9800-CL-K9_9P015USKRB8_sdn-network-infra-iwan

! Example telemetry subscription
telemetry ietf subscription 9993
encoding encode-tdl
filter tdl-uri /services;serviceName=ewlc_oper/awips_alarm
receiver-type protocol
source-address 10.10.10.146
stream native
update-policy on-change
receiver name DNAC_ASSURANCE_RECEIVER

! The telemetry connection to DNAC
telemetry receiver protocol DNAC_ASSURANCE_RECEIVER
host ip-address 10.10.10.144 25103
protocol tls-native profile sdn-network-infra-iwan
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Adding a C9800 WLC to DNA Center – Assign 
to Site – Part 3
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filter tdl-uri /services;serviceName=ewlc/wlan_config
filter tdl-uri /services;serviceName=ewlc/wlanpolicies
filter tdl-uri /services;serviceName=ewlc/wlanpolicies;policy_profile_name=temp_policy_profile/atfpolicymap
filter nested-uri /services;serviceName=ewlc/policylist
filter tdl-uri /services;serviceName=ewlc/site_tag_config
filter tdl-uri /services;serviceName=ewlc/wlan_config
filter tdl-uri /services;serviceName=ewlc/wlanpolicies
filter tdl-uri /services;serviceName=ewlc/wlanpolicies;policy_profile_name=temp_policy_profile/atfpolicymap
filter nested-uri /services;serviceName=ewlc/policylist
filter tdl-uri /services;serviceName=ewlc/site_tag_config
filter tdl-uri /services;serviceName=ewlcevent/wsaapevent
filter tdl-uri /services;serviceName=ewlc_oper/ethernet_mac_wtp_mac_map
filter tdl-uri /services;serviceName=ewlc_oper/oper_data
filter tdl-uri /services;serviceName=ewlc_oper/capwap_data
filter tdl-uri /services;serviceName=ewlc_oper/radio_oper_data
filter tdl-uri /services;serviceName=ewlc_oper/capwap_data
filter tdl-uri /services;serviceName=ewlc_oper/spectrum_aq_table
filter tdl-uri /services;serviceName=ewlc_oper/ethernet_if_stats
filter tdl-uri /services;serviceName=ewlc_oper/rrmAPautoRfdot11Data
filter tdl-uri /services;serviceName=ewlc_oper_emul/emltdApRf
filter tdl-transform dfsRadarCounters
filter tdl-uri /services;serviceName=ewlc_oper/radio_oper_data
filter tdl-uri /services;serviceName=ewlc_oper/common_oper_data
filter tdl-uri /services;serviceName=ewlc_oper/dot11_oper_data
filter tdl-uri /services;serviceName=ewlc_oper/smMainData
filter tdl-uri /services;serviceName=ewlc_oper/lisp_agent_client_data
filter tdl-uri /services;serviceName=ewlc_oper/mobility_oper_data
filter tdl-uri /services;serviceName=ewlc_oper/sisf_db_mac
filter tdl-uri /services;serviceName=ewlc_oper/traffic_stats
filter tdl-uri /services;serviceName=ewlc_oper/client_wsa_info
filter tdl-uri /services;serviceName=ewlc_oper/location_rssi_measurements

C9800-CL
IOS-XE: 17.04.01
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Adding a C9800 WLC to DNA Center – Assign 
to Site – Part 4
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filter tdl-uri /services;serviceName=ewlcevent/wsaclientscanreportevent
filter tdl-uri /services;serviceName=ewlcevent/wsaclientevent
filter tdl-uri /services;serviceName=ewlc_oper/dc_info
filter tdl-uri /services;serviceName=ewlc_oper/dc_info
filter tdl-uri /services;serviceName=ewlc_oper/policy_data
filter tdl-uri /services;serviceName=ewlc_oper/policy_data
filter tdl-uri /services;serviceName=ewlc_oper/traffic_distribution_airtime_latency
filter tdl-uri /services;serviceName=ios_emul_oper/device_hardware;singleton_id=0?device_system_data
filter tdl-uri /services;serviceName=ios_oper/ha_infra
filter tdl-uri /services;serviceName=ios_emul_oper/device_hardware;singleton_id=0/device_inventory
filter tdl-uri /services;serviceName=ios_emul_oper/smart_license_state;singleton_id=0/smart_license_usage
filter tdl-uri /services;serviceName=ios_oper/ha_infra
filter nested-uri /services;serviceName=sman_oper/control_process;fru=BINOS_FRU_RP;slotnum=0;baynum=0;chassisnum=1?plat_core_stats
filter tdl-uri /services;serviceName=ios_emul_oper/entity_information
filter nested-uri /services;serviceName=ios_oper/platform_component;cname=\"Slot\"?platform_properties
filter tdl-uri /services;serviceName=ios_oper/platform_component
filter tdl-uri /services;serviceName=ios_emul_oper/interface
filter tdl-uri /services;serviceName=sman_oper/control_process
filter tdl-uri /services;serviceName=ewlc_oper_emul/ewlcEmltdClientGlobalStatsData;singleton_id=0
filter tdl-uri /services;serviceName=ewlc_oper_emul/emltd_join_count_stat;singleton_id=0
filter tdl-uri /services;serviceName=ewlc_oper/lisp_agent_ms_msg_stats_data
filter tdl-uri /services;serviceName=ewlc/dot11
filter tdl-uri /services;serviceName=ewlc_oper/radioWsaInfo
filter tdl-uri /services;serviceName=ewlc_oper/radio_reset_stats
filter tdl-uri /services;serviceName=ewlc_oper/traffic_stats
filter tdl-uri /services;serviceName=ewlc_oper/rrmRadSlot
filter tdl-uri /services;serviceName=ewlc_oper/radio_oper_stats
filter tdl-uri /services;serviceName=ewlc_oper/icapApSrvcStats
filter tdl-uri /services;serviceName=rogue_oper/rogue_client_data
filter tdl-uri /services;serviceName=rogue_oper/rogue_data
filter tdl-uri /services;serviceName=ewlc_oper/awips_alarm

c9800
IOS-XE: 17.04.01
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Adding a C9800 WLC to DNA Center –
Telemetry
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Nothing happened?  Why did it fail?

42BRKEMT-2003



© 2021  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Why did it fail?
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Solution:
Configure a local mode SSID
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Adding a C9800 WLC to DNA Center – Telemetry

BRKEMT-2003

C9800-CL
IOS-XE: 17.04.01

flow exporter avc_exporter
destination 10.10.10.144
source GigabitEthernet2 
transport udp 6007
export-protocol ipfix
option vrf-table  timeout 300
option ssid-table  timeout 300
option application-table  timeout 300
option application-attributes  timeout 300

! 
flow exporter avc_local_exporter
destination local wlc

!
flow monitor avc_ipv4_assurance
exporter avc_exporter
exporter avc_local_exporter
cache timeout active 60
default cache entries 
record wireless  avc ipv4  assurance 

!
flow monitor avc_ipv4_assurance_rtp
exporter avc_exporter
cache timeout active 60
default cache entries 
record wireless  avc ipv4  assurance-rtp

! Apply to SSID (local mode only)
wireless profile policy temp_Global_NF_19d2325f
shutdown 
ipv4 flow monitor avc_ipv4_assurance input 
ipv4 flow monitor avc_ipv4_assurance output 
ipv4 flow monitor avc_ipv4_assurance_rtp input 
ipv4 flow monitor avc_ipv4_assurance_rtp output 
no shutdown 



© 2021  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive 45

Deleting a C9800 WLC from Inventory – clean up

BRKEMT-2003



© 2021  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive 46

Deleting a C9800 WLC from Inventory –
clean up

BRKEMT-2003

no radius-server attribute 6 on-for-login-auth 
no radius-server attribute 6 support-multiple 
no radius-server attribute 8 include-in-access-req no 
radius-server attribute 25 access-request include 
no radius server dnac-radius_10.10.10.130
no aaa session-id common 
no aaa server radius dynamic-author 
no aaa group server radius dnac-client-radius-group
no aaa group server radius dnac-network-radius-group
no aaa group server radius dnac-rGrp-branch-ecec6c61
no aaa group server radius dnac-rGrp-temp-0cf30cee
no aaa group server radius dnac-rGrp-temp-eacb6bcb
no aaa authorization exec VTY_author
no aaa authorization exec default
no aaa authorization network default 
no aaa authorization network dnac-cts-branch-ecec6c61 
no aaa authorization network dnac-cts-list 
no aaa authorization network dnac-cts-temp-0cf30cee 
no aaa authorization network dnac-cts-temp-eacb6bcb 
no aaa authentication dot1x dnac-cts-branch-ecec6c61 
no aaa authentication dot1x dnac-cts-temp-0cf30cee 
no aaa authentication dot1x dnac-cts-temp-eacb6bcb 
no aaa authentication dot1x default 
no aaa authentication login default 
no aaa authentication login VTY_authen
no aaa authentication login dnac-cts-branch-ecec6c61 
no aaa authentication login dnac-cts-list 
no aaa authentication login dnac-cts-temp-0cf30cee 
no aaa authentication login dnac-cts-temp-eacb6bcb
no aaa accounting identity default 
no aaa accounting exec default 
no aaa accounting update

no radius-server deadtime 3 
no radius-server dead-criteria time 5 tries 3
no aaa new-model 

! Remove DNAC trustpoint
no crypto pki trustpoint DNAC-CA
crypto key zeroize rsa DNAC-CA

! Remove DNS
no ip domain name 
no ip name-server 10.10.10.151

! Remove SNMP
no snmp-server host 10.10.10.144 traps adam
no trapflags ap interfaceup
no trapflags ap register 
no snmp-server enable traps wireless AP wireless_mobility
no snmp-server enable traps rf 
no snmp-server enable traps config 
no snmp-server source-interface traps 

no flow exporter 10.10.10.144

! Remove syslog
no logging host 10.10.10.144 transport udp port 514
no logging trap 
no logging source-interface GigabitEthernet2 

! Remove Device Certificate
no crypto pki trustpoint sdn-network-infra-iwan
crypto key zeroize rsa sdn-network-infra-iwan
configure terminal lock 
no device classifier
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Difference between “Managed” vs “Provisioned”
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Difference between “Managed” vs “Provisioned”
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Change in Network Settings
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TBRANCH-C9200-1#show run | i aaa
no aaa new-model

TBRANCH-C9200-1#show run | i aaa
no aaa new-model

Adding AAA server



Netconf and 
Certificates
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Certificates

Device to trust DNAC (DNAC-CA ) 

DNAC to trust device (sdn-network-
infra-iwan )

Device sends telemetry to DNAC

Software image download from DNAC

2.2.1.0: FQDN only supported – no more SAN IP address
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Netconf
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Netconf config pushed during discovery.  Port 830 is default
Netconf used to configure other settings on 9800 WLC
Netconf used to configure streaming telemetry
Need to be aware of AAA requirements for netconf

aaa authorization exec default



What happens 
when we change 
user credentials
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Credentials can only be added/changed at global 
level
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Changing a local username
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TBRANCH-C9200-1#show run | i username
username netadmin privilege 15 password 7 112A4816141D2F22256B
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Changing a local username
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TBRANCH-C9200-1#show run | i username
username netadmin privilege 15 password 7 112A4816141D2F22256B
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Changing a local username

TBRANCH-C9200-1#show run | i username
username netadmin privilege 15 password 7 112A4816141D2F22256B
username lila privilege 15 secret 8 
$8$v5LCra5yOlYetk$UTrtD9wImIRuTL4cMgCjcJpo4boeJmTfSk1KdczjcSI
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Changing username credentials
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Changing username credentials
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Common 
objections on 
“Device 
Controllability”
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Objections

• Hard to troubleshoot?

• No support for SNMP v3 for traps?
• IPDT breaks my network?

• Why do I need to add/delete a device to repush telemetry
• How can I undo what DNAC has done?
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Simple to troubleshoot
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Can now see "Provisioning" status 
for a device when assigned to site
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SNMPv3 for traps
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! snmp (v3 now supported)
snmp-server host 10.10.10.144 traps version 3 auth adam udp-port 162
trapflags ap register
trapflags ap interfaceup
snmp-server enable traps wireless AP wireless_mobility
snmp-server enable traps rf
snmp-server enable traps config
snmp-server source-interface traps GigabitEthernet2
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IPDT is not configurable per site (vs global)
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2.2.1.0 – IPDT can be 
controlled at site level
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Easy to update Device Controllability settings
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Configuration clean up – remove DNAC pushed 
config

66BRKEMT-2003



Conclusion
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• Device Controllability allows devices to interact with DNA Center efficiently

• Cisco DNA Center now provides comprehensive visibility into Device 
Controllability configurations

• Device Controllability is safe and easy to troubleshoot

TrustTelemetryMonitoring Settings
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Thank you
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